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Abstract—Electric Vehicle (EV) adoption has been increasing
in recent years due to multiple factors. Though EVs offer
many advantages, the cyber security of EV networks is often
overlooked. When individuals charge their EVs at charging
stations, the communication between the EV and the other
components of the charging system is through the Internet. It
is crucial to understand the potential attacks that an attacker
could launch and propose solutions to prevent such attacks to
safeguard the EV networks. In this paper, we address message
tampering attacks on EV networks and propose a mechanism to
prevent them. Existing solutions for message tampering are not
suitable for EV networks due to the high computation cost and
latency requirements. In the proposed solution, EVs generate
authentication parameters based on the charging requests they
transmit. The authentication parameters are delivered to a
central server together with the charging requests. This enables
the server to verify the integrity of the received charging requests.
Since the proposed mechanism does not include computationally
expensive operations, it does not add significant cost. We present
a formal security proof to show that the proposed mechanism
provides protection from message tampering attacks and achieves
several security properties in the EV charging framework. A
performance analysis is also presented to show the computation
cost of the proposed mechanism.

Index Terms—Electric Vehicle (EV) networks, integrity, mes-
sage tampering attacks.

I. INTRODUCTION

There has been an acceleration in the adoption of EVs
due to various reasons. It is estimated that, by 2040, out of
three vehicles one would be electric [1]. Incentives provided
by governments across the globe, increase in traditional fuel
prices, and public awareness of the need to use less gasoline
and reduce carbon emissions are some of the key factors
driving EV adoption. EVs use Grid to Vehicles (G2V) or
Vehicle to Grid (V2G) systems for charging. When the EV
battery is low, it can be charged from a charging station. When
the EV battery has more electricity than required, it can sell
the excess electricity to the charging station [2].

EV charging system mainly comprises the charging station
management system (CSMS) controlled by various Service
Providers (P) and the Charging Stations (C) [3]. The ser-
vice provider is in charge of generating, transmitting, and
distributing electricity to the charging stations. The service
provider also has a central server to store information about
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the users and the charging stations. The charging stations are
located in different locations to enable EV users to charge their
vehicles while on the move. An EV sends a charging request
to the charging station and the charging station forwards
it to the central server. The Open Charging Point Protocol
(OCPP) is widely used for communication between the CSMS
and charging stations. OCPP works with any EV charging
protocol. Since it is an open protocol, new security features
can be easily added to it.

With the adoption of EVs, cyber security concerns about
the EV network, particularly about the charging infrastructure,
have also been emerging. Due to the rising interest in EVs,
security concerns about the charging infrastructure have to be
addressed [4]-[6]. Since the communication among the service
providers, the charging stations, and the electric vehicles is
through an insecure medium, the Internet, an attacker may
launch multiple attacks against the electric vehicle network.
By compromising a charging station, an attacker may eaves-
drop on the charging requests sent from multiple EVs and
modify them which will affect the integrity of the data being
sent [7]. In this paper, we address such message tampering
attacks on EV networks. Multiple solutions have been em-
ployed to protect the integrity of the messages in different
domains. Message tampering attacks can be defended to
an extent through various cryptographic techniques. Another
common method employed to ensure data integrity is through
the use of the message authentication code (MAC). In EV
charging systems, the computation and communication costs
should be minimal. Therefore, a lightweight technique that
minimizes latency and preserves data integrity is required for
EV charging systems. To address this problem, we propose
a lightweight mechanism to protect data integrity in EV
charging systems in this paper.

A. Related Work

There have been many studies on the security of EV
networks. EVs are susceptible to all attacks that can be
made against other vehicles and on top of that, the EV
charging systems are susceptible to additional attacks [8]. The
authors of [9] discussed cyber attacks against EV charging
infrastructure and the available security solutions to protect



it from such attacks. The authors of [10] proposed a model
that helps to isolate malware-infected nodes in the electric
vehicle infrastructure. The vulnerabilities that exist in the EV
charging process are presented in [11]. The cyber security
issues faced by the EV charging stations and solutions to
mitigate their impacts are presented in [12]. Details such as
EV identification, location of the EV, energy tariff, meter
reading, and control commands are provided by the EV
user while charging the EV. An attacker may tamper with
such messages for free charging [13]. Further, the authors
of [13] recommend using digital signatures for all messages
exchanged between the EVs and the charging stations or
using encryption techniques to prevent such message alter-
ation attacks. However, using such cryptographic techniques
for all messages is computationally expensive. A protocol
for V2G that protects the EV network from several attacks
including message tampering attacks was proposed in [14].
However, the protocol in [14] requires additional hardware,
the Physical Unclonable Function (PUF). Hence, we propose a
computationally lightweight mechanism, that does not require
any additional hardware, called PREVENT to detect message
tampering attacks in EV networks.

II. SYSTEM AND ADVERSARY MODEL

In this section, we briefly introduce the system and the
adversary models.

A. System Model

We consider the system model shown in Figure 1. The elec-
tric vehicles are represented as V;, for i € {1,2,---}. They
charge from one of the charging stations denoted as C);, for
j€{1,2,---}. The service provider is responsible for trans-
mitting and distributing electricity to the charging stations.
Electric vehicles, charging stations, and service providers
communicate over the Internet. The vehicles transmit charging
requests to the nearby charging station when they need to
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Fig. 1: System model.

B. Adversary Model

Electric vehicles, charging stations, and service providers
communicate over the Internet which is an insecure medium.
Consider the scenario where a number of EVs £V =
EVy,EV,,--- ,EV, send charging requests to the service
provider S through a charging station C. Suppose an attacker
A compromised C such that A can listen, replay, inject, and
modify the charging requests sent by the EVs. Using the
following queries, we can model the attacker’s capabilities:

e Monitor models A’s ability to monitor the messages
exchanged between the EV and C.

e Capture models A’s ability to capture the messages
exchanged between the EV and C.

« Send(m) is used to model A’s ability to impersonate an
EV and send a message m to C.

A may call the Monitor, Capture, and Send queries a
polynomial number of times.

III. PREVENT: PROPOSED SOLUTION
A. High-level Workflow

We consider a vehicular network with multiple electrical
vehicles moving around. The vehicles are represented using
V;, fori € {1,2,---}. The area is also equipped with charging
stations denoted using C;, for j € {1,2,---}. We now
demonstrate the algorithm for preventing message tampering
attacks launched by an adversary who has compromised the
charging station C;. The high-level workflow of the proposed
solution is shown in Figure 2 with the following steps:

1) A registered electric vehicle generates the charging re-
quest details to send to the charging station. This part of
the message is not encrypted.

2) The electric vehicle calculates the validation parameter
for the charging request details. Then, it encrypts the
validation parameter with the secret key k;.

3) The electric vehicle concatenates the charging request
details and the encrypted validation parameter and sends
it to the charging station.

4) The charging station forwards the charging request details
and the encrypted validation parameter received from the
electric vehicle to the service provider.

5) The service provider calculates the validation parame-
ter. Then, it decrypts the received encrypted validation
parameter with k;. After that, it verifies the received
validation parameter by comparing it with the calculated
parameter. If no message tampering has taken place,
then the charging request is not modified, and both the
received and calculated validation parameters will be the
same.

6) If the validation parameter verification is successful, the
charging request is granted.

The advantage of using PREVENT is that, even if a
small percentage of vehicles transmit the validation parameter,
message tampering can be detected with a high probability.
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Fig. 2: The high-level workflow of the solution.

B. Detailed Protocol
The algorithm is divided into the following three phases:

1) Registration Phase: The electric vehicles register with
the central server in this phase. Then, the EVs and the
central server exchange a key required for transmitting
the charging request. Note that this phase needs to
be executed only once. A key and a pseudo-random
sequence are shared between the server and the EV at
the end of the registration phase.

2) Message Transmission Phase: In this phase, the electric
vehicle transmits the charging request R, for n €
{1,2,--- } to the central server S via the charging station
C;. The subscript of R,, also denotes the order in which
the charging requests are transmitted i.e. the order of
transmission is R; followed by Ry followed by R3 and
SO on.

3) Verification Phase: In this phase, the server verifies the
validity of the charging request and sends approval to the
electric vehicle via the charging station if the received
message is not tampered with by an adversary.

The three phases are discussed in detail below:

1) Registration Phase: This phase is executed only once. In
this phase, the EVs register with the central server with their
identities. A key is shared between the central server and the
EV at the end of this phase. The key exchanged between the
server and vehicle V; is denoted using k; for i € {1,2,---}.In
addition to the shared key, the electric vehicle and the central
server share a pseudo-random sequence denoted using Sy. The
key k; and the pseudo-random sequence Sy will be used while
transmitting the charging request in the next phase.

2) Message Transmission Phase: Let us say the vehicle V;
is in the vicinity of the charging station C'; and transmit the
corresponding charging request to C; to charge the vehicle.
V; generates a validation parameter, denoted using P,, once a

charging request is initiated. This implies that the n'"* charging
request, denoted using R,,, has two parts: @), and E,,. E,, is
the encrypted version of P,,. The base-2 representation of the
first part of the charging request is represented using Q,,. This
part includes information about the charging requirements
and requested time. The base-2 representation of the second
part is represented using P,. P, is generated by using the
Q; part of the past N charging requests, i.e., by using
{Qn-n, - ,Qn_1} as follows:

P, = NAND(anNaanNJrh"' 7Qn7175n)~ (H
where NAND refers to the bit-wise NAND operation and S,
is a pseudo random sequence shared between the vehicle and
the server. If the values of n is less than or equal to the value
of N, then P,, is generated as follows:

Pn :NAND(Q17Q27 aQn717Sn)~ (2)

The value of S,, is generated as follows:
Sn - H(Sn—l) (3)

where H (-) denotes the hash function. Note that S, has to be
zero-padded to ensure that its length is the same as that of Q,,.
The second part, i.e., the P,, is encrypted before transmission.
We denote the encrypted version using E,, and is defined as
follows:

where E,, is the base-2 representation of F,. The charging
request message to be transmitted, i.e., R, is generated by
concatenating Q,, and E,,. Then, the EV transmits R,, to the
charging station. Upon receiving R,, from the EV, the charging
station forwards it to the service provider.



3) Verification Phase: In this phase, the central server
verifies the charging request from the EV. The request received
from the EV is denoted using a different notation R,. If an
adversary has not tampered with the charging request, R,
is equal to R,. To verify that the charging request message
is not tampered with, the server extracts the second part of
the charging request message, E,. We can assume that the
charging requests received prior to R, are verified by the
server. Therefore it would be possible for the server to generate
FE, similar to Equation 4 as it has access to the previous
N charging requests. The server confirms that the charging
request is not modified by an adversary iff E,, is equal to E,.
Else, the server rejects the charging request from the EV.

IV. FORMAL SECURITY PROOFS FOR THE PROPOSED
PrROTOCOL

Lemma 1. The key k; cannot be predicted.

Proof. The key k; is a random number. The only possibility
to predict it is to make a random guess. If there are n bits
in k;, the adversary’s advantage in predicting k;, ai{ = 2%
Further, ai{ reduces as the number of bits in k; increases.
Hence, the probability of predicting the key by the adversary

is negligible. O

Lemma 2. The pseudo-random sequence S; cannot be pre-
dicted.

Proof. The pseudo-random sequence S; is a random number.
The only possibility to predict it is to make a random guess. If
there are n bits in S;, the adversary’s advantage in predicting
Si, &y = 5. Further, @ reduces as the number of bits in
S; increases. Hence, the probability of predicting the pseudo-
random sequence by the adversary is negligible. O

Theorem 1. Replay Attacks: The attacker cannot replay
previous messages from the EV to the charging station.

Proof. The replay attack where an adversary A4 replays pre-
viously transmitted messages from the EV can be modelled
through the following game:

1) An EV EV) initiates message transmission to the charg-
ing station C.

2) A executes the query Monitor a polynomial number of
times.

3) A executes the query Capture a polynomial number of
times.

4) A executes the query Send to send the captured message
to C. C forwards the message to the service provider.

5) A wins the game if the validation parameter is verified
successfully by the service provider.

When the service provider verifies the validation parame-
ter, since F, is not equal to En, the verification will fail.
As a result, A cannot send previous messages successfully.
Therefore, the proposed mechanism is robust against replay
attacks. O

Theorem 2. Message Tampering Attacks: The messages ex-
changed between the EV and the charging station cannot be
modified by an adversary.

Proof. The message tampering attack where an adversary .4
modifies the transmitted messages between the EV and the
charging station can be modelled through the following game:

1) An EV EV] initiates message transmission to the charg-
ing station C'.

2) A executes the query Monitor a polynomial number of
times.

3) A executes the query Capture a polynomial number of
times and modifies the messages.

4) A executes the query Send to send the modified mes-
sages to C. C forwards the message to the service
provider.

5) A wins the game if the validation parameter is verified
successfully by the service provider.

P, is encrypted with k; to get E,, before transmission at
EVi. A needs to know k; to decrypt F,. From Lemma 1,
A’s advantage in predicting k; is negligible. Hence, .4 cannot
decrypt and modify the messages. Therefore, the proposed
mechanism is secure against message tampering attacks. [

V. PERFORMANCE ANALYSIS

In this section, we analyze the computation cost incurred
at the electric vehicle and at the service provider to confirm
whether the proposed mechanism is a computationally reason-
able solution.

A. Computation Cost at the Electric Vehicle

The validation parameter is computed using Equation 1.
The pseudo-random sequence is calculated using Equation 3
by using hash operation. If there are N previous charging
requests, NAND operation is applied to them, and the
pseudo-random sequence to find the validation parameter.
Hence, there are N N AN D operations. Finally, the validation
parameter is encrypted with the shared symmetric key k;. Let
us denote the time taken by hash, NAND, and encryption
operations as Ty, Tyanp, and Ty, respectively. Hence,
the total computation cost iS Ty + N X Ty anD + TEnc. We
simulated the experiments on a personal computer with an
Intel Core 15 CPU, 3.20 GHz clock, and 8 GB of RAM. The
time taken by hash, NAND, and encryption operations is 0.11
ms, 0.01 ms, and 0.17 ms, respectively. The computation cost
incurred at the EV when the number of charging requests
increases from 5 to 50 is shown in Figure 3.

B. Computation Cost at the Service Provider

Next, we analyze the computation cost incurred at the
service provider. The service provider calculates the validation
parameter for every vehicle that sends a charging request.
Suppose an electric vehicle has sent N charging requests to
the charging stations so far. When the vehicle sends the next
charging request, the service provider computes the validation
parameter using Equation 1. The computation cost to calculate
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Fig. 3: Computation cost at the EV as the number of charging
requests increases.

the validation parameter is Ty + N X Tyanp + Tene. If
there are [ vehicles and the service provider calculates the
validation parameter for every vehicle, the computation cost
at the service provider is | X (Tyg + N X Tnanp + TrEnc)-
We calculated the computation cost to generate the validation
parameter at the service provider when the number of electric
vehicles increases from 5 to 30 for N = 10. The graph is
shown in Figure 4. From the analysis and figures, it is very
clear that the computation cost of the proposed mechanism is
reasonable.

12 Computation Cost at the Service Provider
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Fig. 4: Computation cost at the service provider as the number
of EVs increases.

VI. CONCLUSION AND FUTURE WORK

We proposed a lightweight mechanism to prevent mes-
sage tampering attacks in electric vehicle networks. The
electric vehicles calculate validation parameters periodically
with lightweight cryptographic operations. They send charging
requests and encrypted validation parameters to the charging
stations which are forwarded to the service provider. These
validation parameters are compared by the service provider
with the computed parameters to detect the presence of

an adversary who modifies the charging request messages.
Our analysis shows that the proposed mechanism provides
protection from message tampering and other attacks and the
computation cost is reasonable.

In this paper, we considered an adversary who tampers
with charging requests from every vehicle. As a part of our
future work, we would consider an attacker strategy where
the adversary selectively tampers the charging requests, i.e.,
the adversary does not tamper with every vehicle’s charging
requests. We will also consider a situation where the vehicles
transmit incorrect validation parameters.
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