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Abstract—Vehicular platooning offers several advantages and
plays an important role in the future of mobility. However, this
technology is vulnerable to several attacks. Since vehicles can
freely join and leave a platoon, it is important to ensure that
only legitimate vehicles are admitted into a platoon. In this
paper, we propose a mutual authentication protocol to securely
admit vehicles into a platoon. The proposed protocol is built on
the concepts of Decentralized Identifiers (DIDs) and Verifiable
Credentials (VCs). Each vehicle creates its DID which helps
to achieve vehicle identity privacy. The vehicles must register
with a Trusted Authority (TA) to join platoons. The TA issues
a VC to the registered vehicle. The platoon leader and the
vehicle joining the platoon verify each other’s VC before the
vehicle joins the platoon. The security analysis demonstrates
that the proposed protocol ensures secure platoon admission
and preserves the privacy of vehicles. We also provide a proof
of concept implementation of the blockchain network for the
proposed scheme using Ethereum. We use the online Integrated
Development Environment (IDE) Remix to compile and run the
smart contract written in Solidity code for the proof of concept
implementation. A performance analysis of the proposed protocol
shows that its computation cost is less than that of other existing
schemes for platoon admission.

Index Terms—Mutual authentication, privacy, security, vehic-
ular platoon, verifiable credentials.

I. INTRODUCTION

In a vehicular platoon, a group of vehicles move together,
following one another, with coordinated driving [1], [2].
Vehicular platooning offers several advantages such as saving
space on highways, improving safety, and using less fuel [3],
[4]. The vehicle in the front of the platoon is called the leader
vehicle and the rest of the vehicles in the platoon are called
followers. All the follower vehicles strictly follow the one in
front of them and maintain a constant safe distance [3].

The vehicles in a platoon exchange control messages for co-
ordinated driving. These messages contain information about
their acceleration, braking, etc. [1]. Various technologies such
as the Adaptive Cruise Control (ACC) system and Vehicle-to-
Vehicle (V2V) communication protocol are used in vehicular
platoon communication and management [5]. Since the ACC
system and V2V communication protocol introduce attack
surfaces in a vehicular platoon, the vehicles in a platoon
are susceptible to insider (attacks from a platoon member

vehicle) as well as outsider attacks (attacks from a platoon
non-member vehicle) [1], [5], [6]. To prevent the outside
attack and to keep the platoon secure, only the vehicles that
have been admitted to the platoon are authorized to interact
with each other [6]. However, in a platoon ghost attack, an
adversary may impersonate a non-existing ghost vehicle [1].
Then, the adversary will have access to the control commands
from the preceding vehicles and may send these messages
to its succeeding vehicles. The adversary may modify the
control messages leading to collisions that pose a threat to
human safety. The adversary may carry out several attacks
now as an insider. Some examples of these attacks include
eavesdropping to collect data, denial-of-service to prevent
platooning, replay attacks, and so on [3]. Also, the vehicles
in a platoon share sensitive information such as vehicle
identity and location identity while exchanging messages. If an
adversary eavesdrops on these messages, he/she may be able
to extract such sensitive information about the vehicles [7]. To
address these problems, we propose a mutual authentication
protocol for vehicular platoon admission in this paper. Before
a new vehicle joins the platoon, the joining vehicle and the
platoon leader authenticate each other. The proposed protocol
leverages the concepts of Decentralized Identifiers (DIDs) [8]
and Verifiable Credentials (VCs) [9].

A. Related Work

Han et al. addressed the platoon ghost attack in [1] where
the attacker gains admission into a platoon but does not join
the platoon physically and acts maliciously. In other words, the
attacker impersonates a ghost vehicle that does not exist in the
platoon. To address this issue, Han et al. proposed a scheme
that verifies the physical context of vehicles to give admission
into a platoon. The underlying idea is that the unique attributes
of road surfaces will be the same for two adjacent vehicles.
They utilized the accelerometer data for context verification.
However, this protocol is vulnerable to record and replay
attacks [10]. A challenge-response verification mechanism was
used for platoon verification in [10]. The verifier transmits
random checkpoints to a vehicle. The vehicle should reach
these checkpoints within a given time. The verifier verifies
the distance to the vehicle using a radar. The scheme in
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[10] did not address the anonymity and privacy of vehicles.
A secure scheme for platoon access based on elliptic curve
cryptography (ECC) was proposed in [11]. However, the
scheme in [11] has a high processing delay. Hence, it could
face scalability challenges when there are several vehicles. Lai
et al. [12] proposed a framework to securely set up a platoon.
This framework is based on attribute-based encryption and
contributory key agreement. Vaas et al. used trajectories of
two vehicles as proof for their co-presence to form a platoon
in [13]. A protocol for platoon verification using Optical
Camera Communications (OCC) was proposed in [14]. The
protocol verifies the communication link between two vehicles
in succession in a platoon. The protocols in [1], [10], [13]
require a minimum of 10 seconds and sometimes more than
a minute to transmit a verification key [14]. Hence, these
protocols take too long to admit a vehicle into a platoon.
Further, if the line of sight is interrupted within this time
frame, e.g., if the line of sight is obscured by another vehicle,
the platoon verification process will fail [14].

B. Motivation and Contributions
The vehicles in a platoon are prone to insider and outsider

attacks. An adversary may impersonate a ghost vehicle that
does not exist in the platoon. After that, he/she can access
and modify control messages to induce a collision among
vehicles in the platoon. Hence, ensuring that only legitimate
vehicles join a platoon is crucial to protect against malicious
interference with the platoon’s control messages. Further, the
platoon admission process should not take too long. Also, an
adversary should not be able to extract sensitive information
about the vehicles by eavesdropping on the exchanged mes-
sages. Motivated by these requirements, this paper makes the
following contributions:

• A mutual authentication protocol for vehicular pla-
toon admission that preserves the privacy of vehicles:
The proposed protocol employs the concepts of DIDs and
VCs to securely admit vehicles into a platoon. Blockchain
is used as the supporting platform. The joining vehicle
and the platoon leader verify each other’s legitimacy
by verifying their VCs and mutually authenticate each
other before the vehicle gets admitted into the platoon.
The vehicles create and manage their identities using
DIDs. DIDs are used during authentication instead of real
identities to preserve the privacy of vehicles. Also, the
proposed protocol enables platoon admission of vehicles
in a very short period.

• Protection from several attacks: The proposed protocol
offers protection from several attacks such as replay,
eavesdropping, and impersonation.

• Security and performance analyses: We provide an
informal security analysis to demonstrate the proposed
protocol’s security features. We also provide a perfor-
mance analysis of the proposed protocol to show that it
is computationally efficient.

• Proof of concept implementation using Ethereum:
We also provide a proof of concept implementation of

the blockchain network for the proposed scheme with
Ethereum [15] smart contracts using the Remix Integrated
Development Environment (IDE) [16]. The smart con-
tract is written in the Solidity programming language.

The rest of the paper is organized as follows. In Section
II, the preliminaries, system model, and adversary model are
presented. In Section III, we present the proposed mutual au-
thentication protocol for platoon admission. Then, we present
a proof of concept implementation in Section IV. We provide a
discussion on the protocol’s security features and performance
in Section V. Finally, conclusions are given in Section VI.

II. PRELIMINARIES, SYSTEM AND ADVERSARY MODEL

In this section, we briefly introduce the building blocks
(Decentralized Identifier and Verifiable Credential) of the pro-
posed protocol, the system model, and the adversary model.

A. Preliminaries

Decentralized Identifier: DID is a decentralized digital
identifier that is created and managed by its owner [8]. A
DID maps to a DID document that resides on public ledgers
such as blockchains. The DID document contains information
about the owner, e.g., the public key required to authenticate
the DID owner [8].

Verifiable Credentials: Verifiable credentials refer to claims
that can be verified cryptographically [9]. A trusted Issuer
signs credentials about the Holder of the VC. Since a digital
signature is used, VCs are tamper-resistant, credible, and can
be verified digitally by others. The Holder presents the VC to
another party, the Verifier, to prove that he/she possesses the
required credentials. The Verifier can verify the credentials by
verifying the signature of the Issuer associated with the VC.

B. System Model

The system model is depicted in Figure 1. We consider a
platoon with a leader L and followers Fi for i ∈ {1, 2, · · · m}.
Vehicles can freely join or leave the platoon. If a vehicle wants
to join a platoon, it sends a request to the platoon’s leader.
The leader and the follower vehicles are registered with a
Trusted Authority (TA). The TA registers vehicles and issues
verifiable credentials to the registered vehicles. Each entity
has a unique DID which maps to a DID document on the
blockchain. The public key associated with the DID of an
entity is stored on its DID document on the blockchain. The
leader vehicle, the follower vehicles, and the TA communicate
over the Internet.

C. Adversary Model

We consider the scenario where an adversary carries out a
ghost attack. The goal of the adversary is to get admission
into the platoon and inject false control messages [10]. In this
case, the adversary gets admission into a platform but does
not join the platoon [1]. Thus, the adversary impersonates a
ghost vehicle that does not exist in the platoon. However, by
getting admission into the platoon, the adversary will have
access to the control commands and can modify the control



Fig. 1: System model.

messages to the vehicles following the ghost vehicle, resulting
in potentially fatal accidents. The adversary may carry out
several attacks now as an insider.

Also, the adversary may capture messages exchanged dur-
ing the admission of a legitimate vehicle and replay them
later to get admission into the platoon. He/she may generate
messages impersonating a legitimate vehicle to get admission
into the platoon as well. The adversary may also listen to
the exchanged messages during a vehicle’s platoon admission
to get sensitive data such as the vehicle’s identity. Then,
the adversary can link specific vehicles to the exchanged
messages and the platoon admission data will be available
to the adversary. This poses a privacy threat to the vehicles.

III. PROPOSED MUTUAL AUTHENTICATION PROTOCOL

We now present the mutual authentication protocol for ve-
hicular platoon admission. The proposed protocol consists of
initialization, registration, and platoon admission phases. The
initialization and registration phases are executed only once.
The platoon admission phase is executed before admitting any
follower vehicle into a platoon.

A. Initialization Phase

Step 1: The TA generates its DID, IDTA, and the corre-
sponding pair of private key (TApr) and public key (TApu).
The DID document corresponding to the IDTA is stored on
the blockchain. The public key, TApu, is stored in this DID
document of IDTA. The private key, TApr, corresponding to
IDTA is securely stored by the TA, e.g., in its digital wallet.

Step 2: Similarly, each vehicle Vi with a vehicle identity,
V IDV i, generates its DID, IDV i, and the corresponding pair
of private key (V ipr) and public key (V ipu). The vehicles
store their DID, private key, and public key as mentioned in
Step 1.

B. Registration Phase

In the registration phase, all the vehicles including the
leader vehicle register with the TA. The steps involved in
the vehicle registration phase are listed below:

Step 1: A vehicle Vi composes a message R1 with a
registration request, V IDV i, and IDV i. Vi sends R1 to the
TA.

Step 2: Upon receiving R1, the TA verifies whether the
vehicle with an identity, V IDV i, is not registered. This is
performed by checking its database to see if a record for
Vi already exists. If Vi is not registered, the TA generates
a credential CV i and signs it with TApr to generate a VC,
V CV i, for Vi. Then, the TA stores V IDV i, IDV i, CV i, and
V CV i. Finally, the TA composes a message R2 with V CV i

and sends it to Vi.
Step 3: Vi stores V CV i.

C. Platoon Admission Phase

When the vehicle Vi wants to join a platoon, the proposed
protocol requires Vi and the platoon leader Li to authenticate
each other. The steps involved in this mutual authentication
process are listed below:

Step 1: Vi composes a message M1 with IDV i and a
platoon joining request. Then, Vi sends M1 = {IDV i, Req}
to Li.

Step 2: Upon receiving M1 from Vi to join the platoon, Li

generates a random number R1. Let IDLi, V CLi, Lipu, Lipr
denote Li’s DID, VC, public key, and private key, respectively.
Li gets the public key, V ipu, corresponding to IDV i from
the blockchain. Subsequently, Li encrypts V CLi ∥ R1 with
V ipu to get Enc[V CLi]. Finally, Li composes M2 = {IDLi,
Enc[V CLi]} and sends M2 to Vi.

Step 3: Upon receiving M2 from Li, Vi generates a random
number R2. After that, Vi decrypts Enc[V CLi] with V ipr
to get V CLi and R1. Then, it gets the public key, TApu,
of the TA corresponding to IDTA from the blockchain and
verifies V CLi using TApu. Vi gets the public key, Lipu,
corresponding to IDLi from the blockchain. Subsequently,
Vi encrypts V CV i ∥ R2 with Lipu to get Enc[V CV i]. Vi

calculates the session key as SK = R1 ∥ R2. Finally, Vi

composes M3 = {Enc[V CV i]} and sends M3 to Li.
Step 4: Upon receiving M3, Li decrypts Enc[V CV i] with

Lipr to get V CV i and R2. Then, it gets the public key, TApu,
of the TA corresponding to IDTA from the blockchain and
verifies V CV i using TApu. Vi calculates the session key as
SK = R1 ∥ R2. Thus, Vi and Li authenticate each other by
verifying their VCs and establish a session key. This session
key is used for secure communication between Vi and Li

when Vi joins the platoon. The steps involved in the platoon
admission phase are illustrated in Table I.

IV. PROOF OF CONCEPT IMPLEMENTATION

In this section, we provide details of a proof of concept
implementation of the blockchain network for the proposed
scheme. We implemented the network with Ethereum [15]
smart contracts using the Remix IDE [16]. Ethereum [15] is a



TABLE I: Platoon Admission Phase

Joining Vehicle (Vi) Platoon Leader (Li)
M1= {IDV i, Req}

M1−−→
Generate: R1

Get: V ipu of IDV i from blockchain
Encrypt: (V CLi ∥ R1) with V ipu to get Enc[V CLi]
M2= {IDLi, Enc[V CLi]}

M2←−−
Generate: R2

Decrypt: Enc[V CLi] with V ipr
Get: TApu of IDTA from blockchain
Verify: V CLi using TApu

Get: Lipu of IDLi from blockchain
Encrypt: V CV i ∥ R2 with Lipu to get Enc[V CV i]
Calculate: SK = R1 ∥ R2

M3= {Enc[V CV i]}
M3−−→

Decrypt: Enc[V CV i] with Lipr
Get: TApu of IDTA from blockchain
Verify: V CV i using TApu

Calculate: SK = R1 ∥ R2

decentralized open-source blockchain system. Actions on the
blockchain can be performed by using smart contracts. After
compiling, the smart contract is deployed on the blockchain.
Then, it is broadcast to all participating nodes on the network.
The nodes validate the transaction and execute the smart
contract code. The software environment Ethereum Virtual
Machine (EVM) helps with executing the smart contract code.
We used the online IDE Remix [16] to compile and run the
smart contract written in Solidity code.

We used a personal computer with an Intel Core i5 CPU,
2.90 GHz clock, and 8 GB of RAM to do the implementation.
Simulations were conducted with three nodes (node 1, node
2, and node 3) on Ethereum. The nodes were initialized
using Ethereum Go client ‘geth’. Ethereum accounts were
also created for the nodes so that they could interact with
each other through the smart contracts. The smart contracts
were compiled on the Remix IDE and deployed on node 1.
After that, node 1 broadcast the address of the deployed smart
contract to the entire network so that the modes can interact
with each other using the smart contract. These nodes are in
charge of registering the users’ DIDs on the blockchain. The
function addDID() adds a new DID to the system. The new
DID and its public key are the inputs of this function. When
the DID is added, a new block is created and appended to the
Ethereum blockchain that contains details of the transaction
of this operation. The function checkDIDExists(), which
takes a DID as input, checks if that particular DID exists. The
function getPublicKey() takes a DID as input. If did1 is the
input of getPublicKey(), it returns the public key associated
with did1 which can be used to verify the signatures signed
with the private key of did1.

V. DISCUSSION

In this section, first, we present the security features of the
proposed protocol. Then, we analyze the performance of the

proposed protocol by estimating its computation cost. Finally,
we compare the proposed protocol with similar schemes based
on security features and computation cost.

A. Security Features

The proposed protocol achieves the following security fea-
tures:

• Secure admittance of vehicles into a platoon: Vehicles
that are registered with the TA receive VCs signed by
the TA. Before admitting a vehicle into a platoon, the
leader and the joining vehicle verify each other’s VC
and mutually authenticate each other. Thus, the protocol
ensures secure admittance of vehicles into a platoon.

• Protection from Eavesdropping Attacks: The parame-
ter V CLi in M2 is encrypted with the public key, V ipu,
of Vi. Even if an adversary listens to M2, he/she cannot
obtain V CLi as he/she does not have the corresponding
private key, V ipr, to decrypt it. Similarly, the parameter
V CV i in M3 is encrypted with the public key, Lipu,
of Li. The adversary cannot decrypt V CV i as he/she
does not have Lipr. Thus, the proposed protocol ensures
protection from eavesdropping attacks.

• Protection Against Replay Attacks: Replay attacks
involve the adversary capturing the exchanged messages
between the joining vehicle and the leader, and re-
playing them later to get admission into the platoon.
The parameter Enc[V CLi] in M2= {IDLi, Enc[V CLi]}
contains a random number R1 which is different in each
session. Similarly, the parameter Enc[V CV i] in M3=
{Enc[V CV i]} contains a random number R2 which is
different in each session. Hence, the adversary cannot
replay M2 and M3 to launch a replay attack.

• Protection Against Impersonation Attack: The adver-
sary does not have access to V CV i. Hence, the adversary
cannot compose the messages M3= {Enc[V CV i]} to



impersonate a legitimate vehicle to get admission into the
platoon. Thus, the proposed protocol provides protection
against impersonation attacks.

• Prevention of ghost attacks: The proposed protocol
ensures that only legitimate, registered vehicles get ad-
mission into a platoon. As a result, the proposed protocol
eliminates the scenario where an adversary impersonates
a ghost vehicle that does not exist in the platoon. Thus,
the adversary cannot do platoon ghost attacks and sub-
sequent attacks on control commands after joining the
platoon as a ghost vehicle.

• Anonymity: Only the TA knows the real identity,
V IDV i, of a vehicle. The vehicle’s DID is used during
platoon admission instead of its real identity, thereby
maintaining the anonymity of the vehicle. Thus, the
protocol keeps the vehicle anonymous while admitting
it into the platoon.

• Privacy: Even if an adversary listens to the exchanged
messages during platoon admission, he/she cannot link
them to any specific vehicle due to the anonymity prop-
erty discussed above. Hence, the platoon admission data
is not available to an adversary, thereby preserving the
privacy of vehicles.

B. Performance Analysis

Next, we analyze the computation cost incurred during
the execution of the protocol while admitting a vehicle into
the platoon. Let the time taken by signature verification and
encryption/decryption operations be tverify and ted, respec-
tively. We use the Elliptic Curve Digital Signature Algorithm
(ECDSA) for the signature generation, signature verification,
encryption, and decryption operations. The time taken by the
concatenation operation is negligible. From the experiments,
tverify and ted are 0.34 ms and 0.16 ms, respectively. Hence,
the total computation cost during the platoon admission phase
is 4 ted + 2 tverify = 1.32 ms.

C. Comparison With Similar Schemes

Next, we compare the proposed protocol’s security features
and computation cost with that of similar schemes.

Comparison of Security Features: The proposed protocol
enables secure admittance of vehicles into a platoon preventing
ghost attacks. Also, the proposed protocol provides protection
against replay, eavesdropping, and impersonation attacks and
offers anonymity and privacy for vehicles. In the proposed
scheme, vehicles create their own identities using DIDs with-
out depending on any third party. This results in a high level
of privacy. None of the other schemes has this feature. The
schemes in [1], [10], [13] are based on physical context
verification for platoon admission. Though these schemes
ensure secure admittance of vehicles into a platoon, they
require a minimum of 10 seconds and sometimes more than
a minute to transmit a verification key [14]. Also, the line
of sight between the two vehicles should not be interrupted
within this time frame [14]. On the contrary, the proposed
protocol does not require the vehicles to be in the line of

sight. It will enable secure admittance even if the line of sight
is obscured, which is quite common in road traffic. Further,
the schemes in [1], [10], [14] do not maintain the anonymity
and privacy of vehicles. A summary of the comparison of the
security features is given in Table II.

TABLE II: Comparison Based On Security Features

Scheme S1 S2 S3 S4 S5 S6 S7 S8
Han et al. [1] Y N Y Y Y N N N
Dickey et al. [10] Y N Y Y Y N N N
Junaidi et al. [11] Y N Y Y Y Y Y Y
Lai et al. [12] Y N Y Y Y Y Y Y
Vaas et al. [13] Y N Y Y Y Y Y N
Plattner et al. [14] Y N Y Y Y N N Y
Proposed
Protocol

Y Y Y Y Y Y Y Y

S1: Secure admittance;
S2: Vehicles create identities without depending on any third party;

S3: Replay attack protection;
S4: Eavesdropping attack protection;

S5: Protection against impersonation attacks; S6: Anonymity;
S7: Privacy; S8: Does not require line of sight;

Comparison of Computation Cost: As mentioned in Sec-
tion V. B, the total computation cost of the proposed protocol
during the platoon admission phase is 1.32 ms. The minimum
time taken by the scheme in [10] is 10 s (which is the
verification time for 1 challenge) from the experiments given
in [10]. The time taken by the scheme in [11] is approximately
4 tsign + 4 tverify + 6 tmul + 2 th where tsign, tmul, and
th represent the time taken by signature generation, scalar
multiplication, and hash operations, respectively. From the
experiments, th = 0.23 ms, tsign = 0.27 ms, and tmul = 1.12
ms. Hence, the time taken by the scheme in [11] is 9.62 ms.
The computation cost of the scheme in [12] is 12 th = 2.76
ms. We have plotted the computation costs of cryptographic
technique-based schemes [11] and [12] in Figure 2. Since the
schemes based on physical context verification take longer
than those based on cryptographic techniques, we have not
plotted the computation costs of schemes based on physical
context verification. From the analysis and figures, it can be
noted that the computation cost of the proposed protocol is less
than that of other existing schemes for platoon admission.
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VI. CONCLUSION

In this paper, we proposed a mutual authentication protocol
to securely admit vehicles into a platoon. The proposed proto-
col ensures that only registered vehicles with valid verifiable
credentials are given admission into a platoon. Thus, the
protocol prevents ghost attacks that pose a safety threat to
vehicles in platoons. We provided a proof of concept imple-
mentation of the blockchain network for the proposed scheme
which showed the practicality of the proposed protocol. We
compared the computation cost of the proposed protocol
with that of two other protocols for platoon admission. The
comparison showed that the computation cost of the proposed
protocol is less than that of other protocols. Thus, it is clear
from our analysis that the proposed protocol is practical and
provides secure admission of vehicles into a platoon with
reasonable computation cost.
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