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Abstract—Non-Terrestrial Networks (NTN) are capable of
providing wide communication coverage. Autonomous vehicles
can leverage NTN to access emergency services when terrestrial
networks are affected by disasters. However, there are security
challenges associated with communication over wireless links of
NTN. Therefore, authentication of vehicles requesting emergency
service is essential. This paper highlights the benefits of NTN
in emergency scenarios and proposes a secure framework for
autonomous vehicles to access emergency services in NTN. In the
proposed framework, Unmanned Aerial Vehicle (UAV), which is
a part of NTN, acts as a relay node. As emergency services are
time-critical operations, we have designed the proposed protocol
leveraging lightweight cryptographic operations, thus keeping
computation costs to a minimum. We have provided formal
security analysis using the Burrows-Abadi-Needham (BAN) logic
and informal security analysis to demonstrate the security of the
proposed protocol. Performance analysis shows that the compu-
tation and communication costs of the proposed protocol are less
than those of other existing schemes for NTN authentication.

Index Terms—Autonomous vehicles, authentication, Non-
Terrestrial Networks, Unmanned Aerial Vehicle, security.

I. INTRODUCTION

Non-Terrestrial Networks (NTN) are wireless communica-
tion networks consisting of unmanned aerial vehicles (UAVs),
High-Altitude Platforms (HAPS), and satellites [1], [2]. They
ensure robust communications and connectivity over wide
regions, including remote areas that do not have access to
traditional terrestrial networks [1]. High data rates and low
latency are some of their key features. NTN consist of space-
borne (satellites at Low Earth orbit (LEO), Medium Earth
orbit (MEO), and Geostationary Orbit (GEO)) and airborne
(HAPS and UAVs) vehicles [3]. The propagation delay in
airborne NTN is less compared to that in spaceborne NTN.
The deployment cost of airborne NTN is less as well.

NTN can be leveraged in emergency scenarios such as
during natural disasters when cellular coverage is not avail-
able [1]. For example, the integration of autonomous vehicle
networks with NTN can help in emergency scenarios when ter-
restrial networks are unavailable. However, securely accessing
NTN-based emergency services is a less explored topic. The

wireless links in NTN are vulnerable to adversarial attacks [4].
Eavesdropping and data modification are some examples of
such attacks. There must be robust authentication and access
control measures to ensure security in NTN [5]. Invaluable
and time-critical services such as emergency services must be
available only to legitimate vehicles at the time of emergency.
Malicious parties should not be able to access emergency
services with the intent of wasting critical resources. Hence,
it is important to secure access to NTN-based emergency ser-
vices through authentication. Further, considering the mobility
of users, the delay due to authentication must be kept to
a minimum. Hence, to enable secure access to NTN-based
emergency services, we propose an authentication protocol
in this paper. To avail emergency services, the autonomous
vehicle and the UAV, which acts as a relay node relaying
real-time emergency services data at the edge of the NTN,
must be authenticated. Since the computation time must be
kept minimum in an emergency scenario, we use lightweight
cryptographic operations to build the protocol.

A. Related Work

In this section, we discuss the existing works on integrating
terrestrial and NTN and the schemes designed for NTN
authentication. Ozger et al. presented their project 6G-SKY in
[6]. The 6G-SKY architecture integrates terrestrial and NTN
networks. The roles of HAPS in NTN and the advantages
were well investigated in [7]. By using HAPS as relays, it is
possible to increase the communication coverage in the NTN
network [7]. The security challenges in integrated terrestrial
and non-terrestrial networks were discussed in [2]. An authen-
tication scheme for 6G satellite-terrestrial integrated network
was proposed in [8]. Miao et al. presented an authentication
protocol for UAV-assisted Internet of Vehicles (IoV) in [9].
This protocol is based on Elliptic Curve Cryptography (ECC).
Though the protocol proposed in [9] achieves several security
properties, its computation cost is high. An authentication
protocol between the terminals and access points for satellite-
terrestrial networks achieving user anonymity and traceability



was proposed in [10]. This protocol is also based on ECC. A
hierarchical group key distribution scheme was also included
in [10] to avoid the need for re-authentication. However, when
the satellite acts as the access point in this scheme, the compu-
tation cost on the satellite will be high [11]. An authentication
scheme for satellite-terrestrial integration networks leveraging
Physical Unclonable Functions (PUFs) was proposed in [11].
A handover authentication protocol was also presented in [11].
However, the scheme in [11] requires additional hardware,
PUF. The PUF response can be affected by environmental
factors. This is not considered in the scheme in [11]. Further,
an adversary may use Machine Learning (ML) techniques to
model the PUF [12].

To summarise, the above schemes have limitations such
as high computation costs, vulnerability to certain attacks, or
requiring additional hardware.

B. Motivation and Contributions

It is important to secure access to NTN-based emergency
services through authentication so that only legitimate vehicles
have access to such services and malicious parties will not
have access to emergency services with the intent of wasting
critical resources. Also, the proposed protocol should be effi-
cient as the response time is a critical parameter in emergency
scenarios. Motivated by these requirements, this paper makes
the following key contributions:

• A secure framework to access NTN-based emergency
services for autonomous vehicles: A secure framework
with an authentication protocol is proposed to access
NTN-based emergency services for autonomous vehi-
cles. The proposed protocol is efficient as it leverages
lightweight cryptographic operations.

• Protection from several attacks: The proposed protocol
is resilient to several attacks such as replay, eavesdrop-
ping, and impersonation.

• Security analysis: Formal security analysis of the
proposed protocol using the Burrows-Abadi-Needham
(BAN) logic [13] has been provided. An informal secu-
rity analysis which demonstrates the proposed protocol’s
resilience against various attacks has also been provided.

• Performance analysis: To assess the viability of using
the proposed protocol in practical scenarios, the compu-
tation and communication costs have been calculated and
compared with other similar schemes for NTN authenti-
cation.

The rest of the paper is organized as follows. In Section II,
the system model and the adversary model are presented. In
Section III, we present the proposed authentication protocol.
Then, we present the security analysis of the proposed protocol
in Section IV and the performance analysis in Section V.
Finally, conclusions are given in Section VI.

II. SYSTEM AND ADVERSARY MODELS

In this section, we present the system model and the
adversary model considered for the proposed protocol.

A. System Model

Figure 1 illustrates the system model. The system model
integrates NTN with autonomous vehicle networks to en-
able secure and efficient access to emergency services. NTN
consisting of satellites, HAPS, and UAVs provide a robust
communication backbone for transmitting emergency infor-
mation across wide areas. The autonomous vehicles Vi for
i ∈ {1, 2, · · · m} are equipped with communication modules
that interface with NTN to receive real-time emergency data
and transmit vehicle status or distress signals through a
UAV within its communication range. Each UAV, UAVi for
i ∈ {1, 2, · · · m}, is equipped with secure communication
modules and acts as a mobile edge node, relaying real-
time emergency services data, such as disaster warnings or
medical assistance instructions, to autonomous vehicles within
its range. A central emergency management system CEMS,
which oversees all emergency services, receives messages
from vehicles, verifies their authenticity, and disseminates
warnings and critical updates through the NTN network en-
suring seamless integration of NTN with autonomous vehicle
operations. We assume that the CEMS can be trusted. Also, it
is assumed that the CEMS has sufficient resources and takes
measures to face emergency scenarios. Initially, all vehicles
and UAVs must register with the CEMS to access emergency
services.

Fig. 1: System model.

B. Adversary Model

An adversary may carry out various attacks on the com-
munication channels. We consider the Dolev-Yao model (DY
model) [14], where an adversary may listen, edit, or delete
the exchanged messages. Some possible attacks are imperson-
ation, eavesdropping, desynchronization, and replay attacks.
An adversary may listen to the messages exchanged between
vehicles and the UAV to retrieve important information about
the vehicle. The adversary may generate fake messages re-
questing emergency services or capture messages and replay
them later to access emergency services with a malicious
intention of wasting precious resources.



III. PROPOSED AUTHENTICATION PROTOCOL

This section presents the mutual authentication protocol for
accessing emergency services. The proposed protocol consists
of registration and emergency service request phases. During
the registration phase, vehicles and UAVs register with the
CEMS. This phase is required to be executed only once
for each participant. We assume that the registration phase
is executed through a secure channel. In the event of the
occurrence of an emergency scenario, the emergency service
request phase is triggered. Any vehicle requesting emergency
service must go through the emergency request phase so that
the CEMS can ensure that the request is legitimate and not
from a malicious party. During the emergency service request
phase, a vehicle, Vi, sends an alert to a UAV, UAVi, which
is then forwarded to the CEMS with the help of the NTN
infrastructure. The CEMS verifies the authenticity of Vi and
UAVi and establishes a secure session key with Vi and UAVi

for further communication and to provide emergency services.

A. Registration Phase

The steps involved in the registration phase are given below:
Step 1: A vehicle Vi with a unique identification number

NV i composes a registration request message with a request
and NV i. Then, Vi sends the composed message to the
CEMS.

Step 2: The CEMS generates a a secret key kV i to be
shared with Vi. After that, the CEMS concatenates NV i

and kV i and finds its hash value which will be used as
the authentication parameter PV i. The CEMS stores PV i =
h(NV i ∥ kV i) in its database. Finally, the CEMS sends kV i

and PV i to V
i
. Vi stores the received values.

Step 3: Let UAVi has a unique identification number
NUAV i. The CEMS generates a a secret key kUAV i to
be shared with UAVi. The CEMS computes and stores
PUAV i = h(NUAV i ∥ kUAV i) in its database for emergency
services. The CEMS stores kUAV i and PUAV i in UAVi’s
memory and deploys it.

B. Emergency Service Request Phase

The steps involved in the emergency service request phase
are listed below:

Step 1: Vi retrieves the current timestamp t1, generates a
random number rV i, and computes P ∗

V i = kV i ⊕ PV i. Then,
Vi composes a message M1 = {NV i, rV i, t1, P

∗
V i} and sends

it to UAVi.
Step 2: Upon receiving M1 from Vi at time t′1, UAVi

first checks the validity of the timestamp by verifying that
|(t1 − t′1)| ≤ ∆t,, a predefined threshold value. If t1 is a
valid timestamp, UAVi generates a random number rUAV i

and computes P ∗
UAV i = kUAV i ⊕ PUAV i. Then, UAVi

retrieves the current timestamp t2 and composes a message
M2 = {NV i, rV i, NUAV i, rUAV i, t2, P

∗
V i, P

∗
UAV i} and sends

M2 to the CEMS.
Step 3: Upon receiving M2 from UAVi at time t′2, the

CEMS first checks the validity of timestamp by verifying that
|(t2− t′2)| ≤ ∆t, a predefined threshold value. If t2 is a valid

Vi
Generate: rV i, t1
Compute: P ∗

V i = kV i ⊕ PV i

M1 = {NV i, rV i, t1, P
∗
V i}

Send M1 to UAVi

UAVi

Verify: |(t1 − t′1)| ≤ ∆t
Generate: rUAV i, t2
Compute: P ∗

UAV i = kUAV i ⊕ PUAV i

M2 = {NV i, rV i, NUAV i, rUAV i, t2, P
∗
V i, P

∗
UAV i}

Send M2 to CEMS
CEMS

Verify: |(t2 − t′2)| ≤ ∆t
Verify: P ∗

V i , P ∗
UAV i

Compute:
H1 = h(rUAVi

∥ kUAV i)
H2 = h(H1 ∥ rUAV i ∥ kUAV i)
H3 = h(rV i ∥ kV i)
H4 = h(H3 ∥ kV i)
SK = h(rV i ∥ kV i ∥ rUAVi

∥ kUAV i)
H5 = SK ⊕H2 ⊕ rUAVi

⊕ kUAV i

H6 = SK ⊕H4 ⊕ rVi
⊕ kV i

M3 = {H1, H3, H5, H6}
Send M3 to UAVi

UAVi

Verify: H1

Compute:
H2 = h(H1 ∥ rUAV i ∥ kUAV i)
SK = H5 ⊕H2 ⊕ rUAVi

⊕ kUAV i

= h(rV i ∥ kV i ∥ rUAVi ∥ kUAV i)
M4 = {H3, H6}
Send M4 to Vi
Vi

Verify: H3

Compute:
H4 = h(H3 ∥ kV i)
SK = H6 ⊕H4 ⊕ rVi ⊕ kV i

= h(rV i ∥ kV i ∥ rUAVi
∥ kUAV i)

Fig. 2: Emergency service request phase.

timestamp, the CEMS first retrieves the kV i corresponding to
Vi and kUAV i corresponding to UAVi from its database. Then,
it verifies received P ∗

V i = kV i ⊕ PV i and P ∗
UAV i = kUAV i ⊕

PUAV i. Subsequently, the CEMS computes H1 = h(rUAVi
∥

kUAV i), H2 = h(H1 ∥ rUAV i ∥ kUAV i), H3 = h(rV i ∥ kV i),
and H4 = h(H3 ∥ kV i). Subsequently, the CEMS computes
SK = h(rV i ∥ kV i ∥ rUAVi ∥ kUAV i), H5 = SK ⊕ H2 ⊕
rUAVi ⊕ kUAV i, and H6 = SK ⊕H4⊕ rVi ⊕ kV i. After that,
the CEMS composes a message M3 = {H1, H3, H5, H6}
and sends it to UAVi. Note that H2 and H4 are not sent by
the CEMS to UAVi.

Step 4: When UAVi receives M3, it first verifies H1 =
h(rUAVi

∥ kUAV i). If the verification is successful, UAVi

computes H2 = h(H1 ∥ rUAV i ∥ kUAV i). After that, UAVi

computes the session key as SK = H5 ⊕ H2 ⊕ rUAVi
⊕

kUAV i = h(rV i ∥ kV i ∥ rUAVi
∥ kUAV i). Then, UAVi

composes a message M4 = {H3, H6} and sends it to Vi.



Step 5: When Vi receives M4, it first verifies H3 =
h(rV i ∥ kV i). If the verification is successful, Vi computes
H4 = h(H3 ∥ kV i). After that, Vi computes the session key as
SK = H6⊕H4⊕rVi⊕kV i = h(rV i ∥ kV i ∥ rUAVi ∥ kUAV i).
Thus, a session key SK is shared among Vi, UAVi, and the
CEMS for secure communication. The steps involved in the
emergency service request phase are illustrated in Figure 2.

IV. SECURITY ANALYSIS OF THE PROPOSED PROTOCOL

In this section, we first present the formal security analysis
of the proposed authentication protocol using the BAN logic
[13]. After that, an informal security analysis is also provided.

A. Formal Security Analysis

We analyse the security of the proposed authentication
protocol using the Burrows-Abadi-Needham logic [13].
BAN Logic Notations and Rules:

The notations used in BAN logic are given in Table I.

TABLE I: Notations used in BAN logic

Notation Meaning
A |≡ S A believes statement S
A ◁ S A sees S
A |∼ S A once said S
A |⇒ S A controls S
#(S) S is fresh

A
(k)←−→ B A secret k is shared between A and B
{S}Y S is encrypted using Y

The BAN logic rules used for analysing the security of the
proposed protocol are given below:

1. Message-meaning rule R1: A|≡A
(k)←→B,A◁{M}k

A|≡B|∼M .
If k is a shared key between A and B, and A sees a message

M encrypted with k, then, A believes that B sent M .
2. Nonce-verification rule R2:
A|≡#(M),A|≡B|∼M

A|≡B|≡M .
If A believes that M is fresh and B said M , then, A believes

B believes M .
3. Jurisdiction rule R3: A|≡B|⇒M,A|≡B|≡M

A|≡M .
If A believes that B has control on M and A believes B

believes M , then, A believes M .
4. Seeing rule R4: A◁(M,N)

A◁M .
When A sees a concatenated message that contains M , then,

A also sees M .

Seeing rule R5: A|≡A
(k)←→B,A◁{M}k

A◁M .
If a key k is shared between A and B, and A sees a message

M encrypted with k, then, A also sees M .
5. Fresh rule R6: A|≡#(M)

A|≡#(M,N) .
If A believes M is fresh, then A believes the freshness of

a concatenated message that contains M .
6. Belief rule R7: A|≡(M,N)

A|≡M .
If A believes a concatenated message that contains M , then

A believes M .
Belief rule R8: A|≡(M),A|≡(N)

A|≡(M,N)
If A believes M and N , then, A believes a concatenated

message that contains M and N .

Security Analysis of the Proposed Protocol:
The initial security assumptions about Vi, UAVi, and the

CEMS are given below:

Vi |≡ Vi
(kV i)←−−→ CEMS, CEMS |≡ Vi

(kV i)←−−→ CEMS.

UAVi |≡ UAVi
(kUAV i)←−−−−→ CEMS, CEMS |≡ UAVi

(kUAV i)←−−−−→ CEMS.

Vi |≡ #(rVi), UAVi |≡ #(rUAV i).

The goals of the security analysis are given below:

Goal 1: UAVi|≡ SK
Goal 2: Vi|≡ SK

The steps involved in the BAN logic analysis are given
below as S1, S2, etc. The CEMS computes the session key
SK and sends it to Vi and UAVi.
When UAVi receives M3:

S1 : UAVi ◁ H1.

Since kUAV i is shared only between the UAVi and the
CEMS, and kUAV i is used to construct H2:

S2 : UAVi |≡ CEMS |∼ H2.

Since rUAV i is fresh and rUAV i is used to construct H2, by
applying the fresh rule R6:

S3 : UAVi |≡ #(H2).

Applying the nonce-verification rule R2 with S2 and S3, we
get:

S4 : UAVi|≡#(H2),UAVi|≡CEMS|∼H2

UAVi|≡CEMS|≡H2
.

Applying the Jurisdiction rule R3 with S4, we get:

S5 : UAVi|≡CEMS|⇒H2,UAVi|≡CEMS|≡H2

UAVi|≡H2
.

When UAVi receives M3:

S6 : UAVi ◁ H5.

Since kUAV i is shared only between the UAVi and the
CEMS, and kUAV i is used to construct H5:

S7 : UAVi |≡ CEMS |∼ H5.

Since rUAV i is fresh and rUAV i is used to construct H5, by
applying the fresh rule R6:

S8 : UAVi |≡ #(H5).

Applying the nonce-verification rule R2 with S7 and S8, we
get:

S9 : UAVi|≡#(H5),UAVi|≡CEMS|∼H5

UAVi|≡CEMS|≡H5
.

Applying the Jurisdiction rule R3 with S9, we get:

S10 : UAVi|≡CEMS|⇒H5,UAVi|≡CEMS|≡H5

UAVi|≡H5
.

Applying the belief rule R8 with S5 and S10, since SK =
H5 ⊕H2 ⊕ rUAVi ⊕ kUAV i, we have:

UAVi |≡ SK. (Goal 1)



When Vi receives M4:

S11 : Vi ◁ H3.

Since kV i is shared only between the Vi and the CEMS, and
kV i is used to construct H4:

S12 : Vi |≡ CEMS |∼ H4.

Since rV i is fresh and rV i is used to construct H4, by applying
the fresh rule R6:

S13 : Vi |≡ #(H4).

Applying the nonce-verification rule R2 with S12 and S13, we
get:

S14 : Vi|≡#(H4),Vi|≡CEMS|∼H4

Vi|≡CEMS|≡H4
.

Applying the Jurisdiction rule R3 with S14, we get:

S15 : Vi|≡CEMS|⇒H4,Vi|≡CEMS|≡H4

Vi|≡H4
.

When Vi receives M4:

S16 : Vi ◁ H6.

Since kV i is shared only between the Vi and the CEMS, and
kV i is used to construct H6:

S17 : Vi |≡ CEMS |∼ H6.

Since rV i is fresh and rV i is used to construct H6, by applying
the fresh rule R6:

S18 : Vi |≡ #(H6).

Applying the nonce-verification rule R2 with S17 and S18, we
get:

S19 : Vi|≡#(H6),Vi|≡CEMS|∼H6

Vi|≡CEMS|≡H6
.

Applying the Jurisdiction rule R3 with S19, we get:

S20 : Vi|≡CEMS|⇒H6,Vi|≡CEMS|≡H6

Vi|≡H6
.

Applying the belief rule R8 with S15 and S20, since SK =
H6 ⊕H4 ⊕ rVi ⊕ kV i, we have:

Vi |≡ SK. (Goal 2)
This proves the security of the session key in the proposed

protocol.

B. Informal Security Analysis

Next, we present the informal security analysis of the pro-
posed protocol. The proposed protocol achieves the following
security features:

• Secure Access to Emergency Services through Au-
thentication: Only legitimate vehicles registered with
the CEMS get authenticated by the CEMS to ac-
cess emergency services. Before providing services, the
CEMS verifies requests are coming from registered Vi
and UAVi by verifying received P ∗

V i = kV i ⊕ PV i and
P ∗
UAV i = kUAV i⊕PUAV i. Thus, the protocol guarantees

secure access to emergency services.
• Session Key Security: At the end of the successful

execution of the protocol, Vi computes SK = H6⊕H4⊕

rVi
⊕ kV i = h(rV i ∥ kV i ∥ rUAVi

∥ kUAV i) and UAVi

computes SK = H5 ⊕H2 ⊕ rUAVi ⊕ kUAV i = h(rV i ∥
kV i ∥ rUAVi ∥ kUAV i). Thus, Vi and UAVi establish a
session key with CEMS for secure communication.

• Protection from Denial of Service Attack: Only legit-
imate vehicles registered with the CEMS get authen-
ticated. If an adversary generates an invalid P ∗

V i and
sends a service access request, the verification of P ∗

V i will
fail and the CEMS will be notified. Thus, the proposed
protocol is resilient to denial of service attacks.

• Protection from Eavesdropping Attacks: The parame-
ter PV i which is verified by the CEMS to ensure the
authenticity of Vi is encoded as P ∗

V i = kV i ⊕ PV i

before sending through M1 = {NV i, rV i, t1, P
∗
V i}. Sim-

ilarly, the parameter PUAV i which is verified by the
CEMS to ensure the authenticity of UAVi is encoded
as P ∗

UAV i = kUAV i ⊕ PUAV i before sending through
M2 = {NV i, rV i, NUAV i, rUAV i, t2, P

∗
V i, P

∗
UAV i}. The

adversary cannot decode P ∗
V i and P ∗

UAV i as he/she does
not know kV i and kUAV i. Thus, the proposed protocol
ensures protection from eavesdropping attacks.

• Replay Attack Resistance: In a replay attack, an ad-
versary captures the messages and replays them later to
request emergency services. When UAVi receives M1

from Vi at time t′1, UAVi verifies if |(t1 − t′1)| ≤ ∆t.
This verification will fail if the adversary replays M1.
Similarly, when the CEMS receives M2 from UAVi at
time t′2, the CEMS checks the validity of timestamp by
verifying that |(t2 − t′2)| ≤ ∆t. If the adversary replays
M2, verification of the timestamp will fail. Thus, the
proposed protocol provides replay attack resistance.

• Impersonation Attack Resistance: The adversary
does not know kV i and PV i. Hence, the ad-
versary cannot compute P ∗

V i = kV i ⊕ PV i to
compose M1 = {NV i, rV i, t1, P

∗
V i} impersonat-

ing Vi. Similarly, the adversary does not know
kUAV i and PUAV i to compute P ∗

UAV i = kUAV i ⊕
PUAV i. Hence, the adversary cannot compose M2 =
{NV i, rV i, NUAV i, rUAV i, t2, P

∗
V i, P

∗
UAV i} impersonat-

ing UAVi. Thus, the proposed protocol provides imper-
sonation attack resistance.

V. PERFORMANCE ANALYSIS

In this section, first, we estimate the proposed protocol’s
computation cost. Then, we compare it with the computation
cost of other similar protocols.

A. Computation Cost

Next, we estimate the computation cost of the proposed
protocol. The registration phase is executed only once for each
participating entity, whereas the emergency service request
phase is executed whenever the service is requested. Hence,
we compute the computation cost of the emergency service
request phase. To find the computation cost of this phase, the
time taken by the cryptographic operations is calculated on
a personal computer with an Intel Core i5 CPU (3.20 GHz),



TABLE II: Comparison Based On Computation Costs

Scheme Computation Cost
Xu et al. [8] 5tmul + 5tadd + 4texp + 2tse + 21th= 5.285 ms

Miao et al. [9] 10tmul + 18th + tadd + 2tse = 5.96 ms
Liu et al. [10] 10tmul + 6th + 4tadd + 2tse = 5.81 ms
Ren et al. [11] 30th + 6tse = 1.614 ms

Proposed Protocol 9 th = 0.189 ms

and 8 GB of RAM. The time taken by XOR and concatenation
operations are negligible and hence, it is not considered for
the computation cost calculation. Let th represent the time
taken by hash operations. From our experiments, th = 0.021
ms. Hence, the computation cost during the emergency service
request phase is 2 th = 0.042 ms at Vi, 2 th = 0.042 ms at
UAVi, and 5 th = 0.105 ms at the CEMS.

Next, we compare the proposed protocol with other schemes
in terms of computation cost. Let tse, tadd, tmul, texp rep-
resent the time taken by symmetric encryption/decryption,
ECC scalar addition, ECC scalar multiplication, and modular
exponentiation operations, respectively. From our experiments,
tse= 0.164 ms, tadd = 0.034 ms, tmul = 0.522 ms, and texp
= 0.434 ms.

As mentioned previously, the total computation cost of the
proposed protocol during the emergency service request phase
is 0.189 ms. The computation costs of schemes in [8], [9],
[10], and [11] are 5tmul + 5tadd + 4texp + 2tse + 21th=
5.285 ms, 10tmul + 18th + tadd + 2tse = 5.96 ms, 10tmul

+ 6th + 4tadd + 2tse = 5.81 ms, and 30th + 6tse = 1.614
ms, respectively. We have plotted the computation costs of
schemes [8], [9], [10], and [11] in Figure 3. The computation
cost analysis and figures show that the proposed protocol’s
computation cost is less than that of similar existing schemes.
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Fig. 3: Computation cost during authentication.

B. Communication Cost

Next, we estimate the communication cost of the proposed
protocol. We consider the hash function SHA-256 and follow
the parameter sizes given in [11] for the communication cost
estimation. The lengths of the session key, nonce, timestamp,

and identity are 128 bits, 64 bits, 48 bits, and 128 bits, respec-
tively. The communication cost of the proposed protocol is
1248 bits. The communication costs of the proposed protocol
and similar protocols are summarised in Table III and shown
in Figure 4. From the analysis and figures, it can be concluded
that the communication cost of the proposed protocol is less
than that of similar existing schemes.

TABLE III: Comparison of Communication Costs

Scheme Communication Cost (bits)
Xu et al. [8] 2268

Miao et al. [9] 3872
Liu et al. [10] 1824
Ren et al. [11] 6080

Proposed Protocol 1248
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Fig. 4: Communication cost during authentication.

VI. CONCLUSION

NTN-based emergency services are promising solutions as
they can be operational even when terrestrial networks are
affected. In this paper, we proposed a mutual authentication
protocol to securely access such NTN-based emergency ser-
vices. The proposed protocol offers robust security and is more
efficient than other existing schemes for NTN authentication,
making it an ideal choice for practical purposes. We hope
that the proposed protocol will set a precedent for future
innovations in NTN-based communications and services.
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