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Abstract—The use of synchrophasor data for observation and (TOs) that use the data in their wide area monitoring systems
control is expected to enhance the operation and efficiency of éh  The most common communication protocol used by PMUs to
next generation of power systems. However, the specific charac y4ngmit their data is defined in the IEEE C37.118 standards.
teristics of the data generated by synchrophasors makes them . L S
particularly vulnerable to cyber attacks. This paper presents a While the networking infrastructure, the comm_unlcatlc_)n-pro
set of Strategies to protect the anonymity of Synchrophasor da tOCOIS, as We” as the measurement and CO"eC“O” deV|CgS ma
against passive traffic analysis attacks. Considering the periodic all be vulnerable to a variety of malicious attacks, thisgyap

nature of synchrophasor data, we propose defense mechanismsfocuses on a set of passive attacks that may be launched in
based on packet concatenation and random packet drops as athe network.

countermeasure against attacks that may use the timing as well as The f f thi . . ttacks that inl
data volume information to compromise the network. In contrast € Tocus of this paper Is on passive aliacks that are mainly

to existing defenses against traffic analysis attacks, our schemeconcerned with privacy and anonymity issues. In passive
can be easily deployed using the current networking infrastruc- attacks, the attacker does not alter the data or the system

ture as it is based on end-to-end principles and does not require resources, but attempts to learn or make use of the infoomati
any specialized routers. The proposed defense mechanisms argom the system. In particulatraffic analysisbased passive
evaluated using both analysis and simulations. . . . . .
_ _ attacks aim to determine the identity and location of the
Index Terms—Network security, smart grid, synchrophasor communicating hosts by observing the timing and length
network of messages across links in the network. In the context of
synchrophasor measurement data, such attacks can be used
|. INTRODUCTION to determine the network locations of the PMUs and central

HE addition of synchrophasor measurements is expect%t&tions' as well as the path taken by their data. Subsdguent
T to provide a number of important features in smafthis information may be used to launch sophisticated astack
grids [1]. The existing and ongoing deployment of phasc?rn t_he PMUs, monltorl_ng stations and the_network routgrs,
measurement units (PMUs) for providing the synchrophaslglad'ng to loss of data, increased response times andctesiri

data are envisioned to be an integral part of smart griagailability of resources. As a first step in understandimg t

and provide valuable information about the state of the sy$inerabilities of synchrophasor data transmissions, plaper

tem. PMU data serves to facilitate a number of applicatiofits its focus on traffic analysis attacks.
while enhancing others, such as real-time monitoring of the 1he inherent characteristics of synchrophasor measutemen

system, state estimation, disturbance monitoring, ifigtab d2t@ make the problem of defending them against traffic
prediction, wide area protection and control, etc. [1],. [2]analy5|s attacks quite f:hallenglng. The .data measured and
Given their importance in the maintenance and control G¢Ported by the PMUs includes frequencies, phasors, analog

the power generation and distribution system, monitoring aValues and digital values [4]. PMUs are usually equippedh wit
manipulation of PMU data are particularly attractive avesiu@ 9lobal positioning system (GPS) and produce data with
for malicious attackers that intend to disrupt and dama@gcuracy better than 0.1% that are timestamped with peecisi
the power infrastructure [3]. Additionally, the synchragor | etter than 1us. The data is generated periodically at fixed
measurement data is usually transferred over public domdi€rvals and the data packets thus generated have the same
networks such as the Internet, thereby making it susceptibl SIZ€ (since the same set of values is measured each time). The
a number of attacks. This pap'>er investigates the suscldiptibiCO”Stant packet size makes it easier for attackers to eterel

of the PMU data measurement and collection network agaifidg traffic generated by a PMU as it propagates across links.
a class of passive attacks and develops defense strate ditionally, the _req.uwem(_ants of applications such a_sl-rea
against the attacks. Ime system monitoring, wide area control and protectian et

Synchrophasor data collected at geographically diverse jgply that the data must be_ _sent to the cen_tral locationsowith

cations are usually routed to data concentrators in centfgdy- Consequently, traditional obfuscation approacheh
locations. These central locations are either owned by ese@S batching and introduction of random delays [5] comes with

independent system operators (ISOs) and transmissionrswifkPENalty. Finally, we note that while encryption may conhcea
the contents of a data packet, they cannot hide the trarismiss
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Existing work on securing networks carrying PMU datén contrast, our focus is on developing strategies that @an b
is limited, and to the best of our knowledge, there is nordeployed using the current networking infrastructure wauth
that addresses traffic analysis attacks. The focus of previ@any changes to the network components. To achieve this goal,
work on the analysis and prevention of traffic analysis baseg propose a strategy that is purely based on operatiorisaarr
attacks has focused mainly amix networks [5], [6], [7], out at the PMUS
[8], [9]. These solutions are based on the use of specialized
mix routers that have not been deployed in the Internet. Thus 1. T RAEFIC ANALYSIS ATTACKS
the focus of this paper is on developing techniques that are ) . . ) o
readily deployable in the existing networking infrasturet To Trafflc analysis atftacks are primarily based on fmdmg_c—orre
achieve this goal, we propose a strategy that is purely medatlons l?etween_vanous traf_hc pgrameters, such as tlrmmig_ a
operations carried out at the end hosts, i.e., the synchegpg Volume information, on two links in a network. The underlyin
generating the measurement data. principle behind traffic analysis attacks is that paransesech

This paper makes two contributions. First, it presents afi inter-packet interval etc. vary W'd_ely t?gtween (_j|fferer_1
evaluates a set of schemes, specifically tailored for Syﬂgcket flows and thus can be used as identifiers to distinguish
chrophasor measurement data, for defeating traffic amlygpd '39'ate flows. In the most (_:o_mmo_nly pon3|_dered_ traiffic
attacks. Second, it uses an information theoretic measure?falysis attacks, the adversary d_|V|des time into fixed-bins
quantify the degree of anonymity provided by the propos@d‘d correlates the parameter of interest (such as packet)cou

obfuscation strategies. The proposed schemes are evhluAF0ss two links. i ) - .
using simulations in realistic networking scenarios. The most common traffic analysis attack in literature is one

The rest of this paper is organized as follows. Section lﬂased on timing analysis. The basic aim of a timing analysis

presents the related work and Section Il presents an aamrviattalfk IS fto ffl'nd a correlatlonl_ bketvyier;] th_e _tlmlngfs of trTe
of traffic analysis attacks and describes the threat model ckets of a flow seen on one link with the timings of another

sumed in this paper. The proposed defense mechanism ag R)‘? kon another. l'g_k' t'!'he tFr)lretS?hncetWOf fll strong ctcr)]rrelanon
traffic analysis attacks on synchrophasor data is propm};eoﬁ1 aken as an indication that the two Tlows are he same.
The most commonly used random variable for evaluating the

Section IV. Section V uses an information theoretic meature " It is the | b K =

quantify the degree of anonymity associated with the pregost™"N9 gorre ations Is 1 ﬁ mtf?rva fetwien (';WO pac er':s [5]

defense mechanism. Section VI presents simulation regults " ©'der to minimize the effect of packet drops on the inter-
cket times, the number of packets in a given interval may

evaluate the performance of the proposed scheme. Finall§ . . . :
Section VII concludes the paper. also be used in traffic analysis attacks. Other random asgab

such as the sizes of the packets observed on two flows in two
links (or the total number of bytes transferred by two flows
Il. RELATED WORK over a given interval) may also be used in traffic analysis

A survey of various security issues related to smart gri@tacks.
is presented in [3] while [11] presents an overview of the
potential sources and cost of security failures in smadsgriao. Threat Model
deployments. The VIKING project focusing on developing a . . .
resilient and secure power transmission and distributystesn The threat model assumed in this paper is that the ad-

(including the possibility of cyber attacks) is described12]. versary has a partlally_ global view of the network, i.e., the
Existing literature on actual security mechanisms and pradversary has the ability of monitor some but not all of the

tocols specifically designed for PMUs is limited. Desigrt')nks in the network. We assume that the adversary monitors

o . ; . ; and collects both the interarrival times, as well as thessize
principles and engineering practices for developing authe

. o : (and thus the data volumes) of packets that pass through
cation protocols for smart grids is discussed in [10]. Hogvev

security issues related to the advanced metering infietsiie compromised links. The attacks launched by the adversary

(AMI) has received considerable attention [13], [14]. Aréhi are passive and neither the_ content nor the flow of packets
party escrow mechanism for authenticated anonymous melpﬁrthe ne'prrks are altergd in any way. We assume that the
characteristics of the traffic flow from the synchrophasars i

readings is presented in [15]. Privacy preserving metem?(%own to the adversary. This assumption is based on the

aggregatiqn and comparison usi_ng Paillier er_lcryption a2 b fact that the nature of measurements and the data originatin
proposed in [16] while [17] describes an architecture fause om synchrophasors is, in general, well known. However

metering that relies on trusted components outside of e . .

. N e adversary cannot correlate a packet on an input link of
meter. The goal of these techniques is primarily to obfusca router to a packet on one of its output links (or on any other
the value of the meter readings and they do not address P P y

. . . L m‘le(), using either timing, size or content information.erhse
problem of traffic analysis attacks considered in this paper O .
o : . of packet concatenation in our scheme prevents correfation
Existing literature on the analysis and prevention of tcaffi

. . . based on size, encryption prevents correlations basedakepa
analysis based attacks has focused mainlymix networks d both K . dd .
5], [6]. [7], [8], [9]. These techniques require the use 0?ontent_s, and both packet concatenation and dropping mreve
PoLU L LT e . . correlations based on timing. All data originating from aegi
specialized mix routers that perform security operati@isce

mix node routers are not readily available in the currergit  1aggitional differences with individual schemes proposeditirature are
net, these strategies are not suitable for practical depoy. presented in Section IV-B.



synchrophasor is considered to be part of a single flow. Thee fact that concatenated packets are an integral mutifde
network topology is assumed to be known to the adversarysingle packet. Thus we allow for finer granularity in the léng
Under the threat model described above, the paper considefrsa concatenated packet by allowing the PMU to append
the following traffic analysis attack: Given that a synchrap an arbitrary number of bytes from the last measurement that
sor data flow with known characteristics is present at ia included in a given concatenated packet. Thus if three
specific input link of a router, and a number of flows withmeasurements are considered for inclusion in a concaténate
indistinguishable packets at the output links of the rqutes packet, an arbitrary number of bytes may be included from the
adversary wishes to determine the output link that contiies third measurement. The remainder of the data from the third
synchrophasor data flow. In addition, given that a synchaeptsample is sent in the next concatenated packet. Controkfield
sor data flow with known characteristics is present at a ipecimay be introduced and marked to indicate that a packet con-
input link of a router, the attacker may wish to determintins partial information from a measurement at its begigni
which downstream router carries the same flow at one of asd/or end.
input links. Such threats are one of the most important andThe random packet concatenation strategy introduces a
usually considered in security literature [5], [18] sintaliows delay in the synchrophasor measurement data and if thigis no
the adversary to establish the path taken by the flow (and tramntrolled, the additional delay may be detrimental to the p
the routers that handle the flow) as well as the origin arffdrmance and effectiveness of various applications thathis
destination of the flow. Consequently, the adversary maghtt data. Thus an upper bound needs to be placed on the number of
these nodes to disrupt the flow or compromise the nodespackets that may be concatenated. Typical applicationsiiea
read or alter the contents of the data. synchrophasor measurement data usually require that the da
be delivered within a few hundred milliseconds, depending
IV. COUNTERMEASURESAGAINST TRAFFIC ANALYsIs  ON the application, for it to be useful [19], [20]. Given the
ATTACKS sampling rate of the synchrophasor measurement units and
In this paper we assume an adversary model where tompensating for the network latency, the maxim_um number
. : . packets that may be concatenated can be easily obtained.
attacker is able to observe the times at which packets ACrhe algorithm describing the random packet concatenation

iiztm(:: ;/r?él(t)ruasfril(l;nzi;ss\gegt?;cE;e\,I\?:gtrgs g;;hssﬁfgkets‘tgt?ategy is shown in Algorithm 1. Before the transmission
Y ' brop tegly tarts, the algorithm initializes itself by obtaining thenmber

uses a mix of data concatenation at the source and randS . .
packet dropping at the routers along the path taken by tg]thpS’ i, and the average propagation U, to the

. Estination. These variables can be obtained through the
synchrophasor data from the PMUs to the central Iocatlon.use of tools like traceroute [24]. Depending on the latency

requirementsy, of the application, the maximum latency in-
A. Data Concatenation Strategy troducable by the concatenation mechanigmis determined:

A possible traffic analysis attack is to correlate the siZes & = 0 — Tp. The maximum number of packets that may be
the packets and intervals between them to identify a trafg@ncatenated is thenv,, = A/p and the largest size of a
flow. Synchrophasor data flows are particularly vulnerable goncatenated packet 1§, = [N, D], where is the interval
this type of attack since the data they generate is of fix@§tween two data packets generated by a synchrophasor and
length and at constant intervals. Given that the data geeral’ iS the length of each packet in bytes. When a new packet is
is of fixed length, simply randomizing the inter-packet tgnegenerated by the synchrophasor, it is added to the tail of the
may not be sufficient in defeating traffic analysis attackesi dueue of packets to be transmitted. The number of packets to
the attacker can correlate the total volume of traffic passiR® concatenated is determined (using the function conaten
through the links. An additional constraint for the defens® the algorithm) whenever a new packet arrives at an empty
systems here is the strict delay requirements of syncheghaduéue or whenever a concatenated packet is transmitted and
data, which may limit the delays that may be introduced {§aves behind a non-empty queue. The number of paekets
randomize the inter-packet times. be concatenated is drawn uniformly betweenr= U(0, N,,]

As the first step of defense against traffic analysis attacl’(%bere U denotes a uniformly distributed random variable.
we propose a scheme where PMUs randomly concatenate i€ that the proposed strategy allows for a packet to be
data from a number of contiguous measurements to fornSglit and a concatenated packet to be comprised of less than
single packet. The concatenation of a random number of ddtabytes (forn < 1). This allows for greater variability in
samples produces a packet of random size and thus avdhg size of the transmitted packets. The function conctgena
sending a stream of fixed length packets that is relativelfSO determines the time that must elapse before the next
easy to identify. The maximum number of measurement ddfgnsmission and sets a timer (denotedtby.er.) with that
that may be concatenated depends on the latency requirem¥atue. The new concatenated packet, comprising: alata
and the time between two successive data samples (i.e. dtgkets, is sent when the timer expires. Nawconcatenated
packets) generated by a PN¥IU packets cqrresponds feD] bytes. If the current queue length

As a way of defeating the concatenation based strategy, @ntime ¢ is @, the new concatenated packet can be sent

attacker may look at the packet size and be able to explgmediately if [nD] < @ and the timer is thus set to 0.
Otherwise, we need to wait for anotherD|—(Q bytes of data

2In this paper we use the terms PMU and synchrophasor integelsly.  (corresponding to([nD]—@Q)/D] new data packets) to arrive



Algorithm 1 Random packet concatenation scheme. Algorithm 2 Random drop strategy.
Given: h, T}, 0, ¢, D; Given: h, A, Darops Dmaz;
Initialize: A = § — T); Initialize: timery = 0;

Initialize: N, = A/yp; while (1) do
Initialize: V,,, = [N,,D7; if (timery == 0) then
Initialize: Q = 0; Dy = U1, Diasl;
while (1) do rand = U[0, 1];
if (new packet arrivalthen if (rand < parop) then
enqueue packet; TTL =U[L,h;
Q=Q+ D, else
if (timer. == 0) then TTL=TTLaz,
(n, timer.) = concatenate(); end if
end if transmit dummy packet
end if timery = EXP()\)
if ((timer.==0) && (Q > 0)) then end if
transmit concatenated packet; end while
Q=Q— [nDT];
if @ > 0 then
(n,timer.) = concatenate(); address this and other issues, we next introduce a pregentiv
end if strategy based on random packet drops.
end if
end while
function concatenate() B. Random Drop Strategy
{ While concatenating the data to generate packets of random
n=U(0, Ny); lengths also serves to eliminate packet transmissiongatae
if ([nD] <Q) intervals, an attacker can correlate the gaps between two
timer, = 0; packets and the lengths of the two packets to detect a flow (for
else example, two packets spaced by three times the usual ihterva
timer. = [[t/¢] + [([nD] — Q)/D] — 1] ¢ — t; with the second packet being three times as large suggests
end if packet concatenation). Thus to break the regular spacing
returnq,timer.); between packets from a PMU while still having packets of
} random length, in addition to the concatenation strategy, w

suggest the insertion of dummy packets that are randomly
dropped at the routers. With the concatenation strategy pro
viding random packet lengths, insertion of dummy packets
before we can send the concatenated packet. If the cumesit tiat random intervals helps to break the timing information
is ¢ seconds, we need to wdit/¢ | —t seconds for the first inherent in the PMU data generation process. The random drop
new data packet to arrive and anothglfnD|—Q)/D]-1)/¢ mechanism is introduced to reduce the correlations between
seconds for the remaining new data packets to arrive. Trex tinhe traffic at an incoming link of a router and that on the
in this case is thus set to outgoing link of that flow, and also between the traffic of the
, t [nD] —Q same flow on different hops in its path from the source to the
timere = {-‘ ot GDW - 1) ¥ destination.
¢ D] - Q Thg random drop strategy proposed in this paper is shown in
GJ + {Dl - 1) o —1t. (1) Algorithm 2. The random drop strategy works independently
of the packet concatenation scheme presented earlier. The
Finally, a new concatenated packet is sent whenever the timgndom drop strategy is based on the insertion of packets of
decrements to zero and the queue length is positive. Note thghdom length at random intervals. Based on a configurable
a concatenated packet is sent as soon as the last data paglgt\ of dummy packets per second, the drop scheme inserts
to complete the desired size of the concatenated packeljifmmy packets at exponentially distributed inter-arrtirles.
generated by the synchrophasor. Among all continuous time distributions with baecc) and
An artifact of the packet concatenation strategy is that a given mean, the exponential distribution has the highest
introduces a randomization in the inter-packet times. Hare entropy. Thus in our scheme, the packet interarrival time is
the upper bound on the acceptable delays imposed by tienerated using the exponential distribution. The lendth o
applications using the data limits the maximum inter-packeach dummy packetD,, is also random and is uniformly
times. Consequently, traffic analysis attacks that obsange distributed according t&/[1, D,,4.], whereD,, ... is the max-
use the number of packets in a given window and the dataum packet length allowed in the network. The maximum
volume as the random variables for correlation may be alpacket size is usually determined when a connection is set
to defeat a strategy based only on packet concatenation. ufp by protocols such as the Transmission Control Protocol



(TCP) and can thus be easily obtained. Each dummy packétother traffic using the network (for example, emalil, file
may be dropped at any of the intermediate nodes in its patbwnloads etc.) with arbitrary origin and destination rede
from the source to the destination. To implement the randdive assume that the flows constituting a session, i.e., aogessi
drop strategy, we use the time to live (TTL) feature builbintS, can be modeled as an independent identical random variable
the Internet Protocol (IP), the default layer 3 protocol lie t with density functionp(S). We assume that the adversary is
Internet [24]. The TTL feature limits the amount of time aware of the distributiorp(S) which aids it in determining
packet spends in the network. The TTL value of each packae flows in the session. To consider the worst case passive
is initialized at the source node and decremented by oneaalversary situation, the adversary is assumed to have alglob
each router that it passes. If the TTL value reaches zero atiew of the network and can monitor the transmission time
router before the packet reaches its destination, it isgpidp and the length (in bytes) of all packets in the network. On an
Given the number of hopé (as described in the previousarbitrary link (A4, B), the transmission time and length of the
subsection) and a desired drop rate,.,, for each packet, i-th packet on that link are denoted B z(i) and V4 (i),

we generate a TTL value at random for each packet using tiespectively. The sequence of transmission times and packe
distributionU|[1, h]. Thus packets are dropped randomly insidiengths on link(A, B) are denoted by

the network, depending on where a packet's TTL reaches zero.

Dummy packets that are not to be dropped are given a TTL map = {Tap(1),Tap(2), -} @)
value greater than, i.e. TTL,,.., the maximum TTL value vap = {Vans(1),Vanp(2), -} )

allowed. Note that not all dummy packets are dropped in th@ the global adversary has access to the transmissios time
network in order to provide cover to the synchrophasor “aﬁhnd packet lengths over all links in the network. Denoting

on the last hop. the set of all links byE, the sets of all observations by the

Anonymizing schemes based on the insertion of COVEHversary; and v, are given by
traffic and random packet drops have been proposed earlier
in literature, in the context of mix networks [6], [7], [5]8], T = {ra|(A B)€cE} (4)
[9]. These techniques require the use of specialized miesiod v = {vap|(A B)€E} (5)

on each hop of the path. Each mix node is assumed to be

capable of operations such as encryption, delaying, reogle

and dropping packets, and insert dummy packets. However,

mix networks have not been deployed in the Internet and

are thus a valid option for practical and immediate needs.The presence or absence of traffic on the links that the
Our solution can be deployed using the current hardwaggversary observes provides some information to the aaiers
and software deployed in the Internet and is based on emdpout the flows in the network, and we denote the set of
to-end principles, and all modifications are made at the eall links observed by the adversary Hy. In addition, the
hosts (the synchrophasors) and not the routers. In additiaversary uses the timing and traffic volume information to
existing dummy packet based anonymizing techniques @erelate the packet transmissions across links and digterm
based on the insertion of a constant rate cover traffic [the flows. In the obfuscation strategies proposed earlier, w
[9]. In contrast, we introduce random dummy traffic, whiclhave essentially sought to control the conditional distitn

is capable of anonymizing synchrophasor traffic using a mughr, #|S) governing the packet transmission times and packet
lower overhead. Also, all our dummy traffic is inserted dengths, in order the decrease the likelihood of an attacker
the synchrophasor end and does not require insertionsdatermining the flows in a session based on its observations
the routers. Finally, unlike other drop based anonymizirg and v. Using the notion of equivocation [21], we define
schemes that have been proposed in literature, our meahariige anonymity in terms of the conditional uncertainty of the
can be implemented without requiring any changes to tigformation we wish to hide (i.eS) given the observations
intermediate routers or requiring the use of specializeders of the adversary (i.e(, v, andL) [22]. Then, a distribution

such as mix nodes [5]. q(t,v|S) is said to have anonymity if
H(S|rvL) _ ©
V. INFORMATION THEORETICMEASURE OFANONYMITY H(S|L) —

In this section we use an information theoretic measure Wdere we have used the notatidi#i(X|Y) to denote the
describe the anonymity provided by the proposed obfugtatientropy of random variabl& given random variablé”, and
strategies. We use the notion of equivocation [21] to define
the anonymity, as have been done in [22] in the case of mix H(X|Y) = —Ellog p(X[Y)] (7)
networks. Consider a network with a number of flows, eacfhe anonymity metricy lies in the rangd0,1] with o« = 0
following its own path. We use the term “session” to describgenoting no anonymity and = 1 denoting perfect anonymity,
the set of all paths in the network and we denote a sessioniley, a scenario where observing the transmission times and
S. The adversary observes the network at compromised poipteket lengths provides no additional information to the ad
and wishes to determine the flows constituting a session. versary about the flows in the session than by just observing

In our case, a session will include one or more flows dhe links. Also, using Fano’s inequality [23], it can be simow
synchrophasor data. In addition, a session may include flotiat the probabilityp. that the adversary makes an error in



identifying the session is bounded by the expected delay due to concatenation is bounded by

e > H(S|r,v,L) > aH(S|L) ®) E[T] = E[E[T|V]]
log |S| log |S]| Voo 11TV
where § is the set all sessions. This provides a physical < Z V.. 2 {Dw ¥
interpretation for the anonymity metric. V=1 v
1 2h
—D
= v, ; b
_ 0 BI0HIEY gy
2V, 2

In [22] it was shown that there is a tradeoff between
the anonymity provided by the network and the latency Which proves the expression in Result 1.
introduces in the packets. We now show that the concatenatio Finally, we use the result above to characterize the
scheme introduced in this paper introduces a bounded detnonymity provided by the proposed scheme, using the sesult
on the packets in the network. Also, it is easy to see that tfiem [22]. Theorem 3 of [22] provides an explicit charac-
expected volume of dummy packets introduced in the netwadidrization of the achievable anonymity for a given latency
per second by a synchrophasor data flow using our schetnoduced by an anonymizing scheme. Thus the use of the
is bounded byAD,,,. /2. Using this in conjunction with the delay bound from Result 1 above into Theorem 3 of [22]
bounds on the delays introduced by the concatenation sgcheprevides a direct characterization of the anonymity that is
achievable bounds may thus be placed on the anonymisovided by our scheme. The details of Theorem 3 of [22]
achieved by the strategies proposed in this paper. are omitted here for brevity and because the application of

Result 1 in Theorem 3 is quite straightforward.

VI. RESULTS

Result 1:The expected delay?[T], incurred by an arbitrary _ _ _ _ _
packet due to the concatenation strategy proposed in ®ectioln this section we present simulation results to verify the

IV is bounded by performance of the proposed strategies against traffig/sisal
Vi Vo, attacks. For the results reported, we simulated a multi-hop
E[T) < D [Bl([Hl+1) 0. g) linear network. For the simulated network, we randomly
= 2V 2 picked one synchrophasor flow and evaluated the effectsgene

To prove the result above, we first obtain the expected cobf-the proposed strategies by obtaining the false positice a
catenation delay, given that the size of the concatenatekepa false negative rates associated with traffic analysis kstac
is V, i.e., E[T|V]. When the last concatenated packet i§he false positive and false negative rates were obtained by
transmitted, the buffer may still contain a fragment of thst| comparing the outcome of the attacks (described below)@n th
data packet, since we do not restrict the size of concatnag®osen flow on different links in its path, as well as other #ow
packets to be a multiple of integral data packets. Now, tliethe network. The reported results are the average ofteesul
number of new data packets required to form a concatenafeti 100 flows. The end to end network delay was assumed
packet of sizeV’ is at most[V/D]. Note that the first data to be 7, = 100 msec and the maximum allowable delay for
packet that contributes to the concatenated packet magdgirethe synchrophasor data was assumed to be 500 msec,
be in the buffer since part of it may have been used in t@dowing A = 400 msec as the maximum allowable delay
previous concatenated packet. Thus this data packet hagl#€ to concatenation. It was assumed that the synchroghasor
wait for another[V/ D]y seconds for the new data packets tgenerate 20 samples or data packets per secondy(ie50
arrive. Similarly, the first of thgV/D] new data packets hasmsec). The length of each simulation run was 100 minutes.
to wait for ([V/D]—1)¢ seconds for the remaining’/D]—1 A cross correlation based test was used as the timing and
new data packets to arrive and so on. Thus the expected yelume based traffic attack [5], [8]. We assume that the
packet delay is adversary is able to observe an arbitrary number of links
1 v % in the network and its objective is to determine if a flow
7 H w + ([ w — 1) 4+ +0] %) on a given link is the same as a flow on another link. The
{ﬂ +1 adversary is assumed to use both the timing and well as the
1 traffic volume for the attacks. The statistical correlatiest

E[T|V]

IN

D D
[51(51+Y)
2

- [%W +1 ¥ used by the adversary works by collating the observatiotas in
1TV adjacent windows of fixed lengthl” [5], [8]. For the k-th
=3 {Dw ) (10) window, the adversary counts the number of pack&is,and

the total number of bytes transmittéd,, on a given link, and
The size of each concatenated packet in bytes is uniforndgmpares them with the corresponding valags ; andY; ,
distributed in the rangél, V,,,]. Then, unconditioning oV, on another link, where the lagis selected by the adversary. To



Attack Dummy traffic rate
A=4[A=10[ A=20 ! e - ?
count | 0.00 0.01 0.02 Ej
volume | 0.05 0.08 0.04 095 .
TABLE | g
CROSSOVER ERROR RATES v 4
% 09 B
b
P4
. g 0.85 i
complete the attack, the adversary computes the cornetatio g
(X — p) (X — 4t &
) = oKX m i) g 7
V Ez(Xz — Ha)? Ei(Xi/er — Hy)? +Eggz;;
- U o ‘ ‘ ‘ +‘ hops=9
ry(d) = Zz((Yl 'uy)(Y”d ,uy)) (13) 078, 0.05 0.1 0.15 0.2 0.25
| i,
ZL(Yl . My)Q ZL(YL/-&-d o ,LL;)Z False Positive Rate

where p,, and N;: are the average number of packets on tif@g. 1. False positive and false negative rates for simulatsults for
two links while anduly are the average traffic volumes. Théynchrophasor measurement data traffic with different patbthes.
evaluated correlations are compared against pre-sehtiidss

p. and p, and if at least one of the correlations exceeds i 1
threshold, the adversary infers that the flows on the tweslisk
the same. Different windowi{) and lag {) values were used
in our simulations. A lag otl = 0 led to the most effective
attacks (as also reported in [5], [8]). As in [8] we U&= 60
seconds, unless otherwise noted.

The effectiveness of the correlation based tests is depénc
on the choice of the thresholds. It is intuitive that whilghni
thresholds will reduce the rate of false positives, it willturn
increase the rate of false negatives, and vice versa. Bgist
literature has suggested the usecodssover error rate[5],

[8] to evaluate the effectiveness of traffic analysis atsadihe D
crossover error rate is defined as the value of the falseiymsit —6— A=20.0
and false negative rates when the thresholds are chosen s 0755 0.05 o1 o015 02 025

to make the two rates equal. The crossover error rate varies False Positive Rate

the rangel0,0.5] and a low crossover error rate signifies an

effective attack. Fig. 2. False positive and false negative rates for simulatEsults for

The crossover error rates for the proposed 0bfuscaﬁ(s_))ﬁmhrophasor measurement data traffic with different dummiggpaates.
strategies is shown in Table |. The table shows the crossover

rates for_ thr_ee different rates of dummy tr_affic (note that e resyits shown here are for the traffic volume based attack
A = 20 implies that the dummy traffic rate is the same agpe figyre shows the false positive and false negative rates
the rate of data packets genera_ted by thg synchrophas®). e the the path traversed by the synchrophasor data was 7,
table shows the results for traffic analysis attacks whete oy 4 g hops. We see that the proposed obfuscation strategy
the number of p?CketS (’I,ab'eled cpunt) and only the daf?erforms better as the number of hops in the paths increases.
volume (labeled "volume”) is considered. As expected, theq is because a longer path allows for greater variability
performanc:_e (_)f the obfuscz_itlon strategies improves as MYPough the random dropping strategy, thereby reducing the
dummy traffic is added, particularly for the count basedcitta effectiveness of the traffic analysis attacks.

ﬁNe>_<t we confsicri]er the impgc(’; ?cf various par_ameterg on theFinaIIy, Figure 2 shows the ROC curves for the proposed
effectiveness of the proposed defense strategies ageaffit t o oo’ for different dummy traffic rates, for a path of 9

analysis attacks. To observe the effect of various parasjete ps. As before, the results shown here are for the traffic

we use plots with the false positive rate as the x-axis alBlume based attack. We observe that there is no discernible

the false negatlve rate subtracted.frgm one as the y'ax'sré?ationship between the dummy traffic rate and the accuracy
plot the receiver operator characteristic (ROC) curvesTbke of the volume based traffic analysis attack
effectiveness of the attack (equivalently, the weaknesthef '

defense strategy) is indicated by the area under the curve, 0
equivalently, how close the curve is to the upper left-hand
corner. This paper presents a set of strategies to defeat traffic
We first consider the impact of the number of hops in thenalysis attacks on networks carrying synchrophasor dag.
path on the effectiveness of the defense strategies ind-ijur proposed strategies defend against both data volume baded a
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VII. CONCLUSION



timing based attacks through a mix of random data concatet] C. Shannon, “Communication theory of secrecy systee|l Systems

nation and random packet dropping strategies. In contoast

traditional methods of defeating traffic analysis attacks

proposed strategies only require modifications at the estsho

and do not require specialized routers. The performance

the proposed schemes are evaluated theoretically as We||[2§

through simulations.
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