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Abstract—Phase shifters (or phase shifting transformers) are
used in power grids to regulate the flow of real power. They
are used to prevent overloading of transmission lines and also
to regulate cross-network power flows as per contractual obli-
gations. In a smart/automated grid, these phase shift commands
are relayed through SCADA networks. As a result, this control
is vulnerable to cyber attacks, especially stealthy ones. Malicious
phase shift commands can severely overload critical transmission
lines, resulting in their disconnection, and also cause financial
losses by disrupting cross-network trading. The protection of
this control from cyber attacks, though crucial, has not received
any attention in literature. This paper is the first which considers
such attacks and proposes a method/algorithm to detect them,
including the stealthy ones (which beat bad data detection).
The proposed algorithm is based on indices that are ratios of
branch or node injection currents to the terminal voltages. The
effectiveness of these indices (in the context of detection) is
validated mathematically. These indices are used to formulate the
proposed algorithm which is found to be reliable, computationally
light and easy to implement when tested on phase shifters placed
in the IEEE 118-bus system. As the proposed algorithm is based
on the principles of power system analysis, it is usable under any
network technology.

Index Terms—Cyber attacks, phase shifters, false commands

I. INTRODUCTION

Phase Shifters, more commonly Phase Shifting Transform-
ers (PSTs), are used in power grids to regulate/control the flow
of real power [1], [2], [3]. These devices achieve control of
active power flows by adding a phase shift (either leading or
lagging) to the phase displacement between the lines, as active
power flows are strongly coupled to angles [4]. In the context
of smart grids, where the controls of PSTs are automated by
means of Remote Terminal Units (RTUs), PST controls are
vulnerable to cyber attacks. These vulnerabilities arise due to
the fact that RTUs interface PSTs to the command centre by
means of a SCADA system, which are in general vulnerable
[51, [6].

PSTs are essential for efficient utilization (without causing
any overloads) of the transmission system [2], [7] and in main-
taining contractual flows in tie-lines [3], [7]. These avenues
of application of phase shifters are shown in Figures la and
1b. In Figure la, the distribution of power in lines 1 and 2
(with similar power carrying capacity) is solely governed by
their admittances, ygm,m1 and Yrme, where yrms > Yiemi. In
situations of high demand, line 2 is likely to get overloaded
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Figure 1: Some Examples of application of PSTs

while line 1 remains under-utilized. Hence, a PST is used in
such cases to alleviate line 2 from overloading. Any malicious
phase shift command can cause a cascaded trip of both lines
1 and 2, disconnecting a part of the system. In Figure 1b,
PSTs are used to control the flow of power between the
regions so that the power interchanges are as per contracts. In
a news article [8], it was reported that New York Independent
System Operator (NYISO) discovered that electricity traders
used a circuitous (long) route to deliver electricity to states
like Pennsylvania and New Jersey, as the route was cheaper.
However, the flow of electricity is governed by the Kirchhoff’s
laws. Thus, the power flow happened through the direct
route (across the New York state border) causing unexpected
congestion, which eventually raised the price of electricity.
To prevent such situations, PSTs are used to regulate the
flow of power so that they are close to the contractual flows.
However, malicious phase shift commands can be used to
cause situations similar to the one in [8], leading to severe
financial losses. These attacks can also cause generation-load
imbalances in certain areas that rely on power from other
areas. There are several other scenarios of applications of
PSTs apart from the ones shown in Figures la and 1b. Thus,
protection of this control against cyber attacks is of critical
importance in the context of automated/smart grids. A news



article [9] speculates the vulnerability of transformers (PSTs
are in general transformers) in general to cyber attacks with
special mention of controls like taps.

Existing literature on cyber-attacks on smart grids (reviewed
in Section II) considers various forms of attacks, with special
emphasis on False Data Injection (FDI) Attacks. However,
protection of control mechanisms from cyber attacks has not
received adequate attention. The aspects of voltage control
is considered in some works [10], [11]. However, they are
purely from the perspective of either FDI attacks or in the
context of distribution systems, where state estimation and
bad data detection are usually not considered. To the best of
our knowledge, there is no existing literature that addresses
the security of phase shifter control. The current work is an
attempt to fill this gap.

In this paper, a detection algorithm is proposed that can
detect the presence of anomalous phase shifts (different from
the selected values) resulting from cyber attacks. The algo-
rithm is based on a detection parameter which involves four
indices based on ratios of branch and injection currents to the
terminal voltages. The detection is facilitated by comparison of
these individual indices with their reference values calculated
at the time of phase shift selection. The algorithm was found
to be effective when tested on a set of PSTs placed in a IEEE
118-bus system. Apart from being reliable, this algorithm is
both easy to implement and computationally inexpensive. The
developed algorithm is based on the principles of power sys-
tem analysis. Thus, this method is general and not dependent
on the technology used in the SCADA networks. It is also
worth noting that this is the first effort of its type.

The rest of the paper is organized as follows: Section
IT presents the literature review. The background on phase
shifters, state estimation and stealthy attacks is discussed in
Section III. The various possible attack scenarios that any
detection technique must handle are discussed in Section
IV. The classifier algorithm and its mathematical validity for
detection is presented in Section V. The simulation studies are
given in Section VI. Finally, conclusions are drawn in Section
VII.

II. LITERATURE REVIEW

The existing literature on smart grid SCADA protection is
primarily centred around FDI attacks. The vulnerability of
existing Bad Data Detection (BDD) scheme is identified in
[12], which shows that specific measurements can be tampered
to influence the estimates of certain state variables while
remaining undetected by the BDD. The attacks which use this
vulnerability are referred to as FDI attacks. The work in [12]
was essentially for state estimators which use DC power flow
model. The existence of the same vulnerability in the context
of state estimators with AC power flow model is established
in [13]. Additionally, imperfect FDI attack strategies are given
in [14].

The identification of the aforementioned vulnerability led
to several efforts to mitigate such attacks. The earlier efforts
were designed for state estimators which used DC power flow
models [15], [16], [17]. However, in most operational systems,

state estimators with AC power flow model are in use. There
have been several approaches proposed to mitigate FDI attacks
using Kalman filtering [18], [19], machine learning [10], [20],
[21], adaptive sampling [22], graphical based methods [23]
etc. Some proposed approaches are based on the predicted
trends from the historical data [24], [10]. In order to make the
detection approach general (irrespective of communication and
networking technologies), [25] proposes an online detection
scheme using load forecasts, generation schedules and syn-
chrophasor data. A non-iterative technique is presented in [26],
using bus injections and line flow measurements from SCADA
system and voltage measurements from PMUs to facilitate
detection by remaining independent of the networking protocol
and technology. The effects of FDI attacks on real-time
electricity market operation and optimal power flow (OPF)
results are studied in [27] and [28], respectively.

In the case of control mechanisms, the existing literature
deals with wrong control actions that result from FDI attacks
[11], [10]. The attacks involving false commands to the RTUs
have not received enough attention. The 2015 Ukraine attack
was an example of such attacks where the breakers were
operated by an attacker to cause a blackout [29], [30]. The
work in [29] outlines certain aspects of the Ukraine attack,
but in the purview of FDI attacks.

As far as phase shifter controls are concerned, there is no
existing literature that addresses this problem.

III. BACKGROUND
A. Phase Shifters in Smart Grids

1) Basic Principle: Phase shifters are used in power net-
works to regulate the flow of real power. These devices achieve
the control of real power flow by means of a phase shift (either
leading or lagging), which is added to the phase displacement
between the sending and receiving ends of a line. Thus,
phase shifters manipulate real power flows by manipulating
the effective phase displacements between the sending and
receiving ends of a line. The most common phase shifter
device used in power grids is a phase shifting transformer.
However, in recent times, several power electronics based
devices are in use. Irrespective of the device in use, the basic
principle of application in power grids remains the same.
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Figure 2: A phase shifter connected between nodes k and m

In Figure 2, a phase shifting transformer is considered with
a transformation ratio of 1 : e/?*m  where a phase shift, ¢,
is varied such that the real power flow between nodes k£ and
m is a certain regulated value, P,” and the phase shift that
achieves the regulated real power flow of P;” is referred to
as the selected or scheduled phase shift, denoted by ¢;” .
Thus, in any phase shifter, the controlling variable is the phase



shift, ¢, and the controlled variable is the real power flow
between nodes k and m, i.e., Px,,. So, an operator or EMS
monitors these two quantities, i.e., phase shift, ¢, and real
power flow, Py,.

B. State Estimation and Bad Data Detection

The power measurements (both line flows and injections)
are non-linear functions of state variables [31]. These mea-
surements are modelled as

Zk:hk(X)+€k, szlaam (1)

where, z is the k" measurement, hy(x) is the function

mapping zj to the vector of state variables, x, and ey, is the

error in k*" measurement. The error, ey, is assumed to follow

a Gaussian distribution with zero mean and variance of o7}.
The weighted least square estimation minimizing

1 o Zk — hk (X) 2
T =5 > [F ] @
k=1

subject to several constraints (both equality and inequality)
based on physical laws and operational constraints is used
for the estimation of state variables, x. Phase shift angles
are included as state variables (in vector x). The phase shift
measurements, if available, become a part of the measurement
vector z [32].

The first order optimality condition states that

0J(x)
or

=0. 3)

The application of Gauss-Newton method to find the roots
of (3) results in the iterative process

G(xHAx" = H'R (2 — h(x)), “4)
xt = xt + Ax?, %)

where, H is the Jacobian matrix, G = HT R™'H is the gain
matrix and R is a m x m matrix with o2 on the k" diagonal.

In the case of state estimation, measurements always out-
number state variables, i.e., there is enough redundancy in
measurements. This redundancy in measurements enables the
energy management systems (EMS) to detect faulty or in-
feasible measurements by means of a tool called Bad Data
Detector. The most common BDD employs the normalised
residual method. In this method, the normalised residual is
estimated for all the measurement given by

r = R0%(z — h(x)). (6)

Then, ||r||2 is estimated. A threshold value 7 is calculated
based on the distribution of errors and the principle of x?
testing. If after state estimation, it is found that ||r||s > T,
then the EMS is notified of the presence of bad data. Thus,
for any attack to be successful, it must beat the BDD.

C. Hidden or Stealthy Attacks

1) False Data Injection Attacks: When a data is falsified
by an adversary, the estimate of one or more state variables
gets affected. If the other measurements which are functions of
the affected state variables remain unchanged, then the BDD
(discussed in Section III-B) flags the falsified data as bad data
[13]. In order to defeat BDD, all the measurements which are
functions of the affected variables must be manipulated. Such
attacks are called False Data Injection (FDI) Attacks. These
attacks are well investigated in the literature.

2) Stealthy Phase Shift Command Injection: In this paper,
attacks on phase shift controls are considered. It is well-known
that an attack on supervisory control can have a devastating
impact [6]. In the context of PST control, some of the impacts
have been discussed in Section I, using illustrations in Figures
la and 1b. A stealthy attack on the supervisory control of
PSTs is not same as FDI attacks, discussed in Section III-C1.
For an attack on PST control to remain stealthy, it has to
beat both BDD and the operator or EMS (that monitors phase
shift and real power flow, as discussed in Section III-Al).
In other words, an adversary that introduces malicious PST
setting change command must ensure that the measured and
estimated values of the controlled and controlling variables,
ie., ¢rm and Py, appear to be the values selected by the
EMS, ie., ¢;° and P;”. Otherwise, the operator or EMS
would investigate the causes for such obvious discrepancy.
Thus, in case of attacks on PST controls (or in any control
commands), the adversary firstly takes over the PST controls
and then manipulates the measurements to hide the effect of
the malicious control signals introduced. The attack scenarios
that achieve this of beating both the operator’s monitoring and
BDD are discussed in detail in Section IV.

IV. ATTACK SCENARIOS

The attack on phase shift control can lead to adverse
effects in power grid operation, as explained in Section I. An
adversary could launch an attack on the phase shift controls by
gaining access to the RTUs. This unauthorised change in phase
shift can cause abrupt changes in the controlled quantities like
line power flows or tie line flows. However, these changes get
reflected in the measurements and estimates (from the state
estimator). Thus, the attack is easily detected and isolated if
the operator keeps note of the desired values of phase shifts
and flows. Hence, for an attack to have a significant effect, it
must be stealthy or hidden [13]. It is worth considering such
attacks for the completeness of the detection scheme.

Before considering the attack scenarios, it is important to
consider the equivalent 7m-network representation [1], as shown
in Figure 3, of a phase shifter (e.g., the one in Figure 2). The
equivalent admittances in the m-network are as follows:

Ykm = e_j¢k7n Ykm (7)
Ymk = ej(bkm Ykm (8)
Yie = (1= e 1% Yyp, 9)

Yim = (1 - €j¢’””’"')yk-m (10)

where, Yim (= gkm + J0km = |Ykm|ZO0km) is the admittance
of the phase shifter.
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Figure 3: Equivalent m-network representation of a phase
shifter

For a stealthy attack, the measured and estimated values of
phase shift and its related controlled quantity, i.e., P, must
appear close to the values selected by the EMS. To achieve
this, certain measurements must be strategically modified
[13]. There are two possible cases of such attacks. They are
described below.

A. When only the Manipulation of Phase Shift is Hidden

In order to hide a malicious change in phase shift, ¢y, all
the measurements which are directly related to ¢y, must be
manipulated [13] such that the measured and estimated values
of ¢pm are close to the selected value, ¢;? .

The apparent power flows between nodes k and m in Figure
3 can be written as

= Prm — JQkm, (11

’:’Lk? = |Vm|2ykm - |Vk||Vm||ykm‘ej(ék_JM/+¢km'+9k7n')
= Pk — JQmk- (12)

Thus, measurements of Py, Qrm, Pmi and @, must be
manipulated.

Similarly, the apparent power injections at nodes k£ and m
are

Sk = Sy, + Sk,
S =S, + Sk

(13)
(14)

where, S,; is the sum of flows in all the lines incident at node
k, except Sky,. Similarly, S;n is the sum of flows in all the
lines incident at node m, except S,,x. Thus, from (13) and
(14), it can be seen that the injection measurements at nodes
k and m (both real and reactive) must be manipulated to hide
the malicious phase shift command.

This attack makes sense when a phase shifter is one of
several controls used to meet an objective of an optimal
power flow (OPF) [33], [34] that are most often not directly
measurable using on-field measurement devices.

B. When Manipulation of Phase Shift and Change in the
Controlled Quantity are Hidden

The attack described in Section I'V-A fails to remain stealthy
when the controlled quantity is measurable directly. These are
situations where the real power flow of a line or a group
of lines is regulated to divert power flows from overloaded
corridors (e.g., Figure 1a) or when a set of phase shifters are
used to regulate tie-line flows as per contractual obligations
(e.g, Figure 1b). In such situations, in addition to manipulation
of phase shift, ¢g,,, the measurements pertaining to the
controlled quantity, i.e., real power flow, Py,,, between nodes k
and m in Figures 2 and 3 must match the scheduled value P;” .
However, the manipulation of measurement of Py, alone does
not ensure a hidden attack. This is because the difference in
measured value of Pj,, and the value calculated using the
state estimates would be significant, triggering the BDD. This
happens because of several redundant measurements.

k1

Figure 4: A Phase Shifter with other nodes in its vicinity

In order to carry out such hidden attacks, apart from ¢y,
another state variable must be manipulated such that the
measured and estimated values of Py, and ¢, remain close
to the scheduled values. The real power flow from node k to
m in Figures 2 and 3 can be written as

P = Vil 2 grem — [Viel Vi [y | €08 (8 — S + Pl — Orm)-

15)
It is well known that Py, is strongly coupled to d, J,, and
¢rm as active power is strongly coupled to angles [4]. Thus,
either &, or d,,, can be manipulated to achieve this goal. When
dr is chosen, we get

P2 = Vil2gim = [Vill Vi llgm |08 (0" =60+ 652, — Opm)
(16)
where §7°? is the required manipulated value of &, to ensure
that the attack is hidden. 517?061 can be found by solving (16).
Note that (16) has to be solved to obtain 5;’“"1 because Pgp,
is the controlled variable (as PSTs are used to control line
real power flows). These values of ¢;? and 6;*°? ensure that
the variables being monitored (i.e., Py, and ¢g.,) show the
selected values (i.e., P;” and ¢;” ) to the operator.
Now, similar to (15), the real power flow between node k
and any other node k;, 1 <[ < a, connected to k (except m)
in Figure 4, can be written as

Pty = Vie|*Gkm — Vil Vi, [|Ykm |cos (0 — 0k, — Oxi,)

Vi=1,-,a (17

In order to beat the BDD, all the measurements which are a
function of &y and ¢y, must also be modified (based on the



values ¢;” and 6°?) [13]. Since the flows between k and
nodes ki,--- ,k, are only a function of §; (among J; and
drm), their modified version would be as follows:

Bl = Vel grm — Vel Vi [[Ykm cos (532 = 6r, — Ok,)
Vi=1,---.a (18)

where P,?kl correspond to the modified measurements that
are used/requied by the adversary to ensure a stealthy attack.
Based on (16) and (18), it can be seen that the line power flows
are consistent with the laws of the system (laws of energy and
charge balance). The power flow meters (after the execution
of the stealthy attack) would only show values P> and P} .
Thus, there would not be any discrepancy either at the BDD
or in the view of the operator. As injections are basically
summation of these line flows, similar arguments hold good
in their case.

Thus, an adversary proceeds as follows to achieve stealth-
iness in its attack. First, (16) is solved to find the required
modification of 5 (i.e., 67"°?) for a given selected pair of
PP and ¢;” . Then, measurements (of other line flows)
dependent on dj, are modified (using 6}6"‘”1 in (18)) to ensure
that they are consistent and beat the BDD. Bus or node
injection measurements (if any) are then modified (using ¢;”
and 0;"°%). Similarly, §,, may also be chosen to be modified in
(16) (as 5%0‘1) by the adversary to achieve the same objective.

Thus, in addition to measurements mentioned in Section
IV-A, which are functions of phase shift, ¢,,, additional
measurements which are a function of d;, must be manipulated.
These measurements are the flows between node k£ and other
nodes connected to k apart from m, i.e., nodes ky,--- ,k, in
Figure 4. Additionally, the injection measurements at nodes
ki,--- ,k, must be manipulated. In a practical power system,
the number of nodes incident at a node are few, usually 2 —4.

The principles used to hide a false phase shift change
command is the same as an usual FDI attack, as they both
have to beat the same state estimator and BDD. Thus, the effort
required to hide any false command injection is the same as
FDI attacks.

V. PROPOSED DETECTION ALGORITHM
A. Development of the Classifier

The apparent power flow from node k to m in Figure 3,
Skm, can be expressed as

St = Vi Im. (19)
Multiplying (19) with Vj, and rearranging, we get
Iym S}
— = 4, (20)
Vi [Vi|?

Similarly, when the apparent power flow from m to k is
considered, we get

Imk . k

— = B 21
Let the quantities in (20) and (21) be denoted by C' Ly, and
C Lk, respectively.

When the injections at nodes k& and m are considered for
similar mathematical treatment, we get

Iy, St
CLp=— = — 22
k Vk |Vk‘27 ( )
I, Sy
Lyp= 2= 2m 2

The values of quantities in (20)-(23) obtained during the
phase shift selection process are stored as reference values.
Subsequently, during state estimation, these quantities are
estimated and compared with stored reference values. Any
significant deviations observed are indicative of a false phase
shift injection. The use of these quantities for detection is
validated by means of Theorem 1.

Theorem 1. Let CLZf,’: be the estimated value of CLy,,
during the selection of phase shift, $;° . to maintain the real
power flow from node k to m at P.*. During a hidden
false phase shift command injection, let the estimated value
of CLiy, be CLY . Then, for a power system operation with
perfectly noiseless measurements, the following relation holds:

\CLy | — |CLE || > 0.

m| -
Proof. The measurements relevant to C' Ly, are the active and
reactive power flows from nodes k to m, based on (11) and
(20). Let these measurements be represented as a measurement
vector

_ {f%nzﬁr)}
| Qrm(T)]”

where, T' = {@rm, Ok, |Vil, |Vinl, 0m }, i.€., T is the set of state
variables that affect the measurements pertaining to P, and
Qpm- This set T has two subsets X1 = {¢gm, 0} and Xy =
{IVk|, |[Vinl, m }. The elements of set X; are modified by the
adversary to hide the attack, as discussed in Section IV-B. On
the other hand, the elements of set X, are not influenced by
the adversary.

During normal operation, when there is no attack, the set of
state variables, T, can be represented by adding a superscript
ntoit, ie., T™ = {X7, X3} = {&},.. 0%, [Vel™, | Vi|™, 001 }.
Based on (11), we can write

St (Wl =86 4O,
(IV[™)? Vi |™

(24)

M(T) = {Ml (T)}

My(T)

(25)
Based on the definition in (20) and the fact that there is no
noise in measurements, we can express (25) as

|Vm‘n
[V |™

CLZ?J = Yem — ( ) ‘ykm|ej(6::1_6LL—¢Zyn+9k'rrL). (26)

The absolute value of CLZ,{ can be expressed as

|CL | = \/CL,(T™) + CLy(T™) 27)

where,

CLo(T™) = |yiml? (28)



Vin|™ ’ Vin|™
CLy(T™) = |yxm!* ('V]Jn ) = 2|Ypm| <||Vk||" )
O — Phm + Okm) + brm
- 61? - ¢Zm + ekm))
When a false phase shift injection attack is carried out by
the adversary, all the state variables including the phase shift,

®rm, change. Let this set of state variables be denoted by
T = {X{, X3} = {0800, | Vi, |Vin|®, 62, }. This results

(gkm cos (5& -

sin(dy, (29)

in the measurement Veclzglr7
ay | Mi(TY)| | Pem(T®)
M(T") = [MQ(T“)} = [%(T“)} - G0

For this attack to remain a hidden one, the measured and
estimated values of phase shift, ¢x,,, and real power flow,
Py, must remain close to the selected values. If a subscript,
h, is used to denote the state vector corresponding to a hidden
attack, then ¢Zm = ¢¢,,. The state variable J; is modified
for the relation in (16) to hold good, i.e., 5,’; = 5,’;‘0‘1. The
elements of subset X, remain unchanged, i.e., modifying
their values makes the attack impractical as a large set of
meters have to be tampered. Thus, X» = X¢. Thus, we get
T = (X, X5} = {97, 67, X5,

For a hidden attack, the quantity (M (T") — M(T%)) must
be added to (30), resulting in the measurement vector M (T").
Following the steps in (25) and (26), the absolute value of

h
CLy,, can be expressed as

CLY,, = \/CLo(T") + CLy(T") 31)

where, CL,(T") = CL,(T™) and

2
Vin|® [Vin |
CLT") = g P [ V) gy (W
b( ) |yk7 | <|Vka ka ‘ |Vk‘a
(grmeos (g, — 0120 = Gjty + Orm)
+ b sin (8%, — 6% — G+ Opm)). (32)
Comparing CLy(T™) and CLy(T") in (29) and (32), the
following observations can be made
|‘/m‘a “/;Yl|n
[Viel® " [Vi|™
o (0%, —0p) # (o7, — 7).
Thus, it can be stated that

CLy(T") # CLy(T™)

= |OLinl # |CLL,,]
= |ICLL,| - oLl > 0.
Hence proved. O

Similarly, the proposition in Theorem 1 can be proven for
CLm;g, CLk and CLm.

B. Discussions on Some Practical Aspects

In a practical power system operation, the measurements
are noisy. Let C L}, = be the estimated value of C Ly, under
normal conditions (no attack), with noisy measurements. In

the absence of noise, it is clear that CL}, = CL;%/. In the
presence of noise, CL}, =~ C’LZ;{, i.e., they are not exactly
equal. Based on the proof of Theorem 1, it is clear to see that
1CLl = lCLE| > [lony,) - 1oLl
state estimation due to measurement noise is negligible when
compared to changes forced due to a cyber attack on phase
shift control.

The main idea of Theorem 1 can also be visualised using
analysis of the equivalent circuit of a phase shifter in Figure 3.
The current flowing from node k to m, Iy, can be expressed
as

as variations in

Iim = YieVie + Yier, (Vi — Vin). (33)

Using (7) to (10) and the definition in (20), (33) can be
expressed as

Iy, v 4
CLpm = mo_ o — m( ’m) _]¢kn1.
b = = Y~ Yo 3 )€

From (34), it can be seen that C'Ly, is a function of
phase shift, ¢g.;,, and voltages, Vi (= |Vi|Z0r) and V,,
= |Vin|Z6m). In order to carry out a hidden attack, the
adversary has to ensure that the estimate of ¢y, remains close
to the specified/selected value of gb;fn. Also, the measurement
and estimate of ¢ is modified to ensure that the measurement
and calculated values of Py, reads P,” . The measurements
and estimates of the remaining state variables would show the
values resulting from the attack. It is worth noting that it is
impractical for an adversary to influence all the state variables
as the number of measurements to tamper becomes very large.
Also, the use of indices C'L; and C'L,,, which are based on
bus injections, involve voltages of all the nodes connected to &
and m. This ensures that an attack, though hidden, gets noticed
by the detection scheme. As far as non-stealthy attacks are
concerned, they can be easily detected.

Another important consideration is to determine whether it
is possible to bypass the detection classifiers, C' Ly, C Lk,
CLy and CL,,. It was shown in Section IV that for an attack
to be stealthy, measurements which are a function of ¢y, and
0, must be modified. In order to beat the developed detection
classifiers, an adversary has to modify all measurements which
are functions of state variables (both |V'|s and ds) of nodes
k ki, -+ kg, mymq,--- ,m, and phase shift, ¢,,, for each
phase shifter. Thus, a large number of correlated measurements
have to be modified. This would require an adversary to have
real time information of the entire system (or at-least, a large
part of the system) or a control of the entire control centre.
Both these scenarios are highly unlikely in practice [6], [12].

(34)

C. Formulation of the Classifier used in Detection Algorithm

The proposed algorithm is based on the comparison of
absolute values of C'Ly,,,, C Lk, CL and CL,, with their
respective reference values, calculated during the phase shifter
setting selection. Let the reference values of C' Ly, C Ly,
CLj and CL,, be C’L;ff:, C’L:sf;, CL;EI and C'LT¢7, respec-
tively.

Let the difference in the absolute values of CLy,, and
CL;¢! be represented as

CLy = ||CLym| — |CLE . (35)



Similarly, corresponding to other three indices, we get

CLy = ‘\CLmk| — e, (36)
CLs = ‘|0Lk| — e, (37)
CLy = ||CL| ~ O (38)

The classifier used for detection is obtained by addition of
(35) to (38), resulting in

OL = ||CLim| = 1CLH | + I0Lmil = IC L] |
+‘|CLk|—|CLZef|’+‘|C’Lm|—|CLf,§f|‘. (39)

The classifier defined in (39) is computationally less intensive
and it is very easy to implement by addition of a few lines of
code. The detection algorithm using this index is presented in
Section V-D.

Algorithm 1: Proposed False Phase Shift Command
Injection Attack Detector

Data: Reference values CL}/, CL™/, CL}*/ and
CL"e and the predetermined Threshold Th
Output: Trigger
1 Calculate C'L using (39);

2 if CL > Th then

3 Trigger = 1;
4 Unauthorized phase shift command is detected;
5 else

6 Trigger = 0;
7 go back to step 1;

D. Algorithm

The steps involved in the proposed algorithm are shown in
Algorithm 1. This algorithm is essentially based on compari-
son of the classifier, C'L, defined in (39) with a predetermined
threshold, Th. Any value of C'L greater than Th is indicative
of an attack on the phase shift control. The selection of this
threshold is discussed in Section VI-A.

VI. SIMULATION RESULTS AND DISCUSSIONS

In order to study the effectiveness of the developed algo-
rithm, it is tested on the IEEE 118-bus system [35]. In the test
system (i.e., IEEE 118-bus system), seven phase shifters (i.e.,
phase shifting transformers) are placed. The details pertaining
to the location of these phase shifters are given in Table 1. The
phase shifters are placed such that there is a scope to divert or
control the flow of power (both generation and load) over the
usual operation range of PSTs. In other words, their locations
are chosen such that the operators may control or divert flows
to choose the share of power flows through various corridors
(to meet certain demand or to wheel a certain generated
power). It is well-known that PSTs operate within a designed
range, in discrete steps. In the case of PSTs considered (in
Table I), each PST operates in the range, [—32°,+32°], in
steps of 1.3333°.

PS number | Line!| b2 [ b3
1 16 11 13
2 52 37 39
3 71 49 51
4 101 62 67
5 127 81 80
6 148 80 96
7 185 75 118

! Line or Branch number

2 From Bus

3 To Bus

Table I: Location of the Phase Shifters in the IEEE 118-bus
system

PS number PP Pr 2
1 0.4042 0.0233
2 0.4802 -0.0233
3 0.8042 0.0466
4 -0.1538 0.0233
5 -0.2249 0.0233
6 0.3867 0.0466
7 0.2521 -0.0466

! Scheduled Real Power Flow

2 Selected Phase Shift [1]
Table II: The specified power flows and the phase shifts to
achieve these flows

As mentioned in Section II, PST settings are chosen to
meet a set of desired flows across lines. To demonstrate the
effectiveness of the proposed algorithm in attack scenarios, it
is essential to first establish the normal operating conditions.
The desired power flows and the phase shifts selected [1] to
meet these flows are given in Table II. These are the values
selected by the operator or the EMS to achieve the above
mentioned objectives. Thus, for a stealthy attack, the adversary
must tamper with the measurements such that the measured
and estimated values of ¢, and Pj,, read close to the ones
given in Table II, using the principles discussed in Section I'V.

There are four broad scenarios that have been considered
to test the performance of the proposed detection algorithm.
They are as listed follows:

o Case 1: Normal operating condition when there is no

attack.

o Case 2: When the PST tap is manipulated by two or more
steps, i.e., the phase shift is manipulated by more than
2.6666°.

o Case 3: When the phase shift is manipulated by one step,
i.e., by 1.3333°.

o Case 4: When the phase shift is manipulated by one step,
i.e., by 1.3333° and:

— Case 4a: The load is increased by 10%.
— Case 4b: The load is decreased by 10%.

The scenario considered in Case 1 is used to establish the
normal operation, in order to facilitate comparison with the
attack scenarios. In the scenario of Case 2, a stealthy attack is
considered where the adversary manipulates the phase shift by
2.6666° or more, which is a practically probable scenario. This
is because an adversary is more likely to launch an attack that
significantly deviates from the normal operation. The scenario
in Case 3 considers cases where the phase shift is manipulated



PST number Mean Minimum | Maximum | Standard Deviation PST number Mean Minimum | Maximum | Standard Deviation
1 0.0220 0.0017 0.0795 0.0153 1 0.2000 0.1821 0.2411 0.0120
2 0.0254 0.0043 0.0673 0.0126 2 2.3741 2.3458 2.4095 0.0120
3 0.0254 0.0017 0.0766 0.0160 3 0.2471 0.2153 0.2927 0.0139
4 0.0192 0.0029 0.0506 0.0103 4 0.5290 0.5011 0.5615 0.0118
5 0.0216 0.0037 0.0537 0.0104 5 1.0700 1.0237 1.1125 0.0165
6 0.0131 0.0011 0.0442 0.0066 6 0.4803 0.4591 0.5062 0.0081
7 0.0245 0.0039 0.0626 0.0129 7 0.2143 0.1842 0.2633 0.0164

Table III: Mean, minimum, maximum and standard deviation
of CL in Case 1

Table V: Mean, minimum, maximum and standard deviation
of CL in Case 3

PST number | Mean | Minimum | Maximum | Standard Deviation PST number | Mean | Minimum | Maximum | Standard Deviation
1 1.5775 1.5563 1.6252 0.0121 1 0.2280 0.1915 0.2821 0.0188
2 4.5683 4.5390 4.6085 0.0134 2 2.3384 2.3170 2.3723 0.0116
3 1.7852 1.7459 1.8292 0.0136 3 0.8731 0.8471 0.9353 0.0155
4 1.2840 1.2566 1.3276 0.0140 4 0.5241 0.4931 0.5509 0.0115
5 2.8413 2.8112 2.8859 0.0145 5 2.7888 2.7532 2.8257 0.0139
6 0.8398 0.8219 0.8663 0.0081 6 1.3015 1.2759 1.3243 0.0086
7 1.6753 1.6515 1.7383 0.0142 7 0.1920 0.1598 0.2456 0.0189

Table IV: Mean, minimum, maximum and standard deviation
of C'L in Case 2

by just one step, i.e., by 1.3333°. This is not a likely attack
scenario (as an adversary is more likely to be interested in
forcing significant consequences). However, Case 3 is included
to test the effectiveness of the proposed algorithm under small
(and thus harder to detect) malicious changes in PST settings.
To study the performance of the detection algorithm under a
load change, Case 4 is considered. There are two sub-cases
for Case 4. In Case 4a, the malicious phase shift is by one
step and the load increases by 10%. Similarly, in Case 4b,
the load decreases by 10%. Thus, Cases 3 and 4 are basically
studied to test the performance of the proposed algorithm in
presence of small (as small as one step) malicious changes of
PST settings (from the selected values), though Case 2 and
attacks more severe than Case 2 are likely scenarios of attack.
It is important to note that irrespective of the application of
PSTs, the attack scenarios would manifest similar to Cases 2,
3 and 4 (w.r.t. a malicious change in PST setting).

In a practical grid operating environment, the measurements
are noisy. The measurement noise is taken as 1% for power
measurements and 0.3% for voltage measurements [36], [37].
Hence, in order to evaluate the effectiveness of the proposed
algorithm in the presence of noise, the cases 1, 2, 3, 4a and
4b are run for 200 times. The important statistical parameters,
viz., mean, minimum, maximum and standard deviation are
noted over these 200 runs. So, the total number of cases
considered are as follows:

e Normal Scenario: This scenario is considered only in
Case 1. So, there are 7 PSTs and 200 runs of the
algorithm. Thus, the total number of cases is 1400.

o Attack Scenarios: These scenarios are considered in
Cases 2, 3, 4a and 4b. So, the total number of cases is
4 x 7 x 200 = 5600.

Under normal conditions (Case 1), the statistical parameters
of C'L are tabulated in Table III. Ideally, these values should
be zero. However, due to the presence of noise, the values
obtained from the simulations are non-zero. Similarly, for Case
2, the statistical parameters of C'L are tabulated in Table I'V. It
can be easily seen that the values of C'L increase significantly.

Table VI: Mean, minimum, maximum and standard deviation
of CL in Case 4a

We note that even the minimum values of CL in Case 2 are
significantly higher than the maximum values of CL seen in
Case 1. Thus, presence of the attack can be easily detected by
Algorithm 1. The statistical parameters of C'L for Case 3 are
tabulated in Table V. Similar to Case 2, even in Case 3, the
minimum values of C'L are higher than the maximum values
of C'L seen in Case 1. Thus, detection is possible even when
the malicious change in PST setting is only one step.

Case 4 is studied to test the performance of the algorithm
under a load change. The statistical parameters of C'L are tab-
ulated in Tables VI and VII for Cases 4a and 4b, respectively.
From the comparison of values of C'L observed in Tables VI,
VII and III, it is clear that the differences in the C'L values
facilitate detection (based on Algorithm 1). A control decision
in an operational power system is made based on the present
state (and generation-load pattern) of the system. When the
load (or system state) changes normally (when there is no
attack), in order to meet the control requirements, i.e., the
desired flows across lines where PSTs are placed, the phase
shift is updated by the EMS through RTUs (as the past control
decision cannot achieve the desired flow). When an adversary
manipulates the phase shift, he/she can only fool the EMS into
seeing its last selected value. This is because it is not possible
for the adversary to keep up with the load changes, i.e., the
adversary will not know the changed value of the load since it
is random and the exact value of load change is unpredictable.
Thus, under load changes, an adversary can only resort to
using the last selected values of the PST settings (which are not
valid any more). The detection metric facilitates detection even
under these conditions (as can be inferred from proposition
and proof of Theorem 1). Thus, even in the situations of load
change, the detection algorithm works effectively, which is an
advantage.

The observations made so far can be summarized as follows:

e The minimum values of C'L observed under all attacks
(from Tables IV to VII) are greater than the maximum
value of C'L observed under normal conditions, when
there is no attack (from Table III).




PST number Mean Minimum | Maximum | Standard Deviation
1 0.2035 0.1747 0.2673 0.0186
2 24215 2.3938 2.4690 0.0126
3 0.1618 0.1445 0.2028 0.0090
4 0.5089 0.4817 0.5494 0.0138
5 2.6072 2.5691 2.6483 0.0158
6 1.6433 1.6252 1.6655 0.0080
7 0.3945 0.3622 0.4421 0.0141

Table VII: Mean, minimum, maximum and standard deviation
of CL in Case 4b

o The increase in the values of C'L is very large when the
manipulation of phase shift is as low as 2.6666°. The
aim of any adversary would be to cause a significant
manipulation of phase shift, which is thus easily detected
by the proposed algorithm.

« For all practical purposes, a change in the load does not
affect the performance of the algorithm. This was verified
using Cases 4a and 4b.

A. Threshold Selection

The results for the accuracy of the algorithm in terms of
correctly classifying attacks and normal scenarios, when eval-
uated over 5600 attack scenarios and 1400 normal (i.e., non-
attack) scenarios, are tabulated in Table VIII. The algorithm

99.75%
0 out of 1400
17 out of 5600

Percentage of cases of successful detection
Number of false positives
Number of false negatives

Table VIII: Accuracy of the Proposed Method across all the
cases

detected 5583 out of 5600 attack scenarios successfully using
a threshold value, Th, of 0.15. Similarly, the 1400 normal
scenarios were classified as normal operation, resulting in no
false positives. Based on the C'L values recorded in Tables
III-VII, a threshold of Th = 0.15 can be seen to be adequate.
The use of this threshold enables detection in 99.75% of the
cases considered (as shown in Table VIII). The very small
number of cases where the algorithm mis-classified an attack
scenario were when the malicious change was of a single step
and the load point was 10% away from the base value. In
a practical scenario, a one step change of 1.3333° degrees
in phase shift would hardly cause any damage. These cases
of one step change were included to demonstrate that this
algorithm is not only extremely effective when the attacker
intends significant damage (which is most likely in an attack),
but also works quite well when the change is very small.
In practical scenarios, the changes in phase shift enforced
by the adversary would be greater than 1.3333° to force
any significant consequences and the proposed mechanism
successfully detected all attack test cases where the PST tap
is manipulated by two or more steps. Thus, a threshold, Th,
of 0.15 is adequate for all practical purposes.

VII. CONCLUSIONS

In this paper, the problem of protection of phase shifters
from cyber attacks is discussed. Various attack scenarios, es-
pecially the stealthy ones are considered. Indices based on the

ratios of injection or branch currents to terminal voltages are
formulated. These indices are mathematically validated in the
purview of detection. An algorithm is thus formulated using
these indices. The proposed algorithm is tested on the IEEE
118-bus system and is found to be reliable, computationally
inexpensive and easy to implement. It is worth noting that this
is the first work that considers such attacks. As this algorithm
is developed based on principles of power system analysis
involving the controlled and the controlling variables, this
algorithm can be extended to protection of any modern power
electronics based phase shifter.
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