QSVP: A Quantum Safe Mutual Authentication
Protocol for Vehicular Platoon Communications

Rohini Poolat Parameswarath

Abstract—Vehicular platoons can transform the way we travel
and have the potential to shape the future of mobility. To realize
the full potential of vehicular platoons, vehicular platoon commu-
nication should beresilient to cyber-attacksincluding conventional
and future quantum-computer-enabled attacks. In this paper, we
propose a quantum-safe mutual authentication protocol for vehic-
ular platoon communications, QSVP, leveraging the concepts of
Quantum Key Distribution (QKD) and Post-Quantum Key En-
capsulation Mechanism (PQKEM). The PQKEM used in QSVP
is CRYSTAL S-Kyber, a lattice-based PQKEM, selected by the
National Institute of Standards and Technology (NIST) in round
3 of the post-quantum standar dization process. Using the Real-or-
Random (RoR) model, we demonstrate that QSVP offersprovable
security. Further, we evaluate the performance of QSVP using
simulations carried out with the NS3 simulator. A performance
analysis of QSVP demonstrates its superior security features and
scalability compared to other similar schemes.

Index Terms—CRY STAL S-Kyber, post-quantum key encap-
sulation mechanism (PQKEM), quantum key distribution (QKD),
vehicular platoon.

. INTRODUCTION

VEHICULAR platoon or convoy refers to a group of
A vehicles moving together, following one another, with
coordinated driving [1], [2]. The vehicle positioned at the front
of the platoon is known as the leader vehicle and the rest of
the vehicles in the platoon are called followers. All the follower
vehicles strictly follow the one in front of them and maintain
a constant safe distance. Since the vehicles in a platoon are
closer to each other, they occupy less space on the road. Thus,
platooning helps to increase road capacity and reduce traffic
congestion [3], [4]. Further, platooning reduces fuel consump-
tion and carbon dioxide emissions [4]. Hence, we can expect
widespread adoption of platooning technologies soon as they
promise more efficient transportation systems.

Ahuman driver always drives the leader vehicle in the platoon,
and the leader vehicle’s actions are subsequently broadcast to all
followers [5]. The followers act according to the information
they receive such as speed, location, change in speed, and
direction [5]. Also, the leader communicates with the Road Side
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Unit (RSU) and the RSU sends data to the cloud server which
is in charge of providing the platoon services. Technologies
such as the Cooperative Adaptive Cruise Control (CACC) and
Vehicle-to-Everything (V2X) communication protocol are used
for communication and controlling the vehicles in a platoon
ensuring that all vehicles in the platoon move at a given velocity
while maintaining a fixed inter-vehicle distance [6], [7], [8], [9],
[10].

Though platoons are promising and efficient transportation
systems, vehicular platoon communications face several security
and privacy challenges [11]. Attackers can launch several attacks
to compromise sensor measurements and control command data
in a platoon exploiting the openness of the wireless communi-
cation [8]. As an example, if an adversary gains control of the
communication channels used for message exchange between
vehicles in a platoon and modifies the transmitted messages
with the intention of misleading vehicles, it can compromise the
integrity and reliability of the system [6], [12]. If information
related to a particular vehicle’s location is modified maliciously,
it can result in unwanted effects, including collisions among
vehicles [11]. Another example is an adversary impersonating
a legitimate vehicle and sending fake messages, such as hazard
warnings to vehicles in the platoon [6]. Further, the adversary
may eavesdrop on the exchanged messages to gather sensitive
information, such as the location information of vehicles and
identity details of the users [13], [14]. Hence, ensuring robust
cybersecurity measures is crucial to protect against malicious
interference with vehicular platoon communications and to pro-
tect the privacy of users.

In addition to the classical cyber-attacks against vehicular
platoon communications, there is a new threat: cyber-attacks
enabled by quantum computers. Symmetric and asymmetric
cryptographic techniques are widely used to build authentication
protocols to ensure the security of wvehicular platoon
communications. The security offered by asymmetric
cryptographic approaches such as Elliptic-Curve Cryptography
(ECC) and Rivest-Shamir—Adleman (RSA) comes from the
hardness of solving the underlying mathematical problems,
e.g., the discrete logarithm problem or the integer factorization
problem. Shor’s quantum algorithm [15] is a quantum
cryptanalysis algorithm for factoring that can solve such
problems quickly. Grover’s quantum search [16] is a key search
algorithm that can speed up searches [17]. The security level
offered by the symmetric cryptographic key schemes reduces
by half when an adversary applies Grover’s search [18]. A
quantum computer leverages quantum mechanical properties
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and can perform these operations exponentially faster than
conventional computers. Thus, the security offered by existing
security solutions for vehicular platoon communications can
be weakened by an adversary armed with quantum computers
and advanced algorithms such as Shor’s algorithm. Hence, any
authentication protocol for vehicular platoon communications
must be resilient to future quantum computer-enabled attacks
as well, in addition to the classical attacks.

As discussed above, techniques that can make systems
quantum-safe must be employed in authentication protocols.
The National Institute of Standards and Technology (NIST) [19]
initiated the Post-Quantum Cryptography (PQC) standardiza-
tion process [20] in 2016. CRYSTALS-Kyber [21] has been
selected as a quantum-safe Key Encapsulation Mechanism
(KEM) after three rounds of evaluation as part of this PQC
standardization process. CRY STALS-Kyber derives its security
from the hardness of solving the Learning-With-Errors (LWE)
problem over module lattices [22]. Key length and computation
costs of CRYSTALS-Kyber are reasonable [23]. Quantum Key
Distribution (QKD) techniques can also be employed to make
systems quantum-safe. A QKD scheme helps two entities es-
tablish a common secret key by leveraging the laws of quantum
mechanics. We propose a hybrid solution that employs a com-
bination of QKD and PQKEM. The proposed authentication
protocol, QSVP, is based on the Bennett-Brassard 1984 (BB84)
protocol [24], which is one of the most widely commercially
adopted QKD protocols, and CRYSTALS-Kyber KEM. Hence,
QSVP is secure against attacks by both classical and quantum
computers.

Design Choice of QKD - Kyber Split: Kyber is a software-
based algorithm with consistent and low latency, and high avail-
ability. QKD latency and availability can vary depending on the
distance and conditions. The key budget in the QKD network
could be affected by the physical constraints of QKD systems.
Also, PQKEM does not require any additional hardware. On
the other hand, QKD needs dedicated hardware and optical
alignment. However, as the computational power of quantum
computers increases, the security offered by PQC may also
be at stake as it is mathematically based [25]. In contrast,
QKD is not based on mathematical assumptions and gives
information-theoretic security. As a result, a hybrid solution
where PQC is used in customers’ devices and QKD in servers
is a recommended approach [25].

Since QKD gives information-theoretic security, it is suitable
for the RSU - Server link. The RSU - Server link carries ag-
gregated traffic and edge decisions. If an attacker compromises
this link, the compromised link can affect the entire region. The
RSU-Server link is stationary. Hence, using QKD in the RSU -
Server link gives the highest security where it is most needed and
sustainable, leveraging the full strength of quantum-derived keys
for the core link. In contrast, more channel-flexible technologies,
such as PQKEM, are better suited for the mobile and dynamic
environments of Vehicle-to-RSU and Vehicle-to-Vehicle com-
munication, as they require no additional hardware and can
adapt to varying channel conditions. Hence, using PQKEM on
mobile Vehicle-to-RSU or Vehicle-to-Vehicle links helps with
practicality and scalability.

Thus, the design choice of using QKD only for the RSU-
Server link and PQKEM for the rest is chosen considering the as-
pects of practicality, security, scalability, and cost-effectiveness.

A. Related Work

We divide this subsection into three parts to provide a com-
prehensive literature review that will equip the readers with
the knowledge of research advancements and limitations in
platoon communications. In the first part of this subsection, we
summarize the existing works on platoon leader selection. In the
second part, we discuss the existing works on securing platoon
communications. To highlight the strengths and research gaps
in the existing works on securing platoon communications, we
have provided a table (Table I) with related works on securing
platoon communications listing the primitives used, strengths,
and limitations. In the third part of this subsection, we provide
a discussion on related works on QKD applied in real-world
scenarios to demonstrate that QKD has matured enough to be
deployed outside the labs and has practical applications.

1) PlatoonLeader Selection: Some platoon leaders may pro-
vide low-quality services that can result in security threats to
platoon communication [26]. Hence, it is important to select a
trusted platoon leader [27]. Selecting a trusted platoon leader is
a well-explored research problem. The reputation of a vehicle
is key parameter in selecting it as the platoon leader to have
a trusted platoon leader. Hence, several research works have
been proposed on evaluating the reputation score of the platoon
leader. A privacy-preserving platoon communication scheme
was proposed in [26]. For the cloud-assisted platoon formation
proposed in this scheme, the vehicle with the maximum reputa-
tion value based on the reputation value ciphertext comparison
protocol is selected as the platoon leader. The protocol employs
the Paillier algorithm to encrypt reputation values, which results
in significant computation cost.

Zhang et al. proposed a trust-based and privacy-preserving
platoon recommendation scheme, TPPR, in [27]. TPPR em-
ployed pseudonyms, bilinear pairing, and Paillier algorithm. In
TPPR, each vehicle holds a trust value, and the reputation value
of the leader is calculated through a truth discovery process.
Though TPPR ensures identity privacy and reliability of the
platoon leader, it does not preserve the privacy of the reputation
value [26], [28]. Li et al. proposed another reputation-based
platoon management scheme, RPPM, in [28]. RPPM employed
a secure comparison protocol to select the leader, which pre-
serves the reputation values of vehicles. Similarly, Cheng et al.
proposed a platoon recommendation scheme, PPRT, based on
ECC, Paillier algorithm, and truth discovery techniques [29].
The scheme in [29] calculates the reputation score of the pla-
toon leader based on the feedback provided by the platoon
members, maintaining the privacy of vehicles. A reputation
updating scheme for cloud-assisted vehicular networks was
proposed in [30]. This scheme, based on the ECC and Paillier
algorithms, ensures privacy preservation, robust security, and
efficient reputation management. In this scheme, the reputation
feedbacks are collected and preprocessed by the Cloud Service
Provider, reducing computation and communication overheads



TABLE |
A BRIEF SUMMARY OF RELATED SCHEMES

Scheme Brief Description Primitives Used Quantum | Replay Attack | Privacy | Unlinkability | Low Computation
Security Protection Cost
Han et al. [1] Secure admission of | Context-based authentication | x X v v v
vehicles into a
platoon
Khan et al. [14] Secure and privacy- | Blockchain and ZKP X v v v v
preserving
platoon formation
Dickey et al. [32] | Secure admission of | Context-based authentication | x v X M v
vehicles into a
platoon
Junaidi etal. [35] | Secure platoon | ECC X v X X X
management
Gongalves et al. | Secure communica- | Public key infrastructure and | x v v v X
[36] tion between attribute-based encryption
platoon members
Lai et al. [ [37] Authentication  of | Attribute-based encryption | X v X X v
platoon members and contributory key
agreement
Basiri et al. [38] Analyzes the secu- | Game-theoretic approach X v v v v
rity of vehicular
platoons
Xie et al. [39] V2I and V2V au- | ECC X v v v v
thentication
Wang and Liu | Mutual authentica- | Bilinear pairing, RSA, Diffie- | X v v v v
[40] tion between Hellman problem
vehicles and RSU
Son et al. [41] V2I handover Blockchain X v v v v
authentication
Bagga et al. [42] | Mutual authentica- | Blockchain X v X x v
tion and key
agreement in ITS
Lai et al. [43] Secure and privacy- | Private set intersection, I3 v v v v
preserving bilinear pairing,
platoon communi- | certificateless ring
cation signcyption
Parameswarath Secure admittance | DID, VC, blockchain X v v v v
and Sikdar [44] of vehicles into a
platoon
Li et al. [45] Authentication ZKP, blockchain X v v v X
through identity
verification
Yan et al. [46] Authentication of | Certificateless public key I3 v v v v
a platoon when it | cryptography, certificateless
moves from one | aggregate signature
base station to
another
Zhao et al. [47] Secure transmission | Bilinear maps, Identity-based | x v v v v
of messages in a | signcryption
platoon
Zhao et al. [48] Secure transmission | Bilinear maps X v v v v
of messages
between platoons
Abulkasim et al. | Secure transmission | ECC and Lattice-based KEM v v v v X
[49] of messages for IoD
Mishra et al. [50] | Secure authentica- | Lattice-based KEM v v X X v
tion for oD
QSvP Quantum-secure QKD, PQKEM v v v v v
transmission of
messages in  a
platoon

on the Trusted Authority. It can be noted that none of the works
mentioned above [26], [27], [28], [29], [30] are quantum-secure.

2) Secure Platoon Communications. Several attacks against
vehicular platoons have been reported in literature [12]. Though
selecting a trusted platoon leader is important in a platoon, it
alone does not eliminate all security threats in a platoon. As
an example, an attacker may capture control messages from the
platoon leader, such as the instructions to change speed or lanes,
and reply those messages later. This can result in the deviation
of vehicles from the platoon, leading to platoon disruption [31].
Such a platoon deviation attack was simulated in [31]. We
discuss the existing works on securing platoon communications
next.

Researchers have applied various approaches to secure
platoon communications. Context-based authentication and

cryptography are some of the widely used approaches to secure
communication in platoon systems. Han et al. proposed a
scheme that verifies the physical context of vehicles before
giving admission into a platoon in [1]. They leveraged the fact
that the unique attributes of road surfaces will be the same for two
adjacent vehicles. However, this protocol is vulnerable to record
and replay attacks [32]. A scheme based on a challenge-response
verification mechanism for platoon verification was proposed
in [32]. However, the scheme in [32] did not address the
anonymity and privacy of vehicles. Vaas et al. used trajectories
of two vehicles to verify their presence and to form a platoon
in [33]. A protocol for platoon verification based on Optical
Camera Communications (OCC) was proposed in [34]. The
above works [1], [32], and [34] are based on context-based
authentication.



A platoon management scheme that is secure against several
attacks was proposed in [35]. The scheme in [35] is based on
ECC and has a high processing delay. Hence, there will be
scalability issues when the number of vehicles increases. Fur-
ther, the scheme in [35] reuses some parameters in every session.
Hence, an adversary can link two sessions of the same vehicle.
The Vehicular Ad hoc Network Public Key Infrastructure and
Attribute-Based Encryption with Identity Manager Hybrid (VP-
KlbrID) model was proposed to protect communication between
platoon members in [36]. Though VVPKIbrID offers security and
privacy, its computational complexity is high [51]. Lai et al. [37]
proposed a protocol to authenticate vehicles in a platoon. It
is based on attribute-based encryption and contributory key
agreement. This scheme does not preserve the unlinkability
of wvehicles. A ciphertext policy attribute-based encryption
scheme to secure platoon communication was proposed in [52].
A collaborative control strategy to secure vehicular platoons
was proposed in [53]. The security of vehicular platoons
was analyzed using a game-theoretic approach in [38]. An
authentication protocol for Vehicle-to-Infrastructure (V2I) and
Vehicle-to-Vehicle (V2V) with batch verification based on ECC
was proposed in [39]. An authentication protocol that achieves
mutual authentication between vehicles and RSUs was proposed
in [40].

A V2l handover authentication protocol based on blockchain
was proposed in [41]. Bagga et al. proposed a mutual authentica-
tion and key agreement protocol for Intelligent Transportation
System (ITS) in [42]. However, the protocol in [42] does not
provide unlinkability [54]. A secure and privacy-preserving pla-
toon setup and communication scheme was proposed in [43] em-
ploying the concepts of private set intersection, bilinear pairing,
and certificateless ring signcyption. Khan et al. [14] proposed a
secure and privacy-preserving platoon formation scheme based
on blockchain and Zero Knowledge Proof (ZKP). If an adversary
gains admission into a platoon, the adversary will have access to
the control commands of the platoon and may modify the control
messages, posing a threat to the safety of people. To avoid this
scenario, an authentication protocol was proposed in [44] to
ensure that only legitimate vehicles are admitted into a platoon.
The protocol in [44] leveraged the concepts of Decentralized
Identifiers (DIDs) and Verifiable Credentials (VCs). Li et al. pro-
posed an aggregated ZKP and blockchain-based authentication
protocol for platooning in [45]. It ensures privacy-preserving
identity verification. However, since the protocol in [45] aggre-
gates all the proofs generated by platoon members and proof
generation requires access to the blockchain, the process is
time-consuming [14]. A protocol for secure authentication of
a platoon when it moves from one base station to another base
station was proposed in [46]. Certificateless public key cryp-
tography and certificateless aggregate signature schemes were
employed in designing the protocol in [46]. An identity-based
signcryption scheme to secure platoon communication was pro-
posed in [47]. In this scheme, the platoon leader generates a
verifiable ciphertext and broadcasts it to the followers. This
scheme employing bilinear maps ensures security of transmitted
commands in the platoon as unauthorized vehicles cannot access
the commands. Zhao et al. also applied signcryption technique

and proposed a data authorization scheme for secure information
sharing between platoons in [48]. This scheme also leveraged
bilinear maps.

It can be summarized that the schemes mentioned above
for vehicular platoon security have limitations such as being
vulnerable to certain attacks, not providing all required security
features, or having high computation costs. Another significant
factor that the above protocols overlooked is the imminent threat
of quantum computer-enabled attacks. None of the schemes dis-
cussed above addressed the quantum computer-enabled attacks.

Various authentication protocols with resistance to quantum
adversaries have been introduced in recent research, such as [49],
[50], [55], [56]. Abulkasim et al. proposed a quantum-secure
communication scheme for Internet-of-Drones (loD) by com-
bining the ECC and lattice-based key exchange mechanism
in [49]. Although the scheme in [49] offers quantum resis-
tance, the protocol has a very high computational cost. Gupta
et al. [55] proposed a lattice-based quantum-secure authenti-
cation scheme designed for 10T environments. However, this
scheme is susceptible to desynchronization and impersonation
attacks. A lattice-based quantum-secure authentication scheme
for the loD was introduced in [50]. Though this scheme is
quantum-secure, it lacks strong anonymity and unlinkability.
Hence, it fails to protect the privacy of participants. Chaudhary
et al. introduced a three-party key agreement scheme in [56],
which is quantum-secure. However, the scheme is vulnerable to
replay attacks and lacks perfect forward secrecy. Additionally,
its high computational cost significantly limits its scalability.

Table I provides asummary of the related schemes mentioning
the primitives used, the security properties, and the performance
properties. This table highlights the novelty of the proposed
protocol.

3) Quantum Key Distribution: QKD technique helps to
distribute cryptographic keys securely among parties across
untrusted networks [57], [58], [59]. Unlike conventional key
distribution methods that rely on the computational complexity
of certain mathematical problems, QKD’s security is grounded
in the fundamental laws of quantum physics. This profound
distinction offers provably secure communication, resilient to
future hardware or algorithmic advancements, including the
impending threat posed by quantum computers.

QKD has undergone remarkable progress since its inception,
emerging as the most mature quantum information technology.
Metropolitan QKD networks are being developed globally [60],
[61], [62], [63], experimental demonstrations pushing transmis-
sion distances over thousands of kilometres [64], [65], [66],
and portable QKD systems enabling secure key exchange over
short-range free-space channels, on platforms such as hand-
held devices [67], [68] and automobiles [69]. These research
advancements demonstrate that QKD is a practical choice to
ensure quantum security.

B. Motivation

Platoon communications involve the exchange of sensitive
data, including location, speed, and direction, between ve-
hicles, RSUs, and servers. Protecting this data is critical,



as any compromise can directly affect the safety of the pla-
toon. Existing authentication and key-agreement protocols rely
on asymmetric cryptography, whose security is threatened by
gquantum-computer-enabled attacks. Although several quantum-
safe schemes exist, they suffer fromissues such as susceptibility
to specific attacks, inadequate privacy protection, high compu-
tational cost, and poor scalahility, as discussed in Section I.A.
These limitations highlight the need for a quantum-safe mutual
authentication protocol for vehicular platoon communications
that secures all communication links with low computational
overhead and high scalability.

C. Contributions

The main contributions of this paper are listed below:

e A guantum-safe mutual authentication protocol for ve-
hicular platoon communications based on QKD and
PQKEM: The core contribution of our work lies in ad-
dressing limitations of existing protocols by proposing a
hybrid framework that combines QKD with PQKEM and
lightweight operations such as XOR to enable quantum-
secure, lightweight, and scalable authentication. The spe-
cific integration offers a new direction for deployable
hybrid authentication in realistic platoon environments.
This is the first authentication protocol for platoon com-
munications that employs QKD and CRYSTALS-Kyber
as building blocks, together with lightweight crypto-
graphic operations. Kyber has medium-sized keys and
offers the best overall performance compared to other
KEM schemes [70], [71]. QSVP leverages QKD and Kyber
to derive unique, quantum-secure session keys for each
session. Thus, the proposed protocol’s design ensures that
it is lightweight and offers protection against quantum
attacks.

e Protection from conventional and future quantum
computer-enabled attacks: QSVP employs QKD and
PQKEM CRYSTALS-Kyber. It does not depend on the
complexity of underlying mathematical problems as in
public key cryptography, to secure communication. Hence,
QSVP offers protection even from attacks by an adver-
sary with quantum computing capabilities. In addition to
ensuring post-quantum security, QSVP provides robust
security features, including session key security, mutual
authentication, strong anonymity, perfect forward secrecy,
unlinkability, as well as resistance to attacks such as eaves-
dropping, impersonation, replay, and Ephemeral Secret
Leakage (ESL). Thus, compared with the existing liter-
ature, QSVP is lightweight and offers superior security
features by protecting against conventional and quantum
attacks.

e Performanceanalysis: We use libogs [72] whichisan open-
source C library for quantum-safe KEM under the MIT li-
cense and the C/C++-based Multiprecision Integer and Ra-
tional Arithmetic Cryptographic Library (MIRACL) [73]
for the calculation of computation cost. We compare QSVP
with other similar schemes based on computation cost,
communication cost, and security properties.

e Smulation of QKD System: We simulate the use of QKD
systems in QSVP using realistic experimental parameters
to demonstrate the feasibility of QSVP.

D. Paper Organization

The rest of this paper is organized as follows. In Section I,
we discuss the preliminaries required for QSVP. The system and
adversary models are given in Section I1l. We present QSVP
in Section IV. In Section V, we provide formal and informal
security proofs for QSVP. Section VI presents a performance
analysis of QSVP. The results of performance analysis using the
NS3 simulator are given in Section VII. We conclude this paper
in Section VIII.

Il. PRELIMINARIES

In this section, we provide a quick overview of the fun-
damentals of quantum key distribution and key encapsulation
mechanism.

A. Quantum Key Distribution

In this work, we adopt the BB84 protocol [24] to showcase
QSVP based on QKD. In the BB84 protocol, the authenticated
users, named Alice and Bob, repeat the following steps to obtain
the final secure keys.

Quantum State Preparation: Alice randomly chooses a basis
a; € {X,Z}, and a uniformly random bit y; € {0,1}. Given
the basis information a; and random bit y;, Alice prepares
the corresponding quantum state from the set {|0), |1),|+) =
(10) + 11)/v2, =) = (10) - [1))/v/2}.

Quantum State Transmission: Alice sends the prepared quan-
tum state to Bob via an untrusted quantum channel.

Quantum State Measurement: Bob measures the received
quantum state based on a randomly selected measurement basis
b; € {X,Z} and stores the outcome in v’ € {0,1,0}.

Sfting: Alice and Bob broadcast their basis choices, a; and b;,
over a classical communication channel, and they preserve only
those instances where the measurement outcome is valid and
they used the same measurement basis (a; = b;). The above-
mentioned steps are iteratively performed until a sufficiently
large set of instances is acquired.

Parameter Estimation: Alice and Bob select a random subset
from the sifted keys to obtain an estimation of system parame-
ters, to evaluate the final secure key rate.

Error Correction: Alice and Bob execute an information rec-
onciliation protocol to ensure their respective keys are identical.

Privacy Amplification: Alice and Bob apply a random
universal, hash function to extract two shorter strings based
on the estimated system parameters and the final secure key
rate. This process removes any potential side information that
an eavesdropper may possess. The extracted key strings form
the final secure keys.

B. Key Encapsulation Mechanism

The KEM helps to exchange secure keys between two parties.
The KEM functions [21], [74] are given below:



Fig. 1.  System model.

Key Generation: Key Generation function does not take any
inputs and generates a public key and a private key pair. The key
generation function KeyG() can be written as (pu,., pry) <
KeyG().

Encapsulation: The encapsulation function Enc() uses the
public key generated through KeyG() to encapsulate a secret
key k in a ciphertext c. Encapsulation can be written as (¢, k) +
Enc(puy).

Decapsulation: The decapsulation function Dec() takes pr,
and c as inputs and outputs the secret key .. Decapsulation can
be written as k < Dec(c, pra).

In QSVP, we use the CRYSTALS-Kyber KEM which has been
selected by NIST for post-quantum cryptography standardiza-
tion.

I1l. SYSTEM AND ADVERSARY MODELS
A. System Model

The system model is illustrated in Fig. 1. We consider a
platoon with a leader £ and follower vehicles F, for x €
{1,2,--- n}. The followers relay their messages/data to the
RSU, R, through the leader. RSUs are installed on both sides
of the road. RSUs act as contact points between platoons and
cloud servers providing platoon services. The RSU aggregates
information from several leaders and sends it to the cloud server
S. The RSUs have sufficient resources to do this computation.
The leader, the follower vehicles, and the RSU are registered
with the central cloud server. Several leader vehicles interact
with an RSU, and several RSUs interact with the cloud server.
There is a QKD link between the cloud server and the RSU.
The existence of a classical authenticated channel is a prereg-
uisite for the security of any QKD system. In practice, this au-
thentication can be implemented using various well-established
algorithms [63], [75], as it only requires short-term security
rather than the long-term unconditional security demanded by
the quantum key itself. For this reason, we do not emphasize the
specific implementation of the classical authenticated channel
in our system model, since it can be realized using standard and
widely adopted authentication techniques without affecting the
generality of our proposed scheme.

B. Adversary Model

We consider the Dolev-Yao (DY) model [76] where an ad-
versary can listen to, edit, or delete the exchanged messages,
and the Canetti-Krawczyk (CK) adversary model [77] where
the adversary can capture long-term secrets or short-term keys
as well. Under the DY model, some of the possible attacks are
impersonation, eavesdropping, and replay attacks. Under the
CK model, long-term and ephemeral secret leakage attacks are
also possible [78]. To be CK-secure, the protocol must have
perfect forward secrecy and ephemeral secret leakage attack
resistance [77], [79]. We also assume that the adversary has
quantum computing capabilities. Hence, the adversary can break
the security of certain classical cryptographic technigques such
as public key cryptography.

1V. PROPOSED AUTHENTICATION PROTOCOL

We present the proposed QSVP scheme in this section. QSVP
consists of the following phases: setup, registration, mutual
authentication between the followers and the leader, data transfer
between the followers and the leader, mutual authentication
between the leader and the RSU, and data transfer between the
RSU and the cloud server through the RSU.

The registration phase is executed only once for each par-
ticipant. The mutual authentication phase is performed when-
ever two participants want to communicate with each other.
The high-level view of the proposed scheme is illustrated in
Fig. 2.

A. Assumptions

e The RSUs and the cloud server are installed with QKD
devices.

e \We consider a generic quantum information transmission
link between the cloud server and RSU for the generality
of the proposed scheme. This could be free space or a fiber
optic cable.

B. Setup Phase

In this phase, each protocol participant x invokes the key
generation function KeyG() as mentioned in Section 11-B and
generates a public key, pu,., and a private key, pr...

C. Registration Phase

In this phase, the follower vehicles {F;, Fa, ... F,}, the £,
and the R register with the S. We assume that the messages are
exchanged through a secure channel in the registration phase.

RSU Registration:

Sep 1: The R sends a registration request and pux to the S.

Sep 2: The S registers the R.

Leader Registration:

Sep 1. The £ with an identity 7D;, generates a pseudo-
identity P/ Dy,. Then, the £ sends a registration request, /Dy,
PIDy, and pu, to the S.

Sep 2: The S registers the £. The £ informs a set of paths
with sources and destinations to the S. The S broadcasts 1Dy,
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Fig. 2. High-level view of the protocol.

PIDy, and pu, to the RSUs that cover the requested paths.
It also distributes the public keys of the RSUs that cover the
requested paths to the L.

Registration of Follower \ehicles:

Sep 1: The follower vehicle F; with an identity 7D y; gen-
erates a pseudo-identity PIDg;. Then, F; sends a registration
request, I Dg;, PIDpg;, and puz; to the S.

Sep 2: The S registers F; and assigns it to the £. The S sends
{IDy,pu,} to F;. F; stores ID;, and pu,. The S also sends
{PIDpg;,pur;} tothe L. The L stores PIDp; and pur;.

Similarly, the S assigns n follower vehicles to the £ to form
a platoon.

D. Mutual Authentication Between a Follower and the Leader

The steps involved in the mutual authentication phase between
the £ and F; are given below:

Step 1: F; generates a value sk, and a random number z;. As
mentioned in Section 1I-B, F; encapsulates sk, in a ciphertext
¢; using puc. Subsequently, 7; computes the authentication
parameter P, = h(z; || sk1). Finally, F; composes a message
Ay ={PIDp;,c;,xz;, P, } and sends it to the L.

Step 2: The £ decapsulates sk, from ¢; using pr, as men-
tioned in Section II-B. Next, £ computes h(z; || ski1) and
verifies it against the received P;. After verifying Py, the £
generates a random number y; and a random value sk,. Then,
L encapsulates sk in a ciphertext ¢; using puz;. Then, the £
computes the authentication parameter P, = h(y; | sk2) and
the sessionkey sk = h(IDy || z; || y; || sk1 || sko). After that,
the £ composes a message A, with ¢, y;, and P, as Ay =
{¢},yj, P2} and sends it to 7.

Step 3: F; decapsulates sk, from ¢; using prx; as mentioned
in Section I1-B. Then, F; computes h(y; || sk2) and verifies it
against the received P,. After verification of P, F; computes
the session key as sk = h(IDy, || z; || y; || sk1 || sk2). Thus, a
session key sk = h(I Dy, || x; || y; || sk1 || sk2) is established
between F; and the L. Fig. 3 shows the steps involved in this
phase.
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9. Data transfer
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Mutual authentication between a follower and the leader.
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E. Data Transfer Between the Follower and the Leader

Once the session key sk is established between F; and the £,
data can be sent to the £. The steps involved in the data transfer
phase between F; and the £ are given below:

Sep 1: F; generates a random number r; and the current
timestamp ¢. Then, F; performs an XOR operation on the
data to send, Datar, with sk to generate Data}. as Dataj. =
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Data transfer between the follower and the leader.
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Datar @ sk. After that, F; computes the authentication pa-
rameter hq = h(sk || Data% || r1 || t#)and composes message
Mpy ={PIDg;,r1,tp, h1, Data}.}. Finally, F; sends Mpq
to the L.

Sep 2: Upon receiving Mp; from F; at time ¢/, the £ first
checks the validity of timestamp by verifying that | (tp — tz)| <
At, a threshold value. If ¢z is a valid timestamp, £ computes
h(sk || Data% || v1 || tr) and verifies it against received h;.
If the authentication parameter verification is successful, the £
computes Datar = Data}, & sk and generates a random num-
ber r4 and the current timestamp ¢} . Then, the £ computes hy =
h(sk || 2 || t7,). The £ generates a new pseudo-identity for F;
to use in the nextsessionas P/ D} = PIDp; @ sk and stores
it. Finally, the £ composes message Mps = {Ack, 72,15, hao}
where Ack is the acknowledgment that the data is received
successfully. Finally, the £ sends M ps to F;.

Sep 3: Upon receiving the acknowledgement through M ps
fromthe £ attime t'L*, F; firstchecks the validity of the timestamp
by verifying that |(t; — ¢})| < At, a threshold value. If ¢} is
a valid timestamp, F; computes h(sk || 2 || t7) and verifies it
against received hs. If the verification is successful, it can be
confirmed that the data has been received successfully by the L.
F; generates a new pseudo-identity to use in the next session as
PID?" = PIDp; ® sk and stores it.

The steps involved in the data transfer phase are given in
Fig. 4.

F. Mutual Authentication Between the Leader and the RSU

The £ sends data to the S through the R. First, the £ and the
‘R authenticate each other and establish a session key. The steps
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Generate: k

(c1,k1)  Enc(pur)
Il = h(Sl H k‘l)

Mu ={PIDg,cy, 51,11}

M 4y

k1 < Dec(c1,prr)
Verify: I

Generate: so

Generate: ko

(ca, ko) < Enc(pug)
12 = h(82 H k2)
k=h(IDp || k1 || k2)
Myz = {Ack, ca, 52, I}

M 4o

ko < Dec(ca, pre)
Verify: I
k=h(IDp || k1 || k2)

—

Mutual authentication between the leader and the RSU.

Fig. 5.

are similar to the steps in the mutual authentication between
the leader and the followers. The steps involved in the mutual
authentication phase between the £ and the R are given below:

Sep 1: The £ generates random numbers s; and k4. Then, the
L encapsulates &y in a ciphertext ¢; using pug. Subsequently,
the £ computes the authentication parameter I; = h(s; || k1).
Finally, the £ generates a message M, = {PIDy,c1,s1,11}
and sends it to the R.

Sep 2: The R decapsulates k; from ¢; using prg. Next, the
‘R computes h(s; || k1) and verifies it against received I, . After
successfully verifying Iy, the R generates random numbers
sy and ko. Then, the R encapsulates ko in a ciphertext co
using pu, as mentioned in Section I1-B. Then, the R computes
the authentication parameter Io = h(s2 || k2) and the session
key k = h(IDy || ki || ko). Finally, the R composes a mes-
sage M 4o with an acknowledgement Ack, co, s2, and I as
Mao = {Ack, ca, s2, I>} and sends it to the L.

Step 3: Upon receiving M 42, the £ decapsulates ko from
¢z using pre. Then, the £ computes A(sz || k2) and verifies it
against the received I,. After that, the session key is calculated
as k= h(IDy, || k1 || k2). Thus, a session key is established
between the £ and the R. The steps involved in this phase are
given in Fig. 5.

G. Data Transfer Between the Leader and the Cloud Server
Through the RSU

Once a session key is established between the £ and the R,
data can be sent from the £ to the S through the R. The steps



involved in the data transfer phase between the £ and S through
the R are given below:

Sep 1. The L generates a random number n; and the cur-
rent timestamp ¢,. Then, the £ performs an XOR operation
on the data to send, Datay, with k to generate Dataj as
Data}; = Datay, & k. After that, the £ computes the authenti-
cation parameter Hy = h(k || Data}, || ny || t) and composes
a message Dy = {PIDy,nq,tr, Hi, Data} }. Finally, the £
sends D to the R.

Step 2: Upon receiving D; from the £ at time ¢}, the
R first checks the validity of timestamp by verifying that
|(tr, — t})| < At, athreshold value. If ¢, is a valid timestamp,
the R computes h(k || Data} || nq || t1) and verifies it against
received H;. Then, the R computes Datar, = Data} & k and
generates a random number n,. Subsequently, the R runs QKD
protocol with the S as mentioned in Section I1-A and estab-
lishes a key kgrp with the S. Then, the R generates the
current timestamp ¢z and performs an XOR operation on Data
as Datar = Datay, ® kgk p and computes Hy = h(koxrp ||
Datag || n2 || tr). Finally, the R composes a message Dy =
{IDRg,ns,tr, Hy, Datar} and sends it to the S.

Sep 3: Upon receiving D5 from the R at time ¢/, the S first
checks the validity of timestamp by verifying that |(tr — t)| <
At, a threshold value. If ¢ is a valid timestamp, S computes
h(korp || Datar || ne || tr) and verifies it against received
H,. Then, the S computes Datay, = Datar ® korp. Then,
the S generates a random number ng and the current time
stamp tg. Subsequently, the S computes Hz = h(kgxp || n2 ||
n3 || ts). The S composes a message D3 = { Ack,ns,ts, H3},
where Ack is the acknowledgment that the data is received
successfully. Finally, the S sends D3 to the R.

Sep 4: After receiving the acknowledgement through Ds
fromthe S attime t', the R first checks the validity of timestamp
by verifying that |(ts — t's)| < At, a threshold value. If tg is a
valid timestamp, the R computes h(koxp || n2 || ns || ts) and
verifies it against the received Hs. Then, the R generates the
current time stamp t3,. Subsequently, the R computes Hy =
h(k || n1 || n2 || t%). The R generates a new pseudo-identity
for the £ as PID}°" = PIDy, & k and stores it. Finally, the
R composes a message Dy = {Ack, no, t5, Hy} and sends it to
the L.

Sep 5: Upon receiving the acknowledgement through Dy
from the R attime ¢%;, the £ first checks the validity of timestamp
by verifying that |(t5; — t%)| < At, a threshold value. If %; is a
valid timestamp, £ computes i(k || ny || no || t};) and verifies
it against the received H,. If the verification is successful, it can
be confirmed that the data has been received successfully by the
S. Then, the £ generates a new pseudo-identity as P1 D} =
PIDy, @ kandstores it to use in the next authentication session.

The steps of the data transfer phase between the leader and
the server through the RSU are given in Fig. 6.

V. SECURITY ANALYSIS
A. Formal Security Analysis

Next, we provide formal proof of QSVP using the RoR
model [80].
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An adversary A’s aim is to distinguish the established session
key in a protocol session. A calls the following queries while
interacting with the follower, leader, RSU, and the cloud server:

e Execute(P;, P;): This query models a passive attack
where the adversary eavesdrops on honest executions of the
protocol between participants P; and P;. This query returns
the transcript (all exchanged messages) to the adversary.
Since this is a passive attack, no modification or interven-
tion is allowed by the adversary. This query is useful for
the adversary to learn the flow of protocol messages.

e Send(P,x): This query models active attacks where the
adversary interacts with the protocol participant P by send-
ing a message x. This query returns the response message
generated by P to the adversary. The adversary can control
the flow of the protocol, impersonate parties, replay earlier
messages, or perform man-in-the-middle attacks by using
this query.

e Reveal(P): Reveal(P) query returns the ephemeral secrets
of the protocol participant P.

e Corrupt(P): Corrupt(P) query returns the stored informa-
tion such as the ID of protocol participant P.



e Test(P): This query is about the security of the session key
and can be called only once. When A invokes this query,
a bit b will be flipped. If b = 1, A receives the session key
from the protocol participant P. Otherwise, A receives a
random string.

Definition 1: A QKD protocol is said to be e-secure if
the actual QKD and ideal output states satisfy the condition
A(preais pidear) < e Where pisthe density operator representing
the state of a generic quantum system [81] and ¢ is a negligible
value.

Definition 2: According to the quantum no-cloning theorem,
the creation of identical copies of a quantum state is impossi-
ble [82]. Further, an adversary’s attempt to capture and measure
the photons to derive the symmetric key will increase the error
rate [83] and will be detected by the participants in the QKD
process. Due to these two quantum properties, the advantage
of A in getting the key established through the QKD process
is negligible. If we use a e-secure QKD protocol as mentioned
in Definition 1, the advantage of A in getting the secret keys
established through QKD can be upper-bounded by e, i.e.,
Ad?KP <

Definition 3: The advantage of A in breaking the security of
Kyber is negligible, i.e., AdvEPM < o, where « is a negligible
value.

Definition 4: Let Pr[Win ] denote the probability that A
wins the game. The protocol is secure if the advantage of A in
breaking its semantic security, Adva =| 2Pr[Wina] — 1], is
negligible.

Theorem 1: Consider an adversary A sending ny, ng, and
ne Hash, Send, and Execute queries, respectively. The Hash
query denotes a one-way hash function. Let || denote the range
space of Hash. Then, the advantage of A winning against
QSVP is Advy < @l natne® 4 ne oy 9 Aqu@RP
4 AdvEM which is negligible.

Proof: Consider a series of games Game; for i€
{0,1,2,3,4,5,6}.

Gameo Gameg corresponds to a real attack by A against
QSVP. Since A guesses the bit b randomly in Gameq, according
to Definition 4, the advantage of A in guessing b is:

Ad'UA :| QPT[WinA,GanLeU] -1 ‘ . (1)

Gamey: In Gamey, all the queries are simulated. Since
the queries Execute, Send, Hash, Reveal, and Corrupt are
simulated as in a real attack, games Gamey and Game; are
identical. Hence, we can write that:

Pr[WinA,Gamel] = Pr[WinA,Gameo]~ (2)

Gamesy: Games Games and Game; are similar if there are
no collisions in hash or transcripts. However, A stops Games
if there are collisions in hash or transcripts. From the birthday
paradox, the collision probability of the hash function is at most
2(3311) and the collision probability in transcripts is w
where [ is the length of the transcripts. Hence, we can write that

. ) (nh)2 (ns+ne)2
Pr{Winagame,|=Pr(Wina game] < 5qim+—; (3')

Games: The difference between Games and Games is that
in Games, A guesses the verifier’s value correctly without
sending the Hash() query and only by sending Send queries.
If A can guess this value correctly, A wins and stops Games.
Hence, we can write:

N

Pr[WznA,GameQ] S Q(h) (4)

Pr[WinA,Gameg] -

Gamey: In this game, A calls queries to get kgxp so that
from Datar = Data @ kqxp, Data can be extracted. How-
ever, without knowing the key established through the QKD
process (kgx p), A cannot decode Data. We use an e-secure
QKD protocol as given in Definition 1. By Definition 2, the
advantage of A in getting the secret keys established through
QKD is upper-bounded by e. Hence, the difference between
Games and Game, is negligible and we can write that:

Pr{Wina came,) — PriWina came,) < Adv§5P.  (5)

Games: This game considers the scenario of leakage of the
session key k between the £ and the R. A calls Corrupt() and
Reveal() queries in an attempt to get & so that from Datay =
Data & k, Data can be extracted. The session key is calculated
ask = h(IDy, || k1 || k2). The keys k; and k- are encapsulated
as (co, ko) < Enc(pug) and (¢, k1) < Enc(pug). To decap-
sulate k; and ko as ky < Dec(cy, prgr)and ky <— Dec(ca, prr),
A needs to break the security offered by Kyber. By Definition
3, A has a negligible advantage in compromising Kyber. As a
result, the difference between Game, and Games is negligible.
Hence, we can write that:

PriWina games| — PriWina.came,] < AdvEM - (6)

Gameg: This game considers the scenario of leakage of the
session key sk between F; and the £. A calls Corrupt() and
Rewveal() queries in an attempt to get sk so that from Data}, =
Datar & sk, Data can be extracted. The session key is estab-
lished between F; and the £ as sk = h(IDy, || z; || y; || sk1 ||
skz). The keys sk; and sk, are encapsulated as (c;, sk1) <
Enc(puc)and (¢}, sk2) < Enc(pug;). To decapsulate sk; and
sko as sky < Dec(cj, pr) and sky < Dec(c}, prr;), A needs
to break the security offered by Kyber. By Definition 3, the
advantage of A in breaking the security of Kyber is negligible.
As a result, the difference between Games; and Gameg is
negligible. Hence, we can write that:

PrWina.games) — PriWina.came,] < Adv5#M . (7)

As a final attempt, A guesses the bit b and calls the Reveal ()
query to win the game. Then, we can write that:

1

PriWina cames] = 5 8
From (1) and (2), we can write the following:
1 .
iAd”UA = | PT[W'LnA,Gameo} - 5 |
) 1
= | PT[WZTLA,GameJ - 5 | . (9)



By applying the triangle inequality with (3) to (9), we can
write:
2
2
= | Pr[WinA,Gamel] - PT[WinA,Gamee] |

/(ﬂh,)Q , (nerne)Ql ns QKD, KEM
Sttt g +Adv ;T 2 Advy T

To(h)
(10)

1
§Ad1}A = | PT[WinA,Gamel] -

By multiplying both sides of (10) by 2, we have:

(nn)?
S OR

+ 4AdpEEM.

(s +ne)? N n

Advy < f 4 2AdUgKD

2(h71)
(11)
|

B. Formal Privacy Analysis

Now, we formally analyze the privacy provided by the pro-
posed protocol using the model given in [84].

Proof: A game played between A and the protocol partici-
pants is used to demonstrate that the proposed scheme offers
unlinkability and privacy. The game has three phases:

e |earning phase: A chooses two vehicles F, and F; and

listens to the messages on their i round of authentication.
A learns the exchanged parameters for both the chosen
vehicles.

e Challenge phase:The challenger randomly chooses F;
where the random hit b € {0, 1} and gives it to A. After
that, A eavesdrops on the messages of F, on its (i + 1)*?
round of authentication and learns the exchanged parame-
ters for Fy,.

e Guess phase: In this phase, A needs to determine b. A
has learnt the parameters for both F, and F; in session
¢ and the parameters for F; in session i + 1. Suppose
b =0, i.e., the challenger chose F, as F,. Further, if
PIDpy is Fy’s pseudo-identity and sk is the session key
for the 7*" authentication session, 7, generates its pseudo-
identity for i + 1*" session as PID" = PIDpq @ sk.
As a result, PID?" # PIDpg. The session key sk is
calculated as sk = h(IDy, || z; || y; || sk1 || skz2). Since
xj, Yj, ski, sko are generated in each session, sk and
hence, P1 D% are unique to each session. Hence, A has to
make a random guess on the bit b even after eavesdropping
on the messages in session 7 as A does not know sk.
A guesses a bit d € {0,1}. A wins the game if b =d.
Here, the advantage of A is the advantage over random
guessing of the bit. The advantage of A in this game is
Advy = Pr((b=d) — 3) = 0. Hence, A cannot confirm
that two messages come from the same vehicle. Thus,
QSVP offers unlinkability and privacy.

C. Informal Security Analysis

Protection from Quantum Attacks: An attacker with quantum-
computing capabilities can solve the underlying problems of
conventional cryptographic techniques quickly using quantum

algorithms. Hence, the security of the vehicular platoon commu-
nication protocols based on conventional cryptographic tech-
niques could be compromised by quantum computer-enabled
adversaries. QSVP leverages PQKEM and QKD techniques.
QKD provides information-theoretic security rather than com-
putational security, which fundamentally differs from classical
cryptographic approaches. The quantum resistance of QKD
stems from the fundamental laws of quantum mechanics, which
ensure that any eavesdropping attempt will introduce measur-
able errors in the quantum channel. From this error analysis, the
amount of information the adversary obtained can be evaluated,
enabling legitimate parties to establish provably secure keys.
Importantly, this security guarantee holds regardless of the com-
putational power available to the adversary, including quantum
computers. As such, in principle, QKD can provide security
guarantees against all kinds of attacks on the channel that are
allowed by classical and quantum physics. Further, Kyber offers
protection from quantum attacks by relying on the hardness of
the LWE problem, which remains computationally infeasible to
solve even with powerful quantum computers. Unlike classical
cryptographic schemes suchas RSA and ECC that are vulnerable
to Shor’s algorithm, Kyber’s security is based on lattice-based
cryptography, which currently has no known efficient quantum
algorithms capable of breaking it. As a result, even if the attacker
has quantum computing capabilities, the security offered by
QSVP is not affected. Thus, QSVP provides protection against
quantum computer-enabled attacks.

Mutual Authentication: Verifying that only legitimate, reg-
istered vehicles participate in platoon communications is im-
portant to prevent unauthorized access to platoon’s communi-
cations. In QSVP, before data transfer, 7; and the £ authen-
ticate each other using PQKEM. Similarly, the £ and the R
authenticate each other using PQKEM and the R and the S
authenticate each other using QKD before data transfer. Thus,
QSVP ensures mutual authentication between the participants
before data transfer.

Perfect Forward Secrecy: Perfect forward secrecy guarantees
the security of past session keys even if long-term secret keys
are known to an adversary [77], [79]. An adversary can capture
all exchanged messages and wait for the long-term secret key
leakage. Then, the adversary may compute the session keys from
the long-term secret key and decode the captured messages if the
protocol does not offer perfect forward secrecy [79]. Hence, ran-
dom secrets must also be used to compute the session key [79].
In QSVP, a session key sk = h(IDy || z; || y; || ski || skz)
is established between F; and the £. Similarly, a session key
k= h(IDy, || k1 || k2) is established between the £ and the R.
Ephemeral numbers x;, y;, ski, and sks, in addition to /Dy,
are used in the computation of sk. Similarly, ephemeral numbers
kq and ko, in addition to 7Dy, are used in the computation of
k. Hence, even if the long-term credential, 7Dy, is leaked, the
adversary cannot compute the previous session keys because
the ephemeral numbers, which change in every session, are also
used to compute session keys.

Ephemeral Secret Leakage Protection: Session keys must
be secure even if ephemeral secrets are leaked to an adversary.
In QSVP, a session key sk = h(IDy, || x; || y; || sk1 || sk2)



TABLE Il
COMPARISON BASED ON SECURITY FEATURES

Scheme S1 | S2 | S3 | S4 | S5 | S6 | S7 | S8 | S9
Junaidi et al. [35] | N Y Y Y Y Y Y Y N
Lai et al. [37] N Y Y Y Y Y Y Y N
Xie et al. [39] N Y Y Y Y Y Y Y Y
Wang and
Liug[ 10] N|lY|Y|Y|Y|]Y|Y]|Y]|Y
BaggaetalL[42] [ N | Y [ Y[ Y | Y| Y[ N]|N]|N
Wang et al. [54] N Y Y Y Y Y Y Y N
QSVP Y Y Y Y Y Y Y Y Y

S1: Protection against quantum computer-enabled attacks;
S2: Mutual authentication;
S3: Session key; S4: Replay attack protection;
S5: Protection against impersonation attacks;
S6: Eavesdropping attack protection;
S7: Anonymity; S8: Privacy; §9: Unlinkability

is established between F; and the £. Similarly, a session key
k= h(IDy || k1 || ko) is established between the £ and the R.
Long-term credential, 7 Dy, is used in the computation of sk and
k in QSVP. Hence, even if the ephemeral secrets x;, vy;, sk,
and sko, k1 and ko are leaked, the adversary cannot calculate
the session keys without knowing the long-term credential.
Thus, the proposed protocol ensures that the session key is
secure even if the ephemeral secrets are leaked.

Session Key Agreement: QSVP enables the generation of a
session key sk = h(IDy || z; || y; || sk1 || sk2) between F;
and the £ after mutual authentication. Similarly, a session key
k= h(IDy || k1 || k2) is generated between the £ and the R
after mutual authentication. Thus, QSVP provides session key
security.

Replay Attack Protection: In a replay attack, an adversary
captures messages and replays them later. The parameters used,
e.g., random numbers from F;, the £, the R, and S are changed
during each authentication session. As a result, the adversary
cannot replay the previous messages successfully with QSVP.
This shows that QSVP provides protection against replay at-
tacks.

Protection Against Imper sonation Attacks: To impersonate F;
and to get authenticated during mutual authentication between
F; and the £, the adversary must compose a valid message
Ay ={PIDpj,c;,z;,Pi} and send it to the £. Similarly,
to impersonate the £ and to get authenticated during mutual
authentication between the £ and the R, the adversary must
compose a valid message M4, = {PIDy,c1,s1, 11} and send
it to the R. However, the parameters required to compose valid
messages are not accessible to A. As a result, QSVP protects
against impersonation attacks.

Eavesdropping Attack Protection: Before sending data
Datar to the £, F; encodes it as Dataj. = Datap @ sk.
Similarly, before sending data Datay, to the R, the £ encodes
it as Data; = Datar, ¢ k and before sending it to the S, the
R encodes itas Datar = Datar, @ kgrp. Asaresult, even if
the attacker eavesdrops on the messages, since the messages are
encoded, the attacker will not be able to decode and understand
the data. As a result, the proposed protocol protects against
eavesdropping attacks.

Anonymity: Pseudo-identities of vehicles are used during the
authentication phase, thereby maintaining their anonymity. In
Section IV-F (Data transfer between the follower and the leader),
Fisends Mpy = {PIDp;,m1,tr, h1, Data’} to the £. Here,

JF; does not send its real identity /D ; and instead sends the
pseudo-identity PI D g; so that it remains anonymous. However,
if the same pseudo-identity is reused, multiple sessions of F;
will be linkable. The pseudo-identities must be changed in each
iteration of the protocol so that the messages are unlinkable
and the protocol offers strong anonymity. Hence, the pseudo-
identity of F; is updated as PID?S" = PIDp; & sk for the
next protocol iteration. Thus, QSVP offers strong anonymity.

Privacy: Platoon communications involve the exchange of
sensitive data about the location, speed, and direction of the ve-
hicles inthe platoon. QSVP ensures that data exchanged between
vehicles, RSUs, and the server is only accessible to authorized
parties. This prevents unauthorized tracking and eavesdropping
and thus ensures data privacy.

Unlinkability: The parameters and pseudo-identities of vehi-
cles used in each authentication session are not repeated. Thus,
different authentication sessions of the same vehicle are not
linkable.

VI. PERFORMANCE ANALYSIS

In this section, first, we compare the proposed protocol with
other existing protocols in terms of the achieved security prop-
erties. Subsequently, we analyze the computation and commu-
nications costs of the proposed protocol and compare them with
those of other protocols. Finally, we discuss details of the QKD
system simulation and the costs associated with establishing and
maintaining the QKD links.

A. Security Properties

A summary of the comparison of the security features of
various protocols (mentioned earlier in Section I.A) is given
in Table Il. The main security feature that differentiates the
proposed protocol from other protocols is that it provides post-
quantum security. In addition to that, the proposed protocol of-
fers mutual authentication between the participants, anonymity,
privacy, session key agreement, and protection from replay,
impersonation, and eavesdropping attacks. Hence, the proposed
protocol offers conventional security features and post-quantum
security by using the PQKEM and QKD techniques. The proto-
col proposed in [35] reuses some parameters in every session.
Hence, it does not guarantee unlinkability between sessions.
Similarly, the protocol in [37] also does not offer unlinkability
between different sessions of the protocol. The protocol in [42]
does not offer anonymity, unlinkability, and privacy. It can be
concluded that though the protocols in [35], [37], [39], [40],
[42], and [54] offer some of the security features, some of them
do not meet all the imperative security properties and none of
them provide post-quantum security. On the other hand, QSVP
offers all the imperative security properties and provides robust
post-quantum security.

B. Computation Cost

In this subsection, we analyze QSVP’s computation cost
and compare it with that of six recent protocols. Since the
vehicles and the RSU must register with the server only once,
the registration phase of QSVP is executed only once for each



TABLE I11
COMPARISON OF COMPUTATION COST

Scheme Vehicle RSU / Server
Junaidi et al. [35] 2ts + 2ty + 3tsm + 2t;, = 5.32 ms 2ts + 2ty + 3tsm + 2t = 5.32 ms
Lai et al. [37] 5t;, = 1.35 ms Tty, = 1.89 ms
Xie et al. [39] 5ty + Stsm = 6.95 ms 4tp, + Htsm = 6.68 ms
Wang and Liu [40] Atsm +tpp = 8.7 ms ts = 0.32ms

Bagga et al. [42]

6lsm + 2lpa + Sp = 9.12 ms

5 tsm + tpa + Sth = 7.88 ms

Wang et al. [54]

Atsm + 2tpa + 6th = 6.34 ms

6 tsm + 2tpa + tm + 5ty = 8.31 ms

QSVP

tencap + tdecap + 3tn = 3.57 ms

tencap + tdecap + 3tp = 3.57 ms

participant. However, the mutual authentication phase is exe-
cuted whenever data is sent to the server. Hence, the computation
cost of QSVP mainly depends on the computation cost during
the mutual authentication phase. Hence, we only evaluate the
computation cost of the mutual authentication phase. When the
L sends data to the S, the £ executes one decapsulation, one
encapsulation, and three hash operations. Since the time taken
by the XOR and concatenation operations is negligible, we do
not consider them for the computation cost calculation. The R
executes one decapsulation, one encapsulation, and three hash
operations during one iteration of the authentication phase. The
simulations are carried out on a personal computer with Intel (R)
Core (TM) i5-11320H @3.20GHz and 8GB of RAM. We use
libogs [72] which is an open source C library for quantum-safe
KEM under the MIT license. The implementations of algorithms
in libogs are based on the resources from the NIST post-quantum
cryptography standardization project [72].

To calculate the time required to execute various crypto-
graphic operations, we use MIRACL [73]. Let ¢5, tencap, and
taecap TEPresent the time taken by hash, encapsulation, and
decapsulation operations, respectively. From the analysis, ¢;, =
0.27mS, tencap = 1.34ms, and ¢ gecqp = 1.42 ms. The time taken
by the leader vehicle is tercap + taecap + 3tn = 3.57 ms during
authentication. Similarly, the time taken by the RSU/server is
tencap + tdecap + 3tn = 3.57 ms during authentication.

Next, we analyze the computation costs of QSVP and other
similar protocols. We consider protocols in [35], [37], [39], [40],
[42], and [54] for the comparison. Let ¢, ¢y, tsm, top, and
tpq represent the time taken by signature generation, signature
verification, scalar multiplication, bilinear pairing, and point
addition operations, respectively. From the experiments, t, =
0.32 ms, ¢, = 0.39 ms, tg,, = 1.12 ms, ¢, = 2.11 ms, and
tpe = 0.12 ms. The computation costs of various protocols are
summarised in Table I1I.

We have also plotted the computation costs (in ms) at the vehi-
cle and at the RSU/server in Figs. 7 and 8, respectively. Further,
computation cost is plotted against the number of platoons in
Fig. 9. Though the computation cost at RSU/Server of QSVP
is slightly higher than that of protocols in [37] and [40], QSVP
offers more security features as shown in Table Il. Hence, the
computation cost of QSVP is justified.

C. Communication Cost

Next, we perform a comparison analysis of the communica-
tion costs of QSVP with the protocols during mutual authenti-
cation. The protocols considered for comparison are [35], [37],
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[39], [40], [42], and [54]. We consider the lengths of the identity
of the vehicle, the hash function, the timestamp, and the random
nonce as 32, 160, 160, 32, and 160 bits, respectively. Hence, the
communication cost during mutual authentication of QSVP is
1000 bits. The communication costs of the protocols in [35],
[37], [39], [40], [42], and [54] are 1232, 1312, 1344, 1792,
1856, and 1376 bits, respectively. Fig. 10 shows communication
costs (in bits) of various schemes. Communication cost is plotted
against the number of platoons in Fig. 11. Figs. 10 and 11 show
that QSVP has the lowest communication cost compared to other
similar schemes.
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D. QKD System Smulation

In this subsection, we present the details of the evaluation
of the QKD system using realistic experimental parameters to
demonstrate how QKD can be implemented.

1) QKD System: To assess the feasibility of using QKD
technology in QSVP, we provide a simulation of the BB84 pro-
tocol using realistic experimental settings. The parameters for
simulation are chosen from free-space quantum communication
reported in [85], with a detection efficiency of 14.5%, a dark
count rate of 6.02x107%, and a system misalignment error of
1.5%.

In QKD, the transmission distance is typically based on
the unit of km. For example, the standard optical fibre has a
typical transmission loss of 0.2 dB/km. Moreover, we assume
the utilization of a single-photon source in the QKD system
for simplicity in simulation and illustration. Nonetheless, it is
important to note that the decoy state technique [86], [87], [88]
can be easily integrated to enable the use of practical quantum
sources, such as coherent states, in more realistic scenarios. Fur-
thermore, we utilize quantum states prepared in the Z-basis for
key generation, with the probability of selecting Z-basis states
set to 50%. The simulation parameters are given in Table 1V.
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TABLE IV
SIMULATION PARAMETERS
Parameter Value
Detection efficiency 14.5%
Dark count rate 6.02x10~6
System misalignment error 1.5%

The final secure key rate in its asymptotic form can be given
by [89]:

R > Qz(1 — fHa(ez) — Ha(ex)),

where @z represents the fraction of detection events when both
Alice and Bob prepare and measure quantum states in the Z-
basis. Hy(z) = —xlogy(z) — (1 — ) logy(1 — ) denotes the
binary Shannon entropy. ez and ex represent the bit error rates
in the Z-basis and X-basis, respectively. f is the error correction
efficiency.

In our system simulation, we deployed rate-adaptive low
density parity check (LDPC) for information reconciliation, with
an average error correction efficiency of 1.37. Then, Toeplitz
hashing accelerated by fast Fourier transform was utilised for
privacy amplification to obtain the final secure keys.

E. Costs Associated With Establishing and Maintaining the
QKD Links

The costs associated with establishing QKD links represent a
one-time infrastructure investment that provides long-term secu-
rity guarantees against attacks from both classical and quantum
adversaries. Once deployed, QKD networks can continuously
generate quantum-secure keys without the recurring crypto-
graphic upgrade costs that traditional systems may face in the
post-quantum era.

Hardware Requirements. While QKD systems do require
dedicated optical components and infrastructure, costs are de-
creasing with technological advances such as integrated pho-
tonic chips and improved manufacturing processes. Relevant
discussions can be found in [90] and [91].
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Key generation rate of QKD: State-of-the-art QKD experi-
ment using integrated photonics technology has reported 1.213
Gbit per second at a 10 km transmission distance [91], providing
a practical and cost-effective solution for the proposed authen-
tication scheme in vehicular platoon communication.

Since these infrastructure considerations are orthogonal to
our main contribution in the authentication protocol, we have
focused our analysis on the protocol-level performance metrics
that directly relate to our proposed improvements.

VII. SIMULATION OF THE PROPOSED PROTOCOL USING NS3

In this section, we present the experimental details and results
of the simulation of QSVP using the network simulator NS3[92].
We measure the performance of QSVP using the metrics network
throughput (in Kbps), end-to-end delay (in seconds), and Packet
Delivery Ratio (PDR).

A. Smulation Settings

Simulations were conducted using NS 3.38 on Ubuntu 18.04.6
LTS. We consider three scenarios in the simulation: Scenario A
with 20, Scenario B with 40, and Scenario C with 60 vehicles. In
all three scenarios, we consider one RSU. The network simula-
tion area was 1000 x 1000 m? and the simulation duration was
1800 s. The protocol was IEEE 802.11p and the mobility model
was ConstantVelocityMobilityModel. The vehicles moved at
20 m/s, and the channel bandwidth was 6 Mbps.

B. Results

Throughput: Throughput is the amount of data (in bits) suc-
cessfully transmitted over a network within a given unit of time.
Throughput is calculated as “2=™* where n,, is the number of
packets received, n; is the size of the packet (number of bits)
and ¢ is the total time taken. From the simulation of QSVP,
throughput values are 829.3 Kbps, 842.2 Kbps, and 859.8 Kbps
for scenarios A, B, and C, respectively. Fig. 12 illustrates the
network throughput (in Kbps) of QSVP under the scenarios A,

B, and C. The number of exchanged messages increases with
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Fig. 13.  End-to-end delay.

the number of vehicles. Hence, the throughput increases from
Scenario A to Scenario C.

End-to-End Delay: End-to-end delay refers to the time it takes
for packets to travel from the source to the destination. From the
simulation of the proposed protocol, end-to-end delay values
are 0.084 s, 0.0862 s, and 0.087 s for scenarios A, B, and C,
respectively. Fig. 13 illustrates the end-to-end delay values for
scenarios A, B, and C. The end-to-end delay in Scenario B is
more than that in Scenario A. This is because there are more
vehicles in Scenario B than in Scenario A. With the increase
in the number of vehicles, more messages are exchanged, and
hence, the congestion increases from Scenario A to Scenario
B. Similarly, the end-to-end delay increases from Scenario B to
Scenario C.

PDR: PDR is the proportion of packets successfully received
at the destination compared to the total number of packets sent
by the source. It is calculated using:

where n,. and n, represent the number of packets received and
packets sent by the sender, respectively. From the simulations,
the PDRs for scenarios A, B, and C are 98.4%, 97.9%, and
96.8%, respectively. Fig. 14 illustrates the PDR for these three
scenarios. The PDR results show that as the number of vehicles
increases, congestion increases, and the PDR decreases.

C. NS-3 Evaluation With QKD Layer

In our NS-3 evaluation, the measured throughput and delay
do not incorporate QKD-layer constraints such as secret-key
rate, refresh intervals, and key exhaustion because we isolated
and measured the network-layer performance of the proposed
authentication protocol in the simulation. Since the focus of the
experiments is the networking behaviour under the assumption
of adequate key supply, the QKD layer is not considered. The
QKD subsystem functions as an external key-generation service
that runs independently and continuously in the background,
supplying keys to the classical layer. Hence, secret key gen-
eration rate, refresh interval, and possible key exhaustion do



100

90

80 [

70 |

60 -

50 -

PDR (%)

40

30 [

20

Fig. 14.  Packet delivery ratio.

not affect the throughput and latency measurements. This is
similar to practical deployments where QKD keys are typically
buffered and stored for later use, to apply for One-Time-Pad
or AES symmetric-key cryptographic operations. This is a
standard industry approach used in commercial QKD systems
(e.g., ID Quantique deployments). Additionally, QKD key rate
performance is heavily dependent on hardware, distance, chan-
nel conditions, and vendor-specific implementations, which are
orthogonal to assessing the efficiency of our authentication
protocol. Therefore, our reported throughput and delay mea-
surements reflect the properties of the proposed authentication
protocol, independent of the variability and assumptions tied to
specific QKD-layer implementations. The detailed rate—distance
trade-offs of the QKD layer are out of scope for the throughput
and delay results of the proposed protocol.

VIIl. CONCLUSION

To ensure continued safety and reliability of wvehicular
platoon systems, it is important to protect vehicular platoon
communications from threats arising from technological ad-
vancements. In this paper, we proposed a quantum secure
mutual authentication protocol, QSVP, for vehicular platoon
communications. The proposed protocol leverages POKEM and
QKD to withstand quantum attacks. This approach ensures
that vehicular platoons can communicate securely even in the
presence of evolving quantum threats while maintaining current
security standards, providing a robust solution to a critical
problem. Through formal and informal security analyses, we
have demonstrated that QSVP is secure against classical and
quantum computer-enabled attacks. We compared the compu-
tation cost of QSVP with that of similar schemes. The compar-
isons showed that QSVP’s computation cost is reasonable and
QSVP has the lowest communication cost compared to other
similar schemes. We hope that QSVP not only enhances the
security of vehicular platoon communications but also sets a
precedent for future innovations in the security of vehicular
communications.
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