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Abstract—The security landscape will change dramatically
with the advent of quantum computers and existing security
schemes in various domains including smart grid communi-
cations must be updated to make them secure from quantum
computer-enabled attacks. In this paper, we propose a quantum-
safe mutual authentication protocol, leveraging the concepts
of Quantum Key Distribution (QKD) and Quantum Random
Number Generator (QRNG), for secure communication between
smart meters and a server. Unlike conventional schemes based
on cryptographic algorithms that rely on difficulties to solve
certain mathematical problems, the proposed protocol is se-
cure against attacks arising from quantum computers. In the
proposed protocol, QKD is employed to establish secure keys
in smart meter communications with provable security while
QRNG provides truly random numbers that are unknown to
any eavesdropper. Specifically, we employ the Measurement-
Device-Independent Quantum Key Distribution (MDI QKD), a
type of QKD whose security does not rely on any assumptions
about measurement devices. We provide a formal security
proof for the proposed scheme under the real-or-random (RoR)
model. Additionally, we conduct a proof-of-concept experimen-
tal demonstration, using the secure keys from a MDI QKD
system and random numbers from QRNG, to demonstrate the
feasibility and practicality of the proposed scheme.

Index Terms—Quantum Key Distribution, Quantum Random
Number Generator, security, smart meters.

I. INTRODUCTION

Smart grid networks use advanced technologies to achieve
reliable and efficient management and distribution of elec-
tricity [1]. The conventional power grid is designed in such
a way that the electricity flow is in a unidirectional manner to
the customers from the energy supplier. On the other hand,
there is a bidirectional flow of electricity and information
between the power suppliers and the customers in the smart
grid [2]. Smart grids help to improve energy efficiency and
maintain the demand-supply balance using mechanisms such
as demand-response management [2], [3]. Smart grids also
support the adoption of distributed and renewable energy
sources into the power grid [4], [5].

Smart meters are key components of the smart grid in-
frastructure. They monitor the electrical consumption data of
consumers and transmit it to a server to make reports on
the consumption for services such as electricity billing and
demand-side management [6]—[8].
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Smart meters handle information about consumers’ energy
usage patterns, their presence in their residences, individual
preferences, and so on [9]. Since smart meters and the server
exchange information over the Internet, which is an insecure
channel, smart meter communications face several security
challenges. As a result, cyber security measures to ensure
their smooth operation is an essential requirement in smart
meter communications [10].

Several solutions have been proposed to protect smart me-
ter communications from classical cyber-attacks. However,
there is a threat arising on the horizon: cyber-attacks enabled
by quantum computers. A quantum computer leverages quan-
tum mechanical properties and can perform some calculations
exponentially faster than existing computers.

With powerful quantum computers and algorithms, the
security of some of the existing advanced metering systems
is at stake [11]. As an example, symmetric and asym-
metric cryptographic techniques are widely used to build
authentication protocols to ensure the security of smart
meters. The security offered by asymmetric cryptographic
approaches such as Elliptic-Curve Cryptography (ECC) and
Rivest—-Shamir—Adleman (RSA) comes from the hardness of
solving the underlying mathematical problems. For example,
the security of RSA is based on the hardness of the prime
factorization problem. Shor’s quantum algorithm [12] is a
quantum cryptanalysis algorithm for factoring that can solve
such problems quickly. Grover’s quantum search [13] is a key
search algorithm that can speed up searches [14]. The security
level offered by the symmetric cryptographic key schemes
reduces by half when an adversary applies Grover’s search
[15]. The Advanced Encryption Standard (AES)-128 which
has a 128-bit key provides a pre-quantum security of 128
bits but a post-quantum security of only 64 bits [15]. Hence,
a workaround to make the symmetric cryptographic schemes
resilient to Grover’s search is to increase their key sizes. For
example, to achieve 128 bits of post-quantum security, AES-
256 must be used in contrast to AES-128 which gives 128 bits
of pre-quantum security [15]-[17]. AES-256 with a 256-bit
key is a recommended symmetric cryptographic scheme for
post-quantum security since it provides 128-bits of security
against quantum adversaries [16], [18]. However, the key
for symmetric encryption is often established between two
parties via asymmetric cryptographic techniques, which are
vulnerable to attacks from advanced algorithm and hardware
developments such as quantum computers.

Thus, the existing security solutions for smart meters can



be weakened by quantum computer-enabled attacks. Hence,
any authentication protocol for smart meters should be re-
silient to future quantum computer-enabled attacks as well,
in addition to the classical attacks.

Quantum Key Distribution (QKD) techniques can help
to make systems quantum-safe. A QKD scheme helps two
entities to establish a common secret key by leveraging
the laws of quantum mechanics. A classical communication
channel can be passively monitored by an adversary, without
the two communicating parties knowing that the messages
are being monitored. This is not the case in QKD [19], [20].
Based on the unique properties of quantum mechanics, any
eavesdropping on the transmitted quantum states will disturb
the quantum system, and will be reflected in the outcome
of the system. As a result, legitimate parties can analyse
adversary’s information on the quantum system and obtain
the secure keys that are secure against adversary’s side-
information. Since its inception, QKD has developed signifi-
cantly from laboratory demonstrations to the field deployment
of networks, using either standard telecommunication optical
fibres or free-space as the quantum channel [21]. Therefore,
by leveraging the advantages of QKD technology, critical
infrastructures such as smart grids can significantly enhance
their security against the upcoming threats posed by quantum
computers.

In this work, we employ Measurement-Device-
Independent Quantum Key Distribution (MDI QKD) [22]-
[24] in the proposed protocol. In addition to providing
provable security for sharing secret keys among distant
parties, MDI QKD offers another advantage that its security
does not rely on any assumptions about measurement
devices, which are considered the most vulnerable part
of practical QKD implementations. Consequently, MDI
QKD provides a great balance between practicality and
implementation security.

Another critical parameter in cryptographic protocols for
critical infrastructures such as smart grids is random numbers.
Random numbers provide the unpredictability and uniqueness
required in cryptographic protocols to protect against various
attacks. For example, in authentication protocols, random
numbers ensure that each transaction is unique and help to
prevent replay attacks. However, the widely adopted pseudo-
random number generators, as their name suggests, are pre-
dictable as long as its algorithm and seeds are known [25].
By leveraging intrinsic randomness in quantum physical
processes, QRNG protocols can produce certifiable random
numbers that are secure against side-information held by
potential adversaries.

Thus, the proposed protocol for smart meter communi-
cations is secure against future quantum computer-enabled
attacks by using secure keys from the QKD and truly random
numbers from QRNG.

A. Related Work

Over the last few years, several research results have been
published in the literature in the context of smart meter com-
munications. While some papers analyzed the security risks

associated with smart metering systems, others have proposed
authentication schemes to address these security risks. In
this subsection, we discuss some of the recently published
authentication schemes for smart meter communications.

A secure scheme to establish a key between smart meters
and service providers was proposed in [6]. This scheme is
efficient in terms of both communication and computational
costs. The authors of [6] also presented a performance
analysis using an advanced RISC machine (ARM) chip which
demonstrated the protocol’s effectiveness. Abbasinezhad-
Mood and Nikooghadam [26] presented an elliptic curve
cryptography (ECC)-based self-certified scheme to distribute
keys among smart meters and service providers to enable
secure communications. Since the scheme in [26] is a self-
certified scheme, it eliminates the issues associated with
certificate management. However, Srinivas et al. [27] reported
that the scheme in [26] does not provide strong replay
attack protection. Further, they proposed an authenticated
key exchange scheme employing the ECC-based Schnorr’s
signature scheme. Odelu et al. [28] proposed an authenticated
key agreement scheme for smart meter communications
considering the Canetti-Krawczyk (CK) adversary model.
Another key agreement scheme between the smart meter
and the service provider based on ECC was proposed in
[29]. However, the scheme in [29] does not address privacy
concerns in smart meter communications. The authors of
[29] reported that the authentication scheme in [28] does not
preserve the anonymity of smart meters and involves heavy
computational costs by employing the bilinear pairing tech-
nique. Another authentication mechanism for smart metering
infrastructure employing ECC was proposed in [30]. It is
lightweight and provides mutual authentication between the
smart meter and the gateway. Gope and Sikdar [31] proposed
an authentication protocol to secure smart grid communica-
tion. However, their protocol requires Physical Unclonable
Functions (PUFs) to be installed in smart meters which are
vulnerable to Machine Learning (ML) or modeling attacks
[35]. Mahmood et al. proposed an ECC-based authentication
and key agreement scheme for smart grid communications
in [32]. Abbasinezhad-Mood and Nikooghadam [33] high-
lighted the limitations of the scheme in [32]. The scheme in
[32] is vulnerable under the CK model. It does not protect
from session-specific temporary information attacks and does
not provide perfect forward secrecy and private key leakage
security [33]. Based on these analyses, Abbasinezhad-Mood
and Nikooghadam proposed a security-enhanced ECC-based
authentication scheme that is secure under the CK attack
model in [33]. However, the entities in [33] use the same
token for all iterations of the protocol. Hence, two sessions
of the same entity can be linked. As a result, the scheme
in [33] does not provide unlinkability. Also, Abbasinezhad-
Mood and Nikooghadam proposed a password-authenticated
key exchange protocol based on extended Chebyshev chaotic
maps to read smart meters in [34]. It provides anonymity
together with other desired security features to smart meters.
We note that the protocols mentioned above have limitations
such as being vulnerable to certain attacks or having high
computation costs. Another very important factor that the



TABLE I

A BRIEF COMPARISON WITH RELATED SCHEMES

Scheme Primitives Used Advantages Limitations
Abbasinezhad-Mood et al. | ECC,  Bilinear |+ Key establishment scheme ¢ Does not offer quantum security
[6] map  Performance analysis using ARM
chip
Abbasinezhad-Mood and | ECC » Self-certified key distribution | Does not offer quantum security
Nikooghadam [26] scheme
* Mutual authentication
Srinivas et al. [27] ECC-based * Authenticated key exchange |e Does not offer quantum security
Schnorr’s scheme
signature * Mutual authentication
Odelu et al. [28] Bilinear pairing, | Authenticated key agreement |e* Does not preserve the anonymity of smart meters
ECC scheme * Heavy computational costs
* Mutual authentication ¢ Does not offer quantum security
Wu et al. [29] ECC * Secure key agreement scheme ¢ Does not address privacy concerns
* Mutual authentication ¢ Does not offer quantum security
Garg et al. [30] ECC e Mutual authentication ¢ Does not offer quantum security
» Lightweight
Gope and Sikdar [31] PUF * Authenticated key agreement | Requires PUFs which are vulnerable to machine
scheme learning or modeling attacks
» Lightweight * Does not offer quantum security
Mahmood et al. [32] ECC » Authentication and key agree- | Does not provide perfect forward secrecy and pri-
ment scheme vate key leakage security
¢ Vulnerable under CK attack model
¢ Does not offer quantum security
Abbasinezhad-Mood and | ECC  Authentication scheme ¢ Does not provide unlinkability
Nikooghadam [33] * Lightweight ¢ Does not offer quantum security
* Secure under CK attack model
Abbasinezhad-Mood and | Extended Cheby- | Password-authenticated key ex- |e Does not offer quantum security
Nikooghadam [34] shev chaotic map change protocol
Proposed protocol * QKD * Mutual authentication « Initial cost of the deployment. With the develop-
* QRNG * Provides quantum security by us- ment of the technology, the cost is expected to go
ing QKD to establish a secure down
key. Since QKD is based on prin-
ciples of quantum mechanics, an
adversary cannot break it even
with quantum computing capabil-
ities
* QRNG provides secure and true
random numbers

above protocols overlooked is the imminent threat of quantum
computer-enabled attacks. The existing protocols that employ
asymmetric cryptographic methods, such as ECC, to build
authentication schemes are vulnerable to quantum computer-
enabled attacks since the underlying mathematical problems
are not difficult to solve for a quantum adversary. Table
I provides a brief comparison of the proposed protocol
with related works in terms of features, limitations, and
advantages.

There have been certain attempts by researchers to use
QKD in various applications. The authors of [36] mentioned
that QKD can be applied to the existing optical fiber channels
in distributed energy resource (DER) systems, thus leveraging
the existing infrastructure. Zefan et al. [37] proposed a real-
time QKD-enabled microgrid testbed. Their work shows the
feasibility of constructing a QKD system in the microgrid.
Kumar et al. [38] proposed an authentication scheme using
QKD and classical identity-based authentication. The authors
of [39] proposed a quantum encryption scheme for power
data transmission leveraging ping-pong QKD protocol. The
authors of [40] analyzed the feasibility of using QKD in DER
systems in terms of network performance and implementation
cost. These works point to the feasibility of using QKD in

protocols. Further, we recommend the review papers [20],
[21], [41] for additional reading on QKD and the papers [25],
[42] for more details on QRNG.

B. Motivation

In addition to resilience against the existing forms of
cyber-attacks, smart meter communications should also be
resilient to future attacks by an adversary with quantum
computing capabilities. Most of the existing protocols in the
literature rely on asymmetric cryptographic techniques for
mutual authentication and key agreement between the smart
meter and server. As the security offered by asymmetric
cryptographic techniques relies on the complexity of the
underlying mathematical problems, a quantum adversary can
break the security offered by such systems. Hence, it is
important to design a protocol for smart meter communi-
cations whose security does not rely on the complexity of
the underlying mathematical problems. QKD, based on the
principles of quantum mechanics, helps to establish secure
keys while providing provable security even against quantum
adversaries. Hence, QKD is an ideal option for establishing
secure keys in smart meter communications. Also, the com-
monly used pseudo-random number generators in existing



protocols are predictable if their algorithm and seeds are
known. They can be replaced by QRNGs that can generate
secure random numbers. Motivated by these requirements,
we propose a mutual authentication protocol to secure smart
meter communications leveraging QKD and QRNG.

C. Contributions

The key contributions of this paper are as follows:

e Design of a quantum-safe mutual authentication
protocol for smart meter communications leveraging
QKD and QRNG: We bring together the QKD tech-
nique and QRNG together with lightweight operations to
build a lightweight and quantum-safe protocol for smart
meter communications. In the registration phase, a key
is established between the smart meter and the server in
a secure manner by using the QKD technique. Before
data transfer, the smart meter and the server mutually
authenticate using the key established through the QKD
process.

« Protection from conventional and future quantum
computer-enabled attacks: The proposed protocol does
not make any assumption on the complexity of un-
derlying mathematical assumptions to achieve security.
Rather, it leverages QKD which provides secure keys
based on the principles of quantum mechanics. Hence,
the proposed protocol offers protection from conven-
tional and future quantum computer-enabled attacks that
can weaken the complexity of mathematical assump-
tions.

o Privacy of the customers: The proposed protocol en-
sures the privacy of the customers. With the proposed
protocol, an attacker cannot identify the source of the
data. Also, two authentication sessions of the same
customer cannot be linked.

o Security analysis: We provide a formal security proof
and informal security analysis to demonstrate that the
proposed protocol offers robust security and ensures
privacy of the customers.

« Experimental analysis: We also experimentally de-
ploy the MDI QKD system for secure key distribution
and QRNG system for random number generation to
demonstrate the feasibility of the proposed protocol.
In practical QKD implementations, the measurement
device is considered the most vulnerable part. In the
proposed protocol, we employ MDI QKD whose secu-
rity does not make any assumptions about measurement
devices. Thus, by employing MDI QKD, we achieve
both practicality and implementation security.

D. Paper Organization

The rest of this paper is organized as follows. In Section
II, we discuss the background knowledge required for the
proposed protocol. The system model, adversary model, and
security goals of the proposed protocol are presented in
Section III. The proposed authentication protocol is presented
in Section IV. In Section V, we provide formal and informal

security proofs for the proposed protocol. We present ex-
perimental details of the protocol implementation with MDI
QKD and QRNG systems in Section VI. Section VII presents
a performance analysis and we conclude this paper in Section
VIIL

II. PRELIMINARIES

In this section, we provide a quick overview of the fun-
damentals of quantum key distribution and quantum random
number generators.

A. Basic Quantum Terminologies

First, for completeness, we provide an overview of some
of the basic quantum terminologies relevant to this paper.

Quantum bit (Qubit): Qubit is the basic unit used to en-
code data in quantum computing. A bit in classical computing
can only exist in either a ‘0’ or ‘1’ state. In addition to these
two states, qubits can also exist in a superposition to have a
linear combination of these states [43].

Entanglement: An important property of qubits is entan-
glement, where the states of two qubits are correlated, even if
they are separated by a long distance. In an entangled state,
two members of a pair exist in a single quantum state. When
the state of one qubit is changed, the state of the other qubit
also will change immediately in a predictable way, despite
the distance between them [43].

Quantum channel: A quantum channel is a channel
used to transmit quantum information, which is assumed to
be accessible by eavesdroppers with unlimited computing
resources, and their actions do not violate quantum physics.
A quantum channel can be made up of optical fiber or free
space.

Bell-states and Bell-state-measurement: Bell-states are
four specific states of two qubits. Bell-states are created
when the two qubits are maximally entangled [44]. Bell-state-
measurement is a joint quantum-mechanical measurement
performed on the two qubits to find which of the four Bell
states the two qubits are in [44].

B. Quantum Key Distribution

Quantum key distribution is a promising quantum tech-
nology that can establish secret keys among distant parties
in an untrusted network [20], [41]. The main advantage of
QKD is that its security is solely based on the laws of
quantum mechanics rather than on computational complex-
ity. For example, randomly prepared quantum states sent
to distant parties through an untrusted quantum channel
cannot be perfectly known or cloned by any eavesdropper
without introducing disturbances to the quantum system.
Consequently, QKD can provide secure communication with
provable security. This makes it resilient to future hardware
or algorithm advancements, and safe against the emerging
threats from quantum computers. The MDI QKD is a QKD
protocol whose security does not rely on any assumptions
about measurement devices [22]-[24]. In MDI QKD, each
participant holds a quantum transmitter, randomly prepares



quantum states, and sends them to the untrusted receiver for
joint quantum state measurement (Bell-state measurement).
This process works as entanglement swapping, making the
security analysis of MDI QKD equivalent to the time-
reversed version of entanglement-based QKD protocols [45].
In this case, any attacks based on imperfect quantum receivers
can be treated as part of the untrusted quantum channel. As
a result, MDI QKD is immune to all side-channel attacks
on the quantum receiver, which is typically considered the
most vulnerable component in practical QKD implementa-
tions [23]. Additionally, MDI QKD provides a natural star
topology, rendering it ideal for expanding the network. The
proposed protocol is built upon secure keys from the MDI
QKD protocol [24]. The working flow of a generic MDI QKD
protocol is given below [46]:

In a MDI QKD system, each user Alice and Bob holds a
quantum transmitter, which can randomly prepare quantum
states, and send them to a central untrusted server Charlie for
Bell-state measurements. Alice and Bob repeat the following
steps until the conditions in the Sifting step are met.

e Quantum state preparation: Alice and Bob prepare a
quantum state independently, based on their random
choices of systems settings, including intensity selection,
basis selection, and a random bit.

e Quantum state distribution: Alice and Bob send their
states to Charlie via a quantum channel, which is used
for transmitting quantum information. This quantum
channel is assumed to be accessible by eavesdroppers
with unlimited computing resources, and their actions
do not violate quantum physics.

e Quantum state measurement: Charlie performs Bell-
state measurements on the received quantum states and
announces the measurement results via a public classical
channel.

o Sifting: If Charlie announces a successful Bell-state
measurement result, Alice and Bob broadcast their inten-
sity and basis settings. They will stop the above quantum
state preparation for measurement processes when they
have collected a sufficient number of successful mea-
surement events. Next, Bob flips his bits depending on
the basis choice and the reported Bell-state.

o Parameter estimation: Alice and Bob select a random
subset from the Z-basis random bits and use the X-
basis random bits to determine statistical parameters,
including counting rate and error rate. If the error rate
exceeds a predefined threshold, the protocol is aborted.

o Error correction: Alice and Bob perform information
reconciliation to ensure that Bob’s raw key matches
Alice’s. If it fails, the protocol is aborted.

o Privacy amplification: A random universal hash function
is used to extract two shorter strings based on the
estimated statistical parameters and the upper bound on
the eavesdropper’s information. The concatenation of
these extracted strings forms the final secret keys.

The key rate, [, of MDI QKD protocol is given below [24],
[46] :

l STLO + n1[1 — h(@l)] — IEC
1
 310g 2 (1)

— log — .
Ecorr e’'é 25PA

where ng is the number of occurrences of events in which
one of the participants does not send any photons, n is the
number of occurrences of events in which each participant
sends one photon, e; is the error rate of the one photon
events, h(ep) is the binary entropy of ej, €¢orr is the
maximum probability that both participants’ bit strings are
not identical, lgc is the number of leaked bits from error
correction, and € values are security parameters. For further
details on security proof definitions and key rate formula, we
refer the readers to [24] and [46].

C. Quantum Random Number Generator

Random numbers are fundamental and critical resources
in cryptographic applications. By utilizing inherently random
quantum processes, a QRNG can generate true random num-
bers that are both uniform and unpredictable [25], [42]. One
example of QRNG involves measuring a quantum system
prepared in a superposition of the measurement basis states.
The measurement outputs are inherently random, following
Born’s rule. Additionally, quantum technologies allow for
the generation of certified randomness, ensuring that the
outcome is uniformly distributed and independent of side
information. For example, device-independent (DI) QRNG
exploits the correlations observed when measuring entangled
systems and certifies the randomness by the violation of
Bell inequality [47], [48]. In this work, we use random
numbers produced by an integrable QRNG based on an
uncharacterized measurement device with provable security
[49].

III. SYSTEM MODEL, ADVERSARY MODEL, AND
SECURITY GOALS

A. System Model

The system model is illustrated in Figure 1. For the
efficient management of resources, the proposed scheme
considers a decentralized architecture where multiple servers
are deployed. Each server is in charge of the smart meters
in a particular area. This architecture helps to reduce the
latency. We consider a residential area where a smart meter
is installed in each house. The smart meters collect and record
data such as voltage levels and electric energy consumption of
the households, and transmit the collected data to the server
in charge of that particular residential area. We denote the
smart meters as SM, for x € {1,2,---} and servers as
S, for y € {1,2,---}. The smart meters and servers are
registered with a central untrusted authority C.A. The smart
meters and servers hold a quantum transmitter each, which
can randomly prepare quantum states and send them to C.A
for Bell-state measurement.
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Fig. 1. System model.

B. Adversary Model

Since the smart meters communicate to the server through
an insecure medium (the Internet), an adversary may carry
out various attacks on the communication channels. We
assume the widely accepted Dolev-Yao model (DY model)
[50] and CK adversary model [51], [52]. In the DY adversary
model, an adversary may listen, modify, intercept, or replay
the transmitted messages. Also, the adversary can capture
long-term secrets (keys that are used across multiple sessions)
or short-term keys [51], [52] in the CK model. A protocol
is secure under CK model if it is not vulnerable to both
long-term and ephemeral secrets disclosure attacks [53].
In other words, to be CK-secure, the protocol must have
perfect forward secrecy and ephemeral secret leakage attack
resistance [18], [51].

We also assume that the adversary may have quantum
computing capabilities, in which case he/she may break the
security of certain classical systems by employing quantum
algorithms.

C. Security Goals

In this subsection, we list the security goals for the
proposed protocol.

Protection From Conventional and Quantum Computer-
Enabled Attacks: The security solutions for smart meter
communications should provide protection against conven-
tional attacks such as eavesdropping, replay, and imperson-
ation attacks. Such solutions should also provide protection
against future attacks by an adversary with quantum comput-
ing capabilities.

Mutual Authentication: The smart meters send their read-
ings of energy consumption to the server through an insecure
channel, the Internet. Both parties must ensure that they are

Distribution

Residential Area
Electricity Flow

Communication

communicating with the right party on the other side. Hence,
mutual authentication is essential before the data transfer.

Session Key: The smart meters send their readings of
energy consumption to the server. This communication needs
to be secured through the establishment of a session key.

Perfect forward secrecy (PFS): A protocol with PFS
ensures that past established session keys remain secure
even if long-term secret keys are exposed [18], [51]. An
adversary can capture all exchanged messages and wait for
long-term secret key leakage. If the protocol does not offer
PFS, the captured messages can be decrypted using session
keys generated from the leaked keys. To have PFS, session
random secrets must also be used to compute the session key
[18].

Ephemeral secret leakage (ESL) resistance: A protocol
with ephemeral secret leakage resistance ensures session key
security even if ephemeral secrets are exposed [53].

Known key secrecy: The protocol must ensure that even
if an adversary can get a session key, he/she should not get
past or future session keys [18].

Strong anonymity: This is an important security goal to
maintain the privacy of protocol participants. There are two
types of anonymity, weak and strong. If a pseudo-identity is
used instead of the real identity of the user, the protocol offers
anonymity [18]. However, if the same pseudo-identity is used
in all the sessions of the protocol, an adversary can link the
messages. Hence, such a protocol that uses the same pseudo-
identity for a participant offers only weak anonymity. The
pseudo-identity should be changed in each iteration of the
protocol so that the messages are unlinkable and the protocol
offers strong anonymity [18].

Unlinkability: An adversary should not be able to link a
message to the entity that created the message. The adversary



also should not be able to link two sessions of the protocol.
To achieve this goal, the parameters used in each session
(e.g., pseudo-identities) should be changed.

Privacy: The energy consumption data and usage patterns
should not be available to an attacker in order to preserve
the privacy of customers. Even if an attacker listens to the
exchanged messages, he/she must not be able to link them
to any customer.

IV. PROPOSED AUTHENTICATION PROTOCOL

We present the proposed authentication scheme in this sec-
tion. The high-level workflow of the authentication scheme
is illustrated in Figure 2. This figure demonstrates how the
secure key from QKD and true random numbers from QRNG
are integrated into the proposed protocol. A secure key is
established between the smart meter and the server through
QKD with the help of the CA . The QRNG provides true,
secure random numbers to the smart meter and the server.
The secure key generated through the QKD process and the
QRNG-generated random numbers are used during mutual
authentication, and a session key is established between the
smart meter and the server.

""-‘..I.. Establish a Secure Key through QKD witﬁ"‘-o..,_
the help of CA e

M Server

2b. Mutual Authentication and Session Key Generation

2a. Random Number
Generation

2a. Random Number
Generation

QRNG QRNG

Fig. 2. The high-level workflow of the authentication scheme.

The proposed protocol consists of three phases: registra-
tion, mutual authentication, and QKD update. The registra-
tion phase is required to be executed only once. The mutual
authentication phase is carried out whenever the smart meter
wants to send information to the server. This is followed by
the QKD update phase to update the key established between
the smart meter and the server.

The notations used in the proposed protocol and their
descriptions are given in Table II.

A. Assumptions

o Each smart meter is equipped with a QRNG. There is a
QRNG in the server as well.

o The smart meters and the server are installed with QKD
transmitters.

« A fiber optic cable exists between the central authority
and smart meters as well as between the central authority
and servers to enable quantum information transmission.

TABLE II
TABLE OF NOTATIONS
Notation Description
QKD Quantum Key Distribution
QRNG Quantum Random Number Generator
SMy Smart Meter
ID Real identity of SM
1Dy, Pseudo-id of SM
S Server
CA Central authority
Ky Ky established through QKD
A Adversary
R;, N; Random numbers generated using QRNG
SK; Session key
al, a9 Hash parameters
I Concatenation operation
3} XOR operation
h(X) Hash of X
My, nt" Authentication Message

B. Registration Phase

The steps involved in the smart meter registration phase
are as follows:

Step 1: A smart meter SM, with a real identity 1D
sends a registration request to the C.A. The CA generates
a pseudo-ID, I D, for SM, and stores I D,, in its database.
The CA also assigns a server S to SM,. SM, will be
communicating with S. Then, CA sends 1D, to SM, and
ID, and ID to S.

Step 2: SM,, and S prepare quantum states independently,
based on their random choices of systems settings, including
intensity selection, basis selection, and a random bit. SM,,
generates n states as {a*y1, G*z2, . . ., @yt and S generates
n states as {bx,1, bxya, ..., bxy, }. After that, SM, and S
send the prepared quantum states to the C.4 over the quantum
channel.

Step 3: SM,, S, and CA follow the steps mentioned
in Section II-B to derive a symmetric key. Let there
be m retained bits from the measurements denoted as
{az1,022, + ,azm}. Thus, a key K, = az1a52 ... Az iS
established through the QKD process between SM,, and S.

C. Mutual Authentication Phase

The steps involved in the i*" round of the execution of

the authentication phase between SM,, and the server S are
described below:

Step 1: SM, generates a random number R; of length n
using the QRNG. Then, SM, computes R; by performing
the XOR operation on R; with K, as:

R} = R, & K,. @
Subsequently, SM, computes a hash parameter a; as
a1 = h(R} || K.). 3)

After that, SM, composes a message M; with a data
transfer request, its pseudo-identity ID,, R;, and a; as
My = {Req,ID,, R}, a1} and sends M; to S.



TABLE III
MUTUAL AUTHENTICATION BEFORE DATA TRANSFER

Smart Meter

Server

Generate: R; = QRNG()
Rf =R; ® K,

a1 = h(R} || Kz)

My = {Req,IDy, R}, a1}

Decode: N; = Ni* D K,

Compute and Verify: ae = h(N} || Kz)

Store: 1Dy

Compute: SK; = h(ID || IDy || Ri || N; || Kz)
Store: SK;

Verify: 1D,

Retrieve: K,

R; =R ® K,

Compute and Verify: oy = h(R} || Kz)
Generate: N; = QRNG()

Nf =N, 0 K,

Generate: 1Dpe"

ID; e = IDp" @ R,

Compute: SK; = h(ID || IDy || Ri || N; || Kz)
Store: SK;

a2 = h(N7 || Kq)

Mz : {Ack, N}, IDy™*", a2}

Step 2: After receiving M;, S verifies whether 1D, exists
in its database and retrieves K, that was established with
SM, through the QKD process in the registration phase.
Then, S computes R; from R} as:

After that, S computes and verifies the hash parameter a; as
ar = h(R; || Kq). ®)

After verifying a3, S generates a random number N;
of length n using the QRNG. Then, & computes N;* by
performing the XOR operation on N; with K, as:

N =N, ®K,. (6)

Subsequently, S generates a new ID, T D;}e“’, for the smart
meter to use in the next iteration of the authentication session
and gener.ates IDg"e* by performing the XOR operation on
1 D;}e“’ with R; as:

ID;"e® = [D?°" & R;. (7)

S generates the session key SK; as SK; = h(ID || ID, ||
R; || N; || K;) and stores it. After that, S computes a hash
parameter a as

ag = h(N] || K,). (8)
Then, & composes a message Ms; with an ac-
knowledgement, N, ID;;”"‘“’, and as as My =

{Ack, N}, ID;"" as} and sends My to SM,.
Step 3: When SM,, receives Mo, it first extracts [NV and
decodes N; from N as:

N; = N} & K,. 9)

After that, S computes and verifies the hash parameter ai
as

ag = h(Nj || Ky). (10)

If the verification is successful, SM, decodes I D" by
performing the XOR operation on [ D;"" with R; as:

(1)

SM, stores the new ID, I D;}ew, to use in the next iteration
of the authentication session. Then, SM, generates the
session key SK; as SK; = h(ID || ID, || R; || N; || K.)
and stores it. Thus, a session key is established between SM,
and S for secure communication. The i*" round of mutual
authentication is illustrated in Table III.

1D = [D" @ R;.

D. QKD Update Phase

SM, and S prepare quantum states independently and
send the prepared quantum states to the C.A over the quantum
channel. Then, SM,, S, and CA follow the steps mentioned
in Section II-B to derive a symmetric key and update K ;. The
new K, will be used in the next round of the authentication
phase. Thus, K, is not reused.

V. SECURITY ANALYSIS
A. Formal Security Analysis

In this subsection, we provide formal proof of the proposed

protocol using the Real-Or-Random (RoR) model [54].
Security Model: An adversary A’s aim is to distinguish
the established session key in a protocol session between the
smart meter and the server [53]. A interacts with the smart
meter and the server by calling the following oracle queries:
o Execute(SM,, S): This query is used to model a pas-
sive attack where A listens to the transmitted messages.



o Send(X, m): This query is used to model an active attack.
When A executes Send(X, m), a message m will be sent
to X where X is a smart meter or server.

e Hash(m): This query is used to obtain the hash of a
message m.

o Reveal(X): A calls Reveal(X) query to capture the
ephemeral secrets of X where X is a smart meter or
server. This query models the ephemeral secret leakage
attack.

o Corrupt(X): A calls Corrupt(X) query to capture the
long-term secret credential of X.

o Test(): This query defines the session key’s semantic
security. A can call this query only once. When A runs
Test(), a bit b will be flipped. If b = 1, the actual session
key is returned to A. If b = 0, A receives a random
string.

Definition 1: If Pr[Succa] denotes the probability that A
wins the game, the advantage of A in breaking the semantic
security of the proposed scheme is is Adva =| 2Pr[Succa]—
1 |. If Advy is negligible, the protocol is secure against the
CK-adversary under the random oracles [53].

Definition 2: Quantum cryptography relies on the fun-
damental principles of quantum physics to enable secure
communication among distant parties. Specifically, the no-
cloning theorem forbids the creation of an exact copy of an
arbitrary unknown quantum state [S5], and the monogamy
of quantum entanglement states that if two parties share a
maximally entangled state, they cannot be correlated with
any third party. These quantum mechanical properties allow
QKD protocols to be designed with provable security. In
this case, the advantage of A in getting the secret keys can
be upper-bounded by an arbitrarily small probability e, i.e.,
AdngD <e.

Theorem 1. Let A be an adversary attempting to break the
semantic security of the proposed protocol. Let g, qs, and
g. represent the number of Hash, Send, and Execute queries,
respectively. Let |H| denote the hash output’s length and let
AdngD denote A’s advantage in getting the key established
through the QKD process. Then, the advantage of A winning

against the proposed protocol is Advy < % + % +

sy + 2thdngD which is negligible.

Proof: We consider a series of games G; for i €
{0,1,2,3,4,5}.

Game G : G| represents a real attack by A against the
protocol. Since A guesses the bit b randomly in Gy, according
to Definition 1, the advantage of A in guessing b is:

Advg =| 2Pr[Succag,| — 1] . (12)

Game G;: In this game, all queries are simulated. Since
Execute, Send, and the rest of the queries are simulated as
in a real attack, games Gy and GGy are identical and we can
write that:

Pr(Succa,g,| = Pr[Succa,g,]- (13)

Game G5: The simulation of G5 is same as (G; except
that G2 will be stopped if there are collisions in hash or

transcripts. If there is no collision, G; and G5 are indistin-

guishable. From the birthday paradox, the probability of hash

2
collision is at most % and the collision probability in

2
transcripts is (@:H49e)” \here p is the length of the transcripts

[26], [53]. Hence, we can write that:

(an)? L las+ ge)?
2(H+1) 2p

Pr(Succa,g,] — Pr[Succa,q,] <

(14)

Game G3: The simulation of G3 is same as Go except

that G'3 will be stopped if A can guess the verifier’s value

correctly without sending the Hash() oracle. This happens
only by sending Send() queries. Hence, we can write:

4ds

PriSucca,g,| — Pr[Succa,g,] < S

15)

Game G4: This game considers two scenarios of session
key leakage. In the first scenario corresponding to the PFS
feature, A calls Corrupt() query to get the long-term se-
cret (the identity of the smart meter, /D). In the second
case corresponding to the ESL attack resilience, A calls
the Reveal() query to get the ephemeral random numbers
(N; and R;). However, the session key is calculated as
SK; =h(ID | ID, || R; || N; || K). Without knowing K,
(the key established through the QKD process), A cannot
compute the session key SK;. By Definition 2, the no-
cloning theorem forbids the creation of an exact copy of an
arbitrary unknown quantum state. Also, due to the principles
of quantum entanglement, if two parties share a maximally
entangled state, they cannot be correlated with any third party.
As a result, the difference between G5 and G4 is negligible
as per Definition 2. Hence, we can write that:

Pr(Succa,g,] — Pr[Succa,g,] < thdngD. (16)

Game G5: The difference between this game and G4 is
that in this game, A sends a Hash() query. Siglce A can
reach the session key with a probability of 2((21721), we can
write that:

2
Pr[Succa,g,] — PrlSucca,q,] < 2((‘221).

A7)

If A has executed all the above games to break the security
of the protocol and has not had a successful attempt, A
guesses the bit b and calls the Reveal() query to win the
game as the final attempt. Then, we can write that:

1
Pr(Succa,g,| = 7 (18)
Combining (12) and (13), we can write the following:
1 1
§Adv,4 = | Pr[Succa,g,] — 3 |
1
= | Pr[Succa,g,] — 3 | (19)

Using Equations (14) to (19) and by applying the triangle
inequality, we have:



1 1
§Adv,4 = | Pr[Succa,c,] — 3 |
= | Pr[Succa,g,] — Pr[Succa c,] |
(an)* | (g5 +4)* | g QKD
<ottt gt anAd] 20

By multiplying both sides of Equation (20) by 2, we get:

(an)* | (g5 +qe)? ds

+ + (1)

QKD
2(H-T) » + 2qp Adv " "

2y
]

Advy <

B. Informal Security Analysis

Protection Against Quantum Computer-Enabled At-
tacks: Conventional asymmetric cryptographic techniques
make the assumption that the underlying mathematical prob-
lems are complex and cannot be solved by an adversary
efficiently. However, such mathematical problems could be
solved efficiently with algorithm and hardware development.
Hence, the security of the conventional cryptographic proto-
cols used in smart meter communications could be compro-
mised by quantum computer-enabled adversaries.

In the proposed protocol, a secret key is derived through
the QKD process. Unlike the conventional asymmetric cryp-
tographic techniques, QKD is not based on the assumption
of the complexity of the underlying mathematical concepts
and the adversary’s inability to solve them efficiently. QKD
establishes secure keys between two parties by making use
of the principles of quantum mechanics. As a result, even if
the attacker has quantum computing capabilities, the security
offered by the proposed protocol is not affected. Thus,
the proposed protocol provides protection against quantum
computer-enabled attacks.

Perfect Forward Secrecy: In the proposed protocol, the
session key is computed as SK; = h(ID || ID, || R; || N; ||
K.). Ephemeral random numbers generated by QRNG, R;
and N;, and the key established through QKD, K, are used
in the computation of the session key SK;. Hence, even if
the long-term credential, /D, is leaked, the adversary cannot
calculate the previous session keys because he/she must know
R;, N;, and K, to compute previous session keys.

Ephemeral secret leakage attack resistance: In the
proposed protocol, the session key is computed as SK; =
h(ID || ID, || R; || N; || K;). Long-term credential,
ID, and the key established through QKD, K,, are used
in the computation of the session key SK;. Hence, even if
the ephemeral secrets R; and N; are disclosed, the adversary
cannot calculate the session keys because he/she must know
ID and K, to compute session keys. Thus, even if the
ephemeral secrets are disclosed to an adversary, the session
key is secure in the proposed protocol.

Known Key Secrecy: In the proposed protocol, the session
keys in different sessions are independent of each other. Sup-
pose an adversary gets access to a session key from the 7*"
session in the proposed protocol. The session key for the i*"
session computed as SK; = h(ID || ID, || R; || N; || Kg).

To derive a session key for another session j, the adversary
must know the QRNG-generated random numbers (/2; and
Nj;), the long-term credential (I.D), and the key established
through QKD for session j. Since they are not available to the
adversary, the session key for session j is not compromised.
Hence, even if the adversary gets access to a session key,
he/she cannot derive past or future session keys from the
disclosed session key. Thus, the proposed protocol offers
known key secrecy.

Strong Anonymity: A pseudo-id is used during the au-
thentication phase, thereby maintaining the anonymity of the
smart meter. Further, the pseudo-identity of the smart meter is
changed in each iteration of the protocol so that the messages
are unlinkable. Thus, the protocol offers strong anonymity.

Protection Against Eavesdropping Attacks: Since there
are two channels used in the proposed protocol, we analyze
eavesdropping on each channel separately. Suppose the at-
tacker tries to eavesdrop on the quantum channel. Due to the
principles of quantum mechanics, such an attempt will be
noticed by the participants. If the attacker eavesdrops on the
classical channel, since the messages are XORed with the
secret key established through the QKD process, the attacker
will not be able to decode and understand the messages. As a
result, the proposed protocol protects against eavesdropping
attacks.

Protection Against Replay Attacks: The pseudo-id and
the random number from the smart meter are changed during
each authentication session. Hence, an adversary cannot
replay a captured message M; later. Similarly, the adversary
also cannot replay M, as a new random number is generated
by the server in each session. As a result, the adversary cannot
replay the previous messages successfully.

Protection Against Impersonation Attacks: Consider
the scenario where an adversary attempts to impersonate
a smart meter SM,. To impersonate SM,, the adversary
must compose a valid message M; using the secret key K, .
K, is established between SM, and S through the QKD
process by sending photons. Eavesdropping on the photons
in an attempt to derive the key will expose the attacker, as
per the principles of quantum mechanics. Hence, K, is not
accessible to the adversary to compose valid messages. As a
result, the protocol protects against impersonation attacks.

Mutual Authentication: Only a legitimate smart meter
and server that derive a symmetric key through the QKD
process can generate valid messages to get authenticated.
Thus, the proposed protocol enables mutual authentication
between a legitimate smart meter and a server.

Unlinkability: The pseudo-id of the smart meter is used
in the proposed protocol instead of its real identity. Further,
it is unique for each authentication event which ensures
unlinkability between two sessions of the same smart meter.

Privacy: Even if an adversary listens to the exchanged
messages, he/she cannot link them to any customer due to
the anonymity and unlinkability properties discussed above.
Hence, the energy consumption data and usage patterns are
not available to an attacker, thereby preserving the privacy
of customers.



11

AMZI

S e B B B

Quantum transmitter

AMZI

—

IM|—-|PM|—|ATT|—-| P

L

Quantum transmitter

SNSPD Superconducting Nanowire Single-Photon Detector

LD - Laser Diode, IM - Intensity Modulator, PM - Phase Modulator, BS - Beam Splitter, AMZI -Asymmetric Mach—Zehnder Interferometer,
ATT - Optical Attenuator, PL - Optical Power Limiter, PC - Polarization Controller, PBS - Polarising Beam Splitter,

25 km fibre
spool

=

Quantum receiver

SNSPD

PBS SNSPD

s

Fig. 3. Schematic diagram of the MDI QKD.

G

1

N7
=\

Fig. 4. Experimental setup of the MDI QKD.

Session Key Security: The proposed protocol enables the
generation of a session key between SM, and S as SK; =
h(ID || ID, | R; | N; || K3). Only a legitimate smart meter
and server know the parameters required to generate SKj.
Thus, the proposed protocol provides session key security.

VI. EXPERIMENTAL DETAILS OF THE PROTOCOL
IMPLEMENTATION

In this section, we present the details of an experimental
evaluation of the proposed protocol with MDI QKD and
QRNG systems. First, we describe the overall experimental
setup. Then, we present each system of the setup in detail.

The schematic diagram of the experimental setup follows
Figure 2. The two primary systems in the proposed scheme
are the MDI QKD system and the QRNG system. The secret
keys from the QKD system and random numbers from the
QRNG system are required inputs for mutual authentication.
In the MDI QKD system, quantum transmitters are paired
for key distribution. This process involves quantum state
preparation, quantum state measurement, and classical post-
processing. The QRNG system consists of quantum state
emission and homodyne detection. The smart meter and the
server authenticate each other using the secret keys from

the MDI QKD system and the random numbers from the
QRNG system. In our experimental settings, we implement
the quantum parts of the protocol (the MDI QKD system and
the QRNG system) as described below.

A. MDI QKD System

The workflow of the MDI QKD is provided in Section
II-B. We follow the experimental settings of MDI QKD
implementations, including the quantum layer and post-
processing as provided in [24]. The schematic diagram of the
MDI QKD system is depicted in Figure 3, illustrating secure
key distribution between two distant parties (SM, and S).
Each party holds a quantum transmitter, randomly preparing
quantum states and sending them to an untrusted third party,
CA, who serves as the quantum receiver for quantum state
measurement.

In the quantum transmitters, coherent states are produced
by driving a distributed-feedback (DFB) laser diode in gain-
switching mode. This ensures that each generated laser
pulse has an intrinsically random and independent phase,
essential for decoy-state analysis [56]-[58]. Additionally, an
asymmetric Mach-Zehnder interferometer (AMZI), Intensity
Modulator (IM), and Phase Modulator (PM) are used to
modulate the photon into time-bin phase-encoded quantum



states |e), |1), (le) +]1))/v/2 and (|e) —|1))/+/2. Here, e and
I represent early and late time-bin, respectively.

Furthermore, the photons are carefully calibrated in all
degrees of freedom, including central wavelength with a
precision of 0.1 pm, timing precision of 10 ps, and fine-tuning
of the state of polarization at the receiver side. A Hong-Ou-
Mandel interference visibility measurement of 0.48 indicates
good mode overlap of the independently generated photons,
ensuring an efficient Bell-state-measurement (BSM) for our
MDI QKD system.

Then, the quantum states travel through a 25 km spooled
optical fibre to the quantum receiver. At the receiver’s side,
the quantum efficiency of the measurement devices is charac-
terized to be 70.73%, on average. After receiving the quantum
states, C.A publicly announces the BSM results. SM,, and
S then perform corresponding classical data post-processing,
including basis sifting, error correction, and privacy amplifi-
cation, to obtain the final secure keys. We run the system at
a repetition rate of 125 MHz and generate 6.5x10° bits of
final secure keys and use 128 bits for K, for demonstration.

B. ORNG System

To generate the random numbers, we employ the method-
ology of the QRNG system in [49]. The schematic diagram
for generating random numbers is shown in Figure 5.

xeX yeV

|

b e{0,1}
Fig. 5. Schematic diagram of the QRNG experimental setup.

The QRNG system consists of two key components: quan-
tum state preparation and quantum state measurement. In
the quantum state preparation phase, coherent states undergo
modulation in the Quadrature Phase Shift Keying (QPSK)
format based on the random variable = (which is operated
by Alice). These states are subsequently measured by an un-
characterized balanced homodyne detector (which is operated
by Bob), with the choice of basis determined by y, yielding
the outcome denoted by b.

Based on the prepare-and-measure (P&M) configuration
[49], we designed a self-testing QRNG protocol where the
working of Bob’s measurement device is not assumed a
priori. However, it can be verified using experimental statis-
tics. To be more specific, every round of the experiment is
randomly assigned to be a generation round or test round.

During the test round, the device plays a P&M game G,
where Alice and Bob perform quantum state preparation
and measurement based on a prefixed probability distribution
q(z,y). For each pair of inputs x and y, the game G defines
the winning outcome b,, € {0,1}. For a given round, the
device wins the game if Bob outputs the winning outcome.
In the generation round, Alice and Bob choose a specific
z and y combination. We follow the systematic method to
choose the winning outcome b, € {0, 1} and the probability
distribution ¢(x,y) as given in [49].

The amount of entropy in our QRNG protocol is analyzed
mainly by characterizing the quantum correlations using
a semidefinite programming (SDP) technique developed in
[59]. The security analysis guarantees that after successful
execution of the protocol, the output string is close to an ideal
random bit-string that is uniformly random and independent
from any pre-shared quantum (and also classical) information
held by any adversary or observer.

In the experiment, we use an external cavity semiconductor
laser with a central wavelength of 1550 nm and a linewidth
of 50 kHz. It is divided into two paths, one for quantum
state preparation and the other as Local Oscillator (LO) for
balanced homodyne detection. In the signal path, an Intensity
Modulator (IM) first curves the continuous-wave (c.w.) laser
into pulses with a pulse width of 4 ns each, for defining the
temporal mode of the quantum states. A Phase Modulator
(PM) modulates the phase of the quantum states. After that,
an optical attenuator attenuates the signals to single-photon
energy level to finally generate the QPSK quantum states
{|aePi/2)} where z € {0,1,2,3}.

In the quantum state measurement, a high-efficiency and
low-noise fibre-coupled homodyne detector is deployed. The
overall efficiency of the photodiodes including the coupling
loss is measured to be 98.3% and 98.8%, respectively. The 3
dB bandwidth of the homodyne detector is 72 MHz, and the
clearance (shot noise to electronic noise ratio) is 16.94 dB
with a 10 mW LO. Thus, we generate 128 bits of random
numbers for R; and N;.

VII. PERFORMANCE ANALYSIS

In this section, we compare the proposed protocol with
other existing protocols in terms of the achieved security
properties. Subsequently, we analyze the computation cost of
the proposed protocol and compare it with the computation
cost of other protocols.

A. Comparison of Security Properties

A summary of the comparison of the security features
is given in Table IV. The main security feature that dif-
ferentiates the proposed protocol from other protocols is
that it can provide protection against quantum computer-
enabled attacks. In addition, the proposed protocol offers
mutual authentication between the smart meter and the server,
anonymity, privacy, session key security, perfect forward
secrecy, known key secrecy, unlinkability, ephemeral secret
leakage attack resistance, and protection from replay, im-
personation, and eavesdropping attacks. It can be noted that



TABLE IV
COMPARISON BASED ON SECURITY FEATURES

Scheme S1 | S2 | S3 |S4[S5]S6 | S7 | S8 | S9 | S10 | S11 S12
Abbasinezhad-Mood and Nikooghadam [26] N Y Y Y Y Y Y Y Y Y Y Y
Srinivas et al. [27] N |Y Y Y Y Y Y Y Y Y Y Y
Odelu et al. [28] N|Y Y Y Y Y N Y Y Y N Y
Wu et al. [29] N Y Y Y Y Y Y N Y Y Y N
Garg et al. [30] N Y Y Y Y Y Y Y Y Y Y N
Mahmood et al. [32] N Y Y Y Y Y Y Y N N Y N
Abbasinezhad-Mood and Nikooghadam [33] N Y Y Y Y Y Y Y Y Y N Y
Proposed Protocol Y Y Y Y Y Y Y Y Y Y Y Y
S1: Protection against quantum computer-enabled attacks; S2: Mutual authentication; S3: Session key;
S4: Replay attack protection; S5: Protection against impersonation attacks; S6: Eavesdropping attack protection;
S7: Anonymity; S8: Privacy; §9: Perfect forward secrecy; S10: Known key secrecy; S11: Unlinkability; S12: ESL resistance

TABLE V
COMPUTATION COST DURING AUTHENTICATION

Scheme

Smart Meter

Server/Service Provider

Abbasinezhad-Mood and Nikooghadam [26]

5ty + Ateem + teca = 5.23 ms

5ty + dtecm + teca = 5.23 ms

Srinivas et al. [27]

Tty 4 3teem + teca = 4.08 ms

Tty + 3teem + teca = 4.08ms

Odelu et al. [28]

6tp, + 3teem + texp = 4.37 ms

615, + 2tecm + teap + 2pp = 9.52ms

Wu et al. [29]

3tecm +ts +tm + 5th = 5.64 ms

3tecm +its +tm + Gth = 5.65 ms

Garg et al. [30]

2tecm + 4ty = 2.38 ms

2tecm + 4ty = 2.38 ms

Mahmood et al. [32]

3teca + 5tec'm + 3th = 7.38 ms

3teca + 5tecm + 4th = 7.39ms

Abbasinezhad-Mood and Nikooghadam [33]

4ty + Ateem + 2teca = 5.72 ms

Aty 4 Ateem + 2teca = 5.72 ms

Proposed Scheme

3ty + 6tc + 3t = 0.108 ms

3ty + 6tc + 3t = 0.108 ms

some other existing schemes do not meet all the imperative
security properties.

Computation Cost at SM
: : ——
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Computation Time (m

Fig. 6. Computation cost at the SM.

B. Computation Cost

Next, we analyze the proposed protocol’s computation
cost by computing the execution time incurred during the
authentication phase. Then, we compare it with that of four
recent protocols. The proposed protocol only uses lightweight
operations. We consider the experiment settings and results
mentioned in [27] using the Multiprecision Integer and
Rational Arithmetic Cryptographic Library (MIRACL) on
Intel Pentium i4 processor with 512 MB RAM @ 3 GHz.
In our analysis, s, tc, tecms tecar tss tm» tewp» top, and

Computation Cost at Server
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Fig. 7. Computation cost at the server.

t; represent the time taken for XOR, concatenation, ECC
point multiplication, ECC point addition, double scalar mul-
tiplication, modular multiplication, modular exponentiation,
bilinear pairing, and one-way hash operations, respectively.
From the experiments, ¢, = 0.008 ms, t. = 0.009 ms,
teern = 1.17 ms, teeq = 0.5 ms, tg = 2.05 ms, t,, = 0.03
ms, teyp = 0.8 ms, &y, = 3.16 ms, and ¢;, = 0.01 ms.
The comparison results are summarised in Table V. We
have also plotted the computation costs incurred during the
authentication phases at the smart meter and the server in
Figures 6 and 7, respectively. The performance comparison
based on the total computation cost at the smart meter and
server during the authentication phase is plotted in Figure
8. From Figures 6, 7, and 8, it can be concluded that the
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computation time for the proposed protocol is lower than
other schemes.

VIII. CONCLUSION

It is imperative to replace conventional cryptography
systems with quantum-safe ones given the acceleration of
quantum computing research. One such scenario which re-
quires quantum-safe protocols is smart meter communica-
tions. In this paper, we proposed a quantum-safe authen-
tication protocol for smart meter communications. Further,
we demonstrated the feasibility of the proposed protocol
by deploying an MDI QKD system and a QRNG system.
Through formal and informal security proofs of the proposed
protocol, we have demonstrated that the proposed protocol is
secure against classical as well as quantum computer-enabled
attacks. Our performance analysis shows that the computation
cost of the proposed protocol is lower than other schemes
for smart meter communications. We can conclude that the
proposed protocol offers better security protection at a lower
cost.
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