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Abstract—Consumer electronics (CE) in Internet of Things
(IoT)-based smart home applications are rapidly growing and used
as a daily life part. Authentication has been utilized for decades
to secure wireless communication between CE and their inter-
connected devices. However, the traditional authentication models
depend on the user’s physiological biometrics, including passwords
and fingerprints. These protocols suffers from various attacks,
including side-channel attacks, such as shoulder surfing, smudge,
and heat-based attacks, due to their limited verification in login
sessions only. Particularly in heat-based attacks, such as thermal
attacks, where an adversary uses thermal cameras to capture the
temperature gradient caused by a thermal energy exchange at
a contact point on user interfaces, such as keyboards and mo-
bile phones. This vulnerability poses a security concern in smart
homes and results in the leakage of user confidential information
and bypassing initial authentication. In this paper, we provide
a comprehensive survey of IoT-based applications, highlighting
the security concerns, existing technologies and their approaches,
and their performance measurements. Next, we propose a novel
Continuous Authentication (CA) protocol for CE devices in smart
applications for user remote access. We utilize a user behavioral
biometrics template for CA using the vector similarity search (VSS)
technique. This model ensures smooth CA without breaking the
ongoing sessions and offers uninterrupted user authentication. This
protocol is validated with proof of concept of VSS; a comprehensive
performance analysis, testbed experiment, security analysis, and
VSS validation prove its efficiency, scalability, and effectiveness in
real-world application. Finally, a FastAPI is designed to demon-
strate the novelty of the proposed scheme.

Index Terms—Consumer electronics, continuous authentication,
testbed, similarity search, API, behavioral biometric.

I. INTRODUCTION

SMART devices in smart home applications, called Con-
sumer Electronics (CE), are utilized for personal uses, such
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as house monitoring systems, entertainment, productivity, and
convenience purposes. For example, smart thermostats, smart
refrigerators, smart lighting systems, speakers, cameras, and
robotic vacuum cleaners are commonly used in smart home ap-
plications and perform various tasks [1]. The proliferation of the
Internet and evolution in wireless communication technology,
like 5th generation (5G) to 6th generation (6G), these devices
are rapidly adopting in remotely monitoring and control systems
for smart home applications [2]. Due to limited resources in
these devices, edge computing plays a key role for offering real
services in smart home applications [3]. Mostly these devices
communicate over wireless channels, including Wi-Fi (802.11),
Bluetooth, Zigbee, Z-Wave, and others. Wi-Fi is one of the
most widely used public wireless communication technologies
in smart homes [4]. Due to the openness of these channels,
various security challenges have been reported in many studies
for communication in smart homes, including [5], [6], and [7]. In
this paper, we first identify the security issues by a comprehen-
sive survey and then discuss background concepts, classifica-
tion, various approaches and methods, their evaluation criteria,
performance analysis metrics, and other aspects. Next, we offer
security and privacy concerns, particularly for the authentication
process, and then we discuss the needs of CA for remote access
in smart home applications.

The major novel contributions of this work are as follows:
� We present a comprehensive survey for IoT-based smart

home applications, highlighting security concerns and
measures, existing methodologies and their advantages and
drawbacks, and other related topics.

� We then propose a static authentication protocol between
the smart home user and the edge server based on VSS. At
the end of this process, a session key SK is established for
secure communications.

� Next, we propose a CA mechanism using VSS with the
user’s behavioral biometrics, which operates in the back-
ground once the session key is established. This CA con-
tinuously monitors user behavior for remote access and
detects any suspicious activity or unauthorized access at-
tempts during this session with the help of the identity
mismatching technique.

� The security analysis guarantees against various active and
passive attacks in smart homes.

� A comprehensive validation using proof of concept of VSS
and performance evaluation, a testbed experiment, and
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Fig. 1. Background concept for authentication.

comparative analysis highlighted the efficiency, applica-
bility, and scalability in real-world applications.

� Finally, an API is designed using FastAPI tools, which
demonstrates the novelty of the proposed scheme.

Paper Outline: Section II explores an extensive literature
survey, whereas Section III highlights the security and privacy
challenges in related applications. Section IV mentions the moti-
vation of the proposed scheme, and Section V provides various
phases of the proposed scheme. Section VI and Section VII
discuss the security analysis and real-time testbed experiment,
respectively. Section VIII offers a thorough comparative analysis
against existing schemes, and Section IX supplies proof of
concept of VSS. Finally, Section X concludes the proposed
scheme.

II. BACKGROUND CONCEPTS, CLASSIFICATIONS, AND

APPROACHES

In this section, we elaborate on the key concept of information
security in IoT-based smart home applications through focusing
on the authentication process and its classification. Moreover,
we also highlighted the various approaches adopted for au-
thentication purposes and other methodologies for user identity
verification in related applications, one of which is shown in
Fig. 1.

A. Authentication

Authentication is a process of verifying an entity’s iden-
tity, and in IoT applications, it is the first layer of defense
against unauthorized access. Authentication mechanisms ensure
that only authenticated entities can access the services in IoT;
however, designing lightweight authentication protocols in het-
erogeneous applications with resource-constrained IoT devices
remains a security concern. Existing authentication schemes,
specifically user’s password-based authentication schemes, face
computational overhead issues, and as a result, researchers are
moving to lightweight schemes to maintain operational efficacy
and strong security [8].

The taxonomy of the authentication is presented in Fig. 2.
Based on Fig. 2, the authentication is categorized into user
authentication (UA) and device authentication (DU). The UA
are different types, including ownership-based, biometric-based,
knowledge-based, and context-based, where ownership-based
involves software-based factors, such as time-based one-time
passwords (TOTP), and hardware-based factors, such as Yu-
biKey, USB security keys, and smart cards. The biometric-based
authentication involves physiological biometrics, such as face,
iris, fingerprint, and palm print, among others, whereas the
behavioral biometric includes keystroke pattern, voice, gait,
signatures, and so on. The knowledge-based authentication in-
volves the factors including passwords, PINs, pattern locks,
and security questions, whereas the context-aware authentica-
tion involves user activities, channel state information (CSI),
location, and others. Similarly, the DU involves factors like
CSI, physical unclonable function (PUF) circuits, and radio
frequency fingerprints (RFF), among others.

B. Authentication Traits

Authentication traits or factors refer to elements that are
utilized in the authentication process. The user authentication
process uses user traits like physiological or behavioral biomet-
rics or knowledge-based factors, while the device authentication
process uses the device’s pre-loaded information, certificates,
signature, location data, and/or contextual information.

1) Knowledge-Based Traits: User knowledge-based factors,
such as password, PIN, pattern lock, smart card, security ques-
tion, one-time password, graphical sequence, and so on, are
used in the knowledge-based authentication process to prove
user authenticity [9]. Although this system is simple and easy to
implement, it has security concerns, including shoulder surfing
and smudge attacks [6]. Existing knowledge-based authentica-
tion models are discussed as follows:

Xie et al. [10] proposed an ID-based two-party authentication
and key agreement (AKE) protocol utilizing the two factors
as password and smart card. In this scheme, authors claimed
that the session key remains secure even if the smart card
is compromised. However, Li et al. [11] pointed out that an
adversary can compromise the smart card’s information, and
as a result, the adversary can impersonate the user, retrieve the
user’s password, and complete the AKE process on behalf of the
legitimate user. Iqbal et al. [12] designed a user authentication
scheme for software-defined networking (SDN)-based smart
home applications. Authors claimed that their scheme can secure
mutual authentication and resist user anonymity. However, Yu
et al. [13] highlighted various drawbacks found in their scheme,
including session key disclosure, man-in-the-middle (MiTM)
attacks, and impersonation attacks. In addition, Iqbal et al.’s
scheme does not support anonymity and mutual authentication.
Wang et al. [14] proposed an authentication scheme using a
user password for electric vehicle charging systems; however,
their scheme fails to resist session key leakage attacks. Whereas
Reddy et al. [15] designed another authentication protocol using
a password for the vehicle-to-grid (V2G) communication. How-
ever, their scheme also fails to defend against session-specific



Fig. 2. Taxonomy with traits of authentication systems.

temporary information (KSSTI) attacks. The limitation of these
traits is that they use a smaller number of factors, and these
factors can be easily compromised through guessing attacks or
physical capture attacks. Therefore, it can be enhanced by incor-
porating other factors like user biometrics, and hence biometric
authentication is introduced.

2) Biometric-Based Traits: Biometric-based authentication
process uses user’s biometric factors including physiological
or behavioral. In physiological biometric-based authentication
models adopts the user factors including fingerprints, face,
lips, iris, forehead, DNA, retina, palm prints, heart rate, and
hand geometry, among others. In this system, users interact
with biometric sensors and must be conscious of how their
biometric data is being captured. Recent studies pointed out
that these systems fail to resist potential attacks, such as replay
attacks, MiTM attacks, impersonation attacks, shoulder surfing,
smudge attacks, covert recording, physical capture attacks, and
more [16], [17].

On the other side, behavioral biometric-based authentication
schemes use user behavioral factors, including typing patterns,
walking patterns, touchscreen dynamics, keystroke dynamics,
gait patterns, mouse movements, swiping gestures, voice, and
motion. It is noticing that these factors are unique to each
individual and impossible to impersonate. As a result, this type
of authentication system resists such attacks. Moreover, these
factors are captured through inbuilt mobile sensors such as cam-
eras, accelerometers, microphones, and gyroscopes or through
external cameras, which ensures efficiency and user-friendliness
during the authentication process. A recent study highlighted
that this type of authentication process achieves the highest
security [18].

3) Context-Aware Traits: A context-aware authentication
model employs contextual user data such as user location, user
activity, channel state information (CSI), user historical context,
user device’s MAC address, and others. These systems are
mainly used in anomaly detection by reducing the need for
multiple authentications [19]. Based on the contextual data or

activities, this system can introduce another factor for authenti-
cation; for instance, if a user interacts limited times with their
mouse and keyboard, the system may trigger another factor, such
as facial or voice authentication [20].

Yang et al. [21] suggested a context-aware authentication
(CAA) protocol for IoT applications. Their scheme detects
unusual user behavior during the authentication process utiliz-
ing user context data, and by resisting phishing attacks, their
scheme is capable of capturing malicious credential misuse.
Shen et al. [22] proposed another context-aware CA scheme
relying on context data for smartphones and capturing touch
behavior patterns using context-aware features. In their model,
the authors use a neural network model to support online updates
and a gradient boosting decision tree model for analyzing the
features. Wu et al. [19] designed a CAA scheme utilizing user
behavior and context data, including proximity, battery usage,
and light level of a smartphone, to identify authorized and mali-
cious users. By achieving a low equal error rate (under 7%), their
scheme resists zero-effect and mimicry attacks. Wang et al. [23]
suggested a CSI-based authentication model for wireless com-
munication. In their scheme, devices are authenticated relying on
their physical locations. However, their scheme achieves approx-
imately 92% accuracy even with a 60% channel estimation error.
Recently, Xue et al. [24] proposed a physical layer authentica-
tion model for mobile time-varying channels. They use sparse
variational Gaussian processes (SVGP) for channel prediction
and online data handling. Their authentication process relies on
observed channel frequency response (CFR).

C. Authentication Methodology

In the authentication process, two types of methods are
adopted to authenticate a legitimate entity, such as a crypto-
graphic and a non-cryptographic. The cryptographic methods
include classical, quantum, and post-quantum methods, whereas
the non-cryptographic ones rely on artificial intelligence (AI)
or machine learning (ML), vector similarity search (VSS), and
CSI-based matching methods.



1) Cryptographic Methods: The classical cryptographic
methods used in the authentication, such as Advanced En-
cryption Standard (AES)-based protocols [25], [26], [27];
collision-resistant one-way hash functions based mod-
els [26], [28], [29], [30]; Diffie-Hellman (DH) key exchange-
based protocols [29], [31], [32]; digital signatures, and Elliptic
Curve Cryptography (ECC)-based models [29], [31], [33], [34];
and so on. Whereas, post-quantum cryptography (PQC), in-
cluding lattice-based models (e.g., Shortest Vector Problem
(SVP), Learning With Errors (LWE), Ring Learning With Errors
(RLWE), and N-th Degree Truncated Polynomial Ring Units
(NTRU)), code-based models (e.g., McEliece Cryptosystem),
hash-based (SHA-256), multivariate-based, and isogeny-based
cryptosystems [35], [36], [37] are also used in the authentication
process. Quantum cryptography depends on the quantum me-
chanics principles rather than computational problems, which
can be a part of the authentication process.

Classical cryptographic methods: Fakroon et al. [38] devel-
oped an authentication protocol for remotely accessing smart
home applications using physical context and transaction history
to avoid clock synchronization problems. In their scheme, a
hash function and random nonce are used to build a session
key generation; as a result, it fails to resist replay attacks and
ephemeral secret leakage (ESL) under the CK-adversary model.
In 2021, Acar et al. [39] designed a privacy-aware user CA
model using physiological biometrics. However, their scheme
cannot resist the following attacks, such as shoulder surfing,
replay, smudge, identity leakage attacks, and data interception
attacks [40]. In 2023, Ayub et al. [41] proposed an ECC-based
authentication protocol for smart grid systems, and their security
model depends on ECDDHP, hash functions, and public nonce,
which make it vulnerable to ESL attacks under the CK-adversary
model. In 2023, Mahmood et al. [42] developed a static key-
based security model in AI-driven drone applications relying on
ECC and hash functions; unfortunately, it lacks forward secrecy.
Wang et al. [43] designed a cloud-based authentication scheme
for IoT applications based on ECC and hash functions; similarly,
their scheme cannot resist ESL under the CK-adversary model
and replay attacks. In 2024, Ali and Ahmed [44] suggested a
static authentication scheme for IoT applications. Their scheme
uses random nonce and public information to construct session
keys; unfortunately, their scheme is also vulnerable to ESL at-
tacks under the CK-adversary model. In 2022, Akram et al. [45]
proposed an authentication protocol for smart city surveillance
using drones. Their scheme also uses symmetric encryption and
hash functions to build a session key; however, their scheme is
vulnerable to stolen-verifier attacks and drone capture attacks
and lacks perfect forward secrecy [46].

Post-quantum cryptographic methods: In 2019, Feng
et al. [47] proposed an authentication scheme for mobile com-
munication, and the security of their scheme depends on the
hardness of the lattice problem, called the RLWE problem. Un-
fortunately, their scheme faces several security issues, including
key reuse attacks such as signal leakage, manipulation, spoofing,
device theft, Trojan horse attacks, and issues in anonymity.
Dabra et al. [48]. In 2021, Dabra et al. [48] presented an improved
version of Feng et al.’s scheme and claimed that this version

resists key reuse attacks and others. However, in 2022, Qin
et al. [49] discovered that their scheme is vulnerable to signal
leakage attack, and the total number of queries required for
a successful attack against the scheme in [48] is 757. Wang
et al. [50] proposed a RLWE hardness-based two-factor authen-
tication (2FA) AKE protocol relying on password and smart card
for mobile devices. Their scheme uses the preloading public key
shares concept to resist signal leakage attacks. Unfortunately,
Qin et al. [49] pointed out that their scheme faces issues in
using a secret key, and part of the secret key can be recov-
ered; particularly, on average, 54.57% of the 512 secret key
coefficients used in each session can be recovered using just a
single query.

In 2021, Islam and Basu [28] designed an RLWE-based
three-party authentication system for mobile communication.
However, this scheme suffer from leakage of the real identi-
ties of users and faces anonymity and untraceability issue. In
2023, Rewal et al. [51] proposed an authentication protocol for
mobile communication relying on RLWE-based hardness. Un-
fortunately, this scheme faces security issues, including failure
of anonymity and untraceability. In 2023, Mishra et al. [52] sug-
gested a communication protocol for the IoD application. How-
ever, their scheme is vulnerable to anonymity and untraceability
issues. In 2023, Chaudhary et al. [53] proposed a three-party
authentication relying on an RLWE-based problem for IoT, but
it cannot resist replay attacks and requires high computational
overhead. Similarly, in 2024 they proposed another protocol
in [54] for mobile communication and face the same issues.
In 2023, Dharminder et al. [55] designed an AKE protocol for
satellite communication; however, their scheme is vulnerable to
replay attacks and lacks anonymity.

Quantum cryptographic methods: In 2020, Kiktenko
et al. [56] offered an authentication scheme relying on the
ping-pong model and tag generation technique. In their scheme,
the authentication process is executed using the tag creation
process, and it is performed in each post-processing round. The
authentication scheme utilized polynomial hashing primitives,
XOR, and universal Toeplitz hashing to secure the network. In
2024, Cheng et al. [57] proposed a QKD-based authentication
model for IoV networks using wireless and wired channels. In
their scheme, the wireless channel is used to distribute keys
among the vehicles and the quantum cloud, whereas the wired
channel is used to distribute another key between the quantum
server and the telematics service provider. In 2024, Prateek
et al. [58] offered a semi-QKD and classical identity authen-
tication protocol for the smart grid application. In their scheme,
a pseudo-identity is assigned to a smart meter via a gateway node
once the authentication process is over. The smart meter and the
gateway node create a session key for sharing the smart meter’s
data. In 2024, Prateek et al. proposed another authentication
scheme in [59] for vehicle-to-grid networks. In 2025, Prajapat
et al. also proposed another QKD-based authentication model
in [60] for digital twin-based cyber-physical systems. In their
scheme, a self-driving car authenticates with its central authority
for sharing keys to upload data into its digital twin parts. In 2025,
Khan et al. [61] developed a quantum authentication protocol for
mobile networks, and this scheme utilized the BB84 protocol



TABLE I
BEHAVIORAL-BIOMETRIC BASED AUTHENTICATION PROTOCOLS IN VARIOUS APPLICATIONS

for verifying the device’s identity. In their scheme, a Quan-
tum SIM holder is authenticated to its mobile authentication
center.

2) AI/ML-Based Methods: Recently, AI/ML techniques
have been widely used in authentication mechanisms. Deep
learning and neural networks have performed with high accuracy
in various IoT applications, including adversarial networks,
attack detection based on network traffic, anomaly detection
using entity activities, and so on. A detailed summary can be
shown in Table I.

In 2022, Lee et al. [62] designed a gait-based CA model
using support vector machine (SVM) for wearable devices. Their
SVM technique used to classify gait and achieves an accuracy
of 99.63%. In 2023, Soni et al. [7] developed an intelligent
user recognition system using Decision Tree (DT), K-Nearest
Neighbors (K-NN), and SVM for smart healthcare systems.
Users’ physical activities including walking, running, sitting,

and standing are utilized to identify authentic users and achieves
an accuracy of 90%. In 2023, Song et al. [63] proposed another
SVM-based gait authentication model for wearable devices.
Their model uses CNN and LSTM for gait authentication based
on walking acceleration cycles. However, this model achieves a
recognition accuracy of 96.5% with SVM, 99.53% with LSTM,
and 99.4% with CNN. In 2023, Zhang et al. [64] utilized the
Log Magnitude Approximate (LMA) vocal tract model for voice
authentication. This model differentiates original voices from
different speaking modes and reaches an average Equal Error
Rate (EER) of 3.57% and an authentication accuracy of 96.5%.
In 2024, Shen et al. [65] proposed a touchscreen-based CA
scheme for smartphone users, and utilizing a structure extraction
model, a 3D CNN model, and a recurrent neural network, their
model discriminates users for CA.

3) VSS-Based Methods: Vector similarity search (VSS) is a
state-of-the-art technique widely used for CA purposes. The



TABLE II
CRYPTOGRAPHIC METHODS, ADVANTAGES AND LIMITATIONS OF EXISTING SCHEMES IN RELATED APPLICATIONS

advantage of using VSS in the authentication process is that
it can manage large dimensional data, for example, behavioral
biometric data including keystroke dynamics, touchscreen dy-
namics, gait, walking, and others [66].

In 2024, Bera et al. [67] proposed a CA protocol relying on
VSS technique for smart city surveillance. In their model, the
VSS model uses the data captured by the smart cameras and
identifies the user. If any faces do not match with the stored
database, this model raises an alarm as an unauthorized person
is detected and then mitigates the threat. In the next year, Bera
et al. [68] proposed another CA system using the same VSS
technology for the healthcare system for accessing services
remotely. However, their scheme uses a keystroke dynamics
dataset as behavioral biometric data for identifying authentic
users and achieves 100% authentication accuracy. In the pro-
posed scheme, we utilize the VSS using behavioral biometrics
for the user CA process in remotely accessing the smart home
services. Section V provides details of the proposed scheme and
a comprehensive comparison based on key features such as au-
thentication factors used, security level, usability, authentication
accuracy, and implementation complexity. A detailed summary
of several cryptographic approaches and their advantages and
disadvantages is shown in Table II.

D. Authentication Evaluation Metrics

The performance evaluation of authentication or CA pro-
cesses is measured by various metrics, such as authentica-
tion accuracy, equal error rate (EER), and the F1 score. For
biometric-based systems, false rejection rate (FRR) and false
acceptance rate (FAR) are used [8]. FAR is defined as the pro-
portion of falsely accepted unauthorized attempts as legitimate
based on the total number of unauthorized attempts, whereas
FRR can be measured as falsely denied authentic user attempts
out of all authentic attempts. EER is the point at which FAR and
FRR are equal, reflecting a trade-off between the two errors.
When FAR and FRR are equal, EER represents a trade-off
between the two mistakes. A higher value of FAR means many
authorized users were falsely accepted, while a higher value
of FRR means more authorized users were falsely rejected.
Accuracy tells the system to correctly differentiate between au-
thorized and unauthorized users. The F1 score offers a balanced
measure for the accuracy and completeness of the classifica-
tion by combining precision and recall through their harmonic
mean [69]. Accuracy and error rate (EER) are mainly used
for performance analysis of CA process using ML techniques,
whereas similarity score is an evaluation metric for VSS-based



model, and the higher value means less deviation of legitimate
user’s vectors [68].

E. Authentication Verification Tools

A wide range of verification tools have been developed for
verifying security protocols using symbolic models. Every ver-
ification tool has different capabilities for analyzing protocol
behavior and identifying potential vulnerabilities. Some of the
most commonly used tools and methods include:

1) AVISPA: AVISPA (Automated Validation of Internet
Security Protocols and Applications) is an automated
push-button tool tool utilized for verifying the security of
Internet protocols under Dolev-Yao (DY) threat model. It
determines whether a protocol is safe (no attacks found), unsafe
(attack found), or inconclusive. AVISPA uses a formal language
called HLPSL (High-Level Protocol Specification Language) to
describe protocols, which is then translated into an Interme-
diate Format (IF) using the HLPSL2IF translator. The IF is
analyzed using one of four backends: 1) OFMC (On-the-Fly
Model Checker), 2) CL-AtSe (Constraint-Logic-Based Attack
Searcher), 3) SATMC (SAT-based Model Checker), and 4)
TA4SP (Tree Automata based on Automatic Approximations
for the Analysis of Security Protocols). However, since SATMC
and TA4SP do not support XOR operations, only OFMC and
CL-AtSe are used in XOR-involved protocols. It detects the
replay attacks and MiTM attacks using OFMC and CL-AtSe
under DY model [70].

2) SPIN: SPIN (Simple Promela Interpreter) is a formal veri-
fication tool for multi-threaded systems relying model checking
and Linear Temporal Logic (LTL). The models are written in
Promela, where one can define processes, data, channels, and
verification goals utilizing LTL formulas. It verifies safety and
liveness on-the-fly, without building the full state graph, and
allowing it to manage large scale systems. It also supports
embedded C code for verifying implementation-level logic, and
tools like Modex, and it can automatically extract Promela
models from C code for verification [71].

3) Scyther: Scyther is a state-of-the-art automatic verifica-
tion tool for security protocols. It also verifies, falsifies, and
analyzes security protocols. It verifies protocols with an un-
bounded number of sessions and nonces. The writing script
of this tool is based on a C/Java-like syntax, specifically, it
uses SPDL (Scyther Protocol Description Language), and the
security protocols can be described by a set of roles. The roles
are defined by a sequence of events, where each event can be
sending (using built-in functions sent_) or receiving (e.g., recv_)
a message or defining some other task of the protocols. It uses
the security models such as the DY threat model, CK-adversary,
and eCK-adversary capabilities [72]. Under this threat model,
this tool verifies any protocols and checks whether any attacks
are found or not. If this tool produces a status of Verified,
which means no attacks have been found. It also uses various
claims to achieve security goals, such as secrecy, aliveness,
weak agreement, and synchronization. The secret claim verifies
the confidentiality, the alive claim confirms that all protocol
actions are performed by legitimate participants, the Nisynch
claim ensures the communicated messages are correctly sent and

received, the Niagree claim represents non-injective agreement,
and the Weakagree claim checks whether the protocol is resisting
impersonation attacks or not. Detailed guidance can be found
in [73].

4) ProVerif: It is another widely adopted automatic symbolic
security protocol verifier and verifies the security protocol by
analyzing its security properties, such as key agreement, secrecy,
and mutual authentication. It can also analyze an unlimited
number of sessions and messages. It verifies the security protocol
under the CK-adversary threat model. It supports various primi-
tives, such as hash functions, digital signatures, encryption, and
others defined by rules or equations. It is fully automatic, and
one user can supply only the properties and specifications of the
protocols to be verified. It is mainly used to verify the protocol’s
secrecy and correspondence, and detailed information can be
found in [74].

5) CryptoVerif: CryptoVerif is a protocol verifier relying on
the computational model rather than the symbolic DY model,
and it is fully automated. It verifies the security properties, in-
cluding secrecy, indistinguishability, and correspondence (such
as authentication). It offers the framework to define several
cryptographic functions, such as hash functions, symmetric and
asymmetric encryption, digital signatures, and message authen-
tication codes. It supports the post-quantum model; that is, the
proofs remain valid under quantum adversaries and support user-
guided proofs. It uses a series of game-based transformations,
the same as in a sequence of game models, where the protocol
converts into a structure where the security property can be
verified. It adopts an interactive mode for allowing users to
manually guide the proof by choosing relevant transformations
based on the primitives [75].

6) Tamarin Prover: Tamarin Prover is another state-of-the-
art security verification tool for security protocols. It supports
both unbounded proof-based verification and attack detection
(falsification). By supporting the multiset rewriting process, it
analyzes the protocol through the temporal first-order logic. It
has multiple built-in functions that allow various cryptographic
operations, such as XOR, ECC point multiplication (pmult), and
symmetric/asymmetric encryption and decryption. It allows the
users to define model global mutable state and various adver-
sarial capabilities and can analyze both simple and complex
group-key protocols. One can define the security properties by
lemmas, and the tool verifies these lemmas. If the lemma outputs
as verified, it means that it holds the property and no attacks
have been found, whereas if it is falsified, it means an attack
has been found. In case of falsification, Tamarin generates an
attack graph to visualize the issue. It is widely used for security
verification of the protocols, such as TLS 1.3, Noise, 5G-AKA,
Apple iMessage, and EMV (Chip-and-PIN). For more details,
please refer to [76], [77].

7) Verifpal: Verifpal is an automated modeling framework
of modern security verification tools for verifying cryptographic
protocols. It supports accurate protocol modeling, reduces user
errors, and analyzes the security protocols under active and
passive adversaries. It also supports unlimited sessions and
fresh values in protocol verification. It supports forward secrecy
property and key compromise impersonation-related queries and
adopted the Coq theorem prover for defining its semantics. Its



models can be automatically translated into Coq or ProVerif
formats for further verification and analysis. It is available as
free and open-source software for Windows, Linux, macOS, and
FreeBSD [78].

F. User Authentication

In user authentication, users provide correct credentials to
prove legitimacy, and it follows three strategies:
� Knowledge-based (something you know) concept: This

model uses the information that the user knows and uses to
verify their identity. For example, passwords, PINs (Per-
sonal Identification Numbers), answers to security ques-
tions, and others.

� Possession-based (something you have) model: This sys-
tem uses the user’s physical item, including a mobile
device, smart card, or security token.

� Inherence-based (something you are) concept: It depends
on the user’s biometric characteristics, including physi-
ological and behavioral biometrics, such as fingerprints,
voice patterns, typing behavior, and more [79].

It can be classified into two categories: 1) static authentication
and 2) continuous authentication.

1) Static Authentication (SA): It is a one-time verification
process that verifies a user at the time of initial login or access
to the system. In SA, the system believes that the user is active
during access services throughout the session, and the system
cannot re-verify the user [9]. It has several security issues; for
example, if a session is compromised after initial user login,
the system cannot detect the change, and as a result, user con-
fidential information or sensitive services can be compromised.
It uses single, two or multiple factors during the authentication
process [39].
• Single-Factor Authentication (SFA): This technique was

mostly adopted by the community due to its flexibility, sim-
plicity, and user-friendliness. It uses a single factor, such as a
password (or a PIN), to confirm the user’s authenticity. However,
this is the weakest level of authentication and faces password-
guessing attacks. With the advancement of next-generation
digital networks, the need for setting up and upgrading reli-
able authentication mechanisms has become increasingly criti-
cal [80]. Bellovin and Merritt proposed the first password-based
encrypted key exchange protocol in 1992 [81]; the client shares
a plaintext password with the server and exchanges encrypted
information to derive a shared session key. After that, two
generic constructions of AKE were proposed by Gennaro and
Lindell [82] and Groce and Katz [83]. In 2020, Rajamanickam
et al. proposed a password-based authentication protocol [84]
for the client-server model. However, their protocols cannot
resist client and server impersonation attacks and fail to offer
forward and backward secrecy. In 2024, Jain et al. [85] proposed
an authentication model and utilized graph isomorphism as a
zero-knowledge proof technique to achieve secure and reliable
authentication while preserving password privacy.
• Two-Factors Authentication (2FA): In 2FA, two different

factors are used to prove user legitimacy; the factors may be
a combination of password, biometric, smart card, and so on.

Although it provides more security than the security provided
using only a password. However, it has limitations; for example,
password-based authentication faces password-guessing attacks
(both online and offline), and the smart card-based model faces
smart card stolen attacks, power analysis attacks, and physical
capture attacks [5]. Erdem and Sandıkkaya [86] proposed a
cloud-based one-time password (OTP) authentication protocol,
which ensures secure communication between an OTP user, a
service provider, and a cloud OTP provider. Their model offers
an OTP user to maintain multiple profiles for various purposes
in the cloud OTP provider and resist replay, password guess-
ing, MiTM, OTP liveness, and impersonation attacks. Konwar
et al. [87] proposed a 2FA for cloud applications relying on
an OTP generation algorithm and password as user credentials.
Their model resists password guessing, session hijacking, dis-
tributed denial of service (DDoS), and insider attacks. Ding and
Wang [88] proposed 2FA relying on OTP and password, where
two independent factors are converted into a mechanism where
the OTP seed is generated from a salt stored on the device
and the user’s password together. Their model ensures factor
compromise and resists impersonation, password guessing, and
server compromise attacks. 2FA and key exchange protocols are
summarized in Table I of the supplementary.
• Multi-Factors Authentication: Three- or multi-factor au-

thentication (3FA) uses three or more than three factors to
provide an extra layer of defense. It uses all combinations of three
factors, such as password, identity, smart card, biometric, mobile
device, and other factors. Since biometrics is a secure factor
among these factors, it is increasingly used in wireless sensor
networks (WSNs), and nowadays two-factor systems are shifting
to more secure three-factor systems. It offers more security than
two-factor authentication, even if one or two of these factors
are compromised [89]. This system resists various potential
attacks, including physical capture, phishing, impersonation,
replay, MiTM, and others.

Bartlomiejczyk et al. [90] proposed multi-factor authentica-
tion, where the factors are considered as OTP, password, and
fingerprint. Their use case implementation for online banking
web applications shows the efficiency, and the security analysis
presents the resistance to unauthorized access attacks, replay
and MiTM attacks, password guessing attacks, and smartphone
loss attacks. Rivera et al. [91] proposed an MFA system uti-
lizing decentralized blockchain technology for a distributed
authentication mechanism (DAM) that enhances the reliability
of the authentication process. Their blockchain-based Zero-
Knowledge Proofs (ZKP) are utilized for OTP creation, where
each validator node in the blockchain network contributes to
generating a partial secret. This ensures the authenticity and
confirms the identity of the prover. Theodoropoulos et al. [92]
proposed an MFA system using Time-based One-Time Pass-
words (TOTP) for securing user access at the edge layer of
Cyber-Physical Systems (CPS). In this system, an edge IoT
gateway utilizes IPsec tunneling and cellular communication
to manage bidirectional control commands and real-time status
updates with the CPS, where the gateway generates and sends
an OTP to the user for verification. Sarower et al. [93] designed



an MFA model for multi-server architecture relying on One-
Time Password Tokens (OTT) and a universal serial bus (USB)
device as a supplementary authentication factor. In this model,
whenever a new user signs up on the server, the authentication
server provides the user with a USB device to produce the
one-time token. Their protocols resist several attacks, including
user impersonation, replay, DOS, session hijacking, and offline
password guessing attacks. Cao et al. [94] proposed a TOTP-
based security framework that formulates the threats regarding
dynamic group management, where they define new queries for
simulating the adding of honest and fake group members as
well as the revocation feature. Their scheme does not require
public key cryptographic operations for each group member and
needs lower storage costs for maintaining each group member.
A detailed summary of of this section is presented in Table II of
the supplementary material.

2) Continuous Authentication (CA): It is a security mech-
anism to continuously track the user behavior throughout the
ongoing session and protect user privacy. During the mon-
itoring process, if the system detects any unusual behavior,
it can trigger an alarm for security actions like locking the
device. It allows the users to work seamlessly, and it works in
the background; therefore, without interrupting, it continuously
checks user behaviorin the background and provides the highest
security [95]. The traditional authentication methods rely on
physiological traits like voice, fingerprints, or facial features,
which suffer from various attacks, such as replay, smudge, or
shoulder surfing attacks, whereas CA depends on behavioral
biometrics [17], [16]. These biometrics include walking style,
typing patterns, touchscreen interactions, and others, offering
the highest security. Its main advantage is that it re-authenticates
users without requiring their attention [96].

CA in IoT application are two types: (1) Sensor-Based CA and
(2) User-Based CA. In Sensor-Based CA, CA relies on multiple
sensor-based factors, such as sensor’s GPS data, context-aware
information [19], [20], [21], [97], Channel State Information
(CSI) [23], [98], [99], [100]; Radio-Frequency Identification
(RFID) signal patterns [101], [102], [103], [104]; Physically
Unclonable Function (PUF)-based challenge-response [105],
[106], [107], [108]; or pre-loaded cryptographic keys. In
contrast, user-based CA focuses on authenticating human users
by utilizing physiological and behavioral biometrics templates.
Physiological traits may include fingerprints [39], [109]; fa-
cial features [110], [111], [112], [113]; or iris patterns [114],
[115], [116]; while behavioral traits including keystroke
dynamics [68], [117], [118], [119], [120], [121], [122], [123],
[124], [125], [126], [127], [128], gait [62], [63], [129], [130],
[131], [132], [133], [134], [135]; voice [64], [136], [137], [138],
[139], [140], [141]; touchscreen interaction [65], [142], [143],
[144], [145], [146]; or usage habits. A detailed summary of CA
method, along with its various traits in different applications, is
provided in Table I.

Remark 1: Accuracy: Authentication Accuracy; RF: Random
Forest; LR: Logistic Regression; ResNet: Residual Networks;
KNN: K-Nearest Neighbors; SVM: Support Vector Machines;
CNN: Convolutional Neural Network; GRU: Gated Recurrent
Unit; VSS: Vector Similarity Search; CTGAN: Conditional

Tabular Generative Adversarial Networks; LIME: Local In-
terpretable Model-agnostic Explanations; FAR: False Accep-
tance Rate; FRR: False Rejection Rate; EER: Equal Error
Rate; PVDF: Polyvinylidene Fluoride; CSI: Channel State
Information; ANGA: Average Number of Genuine Actions;
ANIA: Average Number of Imposter Actions; mSTFT: Mod-
ified Short Time Fourier Transformations; MLP: Multilayer
Perceptron Neural Network; HMM: Hidden Markov Models;
PMSSRC: Probability-based Multi-Step Sparse Representation
Classification; AC: Accelerometer; GY: Gyroscope; ABLSTM:
Long Short-Term Memory with Attention Mechanism; SWD:
Smart wearable devices; CPA: Chosen-Plaintext Attack; DQN:
Deep Quality-Learning Network; RL: Reinforcement Learning;
TDoA: Time Difference of Arrival; LBP: Local Binary Pat-
tern; VAD: Voice Activity Detection; GMM: Gaussian Mixture
Model; LMA: Log Magnitude Approximate; RNN: Recurrent
Neural Network; MGRA: Motion Gesture Recognition sys-
tem; LMC: Leap Motion Controller; DeSVDD: Deep Learning
Based One-class Classifier; SVDD: Support Vector Domain
Description;

III. SECURITY AND PRIVACY CONCERN

In this section, we explain several security and privacy issues,
attacks, and defensive measures in related applications. Security
issues include various attacks scenarios whereas the privacy
concern include personal information leakages.

A. Security Requirements

IoT network produces huge volume of heterogeneous data,
uses complex architecture, and communicates over mostly pub-
lic wireless channels. Since these data are confidential and pri-
vate, therefore, security measures are necessary to maintain safe
and secure communications. The following security measures
must follow during the high-performance data sharing in such
volatile and hostile IoT networks [5], [8], [164].
• Secure Communication: Due to hostile in nature of IoT net-

work, high-performance data sharing between interconnected
devices thorugh wired or wireless secure communication is
required. It complies data integrity, confidentiality, and non-
repudiation properties. However, it can be achieves with vari-
ous security measures, such as access control, encryption, and
authentication [5].
• Secure Booting: It supports firmware and verify crypto-

graphic signature to offer an extra layer of security. Although
for lightweight devices it is impossible to implement, however, a
lightweight boot system can be design for securing IoT devices,
such as hash function can achieve certain level of security [165].
• Authentication: It is a primary building block for securing

IoT network as it verify the identity of the user to access the
services. A lightweight authentication system always expected
for resource-constraint IoT devices to maintain desire secu-
rity [166].
• Access Control: It is another first layer of defensive mecha-

nism in IoT network, where it restrict the access of IoT resources.
It also helps to protect data from unauthorized access by the



adversary and ensures data confidentiality, system security, data
privacy, and data integrity [42].
• Confidentiality: It is used to keeping the information secret

or private. In IoT network, adversary may presence and eaves-
drop the communications, therefore, it can be achieve through
encryption-based mechanism to protect data [27].
• Availability: It ensures services in IoT network are ac-

cessible by 24× 7 hours. However, several attacks including
denial-of-service (DoS), replay attacks, distributed DoS, and
jamming attacks can interrupt this services, therefore, contin-
uous monitoring can avoid these failure.
• Integrity: It ensures that data remains unchanged during

transmission. In IoT network, data is accessed by various devices
through mostly wireless channel, therefore there is a possibility
to tamper data. It can be achieved by maintaining proper security
measures like digital signature, hashing, and intrusion detection.
• Freshness: It ensures the real-time data in IoT applications

and it can achieved by utilizing fresh timestamp.
• Forward Secrecy: After leaving from a IoT network, the

device should not allow to access any future communications
within the network.
• Backward Secrecy: After adding a new device in a IoT

network, it should not have permission for accessing past com-
munications with in the network.
• Attack Detection and Mitigation: After detecting any ma-

licious activities within the network, it should be detected and
mitigated by defensive mechanism. It requires continuous mon-
itoring of the network.

B. Privacy Protection

The user privacy mechanism offers to secure personal user
information, including physiological and behavioral biometrics
data, user location, user identity, and other contextual data
from an adversary. The adversary can expose these data if
the proper defensive mechanism is not adopted. According to
the survey report in [167], several privacy issues have been
noted, such as observable, published, repurposed, and leaked
data. Therefore, privacy measures like encryption, differen-
tial privacy, and anonymous mechanisms are recommended
to protect user data. In addition, other cryptographic meth-
ods, such as access control, authentication, encryption, key
agreement, and others, are recommended for protecting data
privacy [5], [17]. Several measures are also adopted in data
privacy, including cancelable biometrics, which protect user
biometric data by converting it into a non-invertible format;
Bloom filters, which check the authenticity of a biometric with-
out exposing real data; and Homomorphic Encryption (HE),
which is also used nowadays to operate on encrypted data
without knowing actual data. Whereas, Zero-Knowledge Proofs
(ZKP) further enhance privacy by allowing one party to prove its
identity or knowledge without revealing any specific or personal
data [168], [169].

C. Security Issues

Due to the resource constraints in nature, IoT devices can-
not perform high computational tasks and cannot store huge

volumes of data. As a result, data processing and storage in
IoT devices pose significant challenges, particularly in terms of
data security [170], [171], [172]. In smart home applications,
CE devices communicate over the wireless insecure channel,
which also poses security concerns, and face various security
challenges as discussed below.
• Replay attack: In this attack, the adversary repeatedly

sends the older message to disrupt the services and affects
the energy and bandwidth consumption of the system. This
attack has been noticed in several schemes, including schemes
in [33], [34], [45], [53], [54], [55], [156], [158], and [159].
• Man-in-the-middle attack: In this attack, A has the capa-

bility to listen to the communication channel by eavesdropping
technique and then send legitimate-type messages to the receiver
on behalf of the sender on the fly. This type of attack has been
identified in [25] and [33].
• Physical capture attack: In this attack, A can physically

capture the IoT devices and pull out the stored data from their
insecure memory using power analysis attacks [173]. Later, A
can use these compromised data to launch another attack, called
impersonation attacks, and it is found in [160].
• Privileged insider attack: Under this attack, A being an

insider behaves like a legitimate user and communicates with
another legitimate party to access their secrets, and it can be
noticed in [26], [30], [33], and [34].
• Device/User impersonation attack: In this attack, A plays

an authentic user and sends a legitimate-type message to the
receiver.A uses previously recovered keys to construct this mes-
sage. Using this communication, A makes the receiver believe
and accesses other secrets, and it is found in the scheme proposed
in [29], [30], [31], and [160].
• Ephemeral Secret Leakage (ESL) attack: In this attack,

by compromising a session state, A can reveal both long-term
and short-term secrets and then can generate a secret session
key. This key can be used in the future to decrypt commu-
nicated messages for that session. It is found in the schemes
in [14], [25], [30], [33], [34], [157], and [158].
• Smart card/mobile device stolen attack:A hijacks the smart

card or a mobile device and accesses the stored information,
which will be used for authentication purposes. Using this
compromised information, A can gain access to services. This
attack can be noticed in the schemes of [25], [29], and [47].
• Anonymity and Untraceability leakage: In the anonymity

issue, the entity’s identity is not hidden during commu-
nication, and untraceability means who is communicating
to whom is not traceable. This attack has been identified
in [26], [31], [47], [48], [51], [52], and [55].
• Quantum attack: In this A having a quantum-powered

system can expose in polynomial time the credentials that are
hidden using computationally hard problems, such as integer
factorization or the DLP (or ECDLP). It has been noticed
in [29], [31], [33], [156], [160], [161], [162], and [163].
• Key reuse attack: This attack combines two sub-attacks,

such as signal leakage attack (SLA) and key mismatch at-
tack (KMA). It is mostly found in RLWE-based key exchange
schemes. In an SLA, A acts as the sender; using multiple key
exchange sessions, A tries to recover the receiver’s secret from



the public key and observes the receiver’s response signals to
detect variations that may reveal secret information. On the other
side, in KMA,A attempts to recover the session key by sending
multiple queries and then checks whether they have matching
shared keys or not. These attacks have been found in the schemes
in [47], [48], [50], and [28].

In addition, other attacks have been noticed in various stud-
ies, including known session-specific temporary information
(KSSTI), signature forgery attacks, masquerade, manipulation-
based attacks, and spoofing attacks. A detailed summary can be
found in Table II.

IV. MOTIVATION OF PROPOSED SCHEME

Based on our comprehensive survey, it is noticed that au-
thentication is the first layer of defense to secure IoT resources
and control unauthorized access. It is also noticed that the
current SA relying on physiological biometric data, including
fingerprint, voice, iris pattern, forehead, face, and others, has
been utilized for decades to verify an entity’s identity [9]. The
survey also mentioned that this type of authentication through
static credentials faces several security issues, such as replay
attacks, MiTM attacks, shoulder surfing, smudge attacks, secret
recording, impersonation attacks, ESL attacks, physical capture
attacks, and many more [16], [17], [40]. In addition, SA fails
to achieve strong security for remotely accessing IoT-based
applications, particularly smart home applications. Therefore,
there is an urgent need for defensive measures for remote access
to the IoT services, and as a result, CA can be considered as
the replacement for such a case. CA continuously monitors
the users of those who access the services through behavioral
biometrics and detects malicious activities. For instance, if any
A steals a smartphone and attempts to log in and access smart
home services through compromised credentials, then the CA
mechanism detects this unauthorized login attempt utilizing his
behavioral patterns, as they will differ from those of genuine
users.

In addition, CA operates in the background without disrupting
the ongoing session and continuously authenticates the current
user without breaking the session and plays a superior defense
model compared to existing methods. Therefore, we propose
a CA mechanism by adopting cutting-edge technology like
vector similarity search (VSS) [66], [174], which utilizes user
behavioral biometrics to continuously monitor user behavior
during their remote access for smart home services.

V. PROPOSED CONTINUOUS AUTHENTICATION SCHEME

In this section, we discus various phases of the proposed CA
schemes, such as network architecture and adversarial threats,
security requirements, enrollment phases, one-time authentica-
tion, and CA process. The details are provided as follows.

A. Architecture

In this proposed scheme, we assume several smart devices,
including smart lights, smart locks, smart cameras, and others,
are installed in the IoT-based smart home application. Each CE

Fig. 3. Network model for CE in smart home.

device communicates through a wireless channel and is con-
nected with an access point or edge server (ES). For remotely
accessing the smart home services, a user Ui can remotely log
in to the edge server ES via a wireless insecure medium. In
this case, the ES takes the responsibility to register Ui offline
or via a secure channel, and then Ui is allowed to access smart
home services. However, the CE devices also can share their
sensing information with the ES. We have presented this model
in Fig. 3.

B. Security Requirements

The security requirements for our proposed model follows the
below conditions:
� User Registration Through Secure Channel or Offline

Mode: The ES takes the responsibility to register every
user Ui via either offline or physical presence or using
a secure channel. It ensures secure registration such that
any eavesdropping or interception is not possible during
registration.

� User Behavior:Ui should not share secret login credentials
with any unauthorized person, which ensures phishing
attacks.

� User Authentication: For accessing smart services re-
motely,Ui first logs in to the system using login credentials,
and the ES verifies Ui’s authenticity through their behav-
ioral biometric data, and after successful authentication,Ui

is allowed to access services.
� Attack Resistance: The proposed CA protocol will be

able to resist known potential attacks outlined in [6]
and [43]. These attacks include: 1) Replay attacks, 2) Man-
in-the-Middle (MiTM) attacks, 3) Impersonation attacks,
4) User’s device capture attacks, 5) Session key leakage
attacks, 6) Vector manipulation attacks, and 7) Biometric
recovery attacks. Details are provided in Section IV.

C. Adversarial Threats

In smart home applications, users use wireless channels for
login purposes; however, these channels are mostly insecure. As
a result,A can compromise the login credentials, access services,
and eavesdrop on the communication channels. In this paper,
we consider the following widely adopted common adversarial
threats in such a network.



� Dolev-Yao (DY) Threat Model: Under this threat model,A
not only eavesdrops on the communications between Ui

and the ES but can also delete, alter, or inject malicious
content into their communication channel [175].

� Canetti and Krawczyk (CK) Adversary Threat Model: In
this model, A has more advantages than the DY threat
model, such as A being able to track the communicated
messages betweenUi and theES. In addition,A is capable
of deleting, manipulating, or injecting false information,
and alsoA can compromise a session state and then expose
the long-term as well as short-term secrets that are used to
construct their common session key [176].

� User’s Device Capture Attacks: Under this attacks, A can
physically access smart home devices (SDs) and then uti-
lize side-channel attacks like power analysis attacks [173]
to extract stored information from the compromised SD’s
insecure memory.

� Adversarial Behavior for the CA System: Where A ob-
serves and learns the behavioral patterns of an authorized
user whom it aims at impersonating. A uses dynamic
stochastic game approach for captures the strategic inter-
actions where both parties (A and proposed scheme) make
sequential decisions under uncertainty. In addition, A can
also mimic the user’s behavioral pattern by employing
generative models (e.g., generative adversarial networks
(GAN)) for synthetic behavioral sequence generation.

D. User Enrollment and Vector Database Creation Phase

In this phase, the ES registers a user Ui via offline, and col-
lects Ui’s behavioral biometric data, here a keystroke dynamic
data with the following steps:

Step 1:Ui picks a password pwi, a unique and distinct identity
idi, and a biometric template BTi (say, fingerprints) using the
biometric sensor. Ui calculates the biometric secret σi using
the fuzzy extractor probabilistic generation function, denoted as
Gen(·) [177], and defined as Gen(BMi) = {σi, τi}, where τi
indicates a public reproduction parameter.

Step 2: Ui then produces raw behavioral biometric data
(dti) based on keystroke (say, KeyDyni) using the in-built
touchscreen sensor, that is, dti ← TouchGen(KeyDyni). It
should be noted that two distinct users Ui and Uj have their
distinct behavioral biometric templates or keystroke dynamics
data KeyDyni and KeyDynj , that is, dti �= dtj for Ui �= Uj .
Next, Ui sends {idi, dti} to the ES as registration request
information.

Step 3: The ES receives the information from Ui and
then utilizes a feature extraction technique, denoted as
Feature, to extract the feature vector as [v1, v2, . . . , vn]←
ExtrV ct[Feature(dti)], where n denotes the total number
of feature vectors. This features can be Flight_Time (the du-
ration between releasing one key and pressing the next key),
Dwell_Time (the duration between pressing and releasing a key),
Hold_Time (the duration for which a key is held down), Inter-
Key_Press_Time (the duration between the press of one key and
the press of the next key), Latency_Time (the duration between

Fig. 4. Summary of user registration and vector database creation phase.

pressing a key and the corresponding character appearing on the
screen), and so on.

Next, the ES generates a long-term secret key ki and picks a
temporary identity tidi for each Ui. The ES then fixes a match-
ing threshold ηi for future calculation of VSS and constructs
a feature vector database V D using an indexing technique and
adds each Ui’s keystroke features and their corresponding idi
and ηi as

V D ← Indexing([vi|n1 ]) ∪ idi ∪ ηi.

For vector database indexing, we utilize ANNOY (Approximate
Nearest Neighbors Oh Yeah) [178] and the Euclidean distance
matrix. After creating V D, the ES stores {V D, (idi, tidi, ki)}
into its own storage and sends {tidi, ki} to Ui.

Step 4: Next, Ui computes k∗i = ki ⊕ h(idi, σi), bi = h(ki,
idi, σi, pwi), and stores {(idi, tidi), k∗i , bi, τi, h(·)} into its
own memory, here h(·) (as SHA-256) is a cryptographic hash
function. A detailed summary of this phase can be shown in
Fig. 4.

E. User’s Device Login Phase

Ui uses their password pwi, identity idi, and current biomet-
ric, say BT ∗i to log in to SDi. SDi then generates the biometric
secret σi based on the input BT ∗i and the previously stored
information τi with the help of the fuzzy extractor determinis-
tic reproduction function Rep(·). That is, σi = Rep(BT ∗i , τi),
following the condition that the Hamming distance between
BT ∗i and the old BTi is less than or equal to ε, denoted as
HD(BT ∗i , BTi) ≤ ε, where ε represents the error tolerance
threshold. Next,SDi computes ki = k∗i ⊕ h(idi, σi), b∗i =h(ki,
idi, σi, pwi), and then verifies b∗i with the stored bi. After
successful verification, Ui is allowed to access SDi.

F. Initial Authentication Process

After successfully logging into SDi, Ui begins the remote
login to the ES for accessing smart home services. To do so, Ui

and the ES execute the following steps.
Step 1:Ui first selects a fresh timestamp ts1, and generates be-

havioral biometric dtj as dtj ← TouchGen(KeyDyni) using
touchscreen, whereKeyDyni representsUi’s keystroke dynam-
ics data.Ui then calculates t1 = dtj ⊕ h(ki, ts1, tidi) and sends
the authentication request message containing {t1, ts1, tidi} to
the ES via a public channel.



Fig. 5. Summary of VSS-based user initial authentication.

Step 2: After receiving the message from Ui at ts∗1, the
ES verifies the condition: |ts∗1 − ts1| < ΔT , where ΔT is the
maximum message delay in the network. If is verified, the ES
derives

dtj = t1 ⊕ h(ki, ts1, tidi),

with ki corresponding to the received tidi. Next, theES extracts
feature vectors by

[v1, v2, . . . , vn]← ExtrV ct[Feature(dtj)],

where n represents the total number of features.
Step 3: Following this, theES performs a Querying algorithm

to match the extracted feature vectors with the existing feature
vectors in vector database V D, which produces an identity idr
and its corresponding matching score ξ (in percentage) as

(idr, ξ)← Querying(V D, [v1, v2, . . . , vn]).

Next, theES matches the result identity idr with the stored iden-
tity idi, and ensures ξ meets the predefined matching threshold
ηi as (ξ ≥ ηi)& (idi = idr). If these conditions hold, the ES
believes that the requested Ui is an authentic user, and then
the ES and Ui establish a session key, denoted as SK. After
successfully constructing the session key, the ES updates the
old tdii with the new tidni and shares it with Ui securely using
the SK. Let us consider this session key to be valid up to time
λ.

Step 4: After this authentication is done, the ES executes a
CA process in the background without interrupting the ongoing
process, and it is described in Section V-G. A summary of this
phase is presented in Fig. 5.

G. Continuous Authentication Process

After sharing a session key between the ES and Ui, the ES
starts a CA process for continuously authenticating Ui with the
following steps.
� Ui picks a fresh timestamp tsj+1, and SDi generates

behavioral biometric data dtj+1 expressed as

dtj+1 ← TouchGen(KeyDyni).

Next, Ui encrypts this data along with tsj+1 using the
secure session key SK as ESK(dtj+1, tsj+1) and sends it
with tsj+1 to the ES.

� After receiving the message from Ui at timestamp ts∗j+1,
the ES then decrypts the message using the same key SK
as DSK(ESK(dtj+1, tsj+1)), the ES verify its freshness
by the condition: |ts∗j+1 − tsj+1| < ΔT . If it satisfied, the
ES sets an indicator γ = 0. If γ ≤ λ, the ES continues
with the following steps.
1) The ES extracts the feature vector as

[v1, v2, . . . , vn]← ExtrV ct[Feature(dtj+1)]

using same feature extraction algorithm.
2) TheES runs Querying algorithm to verify the extracted

feature vector [v1, v2, . . . , vn] with the existing feature
vector in the database V D, which outputs an identity
id and its corresponding matching score ξ as

(id, ξ)← Querying(V D, [v1, v2, . . . , vn]).

3) If ξ ≥ ηi and idi = id, the ES believes that Ui is
a legitimate user and then update V D with the new
[v1, v2, . . . , vn] as

V D ← V D ∪ [vi|n1 ]
and increases the indicator by one as γ = γ + 1. Oth-
erwise, the ES ends the session.

� If the condition γ ≤ λ fails, the ES initiates a new session
by establishing a new secure session key.

� If the process continues, SDi generates new data as

dtj+2 ← TouchGen(KeyDyni),

encrypts it, and sends ESK(dtj+2, tsj+2) with a new
timestamp stamp tsj+2 to the ES.

� After receiving the message from Ui at timestamp ts∗j+2,
the ES decrypts it as DSK(ESK(dtj+2, tsj+2)), the ES
checks its freshness by the condition: |ts∗j+2 − tsj+2| <
ΔT , if so, then the ES verifies the current dtj+2 with
the previous one. If dtj+2 �= dtj+1, then the ES continues
the same process. Otherwise, it requests to send new data.
Since keystroke dynamic data cannot be exactly the same at
different times, they can be approximately similar. There-
fore, at different times, KeyDyni is slightly different.

If any unauthorized access is detected, the ES can detect it
and can take defensive measures and secure CE. The summary
of this phase is described in Fig. 6.

H. Password Updation Phase

After successfully logging in using old password pwo
i , bio-

metric BT o
i , and identity idi, Ui retrieves the long-term secret

ki. Next, Ui enters a new password pwn
i and calculates k∗i =

ki ⊕ h(idi, σ
o
i ), and then derives bi = h(ki, idi, σ

o
i , pw

n
i ).

Finally, Ui updates {k∗i , bi} in their smart device.

VI. SECURITY ANALYSIS AND VERIFICATION USING SCYTHER

In this section, we elaborate on how the proposed scheme
resists several potential active and passive attacks and proofs of
the propositions 1–8 are provided in the supplementary material.
The security verification using real-world adversarial behavioral
assumptions in Scyther is presented in Fig. 7 to validate the
robustness of the proposed scheme.



Fig. 6. Summary of VSS-based continuous authentication.

Fig. 7. Security analysis using Scyther simulation tools.

Proposition 1: The proposed scheme is secure against replay
attack.

Proposition 2: The proposed scheme is resilient against Man
in the Middle (MiTM) attack.

Proposition 3: The proposed scheme is safe against imper-
sonation attack.

Proposition 4: The proposed scheme resists user’s device
capture attack.

Proposition 5: The proposed scheme is secure against session
key leakage attack.

Proposition 6: Vector manipulation attack is protected in the
proposed scheme.

Proposition 7: The proposed scheme is resilient against phys-
ical biometric recovery attack.

Proposition 8: The proposed scheme is secure against pass-
word guessing attack.

Proposition 9: The proposed scheme is secure against adver-
sarial behavior threat for the CA system.

Formal Security Verification using Scyther Tool: In this sec-
tion, we utilize Scyther tool for verifying the security of our
proposed protocol. Scyther guarantees clear termination for any
security protocols that supports unlimited sessions and infinite
state aggregation. It offers parallel analysis for multiple pro-
tocols and uses security protocol description language (.spdl)
language for scripting a security protocol verification. Scyther
supports various threat models as an adversarial models during
the protocol verification process, such as the DY threat model,
CK-adversary, eCK-adversary, among others [72]. During test-
ing the security model, various claims can be defined, such as
secrecy and authentication aspects, including aliveness, weak
agreement, agreement, and synchronization. The claim “secret”
ensures confidentiality. Where the claim “Alive,” “Niagree,”
“Nisynch,” and “Weakagree” helps to detect any attacks, such as
replay, reflection, and MiTM attacks. The claim Alive guaran-
tees that all events are successfully executed by both parties, user
Ui (named as UserU) and ES (named as ServerES). The claim
defined as Nisynch ensures that all messages are successfully
sent and received and the claim called Niagree describes a
non-injective agreement, which means, bothUi andES believes
that they have successfully execute the protocol and at the
end they both established a common session key. The claim
Weakagree guarantees that the protocol remains resilient against
impersonation attacks. Further details can be accessed in the
Scyther manual [73]. The result of this simulation can be found in
Fig. 7, where we defined two roles, called UserU and ServerES.
The result indicates that Scyther did not find any potential attacks
within the proposed scheme.

VII. TEST-BED EXPERIMENT AND RESULTS

We conduct a testbed experiment using a Raspberry Pi,
considered as the smart device SD, and a laptop, considered
as the ES . The experiment is shown in Fig. 8. We utilize
the widely adopted cryptographic library Cryptography 37.0.2
for the experiment, and the source code is written using the
Python programming language. The result shows the compu-
tational times of the cryptographic primitives. Here, a laptop
configured with Ubuntu 22.04 LTS, featuring 16GB of RAM
and an Intel Core i7-9750H processor, CPU running at 2.60GHz,
equipped with 6 cores and 12 threads, operating on a 64-bit
architecture with a 256GB SSD. Whereas, a Raspberry Pi 4
Model B configured with Raspberry Pi 4 Model B Rev 1.5,
featuring a 64-bit Cortex-A72 processor clocked at 1800MHz
with 4 cores and 7.6GB of RAM, running Ubuntu 20.04.6 LTS
on an aarch64 architecture.

Let Th denote the execution time of a one-way hash
function using Secure Hash Algorithm (SHA-256). Tsenc and
Tsdec represent the times required to compute symmetric key
encryption and decryption (here, we use Advanced Encryption
Standard (AES-128)), respectively. Teca and Tecm indicate the
computational time required for elliptic curve point addition and



Fig. 8. Experimental results using Raspberry Pi as a Ui/smart device.

TABLE III
AVERAGE TIMES (IN MS) AND ENERGY CONSUMPTION (IN MJ) OF

CRYPTOGRAPHIC PRIMITIVES

multiplication over the non-singular elliptic curve secp256r1,
respectively. In addition, for lattice-based primitives, let Tg ,
Tsm, Tpm, Tpa, and Tcha denote the execution times of a
sampling from the discrete Gaussian distribution (χβ); scalar
multiplication in quotient rings of polynomials (Rq); polynomial
multiplication in Rq; polynomial addition in Rq; and character-
istic function computation in Rq , respectively. For polynomial
operations in Rq , we consider the size of a polynomial to 4096
bits. Here, each operation is executed 1,000 times, and then
we take an average run-time. In addition, we also measure the
energy consumption of the cryptographic primitives. For the
smart device, energy usage is 5.1V and 3.5A, and the server’s
energy consumption is under a configuration of 250V and 3A.
The experimental results are also shown in Table III.

VIII. COMPARATIVE ANALYSIS

In this section, we compare and evaluate of the proposed
scheme, particularly, for the initial authentication, with existing
related schemes, such as the schemes developed by Akram
et al. [45], Chaudhry et al. [179], Feng et al. [47], Huang
et al. [180], Mishra et al. [52], Chaudhary et al. [53], Dharminder

TABLE IV
COMPARATIVE ANALYSIS ON COMMUNICATION COSTS AND LATENCY

Fig. 9. Communication costs versus number of users/smart device.

et al. [55], and Chaudhary et al. [54]. In this analysis, we include
communication and computation costs, energy usage, storage
requirements, and security and functionality features.

A. Communication Costs and Latency Assessment

To calculate communication costs, we consider the following
data sizes: identity or temporary identity is 160 bits, timestamp
is 32 bits, random nonce is 160 bits, SHA-256 hash output is
256 bits, and elliptic curve point is 320 bits. In addition, for
lattice-based parameters, we consider a polynomial size of 4096
bits. The message {t1, ts1, tidi} is communicated over the
open channel for the initial authentication and it require (480
+ 32 + 160) = 672 bits. Table IV and Fig. 9 shows that the
proposed scheme requires less communication cost than the
other schemes.

For latency measurement, we conduct a network simulation
using NS-3, and then we measure the total time needed for
sending a packet from the source node to the destination node.
The performance indicator is measured based on the authen-
tication message, which requires 672 bits. We considered the
simulation setup using Ubuntu 20.04.6 LTS; simulation time was
600 seconds, network coverage area was 100 m × 100 m, and
the simulation node was 7 smart devices and one edge server. We
also utilized the routing protocol OLSR, while the MAC protocol
was IEEE 802.11b. Table IV shows the simulation results for the
latency measure; it is shown that the proposed scheme incurs less
latency at 0.0119 seconds compared to the other protocols.



TABLE V
COMPARATIVE ANALYSIS ON COMPUTATION COSTS FOR AUTHENTICATION

PROCESS

Fig. 10. Computation costs versus number of users/smart device.

B. Computation Costs Assessment in Milliseconds (ms)

In computation cost analysis, we consider that the time Tts

required to generate behavioral biometric data is equivalent to
the time required to generate a hash digest, i.e., Tts ≡ Th. Let
Tvss (≈ 1.7208 ms) denote the time required for executing the
VSS operation, based on our experimental results shown in
Section VII. Ui requires a computation cost of 2Th ≈ 0.3497
ms, while the ES requires the cost of Th + Tvss ≈ 1.7416
ms. It is worth noticing that, from Table V and Fig. 10, the
proposed scheme requires lower computation costs compared
to related schemes, which shows its practicability and efficiency
in real-world applications.

C. Energy Consumption Costs Analysis

For energy usage calculation, the smart device is considered
with a power supply of 5.1 V and 3.5 A, and a setup is described
in Section V. Whereas, for the ES, the power supply voltage
is 250V, and the current is 3A. Energy requirements for various
cryptographic primitives are presented in Table III. In addition,
to transmit a 1-bit message at a rate of 1Mbps, the smart device

TABLE VI
COMPARATIVE ANALYSIS ON ENERGY CONSUMPTION AND STORAGE COSTS

Fig. 11. Energy consumption comparison for Ui/smart device.

consumes energy EngUi
of around 0.750000 mJ, and for the

ES, energy EngES is about 0.017850 mJ. The total energy
consumption Totaleng for the device is calculated as follows:

Totaleng =
n∑

i=1

CTi × PCi + Eng × |M |, (1)

where CTi represents the computational time required for the
ith cryptographic operation, n represents the total count of
cryptographic operations, PCi denotes the power consumption
for executing the ith cryptographic operation, Eng denotes to
the energy utilized to transmit a single bit, and |M | is the total
size of the message (in bits).

Based on the (1), the energy usage for the smart device
is approximately (2Th + 672× EngUi

≈ 2× 3.1219 + 672×
0.750000 ≈ 510.2438) mJ. Similarly, we calculate the energy
consumption for the compared schemes. Table VI and Fig. 11
show that the proposed scheme requires lower energy for the
smart device compared to all other related schemes.

D. Functionality and Security (FS) Attributes

Based on Table VII, it can be justified that the proposed
scheme satisfies all the necessary security and functionality
features, whereas the other existing related solutions cannot
fulfill it.

E. Comparison of CA Schemes

In this section, we compare the proposed CA scheme with the
state-of-the-art existing CA protocols in terms of performance
metrics, features, and adopted methodologies. To do so, we as-
sume the BB data size, which is communicated for CA purposes,



Fig. 12. Workflow of CAVSSH using similarity search on vector database.

TABLE VII
COMPARATIVE ANALYSIS ON VARIOUS FS ATTRIBUTES

TABLE VIII
COMPARATIVE ANALYSIS OF THE CA SCHEMES

is 480 bits, and other parameters are measured similarly to what
was mentioned in previous sections. Table VIII displays the
comparison of the proposed scheme with other schemes, and
it is noted that the proposed scheme achieves 100% accuracy
and incurs lower communication and computation costs.

It is worth noticing that, the LSTM-based CA approaches
require huge complexity for training due to back propagation
through time, whereas our VSS-based CA framework achieves
O(n log n) complexity. This big different is crucial for resource-
constrained CE devices and real-time authentication scenarios
where LSTM’s computational overhead becomes prohibitive. In
addition, the LSTM-based systems need extensive training and
heavy compute resources, whereas, our VSS method operates
directly on fixed feature vectors with negligible training over-
head.

IX. PROOF OF CONCEPT: VECTOR SIMILARITY SEARCH (VSS)

In this section, we adopt an efficient indexing technique,
called approximate nearest neighbor (ANN), for constructing
a vector database, called CAVSSH. An overall process of this
VSS-based authentication is shown in Fig. 12. The detailed anal-
ysis of this section is presented in the supplementary material.
We have also designed a FastAPI with our CAVSSH vector
database to show its efficiency, and it is presented in Fig. 15.
In the VSS technique, keystroke data is first transformed into
high-dimensional feature vectors, which are then compared with
cosine similarity or Euclidean distance. Using an efficient index-
ing technique, these vectors form a vector database containing
user-similar vectors along with their IDs. Next, a similarity
check on the received new vector with the CAVSSH vector
database is performed for similarity search.

The overall workflow of the VSS is as follows:
� Feature vector calculation: In this calculation, keystroke

dynamics data are converted into feature vectors using
feature extraction or embedding techniques.

� Feature vector database: The feature vectors correspond-
ing to the registered user’s keystroke dynamics are stored
in a vector database.

� Indexing: The feature vectors are then indexed in the vector
search database for efficiently searching similarity.

� Similarity check: In this process, a query vector is provided,
and the vector search database retrieves the most similar
ranked vectors from the indexed dataset. Then similarity
is calculated with a distance metric, and the top-k most
similar vectors are returned based on their similarity scores
and IDs.

� Authentication: Authentication is done continuously by
checking retrieved IDs with a high similarity score against
the vector database, and if it matches with stored IDs, then
the user is verified.

A workflow this process is illustrated in Fig. 12.
Dataset: We have used the published behavioral biometric

dataset named “BioIdent: Touchstroke-based biometrics on the
Android platform” cited in [186]. The dataset was generated
by 71 users using 8 different mobile devices, such as tablets
and phones and it has fourteen thousand records. This dataset



Fig. 13. Distribution of similarity search results on original and shuffled
vectors.

contains 15 features, includes strokeDuration (the time needed
for a stroke expressed in milliseconds); startX (the x coordinate
of the stroke starting point); startY (the y coordinate of the stroke
starting point); stopX (the x coordinate of the stroke ending
point); stopY (the y coordinate of the stroke ending point); and
so on. It can be found at https://www.ms.sapientia.ro/\,manyi/
bioident.html.

Configuration for simulation: We used a computer with
Ubuntu 20.04 LTS, with 16 GB DDR4 memory, Processor: Intel
Core i7-9700K (8 cores, 3.6GHz); OS type: 64-bit, and disk
type: 1TB SSD; compilers and Interpreters: GCC 9.3.0. Also
we used database using Milvus for vector database indexing,
ANNOY (Approximate Nearest Neighbors Oh Yeah) [178], and
Euclidean distance as distance matrix [187], [188]. The source
script is written in Python language.

Comparison of similarity search: Based on the benchmark
Bioident data set available at https://www.ms.sapientia.ro/\,
manyi/bioident.html , the feature vectors of length 15 of each
registered user is stored into the CAVSSH. We then search the
similarities of users by performing querying on the same dataset,
applying various indexing techniques, such as FLAT (see
Fig. 13(a)), Inverted File Index with Flat (IVF_FLAT) [189] (see
Fig. 13(b)), Inverted File Index with Product Quantization [189]
(IVF_PQ) (see Fig. 13(c)), Inverted File Index with Scalar Quan-
tization 8 [189] (IVF_SQ8) (see Fig. 13(d)), and ANNOY [178]
(see Fig. 13(e)). We utilize the Euclidean distance (L2) for
the similarity metric. These different indexing techniques de-
termines the similarity score on the retrieve vectors from the
CAVSSH. Next, we perform and compare the similarities again
by shuffling the feature vectors. Fig. 13 indicates a 100% match
for the top-ranked original vectors in each indexing technique.
It is also noticing that the distribution shows that the similarities
vary on the shuffle vectors between indexing techniques. The
distributions of similarity searches for each indexing technique
are compared, and the results show a significant difference has
been found in all cases, and it is confirmed by the Kruskal-Wallis
Test (P < 0.001). The X-axis and Y-axis in Fig. 13 represents
the Euclidean distance of 1st top matched user as a similarity
measure and the number of query users, respectively.

Query search time: The simulation was performed in five
different batches with different sample sizes, such as 10, 100,

Fig. 14. Search time in vector database for original vectors in different blocks
with different type of indexing techniques.

500, 1000, 1500, and 2000. We utilize five indexing techniques,
such as FLAT, IVF_FLAT, IVF_PQ, IVF_SQ8, and ANNOY,
where the Euclidean distance (L2) is used as the similarity
metric. Fig. 14 shows the random query search time, where
the X-axis represents the number of users in each search over
different block sizes and indexing techniques, and the Y-axis
represents the total search time for 14,316 users. It is noticed
that the total search time decreases whenever the number of
users per batch increases, and the query search time for a single
sample is approximately 0.0017 seconds.

FastAPI design: A FastAPI is developed for interacting with
the CAVSSH vector database using Python language. The foll-
woing three different endpoints are created:
� cavssh_vector_db_create: We use this API for vector

database creation having latency ≈ 50 ms for one-time.
It is a one-time process and we specify the vector database
name in the configuration file. The details of this API can
be shown in Fig. 15(a) and (b).

� register_behavioral_biometrics: This API is used for reg-
istrating the user behavioral biometric and during registra-
tion this API captures and stores keystroke features with
latency≈ 5− 10 ms. Later, these features are stored in the
vector database along with a unique user ID. Fig. 15(c)
presented this API struture.

� check_behavioral_biometrics_similarity: It is used to
check similarity of behavioral biometric patterns with la-
tency ≈ 1.7− 2.0 ms. It continuously gathers keystroke
features, compares these with existing database, and re-
turns the most similar ID along with a similarity score. This
score is then utilized to check user authenticity. Fig. 15(d)
represents this API.

The details of the FastAPI implementation are illustrated in
Fig. 15.

Discussion: The advantage of CAVSSH lies in the use cases
of different indexing algorithms (FLAT, IVF_FLAT, IVF_PQ,
IVF_SQ8, and ANNOY) and the use of vector search databases.
These techniques rapidly retrieve the similar registered user

https://www.ms.sapientia.ro/LY1	extbackslash ,manyi/bioident.html
https://www.ms.sapientia.ro/LY1	extbackslash ,manyi/bioident.html
https://www.ms.sapientia.ro/LY1	extbackslash ,manyi/bioident.html
https://www.ms.sapientia.ro/LY1	extbackslash ,manyi/bioident.html


Fig. 15. FastAPI design for CAVSSH (a) API script is running in LINUX
terminal. (b) FastAPI endpoint for vector database creation. (c) FastAPI endpoint
for the registration of behavioral biometric patterns for new users. (d) This API
checks the similarity of behavioral biometric patterns.

IDs, which are used to identify the authentic users based on
behavioral biometrics. This vector database concept is applied
to retrieve fast and efficiently registered user IDs along with their
attached behavioral data for CA.

New Vector Embedding: Our VSS-based CA system utilizes
an incremental update strategy rather than rebuilding the ANN
index for each new sample. Whenever the system receives a new
feature vector of user behavioral patterns, it first authenticates
it, and then after successful authentication, these feature vectors
are then appended to the existing vector database, and the ANN
index is then partially updated to incorporate the new embedding
vectors without full re-indexing.

X. CONCLUSION

The comprehensive survey addressed various security chal-
lenges, attack scenarios, and the need for security measures in
IoT-based smart home applications. The survey also provided
current solutions, their methodologies, evaluation techniques,
and limitations. The proposed CA model adopted the vector
similarity search (VSS) technique for continuously authenticat-
ing users in the background using their behavioral biometrics,
offering the strongest security and uninterrupted CA without
disrupting ongoing sessions in such applications. The security
analysis, performance evaluation, and testbed have shown its
robustness and efficiency. The proof of concept of VSS validated

the results and showed scalability, and the designed FastAPI
showed its novelty and applicability in real-world scenarios.
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