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Abstract—Digital Twins (DTs) play a crucial role in context-
aware Internet of Things (IoT) applications within the healthcare
sector, including the industrial healthcare domain, by facilitating
the continuous sharing of sensitive and confidential patient data
from physical objects in real time. This shared data is essential for
treatment planning and decision-making processes, often being
accessed remotely by authorized users. However, traditional secu-
rity mechanisms, which rely on the integer factorization problem
(IFP) and the elliptic curve discrete logarithm problem (ECDLP),
are vulnerable to quantum attacks using algorithms like Shor’s,
posing significant risks to data protection. As a result, the
healthcare sector faces several security challenges, including the
vulnerability of sensitive patient data to cyberattacks, quantum
threats, the risk of unauthorized access to medical devices and
IoT systems, and the increasing sophistication of cybercriminals
exploiting weak authentication methods. To address these issues,
we propose a quantum-resistant protocol that safeguards data
privacy in DT-enabled IoT healthcare applications, ensures secure
transmission of information, maintains patient trust, supports
long-term data confidentiality, and protects medical devices and
IoT systems from potential breaches. By employing lattice-based
cryptographic techniques, particularly the ring learning with
errors (RLWE) problem, the proposed scheme effectively ad-
dresses contemporary security challenges, including those posed
by quantum computing. Real-time experiments conducted on
Raspberry Pi 4 devices, along with computational overhead anal-
ysis, demonstrate the protocol’s efficiency. Additionally, formal
security validation using the Scyther tool and security analysis
with the RoR model reinforce the robustness of the proposed pro-
tocol. A comprehensive comparative evaluation against existing
schemes highlights its lightweight, scalable, and efficient nature.
Furthermore, performance evaluations in the context of unknown
attacks show that the proposed scheme significantly outperforms
current alternatives in terms of effectiveness.

Index Terms—Quantum-resistant, twin,

testbed, Scyther, healthcare, IoT.

security, digital

I. INTRODUCTION
A. Background

A digital twin (DT) is a computer-generated replica of a
real-world physical system, entity, process, or abstraction. It
is created and operated by computer programs or specialized
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software models, acting as a digital counterpart that inter-
acts and synchronizes with its physical peer. The primary
goal of a DT is to collaboratively enhance the efficiency
and cost-effectiveness of a system or overall process. This
involves leveraging a range of emerging technologies such
as virtual modeling, simulation technologies, edge computing,
and cloud computing, along with optimization tools [1]. DTs
enable proactive analysis of physical processes through diverse
simulation tools like OpenSim [2], GENIX [3]], others, and
employ technologies like artificial intelligence (AI), machine
learning (ML), mathematical optimization, and others. The DT
is employed not just for creating a virtual replica of a system’s
intricate operations but also for examining its present state,
forecasting future behavior, and enhancing control optimiza-
tion using the aforementioned technologies [4]].

The exploration of conventional DT applications in health-
care traces back to 2014 with the introduction of the SIMULIA
living heart project by Dassault Systemes [5]]. This pioneering
project marked the creation of the first DT of the human heart,
faithfully replicating the functions of an actual heart. The
success of this initiative demonstrated the substantial impact
of DT technology on cardiac disease research and treatment.
Researchers across diverse domains have been motivated to
delve into the considerable potential of DTs in healthcare. DT
in the healthcare sector offers substantial support in remote
monitoring, diagnostics, prescription, surgical procedures, and
rehabilitation. This capability serves to alleviate the consider-
able strain on conventional healthcare systems.

As the Internet of Things (IoT) expands its presence in
the healthcare system, the multitude of smart devices has the
potential to be represented as DTs. The integration of DTs
into healthcare is poised to revolutionize the landscape of
digital healthcare, introducing unprecedented advancements.
The wealth of data emanating from interconnected DTs can be
consolidated to extract comprehensive insights across a diverse
array of physical entities (PEs), including but not limited
to smart biosensors, thermometers, inhalers, smartwatches,
fitness trackers (such as FitBits), ECG monitors, and blood
pressure monitors. Subsequently, DTs empower healthcare
professionals to remotely monitor vital signs, track medication
adherence, and assess other pertinent metrics, eliminating the
necessity for in-person visits [6].

In the realm of a context-aware IoT within the healthcare
system, DTs actively collect real-time patient information that
extends beyond fundamental details like age, gender, and
ethnicity. This encompassing dataset incorporates personal-



ized elements such as genomic information, metabolomics,
environmental factors, occupation, activities, habits (including
travel frequency), and lifestyle choices (such as smoking,
drinking, and dietary preferences). Additionally, it encom-
passes patient-specific data derived from medical examinations
and the use of drugs, along with information gleaned from
smart devices. Integrating and analyzing this diverse dataset
aids in identifying and elucidating symptoms. Through the
utilization of advanced technologies like machine learning and
artificial intelligence, DTs can offer a holistic perspective of
health, encompassing historical disease records, current health
status, and potential future health risks [7]], [8].

Healthcare information is predominantly sensitive, private,
and confidential. Moreover, it is often both delay-sensitive
and mission-critical. These data are exchanged through either
wired or wireless networks, utilizing public channels that
are inherently insecure [7/|]. Patient data associated with DTs
traverses diverse networks, software, and applications through-
out its lifecycle for service provision, posing challenges for
comprehensive security measures and establishing trust across
the entire process. Ensuring the synchronization of a digital
replica encompassing physical objects, patients, systems, and
entities, the personal data collected through pervasive IoT
devices introduces potential avenues for criminal activities and
misuse of private information.

In healthcare applications, Digital Twins (DTs) face sev-
eral critical issues related to data security and privacy. The
continuous sharing of sensitive patient data between physi-
cal objects and its digital representations exposes healthcare
systems to significant cybersecurity risks, including potential
unauthorized access to medical records and devices. Further-
more, medical IoT devices, which are integral to DTs, often
suffer from weak authentication mechanisms, making them
susceptible to cyberattacks. The increasing sophistication of
cybercriminals also exacerbates these risks, as they exploit
vulnerabilities in legacy security protocols. As healthcare sys-
tems become more interconnected and reliant on DTs for real-
time monitoring, treatment planning, and decision-making, the
need for robust, future-proof security solutions to address these
vulnerabilities and protect patient data becomes increasingly
urgent. The potential for data breaches, system manipulation,
and privacy violations presents a growing challenge in the safe
integration of DTs within healthcare. In a study by Wang
et al. [6], the DT approach raises concerns regarding data
security and privacy protection, including data quality and
integrity. The research also identifies various attacks within
this framework, including eavesdropping, message flooding,
man-in-the-middle attacks, data tampering, data poisoning, se-
mantic adversarial attacks, and semantic knowledge poisoning
attacks.

B. Motivation

In the context-aware IoT in healthcare, DT-related data plays
a pivotal role as the essence of the treatment process and as
a critical component in the decision-making process, utilizing
AI/ML techniques. Therefore, it is imperative that this data is
not only authentic but also of high quality. If the data turns ma-
licious, the AI/ML models may generate incorrect predictions,

potentially impacting decision-making in the treatment plan.
In a worst-case scenario, this misinformation could lead to
patient harm, including fatalities due to mispredictions. Mitra
et al. [9]] have highlighted a significant impact on the decision-
making process in the presence of a data poisoning attack.
IBM Data Breach Cost Report in 2023 [[10] highlighted that the
average cost of a data breach across various industries stood
at USD 4.45 million. Notably, the healthcare sector incurred
the highest average cost for a data breach, reaching USD
10.93 million. This reflects a substantial increase of 53.3%
in healthcare data breach costs over the past three years.

Traditional public-key cryptographic techniques, such as
Rivest-Shamir-Adleman (RSA), Diffie-Hellman key exchange,
and elliptic curve-based cryptography (ECC), rely on the
computational complexity of problems like the integer fac-
torization problem (IFP), discrete logarithm problem (DLP),
and elliptic curve discrete logarithm problem (ECDLP). For
decades, these techniques and various other security proto-
cols, including authentication [11]-[13]], key agreement [12],
[14], [15], and access control [16]], [17]], have relied on the
computational complexity of problems such as IFP, DLP, and
ECDLP to address the aforementioned security challenges.
Shor demonstrated that quantum computers can efficiently
solve the IFP and DLP using Shor’s algorithm [18]]. Quantum
algorithms, such as Grover’s search algorithm [19], offer
substantial speedup for analogous problems. Additional ex-
amples encompass quantum algorithms utilizing the quantum
Fourier transform [20], quantum walks for solving search
problems, and adiabatic quantum computing for optimizing
problems. These developments give rise to security threats
for these security protocols, prompting a need to explore new
approaches in designing security protocols.

In the present scenario, the most significant concern arises
from security threats in healthcare applications due to the
aforementioned developments. To mitigate the security threats
in the healthcare system within the quantum scenario, our
motivation is to design quantum-resistant secure communi-
cation integrated with digital twins for context-aware IoT in
healthcare.

C. Research Contributions

The primary contributions of this paper can be outlined as
follows.

« Enhanced Security Features:

1) Quantum-Resistant Security: The scheme utilizes
RLWE hardness to ensure secure, quantum-resistant
communication for DT-enabled IoT in healthcare,
maintaining real-time data synchronization amidst
threats.

2) Robust Security Guarantees: Proven to be accurate
and resilient against a variety of active and passive
attacks, including those in quantum scenarios.

o Technical Advantages:

1) Formal Security Validation: Verified for robust-
ness using the Scyther tool, confirming its security
against numerous attacks.



2) Efficient Computation: Tested on “Raspberry Pi 4
(model B)” devices, showing effective performance
with minimal computational impact.

« Innovative Aspects:

1) Context-Aware Design: Tailored for DT-enabled IoT
healthcare applications, ensuring effective synchro-
nization and security in dynamic environments.

2) Lightweight and Scalable: Demonstrated as both
lightweight and scalable, making it suitable for real-
world use.

+ Experimental Validation:

1) Real-Time Testing: Validated in practical experi-
ments, proving the protocol’s effectiveness and fea-
sibility on actual hardware.

2) Superior  Performance: Outperforms existing
schemes significantly, especially under unknown
attacks, as shown in comparative assessments.

D. Paper Organization

In the upcoming Section[[I} we discuss the existing literature
in IoT-based healthcare and its related applications. Section
[T introduces the mathematical foundations essential for de-
veloping our proposed scheme, while Section provides a
comprehensive exploration of the various phases within our
scheme. Moving forward, Section [V-B] offers a formal security
verification of our proposed scheme using the Scyther tool,
followed by Section [V-C] which conducts an informal security
analysis to illustrate the scheme’s resilience against various
active and passive attacks, including quantum attacks. The
real-time testbed experiments involving various cryptographic
primitives and the ensuing comparison with existing schemes
are detailed in Section [VI|and Section [VII] respectively. Lastly,
Section encapsulates our concluding remarks on the
proposed scheme.

II. RELATED WORKS

In 2020, Li et al. [[14] proposed an ECC-based user au-
thentication scheme for wireless medical sensor networks. In
their scheme, users can access sensory data from a sensor
node through a gateway node by establishing a session key
between them. Unfortunately, the session key they generated
is susceptible to ephemeral secret leakage (ESL) attacks under
the CK-adversary model, as it is generated using public
information and a short-term random nonce. Wang et al.
[21] proposed a key agreement protocol for smart healthcare
applications. In this protocol, users, acting as patients with
resource-limited smart medical devices, collect and upload
health data to the associated edge server by negotiating a
session key. However, Chang et al. [22] showed that Wang et
al.’s scheme fails to ensure privacy and is vulnerable to Denial-
of-Service (DoS) attacks. Zhang et al. [23|] devised a user
authentication protocol for the Internet of Drones (IoD). They
incorporated FourQ curves along with the Boyko-Peinado-
Venkatesan (BPV) pre-calculation techniques to enhance data
confidentiality. However, their protocol displays significant
drawbacks, including high computational and communication

burdens, vulnerability to replay attacks, and a deficiency in
user anonymity, as highlighted by the findings of Park et al.
[24]]. Dabra et al. [25] designed an anonymous authentication
and key exchange scheme for mobile devices, aiming to
address the previously mentioned concerns. However, their
scheme lacks effectiveness in guarding against replay attacks
and ensuring untraceability. Following this, Ding et al. [26]]
demonstrated that the reuse of the master key renders it
vulnerable to signal leakage attacks.

In 2021, Yuanbing et al. [27] devised a key agreement
and authentication protocol for smart healthcare utilizing a
wireless medical sensor network. In their approach, a user
establishes a connection with a sensor node via a gateway node
by negotiating a session key, constructed based on ECC and
a hash function. However, their scheme lacks robust security
for the session key, as it is generated using public information,
random numbers, and identities. Moreover, Lee et al. [28]
discovered several security vulnerabilities in their scheme,
including susceptibility to smart card stolen attacks, offline
ID/password guessing attacks, user impersonation attacks,
sensor node impersonation attacks, man-in-the-middle attacks,
sensor node capture attacks, and a failure to ensure user
anonymity. In 2021, Islam and Basu [29] proposed a three-
party authentication protocol tailored for mobile communi-
cation under a post-quantum framework, leveraging RLWE
hardness. Their protocol involves mobile users disclosing
their actual identities to establish secure connections with the
authentication server. However, this method poses a risk by
exposing users’ real identities over the public channel, making
it susceptible to attacks on user anonymity and lacking support
for the property of untraceability. Masud et al. [30] designed
a user authentication mechanism for IoT-based healthcare
systems. In their scheme, a doctor can verify authenticity and
establish a session key with a IoT sensor node integrated
into the medical device, allowing them to monitor real-time
healthcare information. This scheme does not provide security
against replay attacks. Shihab and Riham [31]] have identified
several serious security flaws in their scheme, including sus-
ceptibility to long-term secret disclosure attacks, session key
disclosure attacks, lack of forward secrecy, and vulnerability
to desynchronization attacks.

In 2023, Qiao et al. [32]] proposed a key agreement scheme
for IoT-enabled healthcare applications, where a fog server
serves as a gateway node for exchanging information between
a cloud server and a user. Their scheme utilizes Chebyshev
chaotic maps and a hash functions to generate a session
key. However, the session key is constructed based on pub-
lic information, making it vulnerable to ESL attacks under
the CK-adversary model. Zhang et al. [33]] proposed a user
authentication and key agreement scheme for IoT-based e-
healthcare systems. In their model, a user, acting as a patient
equipped with a smart card, engages in mutual authentication
with a trusted server and a medical server. Subsequently, they
establish a session key using a cryptographic hash function.
Regrettably, their scheme does not provide support against
replay attacks. Huang et al. [34] designed an architecture for
the mutual authentication and a key establishment framework
relying on computational hardness of ECC in healthcare



TABLE I
CRYPTOGRAPHIC METHODS, ADVANTAGES AND LIMITATIONS OF EXISTING SCHEMES IN I0T-BASED CE ENVIRONMENTS

[ Scheme Year Cryptographic methods Advantages Drawbacks/Limitations
Li et al. [14] 2020 * BCH code & hash functions * Authentication * ESL attack under the CK-adversary model
* ECC point operations * Key agreement * Vulnerable to quantum attack
Wang et al. |21 2021 * One-way hash function * Authentication * Fails to ensure privacy
* ECC point operations * Key agreement * Vulnerable to Denial-of-Service (DoS) attacks
Zhang et al. [23] 2021 * Cryptographic hash function * Authentication * Cannot resist replay attack
* Symmetric key encryption/decryption  * Key establishment * Fails to provide user anonymity
* HMAC
Dabra et al. [25] 2021 * One-way hash function * Authentication * Cannot resist replay & signal leakage attacks
* RLWE hardness * Key agreement * Fail to ensure untraceability
Yuanbing et al. 2021 * One-way hash function * Authentication * Susceptible to smart card stolen & impersonation attacks
[27] * ECC point operations * Key management * Offline ID/password guessing & MiTM attacks
* Susceptible to node capture attacks & lack of anonymity
Qiao et al. [32] 2023 * One-way hash function * Authentication * Vulnerable to ESL attack under the CK-adversary model
* Chebyshev polynomial * Key management
* Symmetric key encryption/decryption
Zhang et al. [33] 2023 * Symmetric key encryption/decryption,  * Authentication * Vulnerable to replay attack
* One-way hash function * Key agreement * Does not support dynamic drone addition
Huang et al. [34] 2023 * One-way hash function * Authentication * Vulnerable to ESL attack under the CK-adversary model
* ECC point multiplications * Key management
* Symmetric key decryption
Wang et al. [35] 2023 * One-way hash function * Authentication * Vulnerable to ESL attack under the CK-adversary model
* ECC point multiplications * Key management * Susceptible to replay attack
Mishra et al. [36] 2023 * One-way hash function * Authentication * Susceptible to anonymity and untraceability
* RLWE hardness * Key management
Rewal et al. [37 2023 * One-way hash function * Authentication * Fail to resist user anonymity and untraceability
* RLWE hardness * Key management * Lack of scalability

application. Following mutual authentication, the cloud server
has the capability to delegate the remaining verification tasks
to fog nodes. The fog nodes, in turn, are entrusted with the
responsibility of authenticating the device and distributing
the established session key. In their scheme, the session
key between the sensor device and fog node is generated
using public information, random numbers, and identities. This
renders it vulnerable to ESL attacks under the CK-adversary
model. In 2023, Wang et al. [35] devised an authentication
and key agreement scheme for cloud-assisted IoT applications.
In their proposed model, IoT devices, users, gateway nodes,
and cloud centers mutually authenticate each other before
establishing a session key. The session key is constructed using
a hash function and ECC, with random numbers and public
parameters employed in its generation, rendering it vulnerable
to ESL attacks under the CK-adversary model. Additionally,
their scheme is unable to resist replay attacks.

In 2023, Mishra et al. [36] proposed a communication mech-
anism for the IoD designed to withstand scalable quantum
computers. However, the true identities of the communicating
parties become revealed through the public communication
channel, rendering this scheme susceptible to concerns related
to anonymity and untraceability. In 2023, Rewal et al. [37]]
suggested an authentication scheme grounded in the ring
learning with errors (RLWE) lattice assumption, tailored for
mobile communication in a post-quantum setting. However,
their scheme exposes the actual identities of mobile users over
the communication channel, leading to an incapacity to ensure
“user anonymity and untraceability.” Additionally, the scheme
does not offer support for the dynamic addition of devices,
resulting in a lack of scalability.

A recent development presented by Ghaemi et al. [3§]]
provides a solution to address the security challenges posed
by quantum computing and blockchain in cross-industry com-
munications. Their technical contribution lies in the devel-

opment of a quantum-resilient authentication protocol for
IIoT machines, which eliminates the need for intermediary
servers. This protocol integrates blockchain technology with
self-certification mechanisms to enhance security, integrity,
and efficiency across diverse industries. It enhances efficiency,
showing 13% and 91% improvements in communication and
computation overheads, respectively, compared to existing
protocols. Abbasinezhad-Mood et al. [39]] presented a security
method to enhancing security and efficiency in vehicle-to-
vehicle (V2V) communications. By integrating blockchain
technology with a dual-signature mechanism, the protocol
addresses key challenges related to anonymity and cross-
domain authentication in multi-domain Internet of Vehicles
(IoV) environments. The protocol employs dual signatures
(one from the sender and one from the receiver) to provide
improved authentication and integrity during key exchange,
ensuring tamper-proof communication. Blockchain integration
further ensures that the key-sharing process is decentralized,
transparent, and resistant MiTM and replay attacks. The pro-
tocol supports efficient key management by reducing overhead
and latency in real-time V2V communication, making it suit-
able for multi-domain IoV applications, such as autonomous
driving and intelligent transportation systems.

Shahidinejad et al. [40] proposed blockchain-assisted charg-
ing scheduling scheme for vehicular edge networks uses
the NanoPi NEO to improve the efficiency and security of
electric vehicle (EV) charging. They utilized blockchain to
ensure transparent, tamper-proof transactions, and anonymous
communication between EVs and charging stations. Their
system optimizes energy consumption, vehicle availability, and
station load, while using cryptographic techniques to enhance
security and privacy, making it ideal for resource-constrained
environments and real-time edge-based charging applications.
Ghaemi et al. [41] addressed significant limitations in existing
roaming authentication protocols. By eliminating the need for



a home agent, their protocol enhances fault tolerance and
reduces communication overhead, achieving a 37% decrease
in message exchanges compared to traditional methods.

The summarized key differences between the proposed
scheme and other existing related schemes, in terms of
cryptographic methods, year, advantages, and limitations, are
provided in Table [T

III. PRELIMINARIES

Consider Z as the set of integers, and let n € Z represent a
security parameter. Furthermore, we denote Z[z] and Z,[z] as
the polynomial rings over Z and Z,, respectively. In Z,[x], the
coefficients of all polynomials are reduced modulo ¢, where
q € Z is large prime number. We define the polynomial
quotient ring R as R = <rzn[f1>, where < z™ + 1 > stands
for mod(xz™ + 1) and (2™ + 1) as an irreducible polynomial
(cyclotomic polynomial) over Z and R, = <f,‘§[f]1> with
similar notion. Let xg denote a discrete Gaussian distribution
over R,, with 8 > 0 is the standard deviation of xg.

Let S = {—[%], ---, [4]} be a subset of Z, = {1,

. %} Then, a characteristic function Cha(-) of the
complement of S can be defined as:

0, if z€S
Cha@) =31 it rg¢s

D

The modular function Mody : Zq x {0,1} — {0,1} is
defined as Mody(u,v) = (u+ v@) (mod ¢) (mod 2),
where u € Z, and v = Cha(u) [42], [43].

Lemma 1. Let s and t be arbitrary elements in R,, where g
is an odd prime and |t| < {. If a = 542t and e = Cha(s),
then Mody(s,e) = Mods(a,e) holds [42]].

The difficulty of the following mathematical problems is
widely recognized, and these problems have been extensively
employed to assess the security of numerous cryptographic
protocols grounded in ideal lattices.

Definition 1 (Ring Learning With Error (RLWE)). Consider
a sample Sq ., = (x,y) drawn from R, x R,, where a <
Ry and y = z-a+e with a < Ry and e < xg. The
RLW E(q,B) problem posits that distinguishing elements of
Aa,x from the uniform distribution on R, xR, in polynomial
time is a challenging task for any adversary [44]].

Definition 2 (Pairing with Error (PWE) Problem). Consider
a function g : Ry x Ry — 0,1 defined as g(x,s) = Mods(x -
s,Cha(x-s)), where z, s < Ry. The goal of the PWE problem
is to ascertain g(x,s) for the unknown values of s,e € x,
given z,y,a € Ry, where y =a-s+2-¢e [45]].

Proof. Since the hardness of RLWE holds, we have x = y-s+
2e ~¢c u’' + e. Because the hardness of Ideal-BDD (Bounded
Distance Decoding Problem) holds [46], we also have v’ +
e ~¢c u”, where v/, u” € R,. Thus, PWE is hard. O

Definition 3 (Decision Pairing with Error (DPWE) Problem).
With the provided values x,y,u € Ry, the objective of the
DPWE problem is to discern whether (x,u) is uniformly

random in Ry, x R,. Here, x =y - s + 2e with the unknown
values of s,e € xg [44], [45].

The RLWE problems can be efficiently transformed into the
subsequent problems, indicating that if the PWE or DPWE
problem can be effectively solved in polynomial time, it
implies that the RLWE problem can also be solved by any
quantum computer within polynomial time.

IV. QRSC-IOTH: PROPOSE SCHEME

In this section, we illustrate the various phases that con-
stitute the proposed quantum-resistant secure communication
for a digital twin-enabled context-aware 10T in the healthcare
system, referred to as QRSC-IoTH.

A. Workflow of DTs with the QRSC-IoTH System

DT in our system is hosted on the medical server and
continuously updated with real-time data from the smart med-
ical device through QRSC-IoTH protocol described in Sec.
@} This ensures secure, periodic data flow, reflecting the
device’s current state. The DT interacts bidirectionally with the
device, allowing for real-time monitoring and feedback. We
summarize the DT framework of the proposed scheme based
on [47] and [48]], which consists of the following components:

e Creation of the DT: In our system, DT is created and
hosted on the medical server platform (for example,
AWS, microsoft azure, or google cloud) using appropriate
tools, such as azure digital twins, siemens digital twin,
altair smartWorks, GE digital twin software, and so on.

e Data Collection: A DT requires medical data from its
physical object, which is typically acquired through mul-
tiple sources from healthcare institutions, such as elec-
tronic health records (EHR), biomedical examinations,
and medical images. The data is gathered at regular
intervals and includes patient-specific health metrics (e.g.,
heart rate, blood pressure, and biomarker concentrations),
sensor readings, and system performance indicators.

e Interaction with the QRSC-IoTH System: The DT on
the medical server interacts with its physical counter-
part through the proposed QRSC-IoTH protocol, which
guarantees that data integrity is maintained. This protocol
enables seamless real-time updates, allowing the DT to
reflect the current state of the device. This interaction is
bidirectional, meaning that changes or anomalies detected
by the DT can trigger alerts or automatic actions in the
physical medical device.

e Nature of the DT: The DT in our system is indeed a
true digital twin, not merely an offline simulator. Unlike
traditional simulation models, the DT is continuously
updated based on real-time data from the physical system,
ensuring that the virtual model accurately mirrors the
behavior of its physical counterpart.

o Computation: Computation frameworks are essential in
HDT to perform various tasks. Data must be accurately
extracted, processed, securely transmitted, and executed
using Al-driven techniques.



e Data Management: DT generates vast, heterogeneous,
multi-scale, and noisy data from various sources, requir-
ing efficient data management frameworks (for examle,
Milvus vector database using vector similarity search
technique) for building and evolving the its virtual rep-
resentation.

o Data Analysis and Decision Making: Use tools like Azure
machine learning, Amazon SageMaker, or IBM AIOps
solutions to analyze patient data. These tools can process
incoming health data, compare it against historical pat-
terns, and predict potential health risks (e.g., detecting
early signs of a heart attack from ECG data). Based
on DT data, automated decision support systems (e.g.,
alerting doctors or triggering emergency responses) can
be set up.

Here, we focus solely on designing secure communication
between medical devices and their digital twins installed on
the medical server. Data from the devices are synchronized
through our secure communication protocol.

B. Network Architecture

The proposed framework for context-aware 10T in smart
healthcare is built upon physical entities existing in physical
space, digital twins representing their virtual counterparts in
the software realm of virtual/cyber space, and communication
links connecting both virtual and physical spaces through
input big data and output feedback. The PEs in the physi-
cal space encompass medical IoT sensors (M Ds), such as
wearable devices, attached to a patient’s body, responsible
for real-time data collection of patient information. In the
virtual space, the DTs are virtual representations of their
corresponding physical entities. These DTs are instantiated
by a computer program or software model deployed within
a medical server (M S), interacting and synchronizing with
their physical counterparts in real-time through the MS. A
fully trusted Registration Authority (RA) serves the purpose
of registering M Ds through M.S in the smart healthcare
system. Following a successful registration through a secure
channel or offline mode, M Ds and MS are deployed in
their respective application areas, where they actively perform
their functions. The communication link enables real-time
data transmission between the DTs and their corresponding
PEs. Beyond providing instant visualization of the status of
the PEs, DTs also facilitate proactive operations for their
physical counterparts, enabling intelligent services such as 3-
D simulation, preventive maintenance, and informed decision-
making. For example, DTs of M Ds attached to a patient can
acquire information about the patient’s condition. Doctors can
access this information remotely by logging into the M S and
subsequently devise a treatment plan accordingly. Figure [I]
demonstrates the DT architecture for context-aware IoT in
healthcare.

C. Security Threats

In the proposed scheme, M Ds synchronize their real-time
healthcare information with their DT's through M S via a com-
munication link. This communication occurs over a wireless
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Fig. 1. DT architecture for context-aware IoT in healthcare.

or wired medium, which is a public channel. Since the public
channel is not secure, M Ds share patient information with the
M S by establishing a secret key called a session key. There-
fore, if the session key is not secure enough under quantum
computing, this sensitive information may be breached by an
adversary A for misuse. We consider widely-adopted security
models to construct the session key over the insecure channel,
such as Dolev-Yao (DY) [49]], Canetti and Krawczyk (CK)
[50], and the extended CK-adversary (eCK) models [51]], [52].
In the DY adversary model, A has the capability to eavesdrop
on communication messages and can modify, delete, or inject
false content into the communication channel. On the other
hand, within the CK-adversary model, A acquires heightened
abilities by seizing control of the communicated messages.
As a result, A can not only delete, modify, or insert fake
content but can also reveal both short-term and long-term
secrets essential for constructing the session key, achieved
by compromising a session state. While the eCK adversary
model shares its roots with the CK adversary model, it extends
beyond by granting A additional powers and capabilities,
making it a more formidable adversary than the traditional
CK model. These added capabilities may involve actively
executing various query sequences, such as a Session Key
Reveal query targeting a specific session ID (e.g., sid), thereby
jeopardizing the freshness of the session. If a session like sid
or its corresponding session sid* is compromised in the eCK
model, it is deemed exposed by .A.

Furthermore, we contemplate the possibility of a quantum
attack being launched by A during communications between
MD and MS. Additionally, we account for the potential
scenario where A physically captures M D, enabling the
launch of quantum computer power side-channel attacks, such
as power analysis attacks [53]], [54], aimed at withdrawing
information from the compromised M D’s memory. A extact-
ing the capability to initiate a quantum lattice reduction attack,
with the objective of finding a short vector to recover the secret
session keys [55].



D. Details of QRSC-IoTH

In this section, we provide the details of various phases
related to the proposed QRSC-IoTH.

1) Setup Phase: This phase is executed by the M S with
the following steps to select initial parameters.

Step 1: The M S first picks a large odd prime number ¢ and
an integer n € Z,, where ¢ (mod 2n) = 1.

Step 2: The M S then selects a discrete Gaussian distribution
with a standard deviation of 5 over the polynomial ring R, =
<f,‘§£f]1>, where ¢ > 163?n%/2, denoted as .

Step 3: Next, the M S randomly chooses a € R,, a master
secret key m € g, and computes public key P, as P, =
a-m+2-e, where e € xg. The M S also defines a one-way
hash function h : {0, 1}* — {0, 1}, where b is a fixed hash
output length.

Step 4: Finally, the M S publishes the parameters {n, ¢, x3,
a, P, h(-)} and keeps m as the master secret key.

2) Registration Phase: In this phase, a medical smart
device M D; is registered with the following steps by the M .S
with the help of the RA either offline or via a secure channel.

Step 1: The M S picks a unique and distinct identity ID;,
and a temporal identity T/ D; for a M D;. The M S selects a
secret key s; € xp and then computes v; = h(ID; ||s; ||RTS;
||m), where RT'S; is the registration timestamp.

Step 2: The MS loads the registration credentials {T'ID;,
V4, 8;} into M D;’s memory and also stores {(T'ID;, v;), m}
into its own database. A detailed summary of this phase is
shown in Fig. [

[ 3D, MS |

Pick an identity /D;, a temporal identity

TID;, secret key s; € x, and

compute v; = h(ID; ||s; ||RTS; ||m),

where RT'S; is the registration timestamp.
{T]Di7 Vi, éz}

Store {(TID;, v;), m}

Store {TID“ Vi, Si}

Fig. 2. Summary of the M D registration phase.

3) Secure Communications: In this phase, a session key is
established between a M D; and M S through the following
steps to synchronize real-time data from the context-aware [oT
device (M D;) to its DTs, which are virtualized in M S.

Step 1: M D; randomly selects 74, fq € x5, and a current
timestamp 7'S;. M D; then computes x4 = a-7q + 2 - fq,
Ad =Tq- Pm, Bd = ChCL(Ad), Cd = MOdQ(Ad,Bd), Dd =
vi® h(s; ||ra ||T'S1), and Eq = h(v; ||TID; ||Cq ||Da ||za
[|TSy ||Ba). Next, M D; constructs a message M; = {xg4,
TID;, Bq, TS1, Dg} and sends it to the M S through a public
channel.

Step 2: After receiving the message M; from M D, at a
timestamp 7S5, M S checks the freshness of the message with
the condition: |T'S7 — T'S1| < AT, where AT is maximum
message transmission delay in the network. If it is verified,
M S then fetches v; corresponding T'1D; and computes A/, =
xq - m, C, = Mods(Al}, Bg), and E), = h(v; ||TID; ||C}
[|1Dg ||zq ||T'S1 ||Ba). Next, MS verifies E/, = Ey. If it is
valid, M S accepts the message M; and believes that M D; is

authenticated. Now, M S derives h(s; ||rq ||T'S1) = Da & v;,
randomly selects rg and f; from xg, and obtains a fresh
timestamp 7'S5. Next, M.S computes zs = a - rs + 2 - fq,
TS’ = Xq * Ts, Us = Cha(Te)v ‘/s = MOdQ(TeaUs)’ and
Ws = h(m ||rs ||T'S2) @v,. Next, MS computes a session
key SK as SK = h(h(m ||rs [|T'S2) ||h(si ||ra 11TS1) || Vs
||T'S1 ||T'S2) and picks a new temporal identity TID,,. MS
then calculates TID} = TID,, ® h(SK TID; ||T'S2), and
a session key verifier SK'V as SKV = h(SK ||TID} ||z
[|T Sy ||Ws ||Us). After that, M .S generates a reply message
M, ={TID;,6 SKV,TSs, x5, Wy, Uy} and sends it to M D;
via a public channel.

Step 3: M D; receives the message M, from MS at a
timestamp 7S5 and checks the freshness by |7'S5 — T'S3| <
AT. If it satisfies the condition, M D; derives h(m ||rs
||TS2) = Wy & v; and then computes T, = z; - rq4 and
V! = Mods(T.,Us). Next, MD; generates a session key
SK' = h(h(m |ry [ITS2) lIh(ss lIra ITS) V! |ITS:
||T'S2). M D; derives the new temporal identity by T'ID,, =
TID; ®h(SK' ||TID; ||TS2), and generates the session key
verifier SKV' = h(SK' ||TIDZ ||xs ||TS2 ||Ws ||Us). After
that, M D; verifies SKV' = SKV. If it is valid, M D, then
updates T'ID; with new T'ID,,. M D, then generates a fresh
timestamp 7'S3 and computes an acknowledgment ACK =
h(SK' ||TID,, ||TS3). Next, M D, constructs a message
M3 = {ACK, TS5} and sends it to M S via public channel.

Step 4: After receiving the message M3 at a timestamp 7°S73,
MS checks it’s freshness by the condition: |T'S5 — T'S5| <
AT. If it is satisfied, M'S computes ACK' = h(SK ||T1D,
||T'S3) and verifies ACK = ACK'. Once it is verified, MS
believes that M D, has generated the same session key and
finally M S updates T'1D; with the new TID,,.

The protocol overview is shown in Fig. 3} A summary of
this phase is demonstrated in Fig. ]

1. Send registration request

2. Response registration request

_ 3. Load registration credentials

M
° <
4~¢_
? ««—Finally establish session key—>
1
1
1
1

A 6. Send acknowledgment message
' 5. Reply authentication and '

MD: Smart medical device

key agreement request

—> Secure channel - - - Public channel

Fig. 3. Protocol overview.

4) Dynamic Devices Addition Phase: In this phase, when-
ever a new smart device, such as MD,, is added to the
healthcare system, it undergoes registration by M S before
deployment through the following steps offline or via a secure
channel.

Step 1: The M S selects a unique and distinct identity ID,,
for the new M D,,, a temporal identity 71 D,,, and also chooses



MD;
Store: {T'ID;,v;, s;}

MS
{(TID;,v;),m}

Pick 74, fqa € x, timestamp T'S1,
and compute z4 = a-rq+2 - fa,
Ad =Tq- P,,L, Bd = C’l(l(Ad),
Cq = Mody(Ag, Ba), Da = vi®
h(s; ||ra ||T'S1), Eqa = h(v;
[|TID; ||Cq ||Da [|za [|TS1 ||Ba)
{24, TID;, By, TSy, Dy}

Verify |T'S5 — T'Ss| < AT, if yes,
derive h(m ||rs ||T'S2) = W5 @ v;,
T! = x5 -rq, V] = Mody (T, Us),
session key SK’ = h(h(m ||rs ||TS2)
B(si llra 1IT81) V] |ITS: [|7S5).
Derive TID,, = TID}, & h(SK’
||TID; ||TSs), and verifier SKV' =
WSK' ||TID}, |las ||TS2 [|Ws ||Us).
Now, verify SKV' = SKV, if yes,
update 7' D; with new T'ID,, and

Verify |T'ST — TS| < AT, if yes
fetch v; w.r.t. T1D;, and compute
Al = z4-m, Ci; = Mody(Al), By),
Ey = h(v; |ITID; [|Cq || Dg ||z
[|T'S1 ||Ba), and verify E), = Eq,

if yes, M D; is verified with v;.
Derive h(s; ||rq ||T'S1) = Da & vi,
select r, fs € x, timestamp T'So,
and compute zs = a-rs+2- f5, T
=415, Ug = Ch(l(Ts)7 Ve =
Mody(Ts,Us), Ws = h(m ||rs ||T'S2)
@w;. Next, compute session key

SK = h(h(m ||rs ||T'S2) ||h(s; ||ra
ITS1) ||V [ITS; |ITS5). Pick

a new temporal identity T'1D,,, and
compute TID} = TID,, ® h(SK
TID; ||T'S2), and a verifier SKV as
SKV = h(SK ||TID;, ||xs ||TS,
(W [|Us)

{TID;, SKV, TSy, x5, Ws, Us}

pick fresh timestamp 7'S3. Compute
ACK = h(SK' ||TID, ||TSs5)
{ACK, TS5} Verify [T'S5 — T'S3| < AT, if yes,
compute ACK' = h(SK ||TID,
||TS5), and verify ACK = ACK', if
yes update 7' D; with the new T1D,,

Fig. 4. Summary of secure communication phase.

a long-term secret key s,, € xg. Subsequently, M .S computes
the verification factor v,, = h(ID,, ||s, ||RTSy ||m), where
RT'S,, is the registration timestamp.

Step 2: The M S proceeds to load the registration credentials
{TID,, vy, S} into the memory of M D,, and also records
{(TID,, v,)} in its own database.

V. SECURITY ANALYSIS

A. Formal Security Analysis under ROR Model

We have applied the widely recognized Real-Or-Random
(ROR) oracle model [56], and [57]] to demonstrate the security
of our proposed QRSC-IoTH scheme. The session key security
of the QRSC-IoTH scheme is evaluated using the semantic
security approach defined in Definition 5 as detailed in
Theorem [I| Let QF be the i-th instance of the participant
P, where P € {MD,;, MS} and P follows an oracle having
three states:

Accept: the oracle receives a valid message;

Reject: the oracle receives an invalid message;

Null: no response is generated.

We also consider that A can execute the threat models
outlined in Section and employs oracle queries while
interacting with Q, using a probabilistic polynomial-time
algorithm to attempt to breach the session key security. Let
A interacts with QF using the following queries:

o Ezecute(QMP: ®M5): A performs this query to capture
the messages exchanged between M D; and the MS,
effectively simulating a passive attack.

o Send(QMPi M): Executing this query, A send a mes-
sage M to QU and receive a valid reply, simulating an
active attack.

o CorruptM D(QMP:): Performing this query, A retrieve
the loaded secret information of a compromised M D;’s
insecure memory.

e Reveal(2F): Through this query, A obtains the valid
session key SK(= SK'), enabling both QF and its
corresponding partner to move to the Accept state.

o Test(QF): By issuing this query, A gains the ability
to request that QF validate a session key, while
independently selects a bit, denoted as c. If ¢ = 0, a
random string S € 0,1' is returned as the response.
However, if ¢ = 1, the Reveal query is triggered, and
the original session key SK (= SK’) is provided as the
response. It is crucial to note that 4 is allowed to send
only one Test query to Q" or its partner (see Definition

).
Definition 4. QM P and QM5 are called partners iff:

o they have the same session identifier
e they are in Accept state,
o« QMDi jg QMS g partner, and vice-versa.

Definition 5 (Semantic security). Let N'(S) denote the event
where A correctly guesses the random bit ¢/, which matches
the bit ¢ chosen in the Test oracle query, and let P[S] rep-
resent the probability of this event. Therefore, the advantage
of A in breaking the semantic security of QRSC-IoTH within
polynomial time t, denoted as AdvS™C~1°TH (1) is defined
as the absolute difference: AalvfiR —1oTH () = |2P[S] —1].
The proposed QRSC-IoTH scheme ensures semantic security
under two conditions: (a) QF and its counterpart reliably
transition to the Accept state and compute the same ses-
sion key, and (b) the advantage of A is negligible, i.e.,
Adv?\RSC—IOTH (t) <, for the adversary A operating within
probabilistic polynomial time.

Theorem 1. Let AdngSC_IOTH(t) be an advantage of A for
breaking the semantic security of the session key SK (= SK')
within a polynomial time t. Then

2 2

—10 S + €
AdyQRSC=ToTH () % n %
+ 24dvFEVE(1).

Here, qp, qc, qs, q, |, and Advf}LWE(t) represent the number

of hash queries, execute queries, send queries, the order of
R, the number of output bits in h(-), and the advantage of
breaking the RLWE problem in polynomial time t, respectively.

Proof. We adopt a proof technique similar to those used in
related protocols [25[], [45], and [56] for this theorem. A series
of games is employed to model the attacks from adversary A.
Notably, for each Game; (0 < i < 3), the event N/ (S;) occurs
when A correctly guesses the bit ¢ in the T'est query and wins
the game, with the probability of this event denoted as P[S;],
ie., Adv§GC 1T = plg;).

Gameg: In this case, A initiates the real attack on the
proposed QRSC-IoTH scheme within the ROR model. Prior



to starting Gameg, A selects a random bit c. According to
Definition [3] we have:

Adv3T ST (1) = [2P(So] - 1]. @

Gamey: In this case, A intercepts the messages exchanged
between M D; and the M S. By issuing the Execute query, A
attempts to reveal the session key. At the end of this process,
A uses Reveal and Test queries to determine whether the
session key is real or random. It is important to note that an
eavesdropping attack alone does not give 4 any advantage in
deducing the session key. As a result, both Gamey and Game;
are indistinguishable, leading to the following conclusion:

[P[So] = P[S:1]| = 0. 3)

Gamesy: In this game, A launches an active attack by
using the Send, Execute, and hash oracle H queries. Despite
intercepting the messages M7, M>, and M3, no hash collisions
occur, as the components within these messages are protected
by the collision-resistant one-way hash function h(-). To
induce a hash collision, .A must issue a 7 query. According to
the birthday paradmé, the probability of a collision in the hash
oracle is at most 2?5;1. Similarly, the probability of collisions
for the parameters x4 and x,, derived from the Send and
FExecute queries, is at most M, since the transcripts
zq and x, are generated from random samples of a discrete
Gaussian distribution y g over R,. Notably, both Game; and
Games are indistinguishable, differing only in the simulation
of the Send, Execute, and hash H queries. Therefore, we
have:

“4)

2 2
|P[Sl] - P[SQH S 2?jfl + (qs ;—qu) )
Games: In this game, A issues the CorruptM D(QMP?)
query to obtain the information {T'ID;, v;, s;} of the com-
promised device M D;. Subsequently, A attempts to deduce
the private keys s; and v;, and tries to generate a session key
SK'(= SK). Furthermore, in this particular game, the session
key is guessed without simulating . In the proposed QRSC-
IoTH scheme, session key SK' = h(h(m ||rs ||T'S2) ||h(s;
[lra ||TS1) ||IVZ |T'Sy ||TS2), where kg = a-1q+2- fq, x5 =
a-rs+2 fo,To=ag5 19, Ts = xq-15, Us = Cha(Ts), and
V! = Mody(T.,Us). In order to successfully guess the SK’,
A needs to solve the RLWE problem to find V. As a result,
games Games and Gamesy become indistinguishable, without
considering the guessing attack on M D;’s session key. Thus,
we have:

|P[S2] — P[Ss]] < AdvFEWE (1), (5)

At the end of this game, A chooses a random bit ¢ in
an effort to win the game Games, resulting in the following
conclusion:

1

From @), (@), and (6), we obtain the following result:

e ORE  CY
= P[Si] -
|P[S1] — PLSs]|
= |P[S1] = P[S]l
+  [P[S2] = P[Ss]|
@)
From (@), (), and (7), we have
%.AdngSC—IoTH(t) < 2?%1 n (s ;-qqe)z
b AEWE (),
®)

Now, multiplying both sides of (8) by 2, we arrive at the
final result.

2 2
QRSC—IoTH a . (qs +qe)
+ 2Adv§LWE (1).

B. Formal Security Verification under Scyther Tool

In this section, we conduct a formal security validation
of the QRSC-IoTH scheme through the utilization of the
Scyther tool. Scyther serves as an automated verification
tool specifically designed for security protocols [S8], [59].
It provides assurances of termination and allows for the
validation of correctness across an unbounded number of
sessions. Scyther includes predefined security models like the
DY threat model, CK-adversary, eCK-adversary, and more,
eliminating the requirement for users to define adversary
capabilities themselves [60]. Within this threat model, Scyther
can identify potential attacks within the proposed QRSC-IoTH
scheme while considering realistic adversary assumptions.

Scyther employs its proprietary specification language, de-
noted as “spdl,” to articulate the nuances of a security proto-
col’s implementation. This language allows users to delineate
the specific roles involved in the protocol and specify the
communication flow between them. Additionally, it provides
a set of functions, such as “sent” and “recv,” to facilitate
the sending and receiving of messages among these roles,
formatted as “sent_” or “recv_.” For a more details, please
see the Scyther manual [59].

Figure [3]illustrates the output obtained from the verification
process of the proposed scheme using the Scyther tool. In
this experiment, we focused on the communication interactions
between a medical sensor device as SensorMD and a server
as ServerMS within the proposed scheme. Here, ServerMS
takes on the responsibility of securely registering SenorMD
via a secure channel. The generation of random numbers in
the secure communication process is achieved through the use
of the “fresh” or “var” keyword. Additionally, the “match()”



Scyther results : verify X

Claim Status Commer

QRSC_loTH  ServerMS  QRSC_loTH,ServerMs1 Alive Ok Verified No attacks.

QRSC_loTH,ServerMS2  Nisynch Ok Verified No attacks.

QRSC_loTH,ServerMS3  Niagree Ok Verified No attacks.

QRSC_loTH,ServerMS4  Secret m Ok Verified No attacks.

QRSC_loTH,ServerMS5  Secretrs Ok Verified No attacks.

SensorMD  QRSC_loTH,SensorMD1  Alive Ok Verified No attacks.

QRSC_loTH,SensorMD2  Secret si Ok Verified No attacks.

QRSC_loTH,SensorMD3  Secret rd Ok Verified No attacks.

QRSC_loTH,SensorMD4  Nisynch Ok Verified No attacks.

QRSC_loTH,SensorMD5  Niagree Ok Verified No attacks.

Done.

Fig. 5. Simulation results using Scyther tool.

function is employed to assign values provided by the Scyther
tool. Scyther utilizes “claim” events as a means to express
security requirements, wherein these claims can manifest in
different ways. For instance, designating a value as “secret”
implies its confidential nature, subject to verification within the
established security model, accounting for potential adversarial
scenarios. Additionally, Scyther employs Nisynch to denote
non-injective synchronization and Niagree to represent non-
injective agreement. The outcomes presented in Fig. [5] confirm
that Scyther has not detected any vulnerabilities or deficiencies
within the proposed QRSC-IoTH scheme.

C. Informal Security Analysis

In this section, we present a thorough security analysis of
the QRSC-IoTH scheme, illustrating its ability to withstand
an array of both active and passive attacks orchestrated by
potential adversaries.

1) Replay Attack: Within the proposed framework, three
messages denoted as { M7, My, M3} are exchanged during the
secure communication phase outlined in Section Each
of these messages carries a unique timestamp, and these times-
tamps are obfuscated by a quantum-resistant cryptographic
hash function. Upon receiving these messages, all recipients
validate their freshness by cross-referencing the timestamps
before accepting the messages. The proposed QRSC-IoTH
scheme ensures security against replay attacks, as any attempt
to replay an older message can be promptly detected.

2) Man-in-the-Middle (MiTM) Attack: In this attack sce-
nario, an adversary denoted as A exploits the DY threat model
to intercept the secure communication request message M; =
{zq, TID;, Bq, TS1, D4}. The adversary’s objective is to
generate a similar message, denoted as M. To achieve this, A
selects 7} and f; from xg, generates a fresh timestamp 7'S7,
and calculates the values z; = a -7+ 2 f;, A5 =1} Pp,
B} = Cha(A}), C; = Mody (A}, BY), D = vi® h(s; ||r}
ITS5). and Ej = hv; ||T1D; [|C; ||D; |l 1157 |1By).
The generation of valid values for D7 requires knowledge of
the secret values {v;, s;}. As these keys are not accessible
to A, it is unable to proceed with the attack. Consequently,

A cannot generate other valid messages, ensuring that the
proposed QRSC-IoTH remains secure against MiTM attacks.
3) Device Impersonation Attack: In this particular attack,
A undertakes the role of an imposter mimicking a genuine
communicating entity on behalf of a legitimately registered
device, denoted as M D,. The objective is to generate a valid
response message M3 = {ACK, TS3} in real-time. The
construction of an authentic message M3, outlined in Sec-
tion necessitates knowledge of specific secret values,
namely {SK’, v;, s;, V!}. Devoid of access to these crucial
values, A encounters an impediment and is consequently un-
able to proceed. Consequently, the imposter cannot effectively
emulate a bona fide device. Therefore, the proposed QRSC-
IoTH stands resilient against device impersonation attacks.

4) Privileged-Insider Attack: In the QRSC-IoTH scheme,
during the registration phase, M S registers each M D; through
an offline or secure channel. In this registration process, M S
selects a unique private key for each device and computes
the registration credentials, which are then loaded into the
memory of M D;. Subsequently, M .S removes the secret key
of M D; from its database. The session is established using
this secret key, which is further concealed by a one-way hash
function. Consequently, M S remains oblivious to the original
secret key, preventing any privileged-insider from launching
an attack. Thus, QRSC-IoTH is resilient against privileged-
insider attacks.

5) Ephemeral Secret Leakage (ESL) Attack: During the
secure communication process, a session key between MS
and M D; is generated as SK = h(h(m ||rs ||T'S2) ||h(s; ||ra
|TS1) ||Vs || TSy ||T'S2), where s = a-rs+2.f5, Ts = xq-7s,
Us = Cha(Ts), and Vi = Mods(Ts, Vs). The construction
of this session key incorporates both ephemeral or short-term
secrets (rq, f4, r's, and fs) and long-term secrets (e.g., S;, ¥,
and m). Therefore, an adversary A can only compromise the
session key if they manage to expose both the long-term and
short-term secrets. Under the CK-adversary model, if a session
key is compromised within a specific session, it does not pose
a threat to session keys in previous or subsequent sessions.
This inherent uniqueness across different sessions results from
the use of timestamps, random secrets, and long-term secrets.
Consequently, it becomes computationally infeasible for A to
generate a valid SK. Thus, the proposed QRSC-IoTH is not
susceptible to the ESL attack under the CK-adversary model.

6) Key Compromise Impersonation Attack (KCIA): In the
KCIA, if an adversary A gains access to the secrets of
the M D, it could use this information to impersonate other
entities to MD. As a result, this attack could have more
severe consequences than perfect forward secrecy, and requires
careful consideration [61]. The protocol resist KCIA by lever-
aging quantum-resistant cryptographic techniques that provide
robust security against key exposure. In the event of a key
compromise, the protocol’s use of post-quantum cryptography,
such as RLWE ensures that even if an attacker .4 obtains a
private key, the structure of the cryptographic scheme remains
secure. For example, if A compromises a secret key s; of
a MD;, but does not have the corresponding secret v;, A
cannot impersonate the M D,. According to the eCK adversary
model, even if A compromises a session-specific ID, it does



not affect the session key of previous or future sessions.
The protocol likely incorporates additional measures, such as
key renewal and forward secrecy, to minimize the risk of
impersonation by regularly changing session keys and ensuring
that past communication sessions cannot be retroactively used.
Furthermore, by using secure key exchange mechanisms, the
protocol can verify the authenticity of communicating entities,
ensuring that even with key exposure, an attacker cannot
impersonate a legitimate device without being detected. These
combined mechanisms help mitigate the impact of a key
compromise and prevent unauthorized access, thus defending
against KCI attacks.

7) Device Anonymity and Untraceability: In the proposed
QRSC-IoTH scheme, the actual identities of the communicat-
ing parties (M S and M D;) are never transmitted over the
public channel within the messages M7, M,, and Ms. Instead
of real identities, a temporal identity is transmitted, which
conceals the genuine identity of any communicating party.
Consequently, A cannot recover the authentic identities from
these messages, preserving the anonymity of both M S and
MD; in the proposed scheme. Moreover, as the transmitted
messages are generated with random nonces and current times-
tamps, they exhibit dynamic characteristics in each session.
Additionally, the temporal identity changes with each session,
ensuring that the messages are distinct and unique for different
sessions. Consequently, A is unable to trace the recipients of
the messages. Hence, QRSC-IoTH also upholds the property
of untraceability.

8) Device Physical Capture Attack: In this scenario, A
has the ability to physically capture a M D and may attempt
to launch side-channel attacks utilizing a quantum computer,
such as power analysis attacks [53|]. These attacks aim to
extract information from the compromised M D’s non-tamper-
proof memory. It is crucial to emphasize that the stored
credentials for each M D are unique and exclusive to that
specific registered M D. Consequently, if 4 captures one
M D, it will not expose any secret credentials related to any
other non-captured M D. Thus, QRSC-IoTH remains resilient
against physical device capture attacks.

9) Quantum Lattice Reduction Attack: The proposed
QRSC-IoTH scheme is built upon the lattice hardness prob-
lem RLWE, as specified in Section This problem can
be transformed into the standard LWE problem. The LWE
problem is characterized by three essential parameters: the
modulus ¢, the matrix dimension 7, and the error distribution
Xxs- The distribution g is typically represented as a rounded
continuous or discrete Gaussian distribution over R, with a
mean of zero and a standard deviation of 5. In RLWE, each
pair (s,a = s-t+e) € R; x R, can be associated with
(M,a) in the LWE problem, where M is a matrix created
from the coefficients of the polynomial s [44]]. Our main
emphasis is directed towards two Block Korkine-Zolotarev
(BKZ) attacks, namely the primal and dual attacks [62]. These
will be elaborated upon in the following paragraphs:

The primal lattice reduction attack, often employed in the
BKZ algorithm, focuses on transforming the given lattice
basis to a basis where one of the lattice vectors becomes
significantly shorter. This reduction is performed iteratively,

aiming to produce a basis where the shortest vector is short
enough to efficiently solve the RLWE problem associated with
QRSC-IoTH. According to the BKZ models, the primal attack
achieves success if and only if Svk < AZF—=1.¢F where
A = ((zk)* -ﬁ)ﬂ’il), I = m+n+1, m denotes the count
of samples r4, and k signifies the block size dimension for
finding the unique solution in BKZ [|63]]. It’s crucial to high-
light that the runtime of the BKZ lattice reduction algorithm
experiences exponential growth with k, specifically as k - 2¢%
CPU clock cycles, where ¢ denotes an exponential constant.
In the classical scenario, the most widely acknowledged value
for c is 0.292, whereas in the quantum realm, it is 0.265 [55]].

In the dual attack, the aim is to search for a short vector
within the dual lattice, defined as D* = {(z,y) € Z™ Xx
Z™ Mtz = y (mod ¢)}, intending to employ it as a dis-
criminator for the decision-LWE problem. The BKZ algorithm
produces such a vector with a length of ¢ = A!~1¢7 and
a block size of k. The maximum variation distance between
these two distributions is constrained by € ~ 4e=27"""  where
v = % Consequently, the attacker must enhance their chances
of success by identifying roughly 6% of these short vectors. For
a given vector 20-2075k the attack needs to be executed at least
T = max(1, W) times for optimal effectiveness [63]).

VI. EXPERIMENTAL SETUP AND RESULTS

In this section, our emphasis revolves around conducting
hands-on experiments utilizing Raspberry Pi devices set up as
M D and a laptop configured as a server M .S.

Timing measurements were conducted for diverse cryp-
tographic operations utilizing cryptography standard li-
brary version 37.0.2, renowned for its widespread appli-
cation in cryptographic functionalities such as symmet-
ric encryption/decryption (AES), ECC, one-way hash func-
tions, and more. In this experimental context, the variables
Th, Teca/Teems Tsenc/Tsdec, and Ty, denote the execu-
tion times for a one-way hash function, ECC point addi-
tion/multiplication, AES encryption/decryption, and the con-
version of a message to an elliptic curve point, respectively.

For ECC operations, we have considered a non-singular
elliptic curve known as secp256r1, which follows the equation
form y?2 = 2® + rz + s (mod ¢) (for more details, please
refer to RFC5480). We conducted all our experiments under
the Raspberry PI configuration: Raspberry PI 4 Model B,
with CPU: 64-bit, Processor: 1.4 GHz Quad-core, 4 cores,
Memory (RAM): 1GB, and OS: Ubuntu 20.04 LTS, 64-bit,
and server configuration: Ubuntu 22.04 LTS, with memory:
16 GB, processor: Intel Core i7-9750H CPU @ 2.60GHz
processor with 6 cores; 12 threads, OS type: 64-bit and
disk type: SSD 256 GB. The experiment was iterated 500
times, and the maximum, minimum, and average execution
times (in milliseconds) for each cryptographic operation were
computed. The outcomes of these experiments have been
recorded in Table The execution times for lattice-based
cryptographic operations, sourced from Feng et al. [45]], are
detailed in Table Notably, we observe that the M ods
operation in R, essentially functions as an AND operation,
rendering it negligible in our analysis.



TABLE II
EXECUTION TIME (IN MILLISECONDS) FOR CRYPTOGRAPHIC PRIMITIVES

Primitive ~ Server time (ms)  Raspberry PI 4 time (ms)
Ty 0.0424 0.3187
TSETLC 0.0173 0.0926
Tsdec 0.0163 0.0945
Teem 0.1590 1.0712
Teca 0.0229 0.1509
Tntp 0.6627 7.7039
TABLE III

EXECUTION TIME (IN MILLISECONDS) FOR LATTICE-BASED OPERATIONS
TAKEN FROM FENG ET AL. [45]]

Primitive ~ Server time (ms)  User time (ms)
Tys 0.000075503 0.000561483
Tsm 0.000000296 0.000006655
Tpm 0.000000307 0.000013052
Tma 0.000002549 0.000029505
Teha 0.000000689 0.000035515

“Tys: time for sampling from x g, Ts,,: time for one component-wise multiplication
with scalar operation in Ry, T}, : time for one component-wise multiplication in R,
Tmq: time for one component-wise multiplication and addition operation in Ry, and
Tehq: time for the characteristic function in R,”

A. Implementation of the Proposed QRSC-IoTH Scheme

In this section, we outline the implementation of the pro-
posed scheme described in Section [V-D3|using a client-server
model, often referred to as socket programming, within the
Python programming environment. The protocol was imple-
mented based on the available primary source code from the
repository in [[64]. To establish a connection between the
medical device M D; (represented by a Raspberry Pi) and the
medical server M .S (as a laptop), we set up a private wireless
network using Wi-Fi Hotspot technology. After establishing
the wireless connection, we used the Secure Shell (SSH)
protocol to facilitate remote access from the laptop to the
raspberry pi. The client code (client-1.py) was then run on the
raspberry pi, while the server code (server-1.py) was executed
on the laptop through the ubuntu terminal. Here, the M S is
configured with Ubuntu 22.04 LTS, featuring 16 GB of RAM
and an Intel® Core™ i7-9750H processor, CPU running at
2.60 GHz, equipped with 6 cores and 12 threads, operating
on a 64-bit architecture with a 256 GB SSD. And a M D; is
configured with raspberry pi 4 model B Rev 1.5, featuring
a 64-bit Cortex-A72 processor clocked at 1800 MHz with
4 cores and 7.6 GB of RAM, running Ubuntu 20.04.6 LTS
on an aarch64 architecture. Figure [§] illustrates the successful
implementation of the proposed scheme. The left side of the
figure shows the session key generated on a M D;, highlighted
in a red box, while the right side displays the corresponding
session key for the M.S, also highlighted in red. Both sides
demonstrate the creation of the same session key, confirming
the claims made by the proposed scheme.

VII. COMPARATIVE STUDY

In this phase, we perform a comparative assessment of the
proposed QRSC-IoTH scheme against various existing and
relevant competing schemes. These schemes include those
designed by Qiao et al. [32]], Huang et al. [34]], Dabra et al.

[25], Irshad et al. [[65]], Islam and Basu [29], Zhang et al. [23],
Mishra et al. [36], and Rewal et al. [37]. This comparative
assessment encompasses communication costs, computation
costs, and security and functionality features.

TABLE IV
COMPARATIVE ASSESSMENT OF COMMUNICATION COSTS

Scheme No. of messages  Total cost (in bits)
Qiao et al. [32] 4 5568
Huang et al. [34] 4 19140
Dabra et al. [25] 3 9122
Irshad et al. [65] 3 4320
Islam and Basu [29] 8 19648
Zhang et al. [23] 4 9984
Mishra et al. [36] 3 14018
Rewal et al. [|37] 4 18626
Proposed QRSC-IoTH 3 9730

A. Communication Cost Assessment

In computing the communication cost, we establish the
following assumptions regarding the sizes of distinct elements:
random numbers consist of 160 bits, real or temporal identities
are 160 bits, AES encryption/decryption keys are 128 bits,
timestamps amount to 32 bits, hash function outputs (using
the SHA2 hashing algorithm) comprise 256 bits, ECC points
are 320 bits, elements in R, are 4096 bits, and both Cha and
Mods are 1 bit each.

In the proposed QRSC-IoTH, the communicated messages
are My = {xq, TID;, By, T'S1, D4}, My = {TID}, SKV,
TSs, x5, Wy, U}, and M3 = {ACK, T'Ss}. These messages
need communication costs of (4096 + 160 + 1 + 32 + 256) =
4545 bits, (256 + 256 + 32 + 4096 + 256 + 1) = 4897 bits, and
(256 + 32) = 288 bits, respectively, resulting in a total of 9730
bits. We considered that Huang et al.’s scheme [34] involves
100 devices, denoted as dn, installed within their network
and |S| = 10 for Zhang et al.’s scheme. Table and Fig.
[7 illustrate the communication costs along with the number
of messages. It is evident from the data that our proposed
QRSC-IoTH incurs lower communication costs compared to
the schemes presented by Huang et al. [34], Islam and Basu
[29], Zhang et al. [23]], Mishra et al. [36]], and Rewal et al.
[37]. However, it exhibits higher communication costs when
compared to the schemes of Qiao et al. [32], Dabra et al. [25],
and Irshad et al. [[65]. Unfortunately, the schemes proposed by
Qiao et al., Dabra et al., and Irshad et al. do not meet all the
security requirements necessary for ensuring robust security in
such applications. For instance, Dabra et al.’s [25]] scheme is
vulnerable to replay attacks, lacks support for untraceability,
and has not been verified using security verification tools like
AVISPA, Scyther, or ProVerif. These deficiencies render it
impractical for real-world applications. Notably, the scheme
proposed by Irshad et al. [65] is based on DLP and ECDLP,
making them susceptible to quantum attacks and Qiao et al.’s
scheme is vulnerable to ESL attacks under the CK-adversary
model.

B. Computation Cost Assessment

To assess the computational cost, we specifically focused
on the secure communication phase outlined in Fig.
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Fig. 6. Implementation of QRSC-IoTH using Raspberry PI device.

The evaluation includes the execution times of various cryp-
tographic operations, as detailed in Table |lI| and Table The
computation cost for M D amounts to 5T} + 2745 + Top, +
2Tpm 4 Tna +Tene = 1.5947 ms, while M S incurs computa-
tional cost of 61}, 42T s +Tsm + 2T prm +Tra+Teha ~ 0.2546
ms. To estimate the computation costs of Qiao et al. [32], T is
approximated at 0.3042 ms for smart devices and 0.0450 ms
for the server. To compute the computational costs associated
with Dabra et al.’s scheme, we evaluate the expenses for two
functions, H(-) and Ha(+), which are comparable to the cost

of sampling from x . Specifically, T, /T, =~ T,5. Moreover,
we also consider TKDF(_)/TBPV ~ T}, for Zhang et al’s
scheme. The comparison of computational costs between the
proposed QRSC-IoTH and other existing schemes is summa-
rized in Table [V] Both Table [V] and Fig. [§] illustrate that our
scheme requires lower computational costs for both M D and
server M S compared to Qiao et al. [32], Huang et al. [34],
Huang et al. [34], and others.
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TABLE V

COMPARATIVE ASSESSMENT ON COMPUTATION COSTS

Scheme

M DJU/oT device

FN/Gateway node/Server |

Qiao et al. [32] 6T}, + 2T 16T}, + TTe + 2T sgec
~ 2.5206 ms ~ 1.0254 ms

Huang et al. [34] 5T, + 5Teem + Tsdec 18T, + 13Tecm + 2T senc
~ 7.044 ms +Tsgee ~ 2.881 ms

Dabra et al. [25]

6Ty, + 6Tys + 2Tsm+
Tom + 3Tma + Teha
~ 1.9157 ms

5T}, + 5Tgs + 2Tsm+
Tpm + 3Tma + Teha
~ 0.2123 ms

Zhang et al. [23]

12Ty 4 3Teem + Tsenc
+Tsgec = 7.2250 ms

Ty + Teem + Tsenc
+Tsgee & 0.4894 ms

Mishra et al. [36]

8Ty + 4T gs + 2Tsm+

3Tpm + 2T ma + 2Tcha 6Ty + Tpm
= 2.553 ms =~ 0.255 ms
Rewal et al. [37] 8Th, + 4Tys + 2Lom+
2Tpm + 2Tma + Tena 6T},
=~ 2.552 ms ~ 0.254 ms
Islam and Basu [29] 12T, 4+ 4Ty + 2T sm+
2T + 2Tma + 2Tcha 6T},
= 3.7613 ms =~ 0.2544 ms
Trshad et al. [65] 20T}, + YTeem + 3Teca 8Ty + 3Teem + 2Teca+
~ 16.467 ms sene/Tsdec ~ 0.896 ms

Proposed QRSC-IoTH

6Th + 215 + Tom T
2Tpm + Tma + Tc.ha

6T} + 2Tgs + Tsm+
2Tp7n + Trma + Tcha

~ 1.9134 ms = 0.2546 ms
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Fig. 8. Computation costs (in ms) versus the number of devices.

C. Functionality and Security (FS) Attributes

Table [VI] demonstrates that the proposed QRSC-IoTH
scheme effectively fulfills all crucial security and functionality
criteria required to establish a robust security solution within

TABLE VI
COMPARATIVE ASSESSMENT ON VARIOUS FS ATTRIBUTES
Attribute B6l 137] 1271  [25] (307 [23]  [65! QRSC-IoTH
FSy (%) () () ® ® ® (%) @
FS (%) ] ® ] () ] () )
FS3 () (] () (] () ] @ @
FSy () (@] ® @] () @) () ()
FSs ) @ ® @) (@) @ () @
FSg () () ® @ ® @ @ @
FS7 ® ® ® () @ @ @ @
FSg ® ® ® ® () ] () )
FSy () (] () 9 () ) () (@)
FSio ® ® © NA ® @) ® @
FS11 ® ® @ ® ® ® () @
FSi12 @) (@) ® (@) ® ® ® (@)

F'S1: Resistant to replay attack; F'.Sa: Resistant to man-in-the-middle attack; F'Ss:
Key agreement; F'Sy4: Resistant to device impersonation attack; F'S5: Resistant to
physical device capture attack; F'Sg: Resistant to ESL attack under the CK-adversary
model; F'S7: Resistant to anonymity leakage; F'Sg: Resistant to Untraceability; F'So:
Resistant to privileged-insider attack; F'S1o: Support dynamic MD/device addition
phase; F'S11: Formal security verification using AVISPA/Scyther/ProVerif;, F'.Si2:
Resistant to quantum attacks

@: Supports an attribute; ®): Does not support an attribute; N A: Not applicable.

the healthcare system under quantum computing, whereas
other present solutions fall short of achieving these objectives.

D. Performance under Unknown Attacks

While we have confirmed the robustness of our proposed
schemes against various well-documented active and passive
attacks, as outlined in Section [V-C] there remain unidenti-
fied threats whose occurrence and impact are unpredictable.
Therefore, we now assess how our proposed scheme performs
when faced with these unknown attacks. Specifically, we focus
on detailing the communication and computation overhead
incurred in response to such unforeseen threats:

Comfail X PTriail + Comgyce X Prsuce

prS’U,CC

()

Comgpg =

Comfail (10)

The specific calculation outlined in the Eq. (@) simi-
lar to [60], where Comyg,, represents the average com-
munication/computation overhead incurred during incidents
of unknown attacks. Here, Comy,; denotes the commu-
nication/computation overhead when secure communication
defined in Section [V-DJ] fails due to an unknown attack,
and Comgy.. denotes the overhead for successful secure
communication. Additionally, pr,; indicates the probability
of an unknown attack occurring during protocol execution,
where the success probability can be calculated by prgyc. =
1 — pryqii. We assume that the total number of messages in
the secure communication process is denoted as 7,,,, and the
probability of an unknown attack occurring at step ¢ is ﬁ As
a result, Com 4y can be derived from Eq. @) where Com;
represents the cumulative communication overhead up to the
occurrence of an unknown attack at step .

The findings depicted in Fig. 0] and Fig. [T0] demonstrate
the superior performance of the proposed protocol compared
to related schemes when faced with unknown attacks. This
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superiority is attributed to the lower computational and com-
munication costs incurred by the proposed protocol. However,
it is important to note that the proposed protocol does involve
slightly higher communication overhead compared to scheme
of Qiao et al.,, Dabra et al., and Irshad et al. due to their
reduced communication requirements. A security analysis also
identifies vulnerabilities in Qiao et al., Dabra et al., and
Irshad et al., including susceptibility to replay attacks,lacks
support for nntraceability, ESL attacks under the CK-adversary
model, and quantum attacks. Consequently, these protocols are
deemed unsuitable for deployment in real-time applications.
In light of these observations, it can be concluded that the
proposed protocol not only outperforms its counterparts in sce-
narios without known attacks but also demonstrates superior
performance in scenarios involving unknown attacks.

VIII. CONCLUSION AND FUTURE WORKS

We designed a secure communication methodology to resist
quantum attacks for IoT in healthcare systems with digital
twins. Our primary objective is to secure real-time, context-
aware, and sensitive healthcare data, which is synchronized
with digital twins, enabling remote monitoring by doctors.
The proposed scheme prioritizes robust security to support
data analysis with AI/ML models in the presence of adver-
saries. The proposed scheme is secure against various active
and passive attacks, including quantum attacks. The scheme
underwent testbed experiments on Raspberry Pi 4 devices
to evaluate computational overhead, affirming its practicality.
Moreover, formal security verification using the Scyther auto-
mated software validation tool was conducted to emphasize
the solution’s robustness. In a comprehensive comparative
evaluation against existing schemes, our QRSC-IoTH scheme
emerged as lightweight, scalable, and efficient selection for
real-world applications. Additionally, the performance analy-
sis under unknown attacks shows that the proposed scheme
significantly outperforms existing schemes.

In future work, we will incorporate a detailed evaluation
of how the DT contributes to the overall system. This will
include performance metrics such as latency, data accuracy,
and resource utilization, as well as its role in improving
system security through real-time anomaly detection and its
effectiveness in decision-making, particularly in time-sensitive
healthcare scenarios.
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