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Abstract—The proliferation of Uncrewed Aerial Vehicle (UAV)
networks and their numerous benefits in critical scenarios, UAV
become crucial for Internet of Drones (loD) operations. However,
due to their communication methods, such as the micro-air-vehicle
communication (MAVIink) protocol, wireless connections, and
potentially insecure Internet channels, UAV networks are highly
vulnerable to potentially lethal attacks. To overcome such
issues, public key cryptographic techniques relying on integer
factorization problem (IFP) and discrete logarithm problems
(DLP) have been used form decades. However, with the significant
advancements in quantum computing and adaptation of Shor’s
algorithm such cryptographic techniques based on IFP and DLP
become insecure today and vulnerable to quantum attacks, which
demand new ways of thinking about security. In this paper, we pro-
pose a quantum-secure access control protocol for UAV-based loD
applications, and its primary focus is on preserving user anonymity.
A comprehensive security analysis validates the accuracy, security,
and resilience against various active and passive attacks in both
classical and quantum scenarios. A thorough formal security
verification using the Scyther automated software validation tool
to showcases the robustness of the proposed scheme. Furthermore,
a real-time testbed experiment on Raspberry Pi 4 devices to assess
the computational overhead of various cryptographic primitives
demonstrates its practicality. Lastly, a detailed comparative
performance evaluation, including authentication accuracy,
performance under unknown attacks with existing related schemes
illustrates its scalability and efficiency in real-world applications.

Index Terms—Post-quantum security, access control, Ring
Learning with Errors (RLWE), Internet of Drones (loD), random
oracle model, Scyther.

|. INTRODUCTION

N UNCREWED Aeria Vehicle (UAV) commonly known
as adrone, is a building block of the Internet of Drones
(loD) network. These aircraft are remotely controlled, operates
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with minimum human interaction, and accesses airspace
through mostly wireless communication system. The range of
UAV applications are rapidly increasing, encompassing various
uses from military operations to commercial applications.
The growth of these UAVs are relies on there flexibility,
cost-effectiveness, and ease of deployment [1]. The utilization
of drones will significantly increase in the coming years.
Based to the Federal Aviation Administration (FAA) report
the commercial drone fleet encompasses drones operated for
business purposes and it is anticipated to grow to approximately
828,000 by 2024 in USA. In paradlel, the recreational drone
fleet in personal used, it is projected to expand to approximately
1.48 million in USA by 2024 [2], [3].

Due to the significant proliferation of UAV networks and
adaptationintoughterrains, such asborder surveillance systems,
wildlife monitoring systems, and disaster management systems,
drones become potential key componentsfor building blocksfor
sensitivedrone operationsdueto their intelligence, surveillance,
and reconnaissance in nature [4]. In loD networks, drones com-
monly utilize wireless media as communication technologies,
such as Bluetooth, Wi-Fi, or cellular networks, for communi cat-
ing with other network components, including drones, ground
control stations (GCSs), or user devices. However, these com-
munication channels are mostly insecure. In addition, with the
limited access to the oD network, synchronization of hetero-
geneous data using drones and execution of critical operations
within the network become challenging tasksin such cases. The
UAV-based applications are used for time-sensitive missions,
such as disaster management and battlefield surveillance sys-
tems. Due to their adaptation of insecure communication meth-
ods, they become vulnerable to interception or eavesdropping
attacks by malicious persons. Moreover, drones operate with
constrained resources, including limited computation power,
low memory capacity, and less battery life, posing challenges
for integrating complex security protocols. In addition, drones
operate in hostile environments where they are susceptible to
various attacks, such as Denial of Service (DoS) attacks, jam-
ming, eavesdropping, hijacking, spoofing attacks, configuration
and file tampering, and physical capture attacks [5]. Therefore,
thedronefaces challengesrelated to privacy, safety, and security
for transmitting confidential, private, and classified information
utilizing the communication protocols, like the MAVIink proto-
col, insecure Internet connections, or may have design security
flaws[4]. TheUAV networksal sofacenotablechallengesrelated
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to data tampering and unauthorized access, as discussed by
Golam et al. [6], along with potential security threats identified
by Jacobsen et al. [7].

To overcome these security issues, various cryptographic
methods adopted, including an elliptic curve Diffie-Hellman
problem (ECDHP)-based authentication scheme to secure UAV
communication in “flying ad-hoc networks (FANET)” [8], an
attribute-based encryption (ABE) model to ensure data security
in battlefields [9], a secure data aggregation and authentica-
tion models for resisting machine learning-based poisoning at-
tacks[10] inloD network, and authentication and access control
mechanisms for UAV communication systems[11], [12]. How-
ever, most of these security measuresarerelies on computational
hardness problem, such as integer factorization problem (IFP),
discrete logarithm problems (DLP), and elliptic curve discrete
logarithm problems (ECDLP).

It is worth noticing that the communications in a UAV net-
work face various issues related to privacy, safety, and security.
Furthermore, design vulnerabilities and security flaws increase
these issues [4]. To overcome these security issues, traditional
cryptographic techniques relying on IFP and DLP have been
employed for decades for high-performance data sharing and
identity verification in UAV networks. For example, ECDHP-
based authentication scheme proposed in [8], ABE model for
battlefields security in [9], access control and key agreement
scheme in [13], and authentication and key agreement in [14]
among others. However, with the significant evolution in quan-
tum computing and adaptation of Shor’s algorithm [15], [16],
these public key cryptosystems become vulnerable to quantum
attacks, and urgent consideration of alternativesto mitigatethese
quantum threats is needed. In contrast, cryptographic schemes,
such as quantum key distribution, lattice-based protocols, multi-
variate polynomials, code-based cryptography, and hash-based
cryptographic techniques, are considered secure against quan-
tum attacks. Among these, lattice-based cryptography stands
out as the most prominent security framework for quantum
secure authentication and key agreement (AKE) protocols to
resist quantum attacks [17].

Therefore, we propose a quantum-resistant |attice-based ac-
cess control protocol for UAV communication to resist quan-
tum threats. This scheme also provides robust security by not
only resisting quantum attacks, such as quantum side-channel
attacks[ 18], and quantum latticereduction attacks[19], [20], but
also providing security against known and unknown classical
attacks.

The major contributions of thiswork are as follows:

e Enhanced security features. The proposed scheme pro-
vides a quantum-secure access control model relying on
| attice-based ring learning with errors (RLWE) for anony-
mous drone communication system. It enhances the se-
curity measure for sharing a secure session keys utilizing
both long-term and short-term secrets by resisting various
attacks, including “Ephemeral Secret Leakage (ESL)” at-
tacks under the “Canetti and Krawczyk (CK) adversary
threat model” [21].

¢ |nnovative aspects: The proposed scheme represents new
dimensions in quantum-secure access control by integrat-
ing afuzzy model for biometric datafor droneapplications.

This preserves user anonymity and untraceability. Novel
parameter sel ection enhances key agreement strategies and
ensures security that remains unbreakable even with quan-
tum computers. Both formal and informal comprehensive
security analyses show its correctness, ensure validity, and
resist against various attacks in both quantum and classical
scenarios.

e Technical advantages: The proposed scheme demon-
strates the technical advantages compared with existing
works through comparative analysis, performance evalua-
tions, authentication times, security and functionality fea-
tures, scalability, applicability, and efficiency in real-world
applications.

e Experimental validation: A real-time testbed experiment
on Raspberry Pi 4 (model B) and laptop devices equipped
with the cryptography 37.0.2 library is conducted to as-
sess the computational overhead of various cryptographic
primitives along with energy consumption. These exper-
imental results enhance the technical advantages claimed
in our proposed scheme. The security verification using
widely-adopted verification toolslike Scyther and Tamarin
validates against known classical and advanced attacks.

The rest of the paper is organized as follows. Section I

presents a comprehensive literature survey concerning access
control and authentication schemesin loT-based drone applica-
tions. Section 111 highlights the fundamental mathematical con-
cept used in the proposed scheme, whereas Section IV presents
the various phases of the proposed scheme. In Section V, we
provide a detailed security analysis under Real-Or-Random
(ROR) model and Section V1 presents security verification using
Scyther tool and Tamarin prover tool. A real-timetestbed exper-
iments highlights in Section VI, while Section VIII conducts
an extensive comparative analysis of our QRAC-UAV scheme
along with other relevant existing schemes. Finally, Section 1X
offers concluding remarks on our proposed scheme.

I1. RELATED WORKS

In 2019, Feng et al. [22] proposed alattice-based authentica-
tion scheme for mobile devices, which provides security against
some known attacks. Unfortunately, their model is vulnerable
to spoofing and signal leakage attacks and fails to support
user anonymity [23]. In 2020, Ever [24] suggested a robust
security model for UAV communication, where mobile sinks
and drones share a link. Their scheme allows mutual authenti-
cation and session key agreement and reduces communication
overhead. However, their scheme is vulnerable to various at-
tacks, such as quantum attacks and ephemeral secret leakage
(ESL) attacks under the CK adversary threat model. In addition,
this scheme does not offer anonymity, dynamic node addition,
and increased complexity in managing authentication protocols
in highly dynamic and large-scale drone networks. In 2021,
Dabraet al. [25] proposed an authentication protocol relying on
passwordsand | attice-based cryptography. Thisschemesupports
user anonymity; however, it fails to maintain untraceability,
and it is vulnerable to replay attacks. In 2022, Ding et al. [26]
reveal ed that their schemeissusceptibleto signal |eakage attacks
when the master key is reused. In 2021, Islam and Basu [27]



proposed a password and lattice-based user AKE protocol
for mobile communication. This scheme resists quantum at-
tacks and maintains lightweight computationa requirements.
Although this scheme resists attacks like replay, offline/online
password guessing, and man-in-the-middle (MiTM) attacks, it
exposesusers real identities over the public channel; asaresult,
it failsto offer user anonymity and untraceability property.

In 2021, Zhang et al. [28] proposed a three-factor authentica-
tion scheme based on password, biometrics, and smart devices
for UAV communication networks. This scheme achieves com-
munication efficiency utilizing BPV-FourQ and an ECC tech-
nique, making it suitable for resource-constrained |oD environ-
ments. Unfortunately, this scheme cannot resist replay attacks
and fails to offer user anonymity [29]. In addition, this scheme
is vulnerable to quantum attacks. In 2021, Chang et a. [30]
designed a three-factor authentication protocol for 10T com-
munications comprising a password, biometrics, and a smart
device. This scheme achieves user anonymity and offers mu-
tual authentication and session key agreement. Although it is
lightweight and suitable for resource-constrained |oT devices, it
isvulnerable to replay, privileged insider, and quantum attacks,
aswell asESL attacks under the CK adversary model. In 2022,
Feng et al. [31] designed a blockchain-based authentication for
cross-domain communication in drone networks. This scheme
offers a decentralized trust management system and ensures
transparency, immutability, and security. However, this scheme
requires high computational and storage costs for blockchain
operations and faces challenges for resource-limited drones. In
addition, this scheme is vulnerable to ESL attacks under the
CK-adversary model. In 2023, Irshad et a. [32] suggested a
software-defined networking (SDN)-based access control for
industrial Internet of Things (I10T) and cyber-physical systems
(CPS). This scheme ensures dynamic, flexible, and scalable se-
curity for managingindustrial networksand resists unauthorized
access and insider attacks. However, this scheme fails to resist
guantum attacks, requires huge computational and communica
tion costs, and faces a single-point failure issue.

In 2023, Mishra et a. [33] designed an RLWE-based com-
munication scheme for 10D networks that resists quantum at-
tacks. Thisschemeresists unauthorized access and offers secure
transmissions within oD environments. However, this scheme
requires high communication costs, making it impractical for
real-time resource-constrained applications. In addition, it fails
to preserve anonymity and untraceability properties. In 2023,
Rewal et al. [23] developed alattice-based key agreement proto-
col for mobile communication that resists quantum attacks. This
scheme offers forward secrecy and ensures long-term session
key security. However, this scheme reveals users' real identities
over the communication channel; as aresult, it failsto preserve
user anonymity and untraceability. In 2023, Ayub et a. [34]
developed an ECC-based authentication protocol for smart grid
applications. Unfortunately, this scheme is vulnerable to ESL
attacks under the CK-adversary model and quantum attacks. In
2023, Hu et al. [35] designed an ECC-based authentication pro-
tocol for 0T applications. However, their protocol failsto resist
denial-of-service (DoS) attacks and does not ensure anonymity.
Moreover, after compromising athird party’ ssecret information,

TABLE|
USED NOTATIONS AND THERE DESCRIPTION
Notation Description
U,DR,RA A user, drone, and registration authority
ID,ID; Identity of U and DR;
pw, Bio Password and biometric data of U
Cha(-), Moda(-)  Characteristic and modular function
S E€ Xy Master secret key for RA from
discrete Gaussian distribution x~
with a standard deviation of ~
n,p A security parameter (power of 2, i.e.,
n=2' 1> 0 and odd large prime
Z Set of all integers
Zyp A finite field of prime order p,
Zp=1{0,1,2,-- ,p—1}
x €7Zp User’s secret key
" +1 An irreducible (2n-th cyclotomic
polynomial) over Z of degree n
R,R Polynomial rings: Z)  apg _Zo@)
P <z 41> <z"4+1>
h(.) One way hash function
TS; ith timestamp
AT Maximum message transmission delay
SK,SKV A session key and its verifier

an adversary can expose al data associated with the session key,
and as aresult, it is vulnerable to insider privilege and MiTM
attacks [36].

Safkhani et al. [37] proposed an ECC-based authentication
model for smart grid applications, where the user is equipped
with a secure and reliable PUF function for secure message ex-
changes. However, utilizing an ECC-based model, thisschemeis
vulnerable to quantum attacks in the post-quantum era. Chaud-
hary et a. [38] designed an AKE protocol for 10T applica-
tions, where they establish a session key between users via
a server relying on RLWE lattice-based hardness and a hash
function. Unfortunately, their scheme is vulnerable to replay
attacks and needs high computation and communication costs,
making it impractical in real-world scenarios. In 2024, another
AKE scheme is designed by Chaudhary et a. [39] for mobile
users based on the same RLWE-hardness and a cryptographic
hash function. However, their scheme also fails to resist replay
attacks and incurs significant computation and communication
overheads. In 2024, Ahmad and Jagatheswari [40] proposed an
RLWE-based AKE protocol for loT-based medical applications
in the post-quantum era. In their scheme, the user and sensor
node shared a session key by sharing their real identities over
the communication channel. Thus, their scheme fails to resist
anonymity and untraceability properties and is vulnerable to
replay attacks.

I11. MATHEMATICAL PRELIMINARIES

In this section, we discus mathematical preliminaries related
to RLWE problems and the notations and their meaning are
presented in Table .

A. Ring Learning With Error

Let Z be the set of al integers and n € Z be a security
parameter with a power of 2, that is, n = 2!,1 > 0. Also, let
Zlz] and Z,[x] be the ring of polynomials over Z and Z,,
respectively, where the coefficients of al polynomiasin Z,[z]
arereduced to modulo p, and p € Z bealarge prime number. We

define a polynomial ring R as R = <ﬂﬁ]1>, where (z" + 1)




isan 2nth cyclotomic polynomial (irreducible polynomial) over
Z, and similarly, R, = <f§5"f]l>, where each coefficient of the
polynomial ring R, is reduced modulo p.

Any element b € R express as b= by + by - x + by - 2 +
o4 b,_1 -z 1, then the norms L, and L., can be defined

s [1b]] = /b3 + b7 + -+ + b2y and [1b]lc = manc{ by}

i=1"
Let x., be adiscrete Gaussian distribution [41] over R,,, where
~ > 0 isarea number and represents the standard deviation of
X+
Lemmal: Leta,b € Rbeany arbitrary elements. Then, they
satisfy the inequality ||a.b||~ < n|lal|<||b||~ and [|a.bl|s <
v/nllal|2||bl|2 [42], where Iy norm and [, norm are defined for
avector x € Ras||x||2 = v/>_; |z:|? and ||x|| = max; |x;],
respectively.

Proof: For further details regarding the proof of Lemma 1,
please refer to [42] and [43].

Lemma 2: For v = w(~y/logan) be any positive real num-
ber and o = ~y4/n, the inequality Pr, . [||r|| > o] < &
holds [41], where Pr[E] denotes the probability of an event
E.

Proof: The proof for Lemmaz2 can befoundin[41] and [43].

Let Z," = {—|2], ..., [2]} be asubset of Z, = {— 251,

.., 251} Let 2 be avariable which variesin the set Z,,. Then,
acharacteristic function Cha(-) can be defined as:

_J0,if zeZ,
Cha(x)_{l,if YA Q)

The modular function Mods : Z, x {0,1} — {0,1} is de-
fined as Mods(a,b) = (a +b.2-2)  (mod p) (mod 2),
where a € Z,, and b = Cha(b) [42], [44]. The function M od.
satisfies Lemma 3.

Lemma3: Letx,ybeanytwoarbitrary elementsof i, where
pisanoddprimeand y| < £.1fd =z + 2.y ande = Cha(z),
then Mods(x,e) = Mods(d, e) holds.

Proof: The details proof of Lemma 3 is provided in [42].

Thefunctions Cha(-) and Mods(-) can be expanded to apply
to the ring R, using the following approach. Given an ele-
mentb =by+by-x+by-ax?+---+b, 1 -2" e Rcanbe
present into avector formasb = (bg, b1, . .., b,—1). Therefore,
for any vector a = (ag, ay,...,a,_1) € {0,1}", wecan define
the two function Cha(-) and Mods(-) asCha(b) = (Cha(by),
C’ha(bl), ey C’ha(bn_l)) and MOdg(b, a) = (Modz(bo, Clo),
MOdel, A1, ..., ]V[Odg(bn_l, an_l), reSpeCtlvely

The RLWE problem statesthat for agiven polynomial and the
number of given polynomial pairs(z,y =xz.s +€) € R, x Ry,
itishardtofind theunknown polynomialss, e € R, chosenfrom
Gaussian distribution.

Definition 1 (Ring Learning With Error (RLWE)). Let
As ., = (x,y) be asample from R, x R, x be chosen uni-
formly from R, and y = x.s + e, where s, e < x., are chosen
uniformly. The RLW E(p,~) problem states that it is hard to
distinguish the elementsof A, from the uniform distribution
on R, x R, in polynomial time by the adversary [43].

Definition 2 (Pairing with Error (PWE) Problem). For a
function f: R, x R, = {0,1}, where f(z,s) = Moda(z.s,
Cha(z.s)), the objective of the PWE is to determine f(x, )

for the unknown values of s, e € x,, given z,y,a € R,, where
y=a.s+2.e[22].

Definition 3 (Decision Pairing with Error (DPWE) Problem).
Given the values of a,b,c,d € R, the goal of the DPWE is
to determine whether (a, ¢) is uniformly random in R, x R,
where a = b.s + 2.e and ¢ = d.s + 2.¢/, with the unknown
vauesof s, e, e’ € x[22], [43].

The RLWE problems can be effectively reduced to the fol-
lowing problems with the condition that if the PWE problem in
Definition 2 or DPWE problem in Definition 3 can be solved
efficiently in polynomial time, then any quantum computer can
also solve the RLWE problem in polynomial time.

B. Biometrics and Fuzzy Extractor

Biometric data and user passwords can form the basis for
access control in Internet of Drones systems, where these cre-
dential sareempl oyed to authenti cateauser’sidentity. Toachieve
this, afuzzy extractor function is employed. This function gen-
erates a uniformly random string known as the biometric secret,
along with apublic parameter, using the biometric template. The
process adheres to a predefined error tol erance val ue denoted as
es [45], [46].

Definition 4 (Fuzzy extractor): A fuzzy extractor F is rep-
resented as atuple (B, m, [, e, €), where 5 denotes the metric
space, m signifies the min-entropy of a distribution on B, |
represents the number of bits in the biometric secret o, and e
refer to the statistical difference between two given probabil-
ity distributions, specificaly < o,7 > and < U, 7 > with [ =
m — 2log(%) 4+ O(1). Here, U, denotestheuniform distribution
on [-bit binary strings. The F, consists of the following two
algorithms, namely Gen(-) and Rep(-):

e (Glen(-): Thisis a probabilistic algorithm that accepts an
original biometric data Bio € B as input and generates
abiometric secret key o € {0, 1}/ dong with a public re-
production parameter T asitsoutputs, that is, Gen(Bio) =
{o,7}.

e Rep(-): Thisisadeterministic reproduction algorithm that
takes noisy biometric data Bio’ € B and the public repro-
duction parameter 7 asinput. It then reproduces (recovers)
the biometric secret key o. Specifically, Rep(Bio', 7) = o
with the condition: theHamming distance H D(Bio, Bio')
< e, issatisfied.

If we measure the “Hamming distance between the original
biometric template Bio and the current biometric template Bio'”
andfindit tobed, andif the number of bitsin theinput biometric
isb, thenwecanestablishe, = %. Theadvantage of an adversary
in successfully guessing the biometric secret key o € {0, 1} is
approximately - [46].

IV. ProPOSED QRAC-UAV SCHEME

In this section, we elaborate various phases of the pro-
posed “ Quantum Resi stant | atti ce-based Access Control scheme
for UAV-assisted |nternet-of-drones applications,” called as
QRAC-UAV.



Fig. 1. Network model for QRAC-UAV.

A. System Model

This section presentsasystem model combing with anetwork
and an adversary model for the proposed QRAC-UAV scheme.

1) Network Model: Inthisscheme, we assume ageneralized
network model of UAV applications, where drones are deployed
to deliver various packages and medicines in a smart city,
hospitals and emergency services, and also play a key role in
firefighting to control fires in wildlife monitoring systems. In
each scenario, the drones are building blocks operated by there-
spective authorities. The network model of the proposed scheme
is presented in Fig. 1, where we consider the network compo-
nents to be fully trusted authorities (RA), users (U) equipped
with smart drone controllers (SDC'), and drones (DR). The
RA isresponsible for registering U and D Rs through a secure
channel or viaoffline beforetheir deployment in their respective
functioning zones. Inthismodel, S D C' possesses sufficient com-
putational power for lattice-based operations. After completing
theregistration process, they can communicate through wireless
media. Wealso assume U and D R establish asecure session key
through the wireless channel prior to exchanging information.

2) AdversaryModel: Inthisproposed scheme, network com-
ponents, like DRs and U, communicate and share sensitive
information over the wireless public channel. Since the public
channel isnot secure enough, thisraisesthe security challenges.
Therefore, we consider various widely-adopted adversary mod-
els, such as Dolev-Yao (DY) [47], Canetti and Krawczyk
(CK) [21], and the extended CK-adversary (eCK) models
[48], [49].

* DY and CK adversary models: According to the DY adver-
sary model, an adversary A can have the ability to eavesdrop on
the communicated messages and manipulate, delete, or insert
fake content into the communication channel. Whereas, under
the CK-adversary model, .4 hasenhanced capacitiesfor compro-
mising the communication channels. Asaresult, A can not only
delete, modify, or insert malicious content but al so compromisea
session state and then reveal the short-term and long-term secret
credentials that are used to build a session key in that session.
In addition, A is also capable of launching a dictionary attack
to guess (offline/online) the U’s passwords that are used to log
in to the local device.

 eCK adversary model: The extended CK-adversary (eCK)
adversary model is a variation of the Canetti-Krawczyk (CK)

adversary model. According to the eCK model, A may possess
additional capabilities compared to the traditional CK model,
such as A can control the entire network and can re-route,
change, and drop messages as it sees fit. These supplementary
capabilities may include the active execution of possible query
sequences (for example, asession key reveal query on a specific
session 1D, say sid), which compromise the session’s freshness.
Under this eCK model, A is alowed to create a sequence of
queries, eventually performsaTest(sid) query, receivesavaue
C, and after sometimelater, A hasto guess whether C' wasthe
correct session key or arandom value. After revealing both the
long-term and short-term secrets, .4 reveas the session key of
sid (or its corresponding session sid*).

 Quantum adversary attacks: We also consider that the D Rs
can operate hostile environment, where A can physically capture
the DRs using any of the techniques: 1) shoot it down with a
gun, 2) use anti-drone drones, and 3) use net-firing anti-drone
guns [50]. Next, A can launch quantum computer power side-
channel attacks, such as power analysis attacks [18], [51] and
then extract all stored information from the compromised DR’s
non-tamper-proof memory. Additionally, A can have the capac-
ity to launch a quantum lattice reduction attack for recovering a
short vector for secret session keys [52].

B. Detailed Decription of Various Phases

1) Initial Setup Phase: In this phase, the RA sets the some
initial parameters using the following steps:

Sep 1. The RA selects alarge odd prime number p and an
integer n € Z,, suchthat p (mod 2n) = 1.

Step 2: Next, the RA picks a discrete Gaussian distribution
with astandard deviation of -y, denoted as x , and the R A defines

aring R, = 22l wherep > 1672n?/2.

Step3: The RA selectsa € R, andrandomly sampless «+ x
asitsown master secret key. The R A also definesahash function
h: {0, 1}* — {0, 1}, where I, is afixed hash output length.
Here, the hash function A(-) is considered as SHA-256, since it
is post quantum secure (for more details, please see ETS| White
Paper No. 8 [53]).

Sep4: The RA picksaone-way hashfunction, say H;, whose
input can be any random string of fixed length [ and whose
output is an element in x.,, defined as H; : {0,1}! — x.,. This
is arandom oracle and its outputs are sampled from x, [54].

Step 5: Finally, the R A publishesthe parameters {n, p, a, x-,
h(-), Hy} and retains s as the master secret key.

2) Registration Phase: Inthisphase, the RA registers U and
DR viaoffline or through a secure channel with the following
steps:

e User Registration Phase: A user U registersasmart drone

controller SDC with the RA asfollows:

* URegl: User U picks a password pw, a unique identity
1D, and a biometric data Bio using the biometric sensor
installed onthe SDC'. U then generates arandom number
x € Zy, a biometric secret o, and a public reproduction
parameter 7 using the fuzzy extractor probabilistic gener-
ation function Gen(-) [45] as Gen(Bio) = {0, 7}. Next,




| U (SDC)
Pick ID, pw, Bio
Generate random x € Z,
V= h(z [lpw [|ID ||o),
Q=Vaox

{ID, Q}
—_

Registration Authority (RA) |

Pick registration timestamp RT'S
Compute A = h(ID ||s) ® h(Q
[|RTS), C = h(A) ® RTS
Store {ID, C} in its database,
{A}

PSR

Derive A* = A@® h(pw ||o),

zt =z @ h(A||ID ||pw)

Store {A*, x*, V, ID, 7, h(-)}

into SDC’s memory

Fig. 2. Summary of the user registration phase.

U computes V = h(z |jpw ||[ID ||lo)and Q@ =V @ z. U
sends the registration request with {ID, Q} to the RA.

* UReg2: The RA computes A= h(ID ||s)® h(Q
[|[RTS)andC' = h(A) @ RTS,where RT'S isregistration
timestamp. The R A then sends the registration credential
{A} to U through the same channel and stores {ID, C'} in
its database.

* UReg3: Next, U caculates A* = A @ h(pw ||o), 2* =
x @ h(A||ID ||pw), and stores { A*, «*, V, ID, 7, h(-)}
intheir SDC"smemory. Fig. 2 presents asummary of this
phase.

e Drone Registration Phase: DR registration is done with

the RA by the following steps:

* DRegl: The RA selects a unique and distinct real iden-
tity ID;, a temporary identity 7'/ D;, and a registration
timestamp R7'S;. The RA randomly samples y; < x..
The RA computes D = h(ID; ||s ||y; ||RTS;) and stores
the information {T1D;, ID;, D, h(ID)} in the DR’s
memory.

* DReg2: The R A then deletesthe D R’s secrets y; and D
from its memory, adds I D; to its own database, and sends
thevalues {T'ID;, ID,} to the user.

3) Login and Access Control Phase (LACP): LACP is exe-
cuted by the following steps:

LACP1: User U first enters their password say pw’, unique
identity 7D, and current biometric, say Bio'. U then derives
the biometric secret key ¢’ using Bio' and 7 by the repro-
duction function Rep(-) [45] as o’ = Rep(Bio', T) with the
condition that HD(Bio', Bio) < et, where HD(-) denotes
the “Hamming distance between the registered biometric tem-
plate Bio and the current biometric template Bio',” and ¢; is
the pre-defined error tolerance threshold value. Next, U com-
putes A’ = A* & h(pw' ||0’), ' = a* & h(A’ ||ID ||pw’) and
the verification factor V' as V' = h(z ||pw’ ||ID ||o'). U
verifies the condition: V' = V. If it is verified, entered pass-
word, identity, and biometric data all are correct, that is, (pw =
pw', o =o', x = a'). Then, U is alowed to log in to the
SDC. Next U execute Algorithm 1 to construct a session key

LACP2: Next, U selects r. and f. from x,, generates a
fresh timestamp 7°S,, and computes x. = a.r. + 2.f.. Next, U
computes =, = x. + Hy(T'S1 ||h(ID) ||ID;), M. = (h(ID)|]

ID;) ® h(V ||re |ITSUIID ||z),and T, = h(M, ||TID; ||TS:
||zc). U constructs an access control request message msg; =
{T., M., TSy, «.,, TID;} and sends it to the associated drone
DR; over the public channel.

LACP2: DR; receives the message msg; from U at times-

tamp TSI and executes Algorithm 2 to construct the ses-

sion key. DR; first verifies its freshness using the condition:
|TST — TS| < AT, where AT is the “maximum message
transmission delay” within the network. If this condition is met,
DR, derivesz. = !, — H,(TSy ||h(ID) ||ID;) and calculates
T' = h(M, |TID; ||TS; ||z.). Then DR; verifies T, = T,
if it is verified, DR, considers that h(ID) has been verified,
as it is hidden into M.. DR; then derives h(V ||r. ||T'S:
[|ID ||x) = M. ® (h(ID)|| ID;). Next, DR, selects randoms
r; and f; from x,, generates a fresh timestamp 7'S», and
computes z; = a.r; +2.f; and «, = x; + H1(T'Se ||h(ID)
||ID,) Next DR; calculates t; = Te Ty Wi = C’ha(tz), U; =
WD ||ri ||ID;) ® h(TID; ||ID; ||u; ||T'Sy). After that, DR;
generates a session key SK as SK = h(h(V ||r. ||T'S1 ||[ID
) [fui [[A(D i [[ID:) [|IT'Sy ||T'S1) and a session key
verifier SKV asSKV = h(SK ||T1D; ||M; ||TSy || TSy |Jw;
[lz; ||x.). DR; then builds a reply message msgs as msgs =
{SKV, x},, M;, TSy, w}} and sends it to U via the public
channel.

LACP3: After recelving message msg-. from DR; at times-
tamp TS5, U verifiesits freshness using the condition: |7°S; —
TSy < AT. If this condition is satisfied, U derives z; =
x, — Hi(T'Sy ||h(ID) ||ID;) and w; = w} & h(T'S2 ||h(ID)
[|ID;). Next, U computes ¢, = x;.r., u; = Mods(t;, w;), and
Next, U constructs the session key SK' as SK' = h(h(V ||r.
7Sy 11D |[2) [Ju; ||A(D [Ir; ||ID,) [|TSz [|T'S1) and the
session key verifier SKV' as SKV' = h(SK' ||TID; ||M;
[|TS2 ||T'Sh ||w; ||z ||x.). U then checkswhether the condition
SKV' = SKYV isvalid. If itisvalidated, U believes that they
have established the samesessionkey SK'(= SK). U proceeds
by selecting anew timestamp 7'S; and anew temporary identity
TIDy.U derivesTIDy = TIDy ® h(SK' || TS5 ||TID;),
generates an acknowledgment ACK = h(TIDy ||SK' ||TSs
||TS3), and constructs the acknowledgment message msg; =
{ACK, TIDj, TSs}. U updates TID; corresponding to the
real identity 7 D; withthenew one, 1 Dy, inthe S DC’smem-
ory. Finally, U sends the acknowledgment message msgs =
{ACK, TID3%;, TSs} to DR; through the public channel.

LACP4: Next, DR; receives the message msgs from U at
timestamp 7'S; and verifies its freshness using the condition:
|T'S; — T'Ss| < AT. If it is satisfied, DR; derives TIDy =
TIDY @ h(SK ||TSs ||[TID;), caculates ACK' = h(TIDy
[|SK ||T'Ss||T'S2), and checkswhether ACK' = ACK. Ifitis
verified, DR; also believes that they both established the same
session key SK (= SK') and then updates T'1 D; with the new
TIDy inits memory. The summary of this phase is shown in
Algorithms 1 and 2.

A detailed flowchart of the proposed scheme is presented in
Fig. 3.



Algorithm 1: U’s Session key Construction.

1: procedure USESSIONKEY(ID, (ID;, TID;), A*,x*,V,AT)
2: Te, fe < X~ timestamp TS

3 Te = a.r. + 2.

3| 2 285 Hy (TS Ih(ID) ||1Dy)

> M — (h(1D)||1D; )eahﬁvnnwslnmuac)
7

8

= h(]\l ||T1Dhown1| Si||z
msg1 — {T., M, S1,z.,TID;}, send it to DR;
: Recelve msga at TS from the DR
O | i T3 — 752 < AT then
10: x; = x; — Hi(T'S2 ||h(ID) ||ID;)
11: w; = w' @hgTSz |[A(ID) ||ID )
12: t Te, uy = Moda (]
13: h(DHrl||ID ) = M; ® h(TID HID [|u||TS2)
14: SK'" = h(h( V\|rr||T,Sl\|ID||z)H
|| pnlinlTss s
16: SK'||TTDi|[M,|| TS| |TSle7||gr,||rC)
17: lfSKV’—SKVten
18: Pick new T'I Dy, timestamp TS
19: TID} =TIDx & h(SK' TS5 ||T1D;)
20¢ ACK'= W(TIDN||SK'||TS3]|T52)
21: msgs < {ACK, TID},, T'S3}, send it to DR;
22: else
23: | exit
24: end if
25: return (SK', TIDy)
26: else
27: return exit
28: end if

29: end procedure

Algorithm 2: DR;’s Session Key Construction.

1: procedure DRSESSIONKEY(ID“ TID;,D,h(ID),AT)
2 Receive msgy at TS} from U

3| i TS; — TS| < AT then

4: Te = z! — Hl(Tsl h(ID) ||ID1)

5: T’ = h(M. ||TID; [|ze

6: fT = T, then

7 (vurc||Ts1wD||x) M. & (h(ID)||TD;)
8 ri, fi + X

9 Pick fresh tlmestdmp TSQ

10 T = a.r; +2.f

11 o = + Hl(TS2 R (D 111D2)

12: w} = Cha(t;), u; = Afodg( w7

13: w, = w; éBh(TSg [|h(ID) \ID

14: . = h(D||r:||ID;) ® h(TID;||1D:||ui||TS2)
15 SK = h(h( V\'rCHTSlHI [|z)]]w;

16 Hh(DIInIIID)II

17: = h(SK||TID |M HTSQUTSleleLHzC)
18: msqz «— {SKV, =/, M;, TS>, w;

19: Send msgs to U and then wait

20: Receive msgs at T'S; from U

21 if |T52 — 1'S3) < AT then

22: TIDy = TIDY & h(SK||TSs||TID;)
23: ACK'" = h(TIDN||SK||TS3||TS2)
24: if ACK' = ACK then

25: TID; < TIDn

26: return (SK, TIDy)

27: else

28: | exit

29: end if

30: else

31: exit

32: end if

33: else

34 exit

35: end if

36: else

37: exit

38: end if

39: end procedure

4) Password and Biometric Update Phase: To change or
update user old password (pw, ) aong with their biometric data
(Bio,), U needs to execute the following steps:

PBUPL: User U enters their 1D, old password pw,, and
old biometric data Bio,. U then calculates the biometric se-
cret key o, corresponding to the inputs Bio, and 7 using
Rep(-) function as o, = Rep(Bio,, ) with the condition:
HD(Bio,, Bio) < e;, where HD(-) denotes the “Hamming
distance between the registered biometric template Bio and the

:>5tep 6: Select ID &
Calculate values for DR

%,
¢

Step 2: Select ID &‘ﬁj
compute values for

% s
©” Registration 28
authorities (RA) 073
~

<]
S
S
3

ACK' & verify it.

Step 9: Verify TS & ID, compute a session key SK, & verifier sxv<):| =>

Siep 107 Send access control reply wilh the message Mgy
] Step 11: Verify TS & ID, computes session key SK', & verify SKV

mpute

&

Step 4: Compute and load registration information
Step 13: Col

" " Step 12: Compule acknowledgment ACK & sénd it with msgs ™~~~ "~ """~ 7

A _Finally, establishes a secure connection with common session key SK (= SK')

Fig. 3. A flowchart of the proposed scheme.

current biometric template Bio,,,” and e, isthe predefined error
tolerance threshold value. U then computes A, = A* & h(pw,
o), & = & & h(A, [|1D [[pw,), Vo = h(z [[pw, [|1D [|,),
andverifiesthecondition: V,, = V. Ifitisverified, U successfully
logsintothe SDC.

PBUP2: Next, U entersanew password (pw,,) and abiomet-
ric template (Bio,, ), and then generates the biometric secret o,
and the “public reproduction parameter 7,,” using the Gen(-)
function as Gen(Bio,,) = {on, T, }. Next, U caculates V,, =
h(z ||pwn ||ID ||oy,) and Q,, = V;, @ 2. U sendsthe password
and biometric update request with{ID, Q.,, h(4,)} tothe RA.

PBUP3: The RA checkstheidentity ID. If it exists, the RA
derivesRT'S =C ¢ h(A,),computes A,, =h(ID]|s) & h(Q.,
[|RTS),andC,, =h(A,) & RTS. RAthensendsthecredential
A, toU, stores{ID, C,} initsmemory, and deletes A,, from
its memory.

PBUP4: Next, U calculates A}, =
x @ h(A, ||ID ||pwy,), and stores { A%, =
into their SDC’s memory.

5) Dynamic Drone Addition Phase: A new drone (D R,) can
be added through the following process:

DDAL: The RA selects a unique and distinct real identity
1Dy, atempora identity 71 D,4, and a registration timestamp
RT'Sq. Then, the RA randomly selects samplesy, from x, and
computes Dy = h(IDg ||s ||ya || RT'S4). Subsequently, it loads
theinformation {T'I Dy, IDg4, D4, h(ID)} into the memory of
DRy.

DDA2: The RA proceeds to delete the secrets y4 and Dy
related to D R, from its own memory. It also stores I Dy in its
database and sendsthe values {T'I D, I D4} to the user.

A, EB h(pwy, ||on), x5k =

’I’L

L Vnale Tns ()

V. SECURITY ANALYSIS

In this section, we provide both formal and informal security
analysesof the proposed scheme, which provesthat the proposed
scheme resists arange of active and passive classical aswell as
guantum attacks.

A. Proof of Correctness

Claim: The established session key SK'(= SK
drone DR; and user U remains the same.

Proof: In this proposed protocol, if u; # u;, U and DR;
cannot establish the same session key SK'(= SK). However,
if we can prove that u; = v}, it would establish the correctness

) between a



of the session key. This can be prove through the following
equations:

ti =Xy = arer; + 2. fery, (2
ti =z = aryre + 2. fi.re. ©))
After subtracting (3) from (2), we have

ti —t; = 2.(feri — fire). 4

From Lemma 1, we have
feri = furel| < [lferill + || firell
< Vallfell2lIrillz + vall fillz-l|rell2
<vVnAytn+nata
= 2.72.713/2
<p/8; where p > 16y*n%/2. (5)
Using Lemma 3, we conclude that
w, = Mods(t;, w;) = Mods(t;, Cha(t;))
= Mods(t;, Cha(t;)) = u;. (6)

Therefore, using (6), we obtain: SK = h(h(V|| r.||T'Sy ||ID
|[2) [[wi |[P(D [|ri [[ID3) || T'S2 || T'S1)= h(h(V [|re || TSy |1 D
[l2) [[u; IA(D [|ri [|[ID;) ||T'S [|TS1)= SK'.

B. Formal Security Analysis Under Real-Or-Random (ROR)
Model

In this section, we have adopted the widely recognized Real-
Or-Random (ROR) oracle model [55] for providing the security
of the session key SK (= SK') between a SDC and a DR;.
The semantic security of the proposed QRAC-UAV scheme is
defined in Definition 5 and the advantage of A for breaking
the session key security is mentioned in Theorem 1 (for more
details, please see the supplementary material). The adversary A
is permitted to execute all the queries outlined below. According
to [56], all participants, including .4, have access to a collision-
resistant one-way cryptographic hash function denoted as A(-),
which can be considered equivalent to a random oracle denoted
as H. For details, please see the supplementary material.

Definition 5 (Semantic security): Let S(.A) denote an event,
such that A4 can correctly guesses a bit ¥', equivalent to the
bit b selected in the Test oracle query, and let Pr(S) denotes
the probability of S(.A). Therefore, the advantage of A, de-
noted as Adv§ 4V 4V (1), for breaking the semantic security
of QRAC-UAV within a polynomial time ¢ is defined as the
absolute probability of a random guess: AdngAC’UAV(t)
[2Pr[S] — 1].

The proposed QRAC-UAV scheme achieves semantic se-
curity if: a) X7 and its partner consistently reach an accept
state and compute the same session key, and b) the advantage
AdvffRAc’UAV(t) remains negligible () for any probabilistic
polynomial time-bounded adversary A. ©3F as the i** instance
of a participant denoted as P, where P can represent either U
or DR.

Theorem 1. Let Adv$™4“ U4V (1) denote the advantage
of an adversary A for breaking the semantic security of the
session key SK (= SK') between U and D R; in the proposed
QRAC-UAV scheme within a polynomial time ¢. Then,

RAC-UAV Qs s1+Qe)? s
Advff ) < s +@ \Xle) +2(max{C".Q%,

Qa3+ AdVEWE (1)), where Hash, Qn, Qc, Qs, X+, 1, and
AdvtEWE () are the range space of one-way collision-resistant
hash function h(-), execute queries, send queries, range space
of the discrete Gaussian distribution x-, the number of bits in
biometrics secret key o, and advantage of breaking the RLWE
problem in polynomial time ¢, respectively. The parameters C’
and s’ are the Zipf’s parameters provided in [57].
Proof. For details, please see the supplementary material.

C. Informal Security Analysis

This section provides a security analysis of the proposed
QRAC-UAV scheme, resists various active and passive attacks.
The proofs of the Propositions 1-11 are provided in the supple-
mentary material.

Proposition 1: QRAC-UAV is secure against replay attack.

Proposition 2: QRAC-UAV is resilient against Man in the
Middle (MiTM) attack.

Proposition 3: QRAC-UAV is safe against drone imperson-
ation attack.

Proposition 4: Stolen SDC' device attack is protected by
QRAC-UAV.

Proposition 5: QRAC-UAV is secure against offline/online
password guessing attacks.

Proposition 6: Privileged-insider attack is protected in
QRAC-UAV.

Proposition 7: QRAC-UAV s resilient against Ephemeral
Secret Leakage (ESL) attack under the CK-adversary model.

Proposition 8: Both anonymity and untraceability are sup-
ported in QRAC-UAV.

Proposition 9: QRAC-UAV s safe against device physical
capture attack.

Proposition 10: QRAC-UAV is secure against quantum lat-
tice reduction attacks, including primal attack and dual attack.

Proposition 11: QRAC-UAV is secure against key reuse
attacks.

VI. FORMAL SECURITY VERIFICATION FOR QRAC-UAV
UNDER VARIOUS VERIFICATION TOOLS

In this section, we provide security verification results uti-
lizing state-of-the-art tools, like Tamarin Prover and Scyther
to validate the security of the proposed scheme. The details of
these tools and the results are also provided in the supplementary
material.

A. Formal Security Verification Under Scyther Tool

In this section, we provide a security validation of the pro-
posed QRAC-UAV scheme using Scyther tool.

Scyther is an automated verification tool for detecting any
attacks of any security protocols [58], [59]. It ensures the
termination and permits the validation of correctness under



Fig. 4. Simulation results using Scyther tool.

unbounded number of sessions. It's user interface provides an
analysis centered around classes of protocol behavior or poten-
tial attacks, rather than relying solely onindividual attack traces.
It works under predefined security threat models, such as the
DY threat model, CK-adversary, eCK -adversary, among others,
which eliminates the necessity for users to define adversary
capabilities formally [60]. The details of this section can be
found in Supplementary memorial.

The results presented in Fig. 4 confirmed that Scyther has not
identified any attacks in the proposed scheme.

B. Formal Security Verification Under Tamarin Prover Tool

The Tamarin Prover isatool for verifying security protocols
that enables both attack discovery (falsification) and unbounded
verification (proof). Security protocols can be defined using
multiset rewriting models and can be analyzed for temporal
first-order properties. Thistool alowsfor modeling of number of
equations for a cryptographic protocols by supporting various
equational theories. The details of this result can be found in
Supplementary memorial.

Tamarin uses lemmas to define the security properties of the
protocol and it automatically generates verification results for
these lemmas. If alemma satisfies, which meansiit is verified;
if not, it is marked as falsified. This tool also creates an attack
graph for demonstrating thefalsification of the verified property.
For further details, readers are encouraged to refer the Tamarin
tool manual https://tamarin-prover.com/.

Fig. 5disclosestheresultsof our analysisagainst the proposed
QRAC-UAV pratocol. From the perspectives of both the user U
and the drone DR, the secrecy of the session key is maintained
asthe output of the result is verified. The mutual authentication
is aso successfully verified and ensured the freshness property.
Theresultsalsoindicatesthat the proposed scheme satisfies (ver-
ified) anonymity, forward secrecy, and unlinkability properties,
that is, the attacker cannot find the session key or execute any
known valid attacks.

Fig. 5. Tamarin result of the proposed QRAC-UAV scheme.

VIl. EXPERIMENTAL SETUP AND RESULTS

In this section, we perform a practical testbed experiment
using Raspberry Pi devices configured as either U or DR and a
laptop considered as server platforms.

A. Testbed Experiment Using Raspberry Pl

We have conducted timing measurements for various crypto-
graphic operations utilizing the cryptography standard library,
Cryptography 37.0.2. Thislibrary is widely acknowledged and
provides Python developers to access of various cryptographic
functionalities, such as symmetric encryption/decryption, one-
way hash functions, key derivation, and more. Let 7}, indicate
the time required for computing a one-way hash function using
Secure Hash Algorithm (SHA-256), Tscpc/Tsdec € the time
taken for Advanced Encryption Standard (AES) encryption and
decryption operations, Teca/Tecm Stand for the time required
for elliptic curve point addition/ multiplication operations, 1’,,+,
stand for the time taken to convert a message to elliptic curve
point function, and T3, indicate the time for bilinear pairing
function.

For elliptic curve operations, we have considered a non-
singular elliptic curve known as secp256rl of the form
y? = 2% +ax + b (mod p) (for more details, please refer to
RFC5480). Each operation is performed 1000 iterations un-
der the Raspberry Pl configuration: Raspberry Pi 4 Model B
configured with Raspberry Pi 4 Model B Rev 1.5, featuring
a 64-bit Cortex-A72 processor clocked at 1800 MHz with 4
cores and 7.6 GB of RAM, running Ubuntu 20.04.6 LTS on
an aarch64 architecture. Whereas, the server configured with
Ubuntu 22.04 LTS, featuring 16GB of RAM and anIntel Core™ ™
i7-9750H processor, CPU running at 2.60 GHz, equipped with
6 cores and 12 threads, operating on a 64-bit architecture with a
256GB SSD. We then cal culated the maximum, minimum, and
average executiontimes(inmilliseconds) for each cryptographic
primitives. We have taken the average times for each primitive
and the results of these experiments are shown in Fig. 6 and


https://tamarin-prover.com/

Fig. 6.
Laptop.

Testbed results using Raspberry Pi as a smart device and server as a

TABLE I
AVERAGE COMPUTATION TIMES (IN MS) AND ENERGY CONSUMPTION (IN MJ)
OF CRYPTOGRAPHIC PRIMITIVES

Computation Energy consumption
Primitives cost (in ms) cost (in mJ)
Smart device | Server | Smart device | Server
Ty 0.1748 0.0208 3.1219 0.3713
Tsene 0.0838 0.0072 1.4967 0.1293
Tsdee 0.0831 0.0071 1.4841 0.1284
Teem 2.5713 0.5108 45.8987 9.1188
Teca 0.3497 0.0743 6.2427 1.3264
Tmtp 7.7039 0.6627 — —
Tvp 52.533 8.262 — —
Ty 0.0209 0.0044 0.3748 0.0788
Tsm 0.0187 0.0040 0.3353 0.0725
Tpm 1.5712 0.1598 28.0459 2.8532
Tpa 0.0674 0.0066 1.2035 0.1183
Teha 0.2919 0.0353 5.2113 0.6314

Tablell. Weobservethat the M od, operationin R, isessentially
performed as an AND operation, which taken negligible time
and it is disregarded in the analysis.

In addition, for lattice-based operations, let T, T, Tpm,
Tpa, and T¢p, indicate the computation times for a sampling
from the discrete Gaussian distribution x - ; scalar multiplication
in quotient rings of polynomials R,,; polynomial multiplication
in R,; polynomial addition in R,; and characteristic function
computation in R, respectively. We consider a polynomial (e
R,,) sizeto 4096 bits. We also measure the energy consumption
costs (in mili joule (mJ)) for cryptographic primitives. For the
smart device, energy usageis 5.1V and 3.5 A, and the server’'s

TABLE I
COMPARATIVE ASSESSMENT ON COMMUNICATION COST

Scheme No. of messages  Total cost (in bits)
Mishra et al. [33] 3 14018
Rewal et al. [23] 4 18626
Islam and Basu [27] 8 19648
Chaudhary et al. [38] 5 19490
Safkhani et al. [37] 2 1728
Chaudhary et al. [39] 4 14851
Dabra et al. [25] 3 9122
Feng et al. [22] 3 8962
Zhang et al. [28] 4 9984
Chang et al. [30] 4 3712
Irshad et al. [32] 3 4320
Proposed (QRAC-UAV) 3 10240

Note: Here v = 100 is considered, where |S| = v in Zhang et al. [28].

Fig. 7. Communication costs (in kilobits) along with number of messages.

energy consumption is under a configuration of 250 V and 3 A.
The experimental results are shown in Fig. 6 and Table 1.

VIIl. COMPARATIVE COST EVALUATION

In this section, we conduct a comprehensive performance
evaluation of the proposed QRAC-UAV scheme with other
existing competing schemes. These schemes include those pro-
posed by Mishra et a. [33], Rewa et a. [23], Islam and
Basu [27], Dabra et al. [25], Feng et a. [22], Zhang et al. [28],
Chang et al. [30], Ever [24], and Irshad et al. [32]. The compar-
ative evaluation is based on communication costs, computation
costs, energy consumption, authentication time, aswell as secu-
rity and functionality features.

A. Communication Cost Evaluation

To calculate communication cost, we assume random num-
bers are 160 bits, real or temporal identities are 160 bits, AES
encryption/decryption key is 128 bits, timestamps are 32 hits,
one-way hash function outputs (using the SHA-256) are 256
bits, elliptic curve points are 320 bits, elementsin R, are 4096
bits, and cha and w; are 1 b each.

In the proposed QRAC-UAV, the access control phase is
required the following three messages: msg, = {7, M., T'S1,
xe, TID;}, msgs = {SKV, z;, M;, T'Sa, w;}, and msgs =
{ACK, TID}, TSs}. These messages require (256 + 256 +
32 + 4096 + 160) = 4800 hits, (256 + 4096 + 256 + 32 + 256) =
4896 bits, and (256 + 256 + 32) = 544 hits, respectively, in total
of 10240 bits. From Table 11 and Fig. 7, it is observed that the
QRAC-UAV require significantly lower communication costs



Fig. 8. Computation costs (in ms) versus the number of devices.

compared to the schemes of Mishraet a. [33], Rewal et al. [23],
Islam and Basu [27], Chaudhary et a. [38], and Chaudhary
et al. [39].

Although the proposed scheme incurs higher communication
costs compared to those of Dabra et al. [25], Chang et a. [30],
Irshad et al. [32], and Feng et al. [22], however, various critical
security flaws hasfound in these schemes. Dabraet al.’s scheme
isvulnerable to replay attacks, lacks support for untraceability,
and has not been verified using security verification tools such
as AVISPA, Scyther, or ProVerif, making it unreliable for real-
world applications. Whereas, Chang et al.’s scheme is suscep-
tible to “replay attacks’, “ESL attacks under the CK-adversary
model”, and “ privileged-insider attacks’. Moreover, it does not
support the dynamic device addition, which makeit to scalability
issues, and lacks of verification using AVISPA, Scyther, or
ProVerif tools, and susceptibleto quantum attacks. Irshad et al.’s
scheme also lacks support for dynamic drone/device addition,
making it impractical and unable to resist quantum attacks. In
addition, Feng et a.’s scheme is vulnerable to replay attacks
and lacks verification using AVISPA, Scyther, or ProVerif tools,
which makes it impractical for real-world applications.

B. Computation Cost Evaluation

In computational cost calculation, we consider the access
control phase described in Section IV-B3 and utilize the prim-
itives values presented in Fig. 6 and Table 1. In the proposed
scheme, U incurs a computational cost of 873, + 41, + Ty, +
2T pm + 3Ty, ~ 4.8453 ms, while a drone DR requires com-
putational cost of 81}, + 3T + Tsm + 2L pm + 2T pa + Tene =
5.0489 ms. In total, they require computational cost of approxi-
mately 167}, + 71y + 2T + 4T pm + 5T pa + Tena = 9.8942
ms. Here, we consider the computation times for the primitive
H,(-) is similar to the time of T, that is, Ty, ~ T, and the
execution timefor BPV and KDF functionsin [28] is equivalent
to the computation time for hash functions (77,). It is worth
noting that both Table IV and Fig. 8 indicate that our scheme
incurs lower computational costs compared to Ever [24], Zhang
et a. [28], Chang et a. [30], Mishra et a. [33], Safkhani

TABLE IV

COMPARATIVE ASSESSMENT ON COMPUTATION COST

Scheme

Mobile/U/IoT device

BS/Server

Mishra et al. [33]

8T, + 4T, + 2T+

5Tpm + 2Tpa + 2Tcha 6T + Tpm
~ 10.0940 ms ~ 0.2846 ms
Rewal et al. [23] 8Ty, + 4Ty + 2Tsm+
2Tpm + 2Tpa + Teha 6T},
~ 8.2309 ms ~ 0.1248 ms
Islam and Basu [27] 12Ty + 4Ty + 2Tsm+
2Tpm + 2Tpa + 2T¢cha 6T},
~ 5.4381 ms ~ 0.1248 ms

Dabra et al. [25]

5T + 7Ty + 2Tsm+
ATpm + 5Tpa + Teha
~ 7.9714 ms

5T + 5Ty + 2Tsm+
5Tpm + 5Tpa + Teha
~ 1.0013 ms

Feng et al. [22] 5Ty + 2T + Tsm+ 5Ty, + 2Ty + Tom+
3Tpm + Tpa + Teha 3Tpm + Tpa + Teha
~ 6.0074 ms ~ 0.6381 ms
Ever [24] 9Ty, + 2Tpp+ 6T}, + 3Tpp+
2Tmtp + 3Teem 2Tmtp + 3Teem
=~ 109.4970 ms ~ 27.7686 ms

Zhang et al. [28]

12T}, + 3Teem + Tsenc
+Tsdec = 9.7403 ms

TTh + Teem + Tsenc
+Tsqec =~ 0.6707 ms

Chang et al. [30] 31Ty, + 3Teem —
~ 12.8946 ms
12Ty, + 4Ty + 2Tsm+
ATpm + 2Tpa + 4T cha
~ 8.9301 ms
8T + TTecm + Tsdec
+Tsenc = 19.0088 ms —
9T), + 4Ty + 2T+
ATpm + 2Tpa + 2T cha
+Tsenc = 8.4895 ms
20Ty, + 9Teem + 3Teca
= 26.9725 ms
17Ty + 7Ty + 2Tsm+
ATpm + 5Tpa + Teha _

~ 9.8942 ms

Chaudhary et al. [38]
10T}, + Ty + 2Tpm
~ 0.2204 ms

Safkhani et al. [37]

Chaudhary et al. [39]
8Th + 2Tpm + Tsdec
~ 0.4931 ms
8Th + 3Teem + 2Tecat
2Tsenc/Tsdec = 1.8617 ms

Irshad et al. [32]

Proposed (QRAC-UAV)

TABLEV
COMPARATIVE ANALY SIS ON AUTHENTICATION TIME AND STORAGE COST

Authentication
Schemes Time (in ms) Storage Costs (in bits)
Smart Device Server Smart Device

Mishra et al. 2.3824 0.2014 1344
Rewal et al. 5.6109 0.0832 1856
Islam and Basu 3.7478 0.1248 5088
Dabra et al. 7.9714 0.9805 416
Feng et al. 6.0074 0.6173 512
Zhang et al. 6.7239 0.5803 1536
Chang et al. 8.3498 — 1152
Irshad et al. 3.3659 1.7297 2240
Proposed scheme 2.5749 — 1248

et al. [37], and Irshad et a. [32]. It worth noticing that, the
proposed scheme needs higher computational costsascompared
to the scheme of Rewal et al. Islam and Basu, Dabra et al. and
Feng et al. However, these scheme does not support all security
requirement as mentioned in above. For example, Similarly, Is-
lam and Basu fail s to support user anonymity and untraceability
properties, whereas Dabra et a. is vulnerable to replay attacks
and lacks untraceability.

C. Computation Efficiency Analysis

In this section, we examine the computational efficiency
in terms of user/device authentication costs, similar to Cheng
et al. [61], and it is calculated based on our experimental results
described in Section VII-A. In addition, we also added storage
costs for performing the execution of the protocol for computa-
tional efficiency calculation. The average authentication cost is
calculated inmilliseconds(ms), and itismeasured relying onthe
time required for successful authentication of a device/user to
the server. Table V displays the authentication costs and storage
costs of the proposed scheme along with existing schemes.



TABLE VI

COMPARATIVE ANALYSIS ON ENERGY CONSUMPTION COST (IN MJ)

Primitives Energy copsumption cost (in mJ)
Smart device Server

Mishra et al. 6973.7046 93.6170
Rewal et al. 13732.4473 11.3670
Islam and Basu 8017.0993 164.4486
Dabra et al. 3719.0665 95.5862
Feng et al. 3563.9971 89.0973
Zhang et al. 3850.1401 102.7965
Chang et al. 3018.4759 —
Irshad et al. 2582.255 60.6551
Proposed scheme 7856.6577 —

It is worth noticing that the proposed scheme requires an au-
thentication cost for smart devicesof 2.5749ms, whichissmaller
than all other schemesexcept Mishraet al. [33], andit provesthe
superiority of the proposed schemein being lightweight in nature
and morescalable. Inaddition, the proposed schemerequiresless
storage space, as 1248 hits for smart devices compared to other
schemes, such asMishraet a. Rewal et al. Islam and Basu, and
others. The storage costs in bits are measured based on the bits
needed to storetheregistration credential sduring theregistration
phase by the respective server. Therefore, it is demonstrated
that the proposed scheme is more efficient, scalable, and robust
in terms of authentication and storage compared to existing
schemes.

D. Energy Consumption Costs Analysis

The energy consumption cost is calculated based on the
required energy cost (in mJ) for successful authentication, that
is, the energy required to execute cryptographic primitives for
successful authentication. Based on our testbed experiment
described in Section VII-A, we compute the energy costs
of the proposed scheme and other schemes as well. We
use the similar approach to calculate it as described by
Bera et al. [62], and Table VI shows the results. It is worth
noticing that the proposed scheme requires 7856.6577 mJ
for successful mutual authentication. It is caculated as
16Th + 7Tg + 2T9m + 4Tpm + 5Tpa + Tcha + Tm x B~
16 x 3.1219 + 7 x 0.3748 4+ 2 x 0.3353 + 4 x 28.0459 +
5 x 1.2035 + 5.2113 4+ 10240 x 0.7500 = 7856.6577 mJ.
Similarly, we caculate the energy consumption for other
schemes and it can be found in Table VI. Here, £ = 0.7500
mJ is an energy consumption of a smart device to transmit a
single bit with a transmission rate of 1IMbps operating at 5.1V
and 3.5A and T, is the total message transferred by the smart
device.

E. Functionality and Security (FS) Attributes

Table VII demonstrated that the proposed QRAC-UAV
scheme successfully fulfill all the essential security and func-
tionality featuresand provided astrong security in access control
for drone applications. In contrast, other existing solutionsinthe
samedomain fall short of achieving thedesired level of security.

TABLEVII
COMPARATIVE ASSESSMENT ON VARIOUS FS ATTRIBUTES

Attribute
FS,
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Fig. 9. Performance on communication costs under the unknown attacks.

F. Performance Analysis Under Unknown Attacks

Although we have discussed how the proposed schemeresists
well-known active and passive attacks under both classical and
quantumthreatsin Section V, there are some unidentified threats
that can affect the performance of this scheme, and these attacks
can occur unpredictably. Consequently, we evaluate the perfor-
mance of the proposed scheme when it faces those unknown
attacks, and we particularly focus on the effect on communi-
cation and computation overhead under unknown attacks. The
effect can be calculated by the following equations:

COStfail X Pfail + Costsuce X Psuce

Costaypg = , (M
psucc
N
Cost;
Costfm-l:2 N (8)
In (7), Costyy signifies the average communica-

tion/computation costs under unknown attacks, Cost f4,; Signi-
fies the communication/computation costs for an unsuccessful
authentication under unknown attack and it can be derived from
(8), and Costgy.. Signifies the communication/computation
costs for successful authentication. py,;; represents the failure
probability of an unknown attack in the protocol execution
and psyc. 1S success probability, where poyee =1 — prair. N
denotes the total number of messages in the authentication
process and the probability of an unknown attack at Step i is
ﬁ . Cost; signifies the cumulative communication/computation
cost before an unknown attack occurs at Step 7.

The performance results presented in Figs. 9 and 10 signify
that the proposed protocol well perform compared to schemes



Fig. 10.  Performance on computation costs under the unknown attacks.

of Mishra et al. [33], Rewal et al. [23], and Islam and Basu [27]
under an unknown attack. This superiority stems from the fact
that the proposed protocol incurs lower communication costs.
However, the proposed protocol under-perform compared to
Dabra et al. [25], Feng et al. [22], Zhang et al. [28], Chang
etal. [30], and Irshad et al. [32], due to their lower communica-
tion costs requirement. Although these scheme does not fulfill
the all security requirement as mentioned above. It is also notic-
ing that, the proposed scheme exhibits superior performance
compared to the schemes [30], [32], [33] under unknown attacks.

IX. CONCLUSION

In conclusion, we have proposed a guantum-secure access
control framework for UAV-based loD applications, where
our primary goal was to maintain anonymous communication
and safeguard a high-performance data-sharing platform. The
proposed scheme offered a lightweight model for resource-
constrained loD devices and resisted various potential active
and passive attacks in both classical and quantum scenarios. The
security verification using state-of-the-art tools, like Scyther and
Tamarin verified the proposed scheme’s security, correctness,
and robustness. A real-time testbed experiments on Raspberry
Pi 4 devices highlighted the novelty of the proposed scheme,
and the comprehensive performance analysis under unknown
attacks, computational overhead, authentication time, and
energy consumption confirmed its practicability, scalability,
and efficiency for real-world applications.
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