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Abstract—Modern railways are powered by traction power
systems (TPS). Thus, the safety and reliability of TPS is crucial
for railways, which is a critical infrastructure. TPS, like any other
infrastructure, are being automated by means of information
and communication technologies (ICT). Similar to smart grids,
reactive power compensation and voltage control is important
to the reliable operation of TPS. These compensation systems
can be broadly controlled or operated in two modes. They are
either remotely controlled through ICT channels or by a local
closed loop control system monitored remotely. ICT channels,
in general, are vulnerable to cyber attacks. This vulnerability
renders the reactive power compensation system/voltage control
system vulnerable to cyber-attacks. A misuse of the compensation
system can hamper the voltage profiles and disrupt the operation
of the TPS. The misuse of compensation system thus translates
to financial losses and unsafe operation of railways. In this
paper, such threats have been identified and investigated in
both the modes of operation, in detail. Two detection algorithms
are proposed for each mode of operation. The detection ap-
proaches proposed in this paper rely on developed detection
metrics that are functions of terminal electrical quantities in
both the train and the TPS. The effectiveness of these metrics
in classification of attacks from normal operation has been
established mathematically. The proposed detection methods are
computationally inexpensive, easy to implement, and reliable
when tested using simulations on an Autotransformer Traction
Power System model.

Index Terms—Autotransformer traction power system, cyber-
security.

I. INTRODUCTION

Railways, like any other critical infrastructure, must be
safe and reliable. Modern railways, in general, are powered
by traction power systems. Currently, railways are seeing
an increase in penetration of automation, through use of
Information and communication technology (ICT). As a result,
modern railways are complex cyber-physical systems [1].
The communication standard most prevalent today is Global
System for Mobile Communications - Railways [2], [3]. The
communication networks for train systems are usually wireless
wide area networks [2]-[4]. Several operations related to train
and traction power system control are delegated to computers.
This shift in operation has made ICT a crucial part of the
railway system. Even though the incorporation of ICT has
enabled ease of operation and expansion, they leave the
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railway operation and control vulnerable to cyber-attacks. The
exploitation of these vulnerabilities by an adversary could
result in financial losses, or worse, could result in loss of lives.
Well-known attacks on critical infrastructures [5], [6] usually
exploit the vulnerabilities inherent in the ICT. To prevent the
adverse effects brought about by such attacks, especially in
railway systems, effective protection strategies must be put
in place. In other words, the vulnerabilities in the ICT in
the railway operation and control must be identified and their
exploitation must be prevented.

Among the several components that enable the functioning
of railways, Traction Power Systems (TPS) are one of the
most important. TPS can be both Direct Current (DC) and
Alternating Current (AC), depending on the application. The
context of this paper is focussed on AC TPS. In the case of
smart grids, voltage control and reactive power compensation
is crucial to the safe and reliable operation [7], [8], as voltage
outside the safe operational range is not permissible. This is
also true in the case of AC TPS [9]. Even in DC grids and
TPS, voltage control schemes are employed. In DC systems,
the power drawn by the train is regulated when the voltage
swells or dips outside the safe operating range [1], [10].

The available literature on security of TPS is limited [1],
[11], [12]. In [1] and [12], False Data Injection (FDI) attacks
are discussed in the context of DC TPS. These attacks,
as the name suggests involve an adversary injecting false
feedback data with the intention of forcing a wrong or harmful
operation. Such attacks, i.e., FDI attacks have been studied
extensively in smart grids [13]-[18]. In the case of smart
grids, malicious injection of data must evade alerting Bad
Data Detection (BDD) [13], [14]. Several methods have been
proposed to address/detect FDI attacks in smart grids. In [15],
[17], [18], DC power flow models are employed to model the
smart grid. As a result, these methods are designed for system
with DC state estimators. However, practical state estimators
are AC estimators, based on AC power flow model. There have
been works proposed for AC state estimators, considering AC
power flow model [19]-[23], using a variety of techniques. In
[19], Kullback-Leibler distance (KLD) is employed to capture
the dynamics of the measurements. This technique needs
historical data to facilitate detection of FDI attacks. A graph
theory based approach is proposed in [20] and outlier detection
techniques are employed to detect FDI attacks. Incorporation
of load forecasting, generation scheduling and synchrophasor
data to facilitate detection can be seen in [21]. This method,
[21], does not depend on the implementation of ICT. A non-
iterative technique to detect FDI attacks is proposed in [22].
In [22], flow measurements (both active and reactive) and



phasor measurements are employed to enable detection of FDI
attacks. In [23], ELM-Based OCON Framework is used for
FDI attack detection, under AC power flow model. However,
it is important to note that BDD is not inherent in TPS [1],
especially AC TPS. The possibility of FDI attacks against
over-current and squeeze controls, used to control voltages
in DC TPS, is explored in [1]. In order to protect the systems
from FDI attacks, detection and prevention schemes are also
proposed [1]. The impact of signal delay attack, where the
timing information related to the voltage measurements is
corrupted by the adversary, is studied in [11]. However, attacks
where the adversary directly takes over the control action is
not addressed in the literature, especially in the case of AC
TPS. There are works that consider such attacks in the context
of smart grids [24]-[30]. In [24]-[26], attacks involving the
disconnection of lines by maliciously tripping circuit breakers
(CBs) are considered. In [27], attacks involving injection of
false command data are studied in detail. The work in [29]
exclusively deals with false command injection attacks in
the context of phase shifters, used for active power control.
The literature concerning attacks on voltage control, is sparse
[28], [30]-[32]. In [31], [32], FDI attacks that result in
wrong control action is studied. In [28], attacks involving
malicious injection of tap signals to disrupt voltage control
in transmission system are studied. In [30], a generalized
framework for detection of command injection and FDI attacks
is proposed for a transmission system (of a smart grid) that
is capable of addressing attacks on voltage control. However,
such attacks are not studied in the context of traction TPS.
In [33], command injection attacks are studied where the
control action is hijacked by the adversary through malicious
commands relayed through ICT. However, [33] deals with
scenarios where the control is centrally handled by the control
centre. In order to have a comprehensive protection strategy, it
is necessary to also consider protection under the framework
of local closed loop control, in addition to central control
framework.

Dynamic thermal ratings (DTR) provides actual current
carrying capacity based on real-time operating conditions
[34]. DTR usually provide ratings higher than static thermal
ratings (STR) [35]. Due to the stochastic nature of loading
of transmission systems, DTR is crucial to facilitate efficient
and economical use of transmission resources, especially with
increasing penetration of renewable sources [36]. DTR system
also enables efficient use of underground cables [37]. DTR
system, in modern power grids or smart grids, come with
a cyber layer, as discussed in [38], [39]. The reliability of
this cyber-layer is very important. It is also shown in [38],
[39] that a reliable cyber layer of the DTR system improves
the overall reliability of the system. As DTR deals with
thermal ratings, related to active power, it is not considered
in the algorithms developed in the manuscript, as voltage
control/reactive power compensation system does not depend
on active power. However, the effect of DTR and its cyber
layer can be explored in the context of studies involving active
power loads, mainly in active power control studies, both in
power grids and traction power systems.

In modern railways, Autotransformer (AT) Traction Power

Systems (TPS) are widely used [40]. In AT TPS, like AC grids,
reactive power compensation system is in place [41] with
the objective of either voltage control or loss minimization.
This compensation system can be operated by an operator
by control signals sent remotely from the control centre [41],
i.e., through the ICT systems. Another way of operation is
through closed loop control system that adjusts actuation based
on the measurements and reference values (desired values).
These control mechanisms are inherently prone to cyber-
attacks [5], [6]. In AC grids, it is known that reactive power
is strongly coupled to voltage (magnitudes) [42]. Thus, any
misuse of reactive power compensation results in voltages
going out of the safe operational range. This could potentially
destabilize the AT TPS, effectively resulting in failure of
railway infrastructure. As a result, it is essential to protect
this reactive power compensation/voltage control system. This
paper is an attempt to identify threats and develop strategies
to protect the system from these potential cyber-threats.

In this paper, two detection algorithms are developed. The
first algorithm is developed to detect an intrusion in centrally
controlled compensation systems. The second algorithm al-
gorithm, on the other hand, is developed to detect attacks
against compensation systems that employ local closed loop
control systems. In order to develop these algorithms, various
threats are identified in the framework of present AT TPS
operation. Based on the identified threats, detection metrics are
developed that are functions of terminal electrical quantities.
The effectiveness of these detection metrics is established
through formal mathematical analysis. The detection metrics
are then incorporated to develop two detection algorithms,
mentioned above. It is important to note that these algorithms
are developed considering attack scenarios that are stealthy
(such that the operator does not detect them through existing
mechanisms). This is the first paper to address these problems
in AT TPS.

The contributions of this paper are as follows:

1) Two algorithms are developed that can detect:

a) attacks where an adversary injects malicious com-
mands to change the settings of the reactive power
compensation system in AC TPS;

b) attacks where an adversary tampers with the operation
of the local closed loop control system used in the
locomotive for reactive power compensation.

2) The developed algorithms are novel because they:

a) are computationally inexpensive, as there are no itera-
tive steps involved;
b) do not require historical data;
c) are reliable when tested using simulations;
d) are simple to implement;
e) rely on electrical parameters information, so it is inde-
pendent of ICT systems used;
f) are mathematically proven to be effective;
g) are the first to consider such attacks and propose
countermeasures against these attacks.
The paper is organized as follows: The background infor-
mation relevant to this paper is presented in Section II. The
attack scenarios are discussed in Section III. The algorithms



to detect the attack scenarios, discussed in Section III, are
developed and proposed in Sections IV and V. The details
pertaining to the simulation study are given in Section VI
Finally, the conclusions are drawn in Section VII.

II. BACKGROUND

In this section, the background concepts relevant to this
paper are discussed briefly.

A. Autotransformer Traction Power System

The aspects of the model of AT TPS that are relevant
to this paper are presented in this section. The AT TPS,
illustrated in Figure 1, has four main components [41], [43]: (i)
Traction Substation (TSS), (ii) Autotransformers, (iii) Feeder
system that transmits power, and (iv) Electric Train. These
components are shown in Figure 1, using their circuit anal-
ysis models [41], [43]. The traction substation transformer
is represented as an ideal single phase transformer with an
AT, whose midpoint is connected to rail, ideally at zero
potential. ATs are represented as a voltage sources in series
with the leakage impedances. In circuit analysis, the train can
be viewed as a constant power or current load. The important
physical quantities relevant to the analysis of TPS and the
issues discussed in this paper are as follows:

o V5 - Supply voltage from the TSS (usually 25 kV [41]).

e Z, - Leakage impedance of the substation transformer.

e Z a7 - Leakage impedance of the autotransformer.

o (P;+jQq4) - Apparent power demand of the train, based
on scheduled MW demand of the train and power factor
(pf) of the operation.

e m - index denoting m*" AT.

e Vi;j - Voltage at the ith AT, and j is used to denote
whether the voltage is seen at catenary (c), rail (r) or
feeder (f). For example, V,,,. denotes voltage at mt" AT
at the catenary.

e I;j1, - Convention of notation for current, where ¢ and j
denote the indices of AT and k represents if the current is
on the catenary (c), rail (r) or feeder (f). As an example,
I, denotes current measured or observed between m*”
and n'" ATs in the rail.

o I, - Current drawn by the train from the catenary.

e Zix - 3 x 3 impedance matrix of the feeder line, usually
represented in terms of quantities per unit distance.

o d - distance of the train from the m!* AT.

» (0, - Reactive power generation coming from the com-
pensation system.

The system in Figure 1 can be analyzed as a distribution
system, using Backward-Forward Sweep (BFS) algorithm [41]
or Newton’s method [43].

B. Reactive Power Compensation in AC TPS

In case of AC traction, particularly AT TPS, the voltage
control is done by the variation of reactive power, similar
to the one seen in AC power transmission system. This is
mainly because voltages (magnitudes) are strongly coupled
with the reactive power. Here, compensators and Pulse Width

Modulated (PWM) converters are employed for variation of
reactive power or reactive power compensation [41]. These
devices are usually operated either by means of control signals
sent remotely from the processing center or by means of
a closed loop control system. The objectives of reactive
power compensating devices can vary from voltage control
to minimization of power losses.

III. ATTACK MODEL AGAINST REACTIVE POWER
COMPENSATION/VOLTAGE CONTROL SYSTEM OF AT TPS

In order to develop the attack model, it is necessary to
consider the possible ways in which the reactive power com-
pensation system is automated in the context of AT TPS. These
are discussed in Section III-A. This is immediately followed
by a detailed discussion on the vulnerabilities in both these
modes of operation in Section III-B.

A. Modes of Operation of Reactive Power Compensation

There are two modes of operation of the reactive power
compensation/voltage control of AT TPS. They are as follows:

e The first mode, referred to as Mode 1 for the remain-
der of this paper, as shown in Figure 2a, involves the
control centre. Here, the real-time data related to the
trains’ positions (d,m¢), power consumption ((Pz+jQa)),
and voltage profile (V;.), are received by the control
centre. Based on this data, appropriate compensation is
determined by the control centre, which is relayed as a
command to the compensation system in the AT TPS.

« The second mode, referred to as Mode 2 for the remainder
of this paper, on the other hand, involves the use of a
closed loop control system present in the train. In this
mode, the present value of voltage, V;. is compared to
a reference value, Vt’;ef and the difference, i.e., the error

signal is used by the controller to actuate the necessary

compensation. This mode is depicted in Figure 2b.

In this paper, the details regarding implementation of these
modes of operation are not dealt with. This is because the
detection approach is based on the electrical quantities and
does not depend on the implementation of the voltage control
or reactive power compensation.

B. Vulnerabilities Against the Reactive Power Compensation
System

The attack strategy against the AT TPS voltage control
system would vary depending on the mode of operation
discussed above.

1) Vulnerabilities in Mode 1: In the case of centrally
controlled reactive power compensation system, the adversary
has two choices. The first one is the corruption or falsification
of data, i.e., V. and (Pd +de) in Figure 2a, and positional
data, d,,,;. The falsification eventually misleads the operator to
take erratic control actions. Such attacks are broadly known as
False Data Injection (FDI) attacks [1]. On the other hand, the
adversary could take over the command channel in Figure 2a
and use it to relay malicious or false commands. These types
of attacks usually have the potential of being high-impact [44].
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Fig. 2: Modes of Control in Reactive power compensation/Voltage control system in AT TPS.

The network diagram in Figure 3 represents the commu-
nication of both measurements and control commands in the
SCADA environment. It can be seen that in Mode 1 operation,
the data pertaining to load and present voltage values from
the train and its voltage control/reactive power compensation
are relayed to the control centre. The control centre estimates
the appropriate amount of compensation and relays it to the
train’s compensation system. In the case of FDI attacks [1],
the data channel, marked in Figure 3 are affected or attacked.
Similarly, if the adversary chooses to attack the command
channels, instead of data channels in Figure 3, then it results
in False Command Injection (FCI) attacks. The command
channels can be attacked before commands are relayed to the
train SCADA system or at the train ICT channels, as shown in
Figure 3, marked by “x”. Hence, as far as SCADA networks
are concerned, the command channels can be attacked in a
way similar to the way data channels are attacked in FDI
attacks [1], [13]. However, the impact of attacks on command

channels is very high when compared to attacks on data
channels [44]. Whenever falsification of data is involved in
centrally controlled mechanisms (reactive power compensation
system in this context), the adversary has to usually inject a
false data close to the operating point (or previous data points).
This is because data quality checks can detect a wide variation
in measurement data. However, in the case of attacks where an
adversary has control over the commands, the entire control
range is available.

2) Vulnerabilities in Mode 2: In this case, the adversary
attacks the closed loop control system in Figure 2b. Such
closed loop control systems are known to be vulnerable [45]-
[47]. These systems can be targeted using a wide array of
attacks [45]. These attacks are launched with the objective of
disruption of the control process intended by the operator. The
attacks disrupt either of the three components of the control
system, i.e., the sensor (to force wrong control signal), the
control signal, or the control unit itself.
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The local closed loop control system is implemented using
closed loop control modules, like [48], which acts as a
specialized programmable logic controller (PLC). This creates
a system with two components (nodes), i.e., process and the
controller, in the system that interact with each other through
sensor data and control inputs, as shown in the network
diagram of Figure 3. Such a configuration is vulnerable to
cyber attacks [49], [50], like Denial of Service (DoS) and Man-
in-the-Middle (MiTM) attacks [50]. For instance, a MiTM
attack can be launched to corrupt the measurement values
and consequently the commands relayed to the compensation
system. The points of vulnerability are appropriately marked in
Figure 3. In Figure 2b, the adversary can falsify the feedback
value, i.e., V. in the context of voltage control. This leads
to erratic commands resulting in voltage profiles that are
detrimental to the TPS and train operation. In order to have
comprehensive protection, it is also necessary to consider sce-
narios where the actuation commands of the control systems
are tampered with.

In order to ensure the reliable and safe operation of both
train and TPS in the purview of automation, it is thus neces-
sary to address these vulnerabilities. In this paper, detection
strategies are proposed against the following attacks. They are
as follows:

(i) Falsification of commands issued to the compensation or
voltage control system in Mode 1 operation.
(ii) Falsification of V;. in the voltage control system in Mode
2 operation, shown in Figure 2b.
(iii) Falsification of actuation command in the locally con-
trolled reactive power compensation system.

IV. SCHEME FOR DETECTION OF ATTACKS ON REACTIVE
POWER COMPENSATION MECHANISM IN MODE 1
OPERATION

A. Parameters Used as Classifiers

In order to develop the parameters that can be used as
classifiers, the train in Figures 1 and 2a is viewed as a six
terminal network as shown below in Figure 4. In order to
develop detection parameters that are independent of ICT used
in the implementation, it is essential to represent them as
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Fig. 4: Representation of the train between two ATs as a six
terminal network.

a function of the terminal electrical quantities that can be
practically measured and monitored by the operator in the
control centre.

The current flow in the catenary from the m!* AT to the
train can be expressed as

(Vmc - V;‘,c)
(chmt) ’

where, Z. is the impedance of the catenary per unit distance,
which can be obtained from Z;x defined in Section II-A and
d,; is the distance of the train from the m*® AT. When (1) is
divided by V., we get

(D

Imtc =

Imtc — (|Vmc|l6’mc - |V;‘/c|46tc) (2)

Vmc (chmtvmc)

In (2), the quantities in the right hand side is represented by
phasors, where, § is used to represent voltage angles.
The magnitude of the ratio in (2) is defined as

Imtc
Do = . 3)
Vmc

Similarly, for the nt" AT and feeder, using notational conven-
tions defined in Section II, we get

I
Dpe = ﬁ )
and,
Imnf
f Vs

The parameters defined in (3), (4) and (5) can be arranged
in a vector defined as

(6)

r= [Dmc Dy, Dmnf]T

The elements of D are estimated by the operator/control
center when the upcoming settings for reactive power com-
pensation system are chosen. The parameters estimated during
the command selection, denoted by D¢/, D¢/ and Dy,
respectively, are arranged in the vector, D"ef across the
section of TPS between two ATs. The comparison of D when
compared to D¢ is the basis of the detection algorithm
proposed in this paper. Hence, the detection metric can be
defined as

Fcen = ||D - Dmf”l- (N
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B. Practical Realization of the Detection Metric, DM

Based on the developed detection metric, I', in Section
IV-A, there are two ways to realize its application for practical
purposes. They are as follows:

e Use of Phasor Measurements Units (PMUs): Based on
(2), a PMU placed at m‘* AT terminal that provides the
phasor, V,,,., would be sufficient to enable the calculation
of D,,.. The voltage of the train, V}., is monitored by
the operator. In case of an attack, V;. used in (2) would
be the one falsified by the adversary (usually at the
value intended by the operator before the cyber attack).
This is because the operator cannot know about the
attack in advance and hence has to rely on the available
measurements. However, it will be shown that this does
not affect the detection.

e Use of Voltage and Current Meters: Based on (3), the use
of current and voltage meters at m'® AT that provides
the magnitudes of the current flowing out of the AT and
voltage at the AT would enable the calculation of D,,..
In this case, the falsification of measurements does not
affect the calculation of D,,..

C. Justification for the Choice of Detection Metric

The justification of the use of detection parameters from
(3)-(5) can be formally proven by means of the following
Propositions.

Proposition 1. Let the value of D,,. calculated during the
selection of reactive power compensation command be D,”necf .
During an attack involving malicious operation of reactive
power compensation mechanism, let the value of D.,. ob-
served by means of a PMU at m*" AT be DP,.. Then, for
any TPS operation with noiseless measurements, the following
relation holds good:

|Dfnc _D:;fcf| > 0.

Proof. Under normal conditions, the operator selects a value
of reactive power generation, Qsel based on (Py+ jQg) and
V4. For convenience, the circuit dlagram of train and reactive
power compensation system across two ATs is shown in Figure
5. The effective load of the train as seen by the TPS can be
written as

Si" =Py +j(Qa — Q) (8)

where, the superscript, nor, represents quantities under normal
operation, in absence of a cyber-attack.
The current drawn by the train can be written as

Py +j(Qa — Q)
(‘/tc - V;‘/r)

[T —

€))

It is known that |V},.| < |Vi.|, as rails are ideally close to zero
potential [40], [41]. For the purpose of analysis, V4, is thus
neglected.

From Figure 5, we can see that Iy, = I + Ipt.. Under
normal conditions, with noiseless measurements, based on
definition in (3), we get

>, (10)

o <¢P3 +(Qa - (@)
D = Th
. Under a cyber-attack on reactive power

|W6|nor|vmc|nor

Imtc

where, 71 =
te it
compensation system, an adversary maliciously injects QQ¢*,

where the superscript, att, is used to denote quantities under a
cyber attack. When PMUs are used, it is important to note that
from the perspective of the operator and detection mechanism
using (2), the train voltages do not change, i.e., V2 = V,2or,
as discussed in Section IV-B.

Performing an analysis similar to (8)-(10), based on discus-
sion in Sections III and IV-B, we get

<¢ng +(Qu - <Q;tt>>2>
Dfnc =M .

|V}/c|nor|vmc|att

(1)

By comparing (10) and (11), we observe that:
2+ (Qu— (@) # /P2 +(Qa— (Qg))2.

o [Vine|®t # |Vine|™7, as a change in reactive power ap-
preciably affects voltage magnitudes of connected nodes,
due to their strong coupling (also discussed before).

Based on these observations, it can thus be concluded that
|D£7,c - D:rféf| > 0.
Hence proved. O

Proposition 2. Similar to Proposition 1, let the value of D,
observed by means of voltage and current meters at the m'"
AT be D29, Then, for any TPS operation with noiseless
measurements, the following relation holds good:

|De? = Dil| > 0.

Proof. For the purpose of this proof, notations used in the
proof of Proposition 1 are used. Under normal conditions, D,
would follow (10). However, the difference in this case, as
opposed to that seen in Proposition 1, would be in the value
of D,,. under a cyber attack.

When current and voltage meters are used to measure [,
and |Vi|, the values of these quantities as seen by the
detection method would be based on their true values, as
none of these quantities are directly affected due to attack.
As a result, the values of |Vi.| used in the calculation of
D,,., to model the calculation made using I,,;. and |V,.|
measurements, must be the value changed due to an attack,
ie., VAt and Vatt £y nor,

The expression for D39,
written similar to (11) as

(W? +(Qu- (Q;”)P)
D =m .

under a cyber-attack can be

|Wc|att|vmc|att (12)



The comparison of (10) and (12) yields:
o JPE+ (Qu— (@) # P} + (Qa - (Qg1)
. VAt £ Ve,
. Vall £ Vier.
Hence, we get

|Dine? = Dyil] > 0.
O

Proposition 3. The conditions stated in Propositions 1 and 2
hold good even in presence of measurement errors and noise.

Proof. The measurements relevant to the calculation of D]¢9,
under normal conditions, using current and voltage meters to
calculate the magnitudes of I,,;, and V,,., can be written in

matrix form as
|Imtc|n0’r B hI (Tnor) N er
|Vmc|nor - |Vmc|n0’r7t ey
where, T is the set { Py, (Qa — Qg), |Vinel: |Vie|, Ome, dtc }, the
superscript, nor, denotes quantities under normal conditions,
the superscript, nor — t, represents true value (without noise)
under normal conditions, h;(-) denotes “function of”, and

[eI eV]T ~ N(0,0).
When there is a cyber-attack, we observe that

- [

|Vmc|att |Vmc|att—t ey

where, the superscript, att, denotes under attack conditions.
Even though the adversary hides the changes in Py, (Qq—Q,),
[Vie| and &y,c, the set T%% would only contain true values
as the current meter placed at mt" AT can measure I,,;.
that results from a true change in the variables contained
in the set, 7. As a result, it can be inferred that, 7% =
{Pa, (Qa — Q4™), [Vine| “™, [Vie|*", 634k, 684" }. Hence, based
on relation between measurements and variables and using
notations defined in Proposition 2, it can be inferred that

|:|Imtc|mag:| _ |:|Imtc|norj|

|Vmc|mag |Vmc|nor

13)

(14)

> 0. (15)

Based on the definition in (3) and the proven relation in (15),
we can see that |[D™®9 — Dref| > 0 holds good in presence
of noise.

Using similar analysis and arguments in the proofs of
Propositions 1 and 2, it can be shown that |DE, . — D7¢f| > 0
holds good in presence of noise. Hence, the conditions in
Propositions 1 and 2 hold good in presence of noise. O

The propositions 1, 2 and 3 can be extended to other
parameters defined in (4) and (5). The direct consequence of
these propositions is that that the £ — 1 norm of (D — D"¢f)
is greater than zero.

Based on the definition of the index D,,. in (3), there are
two quantities involved, V,,. and I,,;.. Let us consider the
case when voltage and current meters are used to realize the
detection metric, D,,.. From Figures 1, 4 and 5, it can be
seen that V,,. is the voltage of the leading autotransformer
(AT) (m'™ AT) of the autotransformer section where the
train is at the instant of measurement. Similarly, I,,;. is
the current drawn from the m‘* AT. It is important to note

that the measurement quantity V,,. changes depending on the
AT section housing the train at the instant of measurement.
Similarly, I,,;. varies depending on both the AT section and
also on the distance of the train from the leading or trailing
AT in the AT section. Hence, in order to beat the detection
algorithm based on D,,., the attacker has to manipulate the
values of V,,. at all the ATs in the traction line from the
starting to the destination of the train. Moreover, the values of
I+ also have to be manipulated continuously at every instant
depending on both the AT section is housing the train and
the distance of the train from the leading AT in that section.
In order to beat this detection approach, the adversary has
to falsify the PMU and meter data at every AT as the train
passes through. As railway networks are spread across large
distances, this practically implies that the adversary has to take
over the entire system and control centre. However, though
such controls are theoretically possible, it is not practically
likely [44].

D. The Algorithm

The steps of the proposed algorithm are presented in Algo-
rithm 1. This algorithm basically involves monitoring of I';¢p,
defined in (7). If the value of I'..,, exceeds a threshold, T h;..,,
an attack on the reactive power compensation is detected. The
calculation of I';.,, depends on equipment placed in TPS to
monitor the system (as discussed in Section IV-B).

The variation in D,,. from its normal value in both (2)
and (3), are dependant on the sensitivities of several electrical
quantities in (2) and (3) on a malicious change in compen-
sation command. In power grids and traction power systems,
it is well-known that the sensitivities of electrical quantities
due to the variation (both normal and malicious) of dependant
electrical quantities vary significantly, when compared to each
other. This is a well-known phenomenon. So, sensitivities
are usually calculated individually for every node or line
[51]. Hence, the analysis or operation based on this is done
empirically for the system where the study is done. As a
result, the threshold in Algorithm 1 must be determined by
the operator, based on the system where it is deployed.

Algorithm 1: Proposed algorithm to detect attacks on
TPS reactive power compensation system

Data: Vector, D"¢f and the predefined threshold,
Thcen~
Output: Tr
1 Calculate I'..,, using (7);
2 if T'pepy > Theern, then

3 Tr =1;

4 An attack on reactive power compensation system
is detected;

5 For safety, stop the train and investigate the extent
of attack;

6 else

7 Tr = 0;

8 go back to step 1;
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Fig. 6: Internal Closed Loop Control

V. SCHEME FOR DETECTION OF ATTACKS ON REACTIVE
POWER COMPENSATION MECHANISM IN MODE 2
OPERATION

Similar to the approach developed in Section IV, the ap-
proach to detect attacks against compensation systems con-
trolled using a local closed loop control is based on the
electrical quantities of the AT terminals in Figure 1.

A. Parameters used as classifiers

An abstraction of the closed loop control system is shown in
Figure 6. It is worth noting that this is a general mathematical
representation of the control system without any details of
implementation. This is because the approach is based on the
terminal electrical quantities which does not depend on these
details.

Let Vt(ck_l) represent the measured value of the train volt-
age, where the superscript, (k — 1), represents the snapshot of
measurement (discrete) at (k — 1) window. Let the reference
signal, indicative of the scheduled or desired value of the train
voltage, be represented using V;;;ef , where the superscript, ref,
indicates reference or selected value. Based on the comparison
of feedback signal (based on measurement, Vt(ck*1 ), and
reference signal, 1/};6]0 , the voltage gets adjusted to VX at the
next window.

Mathematically, the error signal, E(z) as received by the
controller can be written as

E(z) = Vi (2) - Vi H(2).

Cc

(16)

The controller, on the other hand, sends the actuation signal,
A(z), to the compensation system, given by

A(z) = (Vi (2) = VETLH (2)) G (2). (17)

The adversary can tamper or inject a malicious feedback
signal, i.e., tamper the value of thz_l, forcing the control
system to take an erratic control action. In order to develop the
detection metrics, the circuit diagram of Figure 5 is considered
again. When looked into the network from the m!* and nt"
AT sections, the Kirchoff’s Voltage Law (KVL) governs

Vmc = thchmt + V;‘,c - ‘/tr; (18)

and,

Vnc = Inthcdnt + ‘/tc - V;ﬁr, (19)

respectively. In the subsequent analysis, Vi, is set to zero
as rails are ideally at zero potential. Similarly, the mutual
coupling between the catenary, rail and feeder is neglected.
However, they are not neglected in the simulation studies in
Section VI. With these simplifications applied to (18) and (19),
we get

‘/tc = Vme — Imthcdmt
= Vnc - Inthcdnt~ (20)
Based on (20), a detection metric is formulated as
Tetr = 3 [Vie = TueZedi — Viel, @1

let

where, [ € t indicates the AT section inside which the train is
currently positioned. It can be clearly inferred that the value of
T'.t, under normal conditions (when there is no cyber-attack)
must be close to 0, i.e., .. = 0.

B. Practical Implementation

From (21), the estimation of the metric requires the es-
timation or measurement of phasors, Vi,.Z0me, ViaedOnes
LnteZLOmte and Ip.Z6pee. This can be achieved by the fol-
lowing ways:

o The placement of PMUs at the AT sections. This would

ensure that the phasor measurements required to estimate
T'¢sr in (21), would always be available . Such measure-
ments could be used to estimate I'.;, before the execution
of control action, as shown in Figure 7. It is worth noting
that this additional block in the control system need not
be implemented locally in the train.

o Another approach would be to use the outcome of a
real time analysis of the system using the power flow
studies, if there is any. In other words, use the estimated
values of the phasors (using power flow analysis [41],
[43]). However, in this implementation, the block used
to represent detection action in Figure 7 is done at the
control centre.

C. Justification for the use of the detection metric

In order to justify the use of the detection metric in (21) to
classify cyber-attacks from normal operation, it is necessary
to validate its effectiveness mathematically.

Proposition 4. Under ideal conditions, when there is no
noise in PMU measurements, under a cyber-attack involving
malicious tampering Vt’z_l in Figure 6, it can be stated that
I\nur _ 0
- )

ctr

Fatt > 0’

ctr

at the k" window, based on measurements from the (k—1)t"
window. Here, the superscripts, nor and att denote values
under normal conditions and cyber-attack, respectively.

Proof. When there is no cyber-attack, i.e., normal conditions,
based on (18), (19) and (20), it can easily be seen that
reer =0.

ctr

(22)
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Fig. 7: Detection approach in the closed loop control

Let V"1™ be the train voltage under normal conditions. In
the case of a cyber-attack, the value of V,*~! is falsified by
the adversary to force a wrong control action, and this voltage
is denoted by thz_l’“tt. From (20), even under a cyber-attack,

it can be stated that

nor k—1,nor nor
Vmc = V;fc +1 dthC?

mtc
Vit = Vg T 4 LT due Ze. (23)
Effectively, from (21) and (23), we get
Tif =2 |Vie "7 = Vi )
> 0. (24)
Hence proved. O

In other words, if the phasor measurements of V,.Zd,c,
Vaelbnes ImpeLOmie and I 28, are employed, in absence
of measurement noise, the detection metric ideally captures
the difference by which the adversary tampered the voltage
measurement.

Proposition 5. Under a cyber-attack involving malicious
injection of actuation signal in locally controlled voltage
control/reactive power compensation system, the conditions
stated in Proposition 4 still hold good.

Proof. In an attack involving malicious injection of false
actuation signal, the adversary falsifies the actuation signal
to the compensation system. In order to keep the malicious
commands hidden, the adversary ensures the measurement
feedback, i.e., Vt’z_l, in the context of voltage control, appear

or read close to the selected value (according to %Zef ), at
kal,nor
tc

When the adversary injects a false actuation signal causing
the train voltage to change to Vt’Z’“tt, instead of the selected
V2" when seen from the m'® and n'® AT, KVL governs that

k—1,att
Vn%,tct = V;‘,c ¢ + Iﬁffcdmtzc,

att _ y/k—1,att att
Vnc - Vtc i +Intcdnth-

(25)

It is worth noting that V., V¢, It and I,;. change based
on the malicious changes made by the adversary. However,
the train voltage measured or fed back remains at VX~ 7",
i.e., the value selected by the operator.

From (21) and (25), we get

att __ k—1,att k—1,nor
Fctr =2x |Vvtc - Wc

> 0. (26)

O

Even in Mode 2 operation, in order to beat the detection
metric in (21), the adversary has to falsify the phasors at every
AT section.

D. The Algorithm

The steps in the proposed algorithm for detection of cyber-
attacks in Mode 2 operation are given in Algorithm 2.

Algorithm 2: Proposed algorithm to detect attacks on
TPS reactive power compensation system in Mode 2
Operation

Data: Available voltage measurement, V;’z_l and the
predefined threshold, T'h,.
Output: Tr
1 Calculate I',. using (21);
2 if Teyr > Theyr then

3 Tr=1;

4 An attack on reactive power compensation system
is detected;

5 For safety, stop the train and investigate the extent
of attack;

6 else

7 Tr = 0;

8 go back to step 1;

As an interesting exercise, consider the detection metric
in (21). For the mathematical analysis of this paper, it is
considered that the train is between the m*® and n** ATs. So, [
in (21) takes the values m and n. Based on the implementation
of Algorithm 2, PMUs are used to measure the quantities V.,
Vies (LiteZedyy) and V... Based on the proof of Propositions 4
and 5, in an ideal measuring system without noise, the exact
value of manipulation in V;. gets captured by I'... Thus, a
threshold of zero would work. In the case of noisy measure-
ments, the effect of maximum noise has to be considered. Let
|AM]| denote absolute value of maximum noise in magnitudes
(for all the measured quantities). Similarly, let A be the
maximum noise in the angle measurements for the measured
quantities. Let the true values of V¢, Ve, LiteZodiz and Vi,
both magnitudes and angles, be represented with a superscript,



true. Let I'}%* be the value of I'.;, obtained with maximum
possible noise in all measurements.

Considering maximum noise for both magnitude and angle
measurements all the PMUs, the algebraic analysis of (21)

yields,

iy = 2 (|Vie|tree — AM)ej(Jf;’"e+A6)
let
— (Ze|Ige |1 + AM ) eI Crec+49)
- (|V;C|t7“ue + AM)eJ(fSiZ“e—s-Azi) ]

Rearranging, we get

maxr __
Fctr - E :

let

true

<|‘/lc|trueej6f;""e _ Zc|Iltc|trueej6”c

_ |V-tc|trueej5fz’“>

6t7‘ue

- (AM'ej‘sfcme + AMe%ue” 4 AMej‘;::“) .

Hence, it can be seen from the derivation of I'7;2* that
theoretically a threshold of 6 x |[AM | (as a train can physically
be between two ATs in Figure 1) can facilitate separation of
attack from normal scenarios. However, based on discussion
in Section IV-D regarding selection of Th..,, the empirical
approach can also be taken, depending on operator discretion.

VI. RESULTS AND DISCUSSION

The developed algorithm is tested on a AT TPS, with the
layout given in Figure 1, by means of simulation studies. The
details regarding the AT TPS network, mainly the impedance
profile, is available in [41]. In order to accurately represent the
voltage and current profile of any electrical system, such as
transmission systems, a power flow algorithm is needed. In the
case of power transmission networks, algorithms like Newton’s
power flow [52] and Fast Decoupled Load Flow (FDLF)
[42] give the voltage and current profile in the network,
for a given generation-load pattern. Even in AT TPS, power
flow algorithm must be run under both normal and attack
scenarios to accurately represent the system operation. In the
case of this paper, the Backward-Forward Sweep algorithm
[41] is employed. Following usual practice in traction system
computations, the train is modelled as a constant power load
which is subject to a change in location in the network. The
voltage control/reactive power compensation system is present
in the train. In the simulation studies, modern Pulse Width
Modulated (PWM) converters, capable of providing reactive
power support are considered [41].

In Mode 1 operation, the extent of reactive power compen-
sation required is controlled by the operator by relaying the
command to the train. On the other hand, in Mode 2 operation,
this adjustment, more specifically, voltage control adjustment,
is performed autonomously by a control system. In this case,
data pertaining to voltages and position of the locomotive are
relayed to the control centre. In order to study the effectiveness

of the developed algorithms, it is essential to first establish the
normal condition (or the condition intended by the operator).
The conditions during the normal operation of TPS are as
follows:

o Py =2MW.

e cos(¢p) =0.7.

e (Jy = 0.5 MVAR (instructed by the operator).

In order to study the practical application of any algorithm,
it is necessary to consider noise in measurements. The noise
is modeled as a zero-mean Gaussian noise. The voltage and
current meters have noise with ¢ = 0.3%. On the other hand,
voltage magnitude coming from the PMUs have o = 0.0001
pu, whereas the angles have ¢ = 0.001 degrees [53]. To
take the effect of noise on the performance of the algorithm
into account, the algorithms are run for 100 times for each
case. Important statistical parameters, viz., mean, maximum
and minimum values and standard deviation, are noted.

It is important to note that voltages cannot be directly
controlled in AC systems. However, they can be controlled
using manipulation of reactive power, by increasing generation
(positive (),) or decreasing generation (negative () ). The
attack model used in Mode 1 basically involves the adversary
injecting a false or malicious value of compensation command,
i.e., malicious change in ), and subsequently hiding its effects
by falsifying V. measurements. Whereas in Mode 2 operation,
the attack model involves injection of wrong compensation
command (control signal), i.e., maliciously change @), and
falsify the value of V;, observed by the operator.

The results are first obtained for the Mode 1 operation to test
the effectiveness of Algorithm 1. Algorithm 1 can be imple-
mented using two practical implementations, as discussed in
Section IV-B. The first implementation is done using voltage
and current magnitude measurements at the ATs. The results
pertaining to this implementation are tabulated in Table I.
Then, the results pertaining to implementation using PMU
measurements are tabulated in Table II. The attacks usually
involve an adversary launching a command to change the
reactive power profile from the rated or selected values. As
it is well-known that reactive power and voltages are strongly
coupled, this malicious change also translates as change in
voltages from the desired values. The attack scenarios are
represented using a set of malicious reactive power injections,
(g, in Tables I and II and include both generation and
absorption.

Qg Statistical parameters
(MVAR) maximum | minimum mean Std. Dev.
0.5 (Normal) 19.185 0.5786 6.1099 4.3027
0.75 87.5475 44.1493 64.3421 8.3841
1 152.6512 105.6585 | 127.9286 8.5109
2 317.9699 | 255.8835 | 285.1978 13.4976
5 289.8798 | 269.3807 | 279.3995 3.8715
8 600.647 592.879 597.004 1.468
0 136.1866 112.6576 | 123.9458 5.0736
-1 334.5631 314.2343 325.235 4.069
2 473.046 460.1412 467.128 2.369
-5 695.78 690.697 693.222 0.9555
-8 798.3677 794.98 796.6433 0.6436

TABLE I: Maximum and minimum values, mean and standard
deviation of I';.,, under both normal and attack scenarios using
voltage and current measurements



Qg Statistical parameters
(MVAR) maximum | minimum mean Std. Dev.
0.5 (Normal) 41.9795 1.2497 14.7272 8.9539
0.75 176.23 125.113 154.561 10.4669
1 289.5215 | 251.4768 269.65 7.97
2 529.4339 | 505.5363 | 519.5976 4.5678
5 712.08 708.9159 | 710.5326 0.6488
8 828.163 826.5813 | 827.3758 0.2764
0 507.4846 330.504 403.002 29.9347
-1 188.3251 161.4878 | 177.4649 5.1984
2 5759679 | 554.4414 566.94 3.6809
-5 823.885 820.104 822.0967 0.7285
-8 814.1807 | 811.2916 | 812.6552 0.6403

TABLE II: Maximum and minimum values, mean and standard
deviation of I'..,, under both normal and attack scenarios using
PMU measurements

From Table I, it can be seen that the minimum values
observed during an attack are greater than the maximum
values observed under normal conditions. This holds good
even when the change in reactive power generation is changed
by 0.25 MVAR. Same observations can be made regarding
values seen in Table II. However, it is interesting to note
that the threshold, T'h.,,, would differ depending on the type
of monitoring system used. In case of measurements using
PMUs, the threshold is higher. Based on the data in Tables I
and II, the thresholds chosen are as follows:

e The.n, = 35, when voltage and current magnitudes are
measured using meters.
o Theen, = 75, when PMUs are used.

It is worth emphasizing again that in these AT TPS, Bad Data
Detection (BDD) is not inherently present. So, an adversary
has to just corrupt the data regarding the power consumption
and voltage of train to hide the injection of malicious com-
pensation command. The attacks demonstrated in this section
have been carried out taking that into account.

In order to validate the effectiveness of Algorithm 2, the
testing conditions stated above are used again. In order to
test the algorithm, the normal condition is same as above,
where the operator chooses to inject 0.5 MVAR of reactive
power to ensure that that the train voltage, i.e., V;, remains
in close vicinity of 24.34 KV. As it is well known that the
reactive power is strongly coupled to voltages, the changes in
(), made due to various attack scenarios also cause changes
in voltages. For all scenarios, both normal condition and
attacks, the detection metric, I',;,., is calculated. As the PMU
measurements are noisy, important statistical parameters are
recorded. The results of this study are presented in Table III.
It is important to note that in the attack scenarios studied
here, which are stealthy attacks, the measured or observed
values of voltages available to the operator are the normal or
selected value of 24.34 KV. From Table III, it is seen that
when the voltages are maliciously changed to 24.43 KV and
24.25 KV, the minimum value of I'.;,. observed under a cyber-
attack is greater than the maximum value of I'.;,. under a
normal operation. Thus, it can be concluded that a malicious
change of voltage by 0.9 KV and upwards can be detected by
Algorithm 2. Even in Mode 2 operation, a threshold, Th;,
must be selected similar to T h.,,. Based on results in Table
I, The, = 100 is adequate to classify attacks from a normal
scenario.

Qg Vie Statistical parameters
(mMvaARr)| (kV) maximum | minimum mean Std. Dev.

0.5 24.34 80.9 62.02 70.822 3.5917

0.75 24.39 39.24 22.13 29.31 3.2
1 24.43 134.01 115.01 125.64 3.77
2 24.62 524.88 505.56 515.59 3.97
5 25.10 1686.7 1669.0 1679.4 3.7
8 25.7 2835.1 2819.6 2828.5 3.1
0 24.25 277.47 256.31 267.92 3.589
-1 24.06 670.36 645.65 661.37 3.74
2 23.87 1067.2 1039.6 1056.37 3.5
-5 23.31 2262.0 2243.5 2253.6 3.5
-8 22.7 3474.6 3453.1 3464.8 34

TABLE III: Maximum and minimum values, mean and stan-
dard deviation of I',;,. under both normal and attack scenarios
using PMU measurements in Mode 2 operation

VII. CONCLUSIONS

In this paper, issues pertaining to malicious operation of
reactive power compensation system/voltage control of an AT
TPS are studied. This study included two broad types of
attacks depending on the mode of control of the compensation
system. In the first attack, which is in the context of a centrally
controlled compensation system, command injection attacks
are studied. Then, attacks against a local closed loop control
system based operation are studied. In both these modes of
operation, detection metrics are developed such that they are
functions of terminal electrical quantities. Such a development
of detection metrics enables the algorithms that use them to be
independent of the ICT used. The effectiveness of these met-
rics are established mathematically using five propositions that
are formally stated and proven. Subsequently the algorithms
used for detection are proposed. These algorithms, when tested
in a railway system using simulations, were found to be
reliable. Moreover, the algorithms proposed do not include
iterative steps and are easy to implement through placement
of additional measurements or in some systems, using existing
measurements.
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