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Abstract—Accur ate load forecasting is crucial for energy man-
agement, infrastructure planning, and demand-supply balancing.
The availability of smart meter data has led to the demand for
sensor-based load forecasting. Conventional ML allows training
a single global model using data from multiple smart meters
requiring data transfer to a central server, raising concerns for
network requirements, privacy, and security. Toalleviatethisissue,
we propose a split learning-based framework for load forecasting.
We split a deep neural network model into two parts, one for each
Grid Station (GS) responsiblefor an entireneighbourhood’ssmart
meters and the other for the Service Provider (SP). Instead of
sharing their data, client smart meters use their respective GSs
model split for forward passesand only sharetheir activationswith
the GS. Under thisframework, each GSisresponsiblefor training
a personalized model split for their respective neighbourhoods,
whereas the SP can train a single global or personalized model
for each GS. Experiments show that the proposed models match
or exceed a centrally trained model’s performance and generalize
well. Privacy isanalyzed by assessing infor mation leakage between
data and shared activations of the GS model split.

Index Terms—Split learning, load forecasting, transformers,
decentralized learning, privacy-preserving, mutual information.

|I. INTRODUCTION

LECTRICITY load forecasting is crucia for energy man-
agement systems as it enables planning for power infras-
tructure upgrades, demand and supply balancing, and power
generation scheduling in response to renewable energy fluctua-
tions. Accurateload forecasting can also resultin significant cost
savings. In 2016, Xcel Energy saved $2.5 million by reducing
their load forecasting error from 15.7% to 12.2% [1].
Sensor-based approaches for electricity load forecasting use
historical load tracesfrom smart meters and meteorological data
to train machine learning (ML) models. ML models for load
forecasting can betrained through localized or centralized meth-
ods. Localized training entails developing a dedicated model
for each smart meter, facilitating client-level load forecasting.
Conversely, centralized training involvesbuilding asinglemodel
using aggregated data from multiple clients to forecast the
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load for an entire area [2]. However, transferring data directly
from clients' premises to a centralized server imposes a heavy
communication load and raises significant privacy and security
concerns [3]. For instance, high-resolution smart meter data
might disclose when someone is at home, their daily routines,
and even specific activities. Moreover, their load signatures can
identify certain electrical devicesor appliances. For example, the
use of medical equipment, home security systems, or specialized
machinery can be inferred from the load data [4]. Safeguarding
this information is of utmost importance, as it protects an in-
dividual’s privacy and ensures compliance with stringent data
regul ations, such asthe European Union General DataProtection
Regulation (GDPR) [5]. In addition, the growing adoption of
smart meters renders the practice of training individual models
for each customer, whether locally or centrally, increasingly
impractical from both computational and financial standpoints.

In order to alleviate these problems, decentralized deep learn-
ing methods like federated learning (FL) [6] and split learning
(SL/SplitNN) [7] have been proposed. These methods decouple
the requirement of training an ML model on locally/centrally
available data by enabling a group of data holders to train an
ML model collaboratively without sharing their private data. In
FL, aserver containsaglobal ML model shared among multiple
clients. During training, each client receives acopy of the global
ML model, generates a model update by improving its private
data and sends the updated model back to the server. The server
then performs aggregation and updatesthe global model in some
way, usualy via weighted averaging, and sends the updated
model back to each client. In SplitNN, the ML model is split
into two parts, one remains on the client’s side and the other
on the server's side. The client performs the forward pass on
its side and shares the outputs with the server, which continues
the forward propagation and computes the loss. The gradients
are sent back to the client to complete an update step. Clients
can choose any ML architecture, as the server has no control
over it. In both FL and SplitNN, clients do not share their pri-
vate data with anyone. These decentralized learning approaches
have resulted in a major paradigm shift from an expensive
central ML system to utilizing variousdistributed computational
resources.

A. Related Works

This section reviews the recent ML methods proposed for
load forecasting, followed by studies that use FL and SL for
distributive load forecasting.
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1) Load Forecasting: Although theload forecasting problem
isnot new and several methods have been developedfor it [8], we
focusonrecently proposed deep learning (DL ) techniqueswhich
have been dominant in sensor-based forecasting [2]. Among
these DL architectures, recurrent neural networks (RNN) are
well suited for learning the temporal patterns present in smart
meter data and have been shown to outperform classical statis-
tical and other ML approaches [2].

Authorsin [8] have used the attention mechanism to develop
a Sequence to Sequence RNN (S2S RNN) for load forecasting
using two RNNs. Their use of an attention mechanism aids in
capturing the long-term dependencies present in the load traces
by improving the link between both RNNs. In [9], authors used
S2S RNN to perform load forecasting for several clients via
Similarity Based Chained Transfer Learning (SBCTL), where
they train amodel for asingle client traditionally while the other
clients utilize transfer learning to build upon the already trained
model. In [10], authors present an online adaptive RNN model
to train the model as new data arrives continuously. They use a
Bayesian Normalized LSTM (BNLSTM) as their base learner
and use an online Bayesian optimizer to update model weights
online. Similarly, the authorsin [11] propose a multi-layer per-
ceptron mixer structure to perform 24-hour-ahead forecasting.

Following an excellent performance in computer vision
(CV) [12] and natura language processing (NLP) commu-
nity [13], the Transformer architecture [13] has recently been
employed to capture long-term dependencies in time-series
forecasting problems [14], [15], [16]. Instead of working with
a single time point at atime (as in RNN), transformer models
perform sequence-to-sequence (instead of one sample ahead)
forecasting using an encoder-decoder architecture. At thecoreof
transformers, there are self-attention and cross-attention mech-
anismswhich, in vanillatransformer [ 13], use a point-wise con-
nected matrix leading to a quadratic computational complexity
O(N?) w.rt. theinput sequence size.

For the time-series forecasting problem, the quadratic com-
plexity of the vanilla transformer is prohibitive. Thus, various
modifications to the attention mechanism have been proposed
to reduce its complexity. Authorsin [17] employ log-sparse at-
tention to bring the complexity down to O(N log® " N). In[15],
Informer architecture is proposed, which uses KL-divergence
based ProbSparse self-attention mechanism and a distilling op-
eration to reducethe complexity to O(N log N). Authorsin[14]
propose Autoformer, which replaces the canonical attention
with an auto-correlation block to achieve sub-series level atten-
tion with O(N log N') complexity. In FEDformer [16], similar
to[14], authors replace the canonical attention with an attention
mechanismimplemented in thefrequency domain (using FFT or
wavel et transform). They performlow-rank approximationinthe
frequency domain and usethe mixture of experts’ decomposition
to separate short-term and long-term patterns, leading to linear
complexity O(N). Drawing on the comprehensive performance
evauations reported in FEDformer [16] and Autoformer [14],
these methods outperform recently proposed transformer-based,
L STM-based, and statistical-based approaches in both univari-
ate and multivariate prediction tasks across a prediction horizon
of 4-30 days.

2) Decentralized Learning Methods: Intheir primary forms,
both FL and SL frameworks assumethat asingle model can cap-
ture trends across diverse clients; thus, for the load forecasting
application, these naive approaches try to learn a single model
capable of generating load traces for each client. This, however,
is not optimal as the pattern diversity between the clients is
usualy large, and learning a single forecast model may lead
to inferior performance. When used for |oad forecasting using
smart meter data, the methods reviewed so far learn one indi-
vidual model for each smart meter client or one for a particular
group. However, thistraining strategy becomes computationally
expensive as the number of clients grows and raises privacy and
security vulnerabilities associated with centralized datatransfer.

Several FL and SL-based methods have been proposed to
address these issues. In [19], an FL-based method has been
presented for short-term (One-hour) load forecasting for smart
meters with similar load profiles. Their approach uses LSTM
asthelearning model and federated averaging architecture with
weighted averaging for model weights aggregation. The method
is shown to work well for short-term (one hour ahead) predic-
tions. Similarly, [9] presents a similar approach for short-term
forecasting with an emphasis on providing security to theframe-
work viaencryption schemes. This, however, leadsto increased
time complexity of themodel. In contrast to [19], authorsin[22]
comparetheperformance of two FL techniques, FedSGD (single
gradient descent step per client) and FedAV G (multiple gradient
updates before merging), and allow their clientsto have profiles
from different distributions. Similarly, recent studies like [24]
and [25] have leveraged RNN, LSTM, and GRU architectures
to train global models for short-term forecasting within the
FL framework. Furthermore, in the work by [25], differential
privacy techniqueswere applied to obscure signsof shared client
gradients, providing an additional layer of protection for client
privacy. Similarly, in[28], the authors combine FL withthe prin-
ciples of transfer learning to perform demand side forecasting
using a Transformer model. In another work [26], the authors
introduce an FL-based boosted multi-task learning framework
tailored for inter-district collaborative load forecasting (1 h
ahead). The approach revolvesaround initially training acentral
model, whichissubsequently employed by individual districtsto
train personalized models capable of capturing their respective
local temporal dynamics. A notable feature of this framework
isits use of the probabilistic Gradient-Boosted Regression Tree
(GBRT) asthe base learner.

Moving on to works that leverage for privacy preservation,
in[29], authorsintegrate the FL strategy withlocal DPto protect
user datain recommendation systems. Similarly, in[30], authors
enhance user privacy in task-oriented semantic communication
within the 6 G landscape by incorporating DP and encryption
during the training of a deep neural network-based joint source
and channel coding (DeepJSCC) model. In[31], authorsusethe
SL framework to splitalD CNN network model into two halves
and use it to detect heart abnormalities from the medical ECG
dataset. Furthermore, they show that in the case of 1D CNN,
SL may fail to protect the patients' private raw data. To mitigate
this dataleakage, they use differential privacy (DP) [32], where
carefully computed noiseis added to the patients' activations as



TABLE |
SUMMARY OF RELATED WORK ON SMART GRID LOAD FORECASTING

S | Training | Deep Learning | Forecast | Models | Privacy Preservation Methodology & Analysis
cheme . . .
Framework Architecture Horizon Trained . b ot
| Used ‘ Used | (hours) | ‘ Method Applied | Quantitative | Qualitative
Tian et al. [9] | SBCTL | S2S RNN |1 | Global | * | * | *
Sehova et al. [8] | Central | S2S RNN | 1,24 | Global | * | * | *
Fekri et al. [10] | Central | BNLSTM | 1-200 | Global | * | * | *
Yazici et al. [18] Central 1D-CNN, 1,24 Global * * *
LSTM, GRU
Ryu et al. [11] | Central | MLP-Mixer | 24 | Global | * | * | *
Taik er al. [19] | FL | LSTM |1 | Global | FL | X | X
Li et al. [20] | FL | LSTM |1 | Global \ FL | X | X
Liueral 21] | FL | LSTM | 1,7 | Global |  FL+HE | - | -
Fekri et al. [22] | FL | LSTM | 1,24 | Global \ FL | X | X
Yang et al. [23] | FL | SecureBoost |1 | Global | FL | X | X
Liu et al. [24] FL RNN + LSTM + | 05-4 Global FL X X
GRU
Husnoo et al. [25] FL RNN + LSTM + 1 Global FL + DP X v
GRU + CNN
Liu et al. [26] FL Prob-GBRT 1 Global & Lo- FL X X
cal
Sakuma et al. [27] SL S2S LSTM + | 1,24 Global & Lo- SL X X
GRU + 1D-CNN cal
Proposed | SL | S2S FEDformer | 96 | Neighbourhood | SL + DP | v/ | v

Training framework abbreviations: SBCTL: Similarity based Chained Transfer Learning, FL: Federated Learning, SL: Split Learning.
Deep learning model abbreviations: S2S: Sequence to Sequence, RNN: Recurrent Neural Network, LSTM: Long Short-Term Memory,
GRU: Gated Recurrent Unit, BNLSTM: Bayesian Normalized LSTM, CNN: Convolutional Neural Network,
MLP: Multi Layer Perceptron, Prob-GBRT: Probabilistic Gradient-Boosted Regression Trees.

HE: Homomorphic Encryption, DP: Differential Privacy.

% : Privacy was not considered while the central model was trained. v': Included. X: Not included. - : Not applicable.
1 Quantitiative: Similarity analysis between clients’ data and shared information.
1 Qualitative: Effects of privacy preservation approach on model performance.

an additional layer of security. Their results show that DP does
reduce privacy |eakage but at the expense of model performance.
Similar to [31], another recent SL-based method [33] splits
an LSTM network to train a classifier for time-series data of
multiple patients. To reduce privacy leakage, differential privacy
has been used to break the 1-1 relationship between input and
its split activations.

A short summary of related work on the smart grid load
forecasting problem isgivenin Tablel.

B. Problem Description and Motivation

Consider a scenario where an energy provider company dis-
tributes power to multiple neighbourhoods/districts of a city.
Each community is served by a single Grid Station (GS). The
Service Provider (SP) isinterested in training aload forecasting
model for medium (few hours) to long-term (few days - weeks)
forecasting to better manage their generation capacity and re-
duceenergy waste. Todo so, they canemploy different strategies,
e.g., the SP might want to learn asingle prediction model for all
districts, which is easier but not optimal as households across
neighbourhoods may have different load profile distributions.
Thus, training a single model to cover al distributions may

lead to significant prediction errors. Conversely, training asingle
model for every client is cumbersome and infeasibleif the num-
ber of clientsis substantial. Instead of either of these extremes,
we propose to learn a single model for each neighbourhood
as one would expect clients from the same neighbourhood to
have similar load profiles, facilitating the training of an accurate
prediction model.

Next, we need to decide on atraining framework, i.e., central
or decentralized. Asdataprivacy isour top priority, decentralized
learning strategies like FL and SL should be employed where
the private data never leaves the client’s premises. However,
as the client-side training has to be performed by a smart
meter, the training process's computational and data transfer
requirements have to be modest so as not to hinder their main
functionalities. The SL framework is selected to ensure this due
toitslow computational and communications requirements and
privacy-preserving nature.

C. Contributions

The major contributions of this paper are as follows:
e Weproposeanovel SL framework withadual split strategy,
i.e., the network’s first split (Split-1) resides at the GS



covering a single neighbourhood, and the second split
(Split-2) stays at the SPs' end. To reduce computational
load on smart meters, each client is only responsible for
performing a forward pass on its private data using their
GSs Split-1 network, computing the loss, and initiat-
ing back-propagation. GS is responsible for carrying out
back-propagation through the Split-1 model and updating
its weights. The models, as a whole, are trained using
two aternative strategies: SplitGlobal, which trains unique
Split-1 model sfor each neighbourhood and aglobal Split-2
model shared by all neighbourhoods, and SplitPersonal,
which trains personalized split models (Split-1 and Split-2)
for each neighbourhood. Oncethetraining iscomplete, the
SPwill have access to both network splits and can perform
individual-level (requiring respectiveclients' involvement)
and neighbourhood-level predictions using the cumulative
load trend from the respective neighbourhood GS.

e As our base learner, we utilize the transformer [13]
based architecture, called FEDformer [16]. Compared with
widely used LSTM, transformersenjoy better performance
and can fully utilize the acceleration offered by discrete
graphics processing units. Based on our literature review,
ours is the first work that uses a transformer architecture
toimplement split learning for electricity load forecasting.
Extensive experiments are conducted to assess the perfor-
mance of thetrained split model against acentrally trained
model under multiple scenarios.

e We present a detailed quantitative assessment of the
extent of information leakage between clients private
data and their respective Split-1 activations using mutual
information-based neural estimation (MINE) [34]. Based
on the estimated mutual information (M) between input
and activations, a vigilant client can decide whether the
current activations batch is secure enough to be forwarded
to the GS or not. For additional privacy, we incorpo-
rate differential privacy [32], [35] to further obfuscate
the client’s Split-1 activations into the model framework
and analyze its effects on information leakage and model
performance.

Therest of the paper isorganized asfollows: Section 11 briefly
describes FEDformer, the transformer variant used in thiswork.
We further discuss the concepts of split learning, differentia
privacy, and mutual information neural estimation. Section 111
outlinesthe proposed system model, the FEDformer model split
and the SL training framework. Section |V presents experimen-
tal evaluationsof the proposed framework under different testing
scenarios, followed by privacy leakage analysis using mutual
information and differential privacy. We conclude the paper in
Section V.

Il. PRELIMINARIES

In this section, we briefly describe the frequency enhanced
attention blocks proposed in FEDformer [16], split learning
framework [7], differential privacy for machine learning [32],
and mutual information neural estimation [34] for privacy |eak-
age analysis.

A. FEDformer

FEDformer follows the deep decomposition architecture pro-
posedin Autoformer [14], wheretheinput timeseriesisanalyzed
by decomposing it into aseasonal and atrend-cyclical part. The
seasonal part is expected to capture seasonality, whereas the
trend-cyclical part isexpected to capture thelong-term temporal
progression of theinput. FEDformer usesaseriesdecomposition
block with asingle or aset of moving averagefilters (of different
sizes) to perform such decomposition. FEDformer implements
self-attention mechanisms in the frequency domain using two
distinct blocks, a Frequency Enhanced Block (FEB) and a
Frequency Enhanced Attention (FEA) Block. Their working is
briefly discussed next.

1) Frequency Enhanced Block: In[16], theauthors proposed
Fourier transform and Wavelet transform to work in the fre-
quency domain. Here we will only focus on the Fourier trans-
form. Let X € RE*P be the input to the FEB, where L is the
samplelength, and D istheinner dimension of themodel. Query
matrix Q iscomputed by linearly projecting X with W € RP*P
asQ = X W. Next, Qistransformedfromtimetofrequency do-
main using Discrete Fourier transform (DFT) toget Q € CE*P,
A subset of randomly selected Fourier componentsis discarded
from Q to get areduced dimensional matrix Q € CM*P where
M < L/2. Finaly, the output of FEB is computed as

FEB(X) = 7' (ZeroPad(Q () R) (1)

where R € CP*P*M g arandomly initialized parametric ker-
nel, and () isthe production operator. Theresultof (Q O R) €
CM*P jsthen zero-padded to C*P and transformed back into
time domain viainverse DFT.

2) Frequency Enhanced Attention Block: The FEA block
takestwo inputs, the encoder output X..,, and X ;. from decoder,
and generates the query Q matrix via linearly projecting X 4.
using weight matrix W, whereas the key K, and value V
matrices are generated by projecting X.,, using W, and W,
respectively.

The query, key, and value matrices are then transformed from
time to frequency domain via DFT followed by random mode
selection (as in FEB Section I1-Al) to get O, K,V € CM*D,
Finally, the output of FEA is computed as

FEA(Q,K,V) = F }(ZeoPad(c(QKT)V)), (2

where o is the tanh activation function.

B. Solit Learning

In split learning (SL) [7], a deep neural network (DNN) is
split into two halves; clients maintain the first half and the
remaining layers are maintained by a server. Consequently, a
group of clients are able to train a DNN collaboratively using
(but not sharing) their collective data. Additionally, the server
performs most of the computational work, reducing the clients
computational requirements. However, this comes at the cost of
privacy trade-off, i.e., the output of earlier layers leaks more
information about the inputs [36]. Here, choosing a suitable
split size is important for expecting data privacy as it has been



shown that for a relatively small client model, an honest-but-
curious[37] server can extract theclients' private dataaccurately
just by knowing the client-side model architecture [31]. Thus,
it is recommended that in SL, clients should compute more
layers, increasing computational load but incurring stronger
privacy [31].

During training, clients perform forward passes using their
own data up to the final split layer of DNN. These activations
arethen shared with the server, which continuestheforward pass
onitsDNN split. If thelabel sharing between clientsand servers
is enabled, the server can compute the loss itself. Otherwise, it
has to send the activations of its final layer back to the client
for loss computation. In this case, the gradient backpropagation
beginson theclient side, and the client feedsthe gradient back to
the server, which continues backpropagation through its DNN
split. Finally, the server sharesthe gradients at itsfirst layer with
the client, who finishes the backpropagation through its DNN
split. When more than one client is participating in training, SL
adds all clientsinto a circular queue, whereby each client takes
turns using their private data to train with the server. At the end
of atraining round, the client shares its updated model weights
with other clients either through a central server, directly with
each other, or via a P2P network.

C. Differential Privacy

One of the most widely used privacy-preserving technol ogies
is Differential Privacy (DP) [32]. Its effectiveness in safeguard-
ing user data privacy has been extensively demonstrated by
adding carefully computed noiseto the data. The machinelearn-
ing community has widely used DP to ensure data privacy [35],
[38]. Let X be the input space, ) the output space, ¢ the
privacy budget parameter, § € o(L) be anon-negative heuristic
parameter, n be the number of samples in the dataset, and
M a randomization mechanism. We say that the mechanism
M : X = Yis (¢ 0)—differentialy private ((e, §)-DP) if, for
any neighbouring datasets X, and X, (differing by a single
element) in X', and any output S C ), aslong as the following
probabilities are well-defined, there holds

PriM(X;) € 8] < e x PriM(Xs) € S] +6.  (3)

Intuitively, (3) provides an upper bound (e€) on the difference
between outputs of the mechanism M when applied to two
neighbouring datasets, where the value of e controls the over-
al strength of the privacy mechanism and ¢ accounts for the
probability that privacy might be violated [35]. Thus, to ensure
stronger privacy protection, both ¢ and 6 should be kept low.
With § = 0, the pure e—DP is shown to be much stronger than
the (¢, 0)—DP (with § > 0) interms of mutual information [39].
The addition of § in the formulation is to provide a level of
plausible deniability, allowing for asmall probability (¢) that an
individual’s data might be exposed or identified by an attacker.
While e governs the average privacy loss incurred, ¢ plays a
role in controlling the worst-case privacy loss scenario [38].
Additionally, the (e, 0)—DP offers the advantage of advanced
composition theorems, enabling a substantially greater number
of training iterations compared to pure e—DP with the same .

Asaresult, most recent worksin differentially private machine
learning have shifted away from e—DP,

Let f : X — R beadeterministic rea-valued function. Then,
in order to approximate this function with an (e, §) —DP mech-
anism, noise calibrated with f's sensitivity (s) is added to its
output. Here, sensitivity isdefined as s = maxx, x, || f(X1) —
f(X2)||. Intuitively, for high sensitivity, it is much easier for
an adversary to extract information about the input [32]. The
general mechanism that satisfies the DP is defined by

M(X) £ f(X) +1n (4)

wherer isarandom variablefrom distribution A/ (0, 25 log(2))
under (e, 8)—DP or p(n) o< e<I"l/* under e—DP [38]. In our
case, f isthe split model, X isaclients' private input dataset,
sensitivity s is computed across the batch axis of the Split-1
activations tensor, and the noise is added to the clients' batch
activations at Split-1 model output. In this way, the noise level
is controlled by the sensitivity s, which comes from the data,
the probability ¢, and the privacy budget e, which can be set
according to the privacy requirements, e.g., e = 10 results in
a weak privacy guarantee as compared to € ~ 0, which gives
the strongest privacy guarantee but makes the data useless. The
privacy guarantee of a DP mechanism (4) is that the likelihood
of revealing sensitive information about any individual in the
input dataset through the algorithm’'s output is significantly
reduced [38]. In our study, we analyze both DP mechanisms
in terms of the mutual information leakage between input and
output of the clients' split network.

D. Mutual Information Neural Estimation

The clients' split layer activations in SL frameworks are
shared with the server. However, these activations may carry
enough information about the input that an adversary might
be able to precisely reconstruct the original data [40]. Various
researchers have utilized noise addition mechanisms offered by
(¢, 0)-DP as a security measure to mitigate this issue. However,
it is difficult to quantify the relationship between the added
noiselevel and theinformation leakagerisk. Mutual information
(MI) is commonly used in information theory to assess how
much information can be inferred from one random variable
(RV) about another. Compared to correlations, M| can capture
non-linear statistical dependencies between RVs[34]; however,
it is difficult to compute, especially for high-dimensional RVs.
In [34], the authors have proposed to compute M1 using neural
networksusing thefact that M| betweentwo IID RVsX and Y is
equivalent to the Kullback-Leibler Divergence (KLD) between
their joint (Pxvy) and product of their margina (Px ® Py) dis-
tributions. According to the Donsker-Varadhan representation
of KLD [41], the M| between X and Y islower bound by

I(X;Y) = Dk Pxy|/Px ® Py]

2 sup Ep, [T] - log(EPxQ@PY [eT])' )

TeT
Here T isany class of functions T : (x;,y;) — R that satisfies
the integrability constraints of Donsker-Varadhan theorem. Un-
der thissetting, the authorsin[34] useaneural network to model



T, which converts the MI problem to a network optimization
one, leveraging neural networks' ability to approximatearbitrary
complex functions.

Consider an SL framework where x and y are the batched
inputs and outputs of the split network, and we are interested in
finding how much information about x can be inferred fromy.
To do so, we need to estimate the M| between them. Ref. [34]
says that this Ml is lower bounded by (5). Let T' be a neura
network. Then, the expectationsin (5) are empirically estimated
by sampling from joint distribution as (x,y) ~ Pxy and from
marginas by shuffling y across the batch axisto get (x,y). In
other words, in (x,y) the input-output relationship is intact,
whereas, in (x,¥), this relationship has been broken. The net-
work 7' is trained by maximizing (5). Thus, if M| between a
batched x and y is large, (5) computed using a trained network
T will be high, and vice versa. We demonstrate this effect in
detail in Section I1V-EL.

I1l. PROPOSED SPLIT LEARNING FRAMEWORK FOR
ELECTRICITY LOAD FORECASTING

Inthissection, wefirst discussthe proposed system model, the
adversarial model, the FEDformer model split and their internal
modules, followed by our proposed split learning framework
and its training methodol ogy.

A. System Model

We consider a three-tier system model with four major
entities, as shown in Fig. 1. On top, we have the electric-
ity Service Provider; in the middle, we have Grid Stations
responsible for distributing electricity to the individua dis-
tricts/neighbourhoods. The lowest tier comprises smart me-
ter clients (industrial, commercial, or residential) lumped into
neighbourhoods. Under this model, the SP is an organization
which procures electricity from various providers and is re-
sponsible for meeting the energy requirements of all connected
GSs. Moreover, the smart meters can connect to their GS using
a secure communications protocol, e.g., cellular network or
power-line communications. The GSs are connected to SPviaa
private network or the Internet. The SP can not connect directly
with any client and has to go through the GS to communicate
withaclient. TheobjectiveistolearnaDL timeseriesprediction
model, using a split learning framework, on all clients' data
without compromising the individual clients privacy. Once
trained, the entire model will be accessible to the SP, and the SP
can effectively perform medium to long-term load forecasting
for any client from any neighbourhood.

B. Adversary Model

In this paper, we assume a modest security environment,
i.e.,, the GS, SP, and the clients are honest-but-curious [31],
[37]. Thus, the participants may not try to poison the training
process, however, both the GS and SP may collude to infer
information about clients’ private dataasthey have accessto the
entire model and the client-side split layer activations (details
in Section 111-D). Furthermore, external adversaries or some
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Fig. 1. The proposed system model and split learning framework. SP is the
service provider, and GSis the grid station.

malicious clients may try to intercept the split layer activations
sent by the other clientsto GSto extract their private data. Thus,
the attack model considered here is the model inversion attack,
which aims to extract clients' sensitive data given only their
activations. Under this attack, the objective of the adversary is
to find a function G which can infer the client’s private data X
fromitssplit activations A asX = G(A). However, in practice,
thisinference need not be exact, as a close approximation of the
client's datais usually enough.

C. The FEDformer Model Split

We have selected FEDformer architecture [16] (with some
modifications) as our backbone prediction model, where the
entiremodel consistsof two encodersand asingledecoder block.
The FEDformer model is split into two halves, termed Split-1
and Split-2. The Split-1 model containsthefirst twoinner blocks
of the FEDformer encoder and FEDformer decoder, whereas
the Split-2 model contains the remaining inner blocks of the
first FEDformer encoder followed by a complete FEDformer
encoder block and remaining inner blocks of the FEDformer
decoder. Each GS gets its own copy of the Split-1 model,
and the SP maintains Split-2. The resulting split FEDformer
isshownin Fig. 2. In Section 11-A we have discussed the series
decomposition, FEB and FEA blocks, and the rest are briefly
discussed next.

Thedataembedding layer includedinmodel Split-1, asshown
inFig. 2, consists of a series decomposition layer, a1D convolu-
tional layer, and two linear layers. It takes three inputs, an input
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Fig. 2. Dud split FEDformer model.

time-series of length L X € RE*Z, where Z is the dimension
of each time point (for univariate case, Z = 1), the timestamp
encoded information of the input time-series as X; € R<V,
and output time-series Y, € R(£/2+0)xU where U depends
uponthetemporal granularity, and O denotesthe predictiontime
horizon, for instance, for the scale of Year-Month-Day-Hour,
U = 4.First, X ispassed through the seriesdecomposition block
to get aseasona component X s and atrend component X ,¢,4-
Then, the embedded inputs to the encoder and decoder blocks
of Split-1 are generated as:

Xemp = 1DConv(X) + Linear(X;)
Semp = 1DConv(Concat(Xg 1, /2.1, Xo)) + Linear(Yy)
trendn; = Concat(xtrend,L/2:La Xmean)v (6)

where X, X,,can € RO*Z denote the placeholders filled with
zeros and mean of X, respectively, X.,., € RI*P, S, €
R(L/2+0)%D and trend;,; € RE/2+0)%Z Here, D istheinner
dimension of the model. In thisway, the decoder takes guidance
from thelater half of theinput time seriestofill in the remaining
placeholder data points during training. Since the series-wise
connection will inherently keep the sequential information, we
do not need to perform position embedding, which differs from
vanilla Transformers. This specific setting for the Split-1 net-
work was chosen to keep the computational requirements low
while ensuring a complex non-linear relationship between the
input and outputs of Split-1 to ensure low information leakage
between them (see detailsin Section IV-E1).

The feed-forward network, seen in the Split-2 encoder and
decoder, isatwo-layer fully connected neural network (FCNN)
with input and output dimensions D, and inner dimension Dy ¢.
The output of itsfirst layer is passed through GELU activation
function before passing to layer two. The output (seasonal and
trend) tensors generated by series decomposition blocks found
in Split-1 and Split-2 decoders have dimensions D, whereas
the incoming trend;,,; and trends!,, containing temporal trend
information are Z dimensiona (dimension of the input time
series). Thus, the trend output tensor of a series decomposition

block isfirst projected back into Z dimensional tensors using
trainable projection matrices W; € RP*Z wherei = [1,2, 3],
before adding to the incoming trend tensors. Similarly, the
seasonal tensor of the final series decomposition block of the
Split-2 decoder isalso projected down to Z before adding to the
incoming trend tensor to generate the final prediction output.

D. Proposed Split Learning Framework

Fig. 1 depicts the SL training process for load forecasting.
Note that the clients do not transfer prediction targets (Iabels)
to the GS or SP. As discussed in Section 111-C, the FEDformer
is split into two halves, and each GS maintains a personalized
copy of model Split-1. The model Split-2 resides at the SP.
Unlike atraditiona Split Learning framework where clients are
responsiblefor the forward pass, backpropagation through their
network split, and parameter updates, our framework proposes
adifferent approach. In our proposed framework, smart meters
perform only the forward pass through their data, compute loss
(after receiving predictions from SP through GS), and initiate
backpropagation (gradient computation of loss with respect
to the predictions only). The GS performs backpropagation
through Split-1 and parameter updates, significantly reducing
the computational load on the smart meters. As a byproduct,
we do not need to over-simplify the Split-1 model; thus, non-
linear relationships between clients’ inputs and activations are
maintained, ensuring stronger privacy.

Two strategies are employed when training at SP, i.e., SP
can learn a single Split-2 model for al GSs (neighbourhoods)
or one personalized Split-2 model per GS. In the case of the
former, the overall learned model is referred to as SolitGlobal,
whereas the latter model is called SplitPersonal. The goa is
to analyze the generalization capabilities of the model when
performing predictionsfor clientsfrom the sameaswell asthose
coming from different neighbourhoods, as clientsfrom different
neighbourhoods are expected to have different load patterns
and distributions. Nevertheless, thetraining processisrelatively
similar for both models. Algorithm 1 outlines the pseudo-code
for training the SplitGlobal variant of the proposed SL model.



We start with weight initialization for all SP and GS models.
At the start of each training epoch, A GS selects all or a subset
C, of K neighbourhood clients (chosen randomly or the same
as the previous epoch). Following this, the training begins in
parallel across all GSs, where the participating clients use a
single private training batch to perform the model update in 7
distinct sequential steps(seeFig. 1). Thesestepsare summarized
in relation to Algorithm 1 next.

Seps 1-2: Each GS sends its Split-1 model weights to all
selected neighbourhood clients Cy. In paralel, each receiving
client k£ performs a forward pass through the received Split-1
model using one of itsprivate training batches b. The activations
of the final split layer, denoted by Af/}" of Split-1 model are
forwarded to the GS (lines 8-11 of Algorithm 1).

Sep 3: Once a GS has received batched activations from all
of itstraining clients, it concatenates their activations, denoted
by A$S, and forwards them to the SP to continue the forward
pass (lines 12-13 of Algorithm 1).

Sep 4: Depending upon the model being trained, i.e., Split-
Global or SplitPersonal, this step is performed little differ-
ently. In the case of SplitGlobal, the SP performs the for-
ward pass through a single Split-2 model using a batch size
of K x (clients batch size), where K denotes the number of
clients (lines 14-15 of Algorithm 1). For SplitPersonal, the SP
performs a forward pass through the individual personalized
Split-2 models using the activations received from their respec-
tive GSs.

Sep 5: As the training data is never allowed to leave the
client’s premises, thefinal Split-2 layer outputs areforwarded to
their respective clients through GSs for loss computation (lines
17-19 of Algorithm 1).

Sep 6: Each client computes |oss, initiates back-propagation
and shares gradients w.rt. outputs Of’} with their GS, which
forwards these gradients to SP (lines 20-22 of Algorithm 1).

Sep 7: Oncegradientsfromall GSsarereceived, SP continues
the gradient back-propagation through its Split-2 model (s). The
gradients w.r.t. each A$'S are then forwarded back to their
respective GSs. Each GS averages the received gradients across
clients dimensions and continues back-propagating through
their respective Split-1 models (lines 24-25 of Algorithm 1).

Sep 8: Once al gradients have been populated, SP and each
GS update their model weights (line 26 of Algorithm 1).

Following the model updates, the GSs pass their updated
model sback to their respective clientsfor another round of batch
training. Thisisrepeated until all batcheshavebeeniterated over,
thus completing a single training epoch. For the next epoch,
GSs can continue training with the same clients or select new
ones. Oncetrainingisfinished, each GSwill have apersonalized
Split-1 model.

IV. EXPERIMENTAL EVALUATION

In this section, we provide adetailed experimental evaluation
of the proposed framework under multiple testing scenarios and
present the mutual information-based privacy leakage analysis
resulting from sharing activations with and without differential

privacy.

Algorithm 1: Pseudocode for SplitGlobal Model Training
Under the Proposed SL Framework.

Input: Number of GSs: nG.S, Client Input: X, Client
Output: Y, loss function L.
1 Initialization: Initialize model weights for Split-1 and
Split-2 ¥ GS and SP models.
2 for t in epochs do

3 Each GS selects C; < set of K clients.
4 Let nB = min(nBy,nBs,...,nBg), where nBj
is the number of batches available at client k.
5 for b in nB do
6 Forward Pass:
7 for GS in nGS in parallel do
8 GS shares Split-1 model weights with each
client in CY,
9 for k in C} in parallel do
10 A« Split-1(X(3),
11 AkGf is shared with respective GS.
12 ASS = Concat(Aﬁf, . ,A%ﬁ,)
13 AbGS is passed to SP.
14 For each GS, SP generates and shares:
15 059 « Split-2(AS").
16 Loss Computation:
17 for GS in nGS in parallel do
18 for k in C} in parallel do
19 From Oy “SGS sends respective outputs
batch Ok b t0 each client £,
20 0G5 = L(YZS —OF%),
21 Each client 1n1tlates Back-prop. and
shares gradients with their GS.
22 GS shares the received gradients with SP.
23 Back-prop. & Model Update:
24 SP continues back-prop. through Split-2 and
shares gradients of first Split-2 layer w.r.t.
Afs with respective GSs.
25 Each GS resumes back-prop. through their
Split-1 model.
26 SP and each GS perform model update.

OLtput: Each GS gets a trained Split-1 model and SP
gets trained Split-2 model.

1) Dataset and Evaluation Metrics. We used the Electric-
ity! dataset [14]? for performance evaluation, which includes
hourly electricity consumption of 320 smart meters from July
2016 - July 2019. We selected the first 17,566 entries from
July 2016 to July 2018 for training to minimize training time.
After normalizing each client’s time series to zero mean and
unit variance, we used the agglomerative clustering algorithm
to group them into three clusters, consisting of 54, 201, and 65
clients, respectively. For visualization, five randomly selected

Lhttps://tinyurl .com/fxbcbufp
2https://github.com/thuml/Autoformer
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Fig. 3. Five example time-series from each cluster of the Electricity dataset.

examples from each cluster over 9 days of data are shown in
Fig. 3. Cluster 1 had the most diverse electricity usage patterns,
with load patterns and magnitudes varying significantly across
clientsin each cluster.

The objective of the proposed framework is thus to learn DL
models which can accurately perform predictions for clients
from each of the three neighbourhoods. We divide each client’s
load time seriesintotrain-val-test setsfor training and eval uation
purposes according to a 7:1:2 ratio. The evaluation metrics
selected are the mean absolute error (MAE), mean square error
(MSE), and the coefficient of determination (R2) between the
true and predicted trajectories. The R? metric highlights the
goodness of fit of a prediction model and is computed as:

>i(yi — Elyi])?’
where y; isthe true time series and ¢, is the model prediction.

2) Implementation Detail: All of our experiments were per-
formed on Python 3.8, and model implementations were forked
from FEDformers GitHub implementation.2 We keep the de-
fault parameters from FEDformer unchanged unless specified
otherwise. Models were trained using ADAM optimizer with
adaptive learning rates starting at 10~* and a batch size of 32,
with MSE as our training loss. Training is performed over 10
epochs, and an early stopping counter of 3 epochs is used to
stop the training once the error over the validation set stops
to improve. The input sequence length is set at L = 96 hours,
output/prediction horizon is set to O = 96 hours, model inner
dimension D = 512, and 64 randomly selected modes are used
in FED and FEA blocks. Both FED and FEA are implemented
with h = 8 attention heads. We choose K = 10 clients per
neighbourhood in 3 neighbourhoods, with one GS assigned
to each neighbourhood. Experiments are repeated 3 times and
average results are reported. The split FEDformer contains 2
encoder and 1 decoder layers (see Fig. 2).

All DL models are implemented in PyTorch v1.9 [42] and
training isperformed onasingleNvidiaTeslaV 100-32 GB GPU
availablethrough avolta-GPU cluster of theNUS-HPC system.*

RZP=1- (7)

Shttps://github.com/MA Ziging/ FEDformer
4https://nusit.nus.edu.sg/hpc/

To implement differential privacy, we used the open-source
Diffprivlib library [43]. The implementation code is publicly
available at [44].

A. Comparison With Centralized and FL Models

In our first experiment, we compare the performance of
models trained using the proposed SL framework with the
FEDformer model trained both centrally and under an FL setting.
While FL involves training the entire model on edge clients, in
our case, smart meters, this is impractical due to their limited
computational capabilities. Nonetheless, we include this com-
parison for a comprehensive eval uation alongside our approach
and the centrally trained model.

To do so, we train SplitGlobal and SplitPersonal models for
3 GSs and 10 clients per GS. The clients are kept fixed during
all training epochs. For the centralized model, we choose the
same 10 clients from each GS (30 clients total), as used by our
proposed models to train a univariate FEDformer model in a
centralized manner. The same strategy is used to train a single
model in collaboration with 30 clients under FedAvg scheme
as well. The objective is not only to validate our proposed SL
training framework but also to assess the efficacy of training
multiple models w.r.t. the single model under central and FL
training strategies. The resulting MAE, MSE, and R? scores on
the test sets of clients belonging to different neighbourhoods
are summarized in Table 1. The MAE, MSE, and R? metric
scores for GS 2 and 3 for all 3 models are relatively similar,
with the Centrally trained model edging the proposed models
dightly intermsof MAE, whereas, interms of MSE and R?, the
SlitPersonal model performing better. These results show that
all 3 models could generalize the load patternsfor GS2 and 3's
neighbourhood clients. The load profiles of these clients were
not too erratic compared to clients belonging to neighbourhood
1, for whom the centrally trained model performed objectively
worse.

As discussed in Section V-1, the load profiles for clients
belonging to cluster 1 (GS 1) show high diversity and are
the most challenging out of the three. Observing the superior
performance of the proposed models as compared to the central
model shows that expecting a single central model to perform
well for adiverse range of load profilesis not viable. Moreover,
learning multiple models for data from similar distributions
should work comparatively well. Thus, the proposed framework
essentially offers abalanced approach between learning asingle
model for al clients and learning a single model for each
client.

When comparing scores of SplitGlobal and SplitPersonal, we
see that the latter performs well both in terms of individual
GS scores and average ones. This, however, is expected as
for SplitPersonal, the SP trains personalized Split-2 networks
for each GS. Thus it should be able to generalize well for the
respective neighbourhoods. To visualizethe model convergence,
we present the M SE scoresfor train, validation, and test setsfor
the 3 models in Fig. 4. Here, we see that athough the central
model achieved the lowest training error, its validation and test
set errors are the highest, owing to over-fitting to the training


https://github.com/MAZiqing/FEDformer
https://nusit.nus.edu.sg/hpc/

TABLEII
TEST SCORES FOR SPLITGLOBAL (SL-G), SPLITPERSONAL (SL-P), CENTRAL, AND FEDAVG MODELS FOR DIFFERENT GSS' NEIGHBOURHOODS

| MAE [l MSE [ R? |
| SL-G | SL-P | Central | FedAvg || SL-G | SL-P | Central | FedAvg || SL-G | SL-P | Central | FedAvg |
GS1 | 0451 | 0453 | 0513 | 0535 || 0387 | 0383 | 0540 | 0.554 || 0396 | 0.405 | 0346 | 0342 |
GS2 | 0256 | 0253 | 0.246 | 0268 || 0.133 | 0130 | 0.133 | 0.142 || 0.863 | 0.868 | 0.855 | 0.838 |
GS3 | 0372 | 0361 | 0355 | 0359 || 0256 | 0.241 | 0252 | 0273 || 0.663 | 0.687 | 0.671 | 0.641 |
Mean | 0360 | 0356 | 0371 | 0387 || 0259 | 0251 | 0308 | 0323 || 0.641 | 0.653 | 0624 | 0.607 |
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Fig. 4. Thetrain, validation, and test set convergence graphs for SplitGlobal, SplitPersonal, and Central models.

TABLE I
GS MODEL TEST SCORES ON CLIENTS FROM ALL GS NEIGHBOURHOODS

| SplitGlobal - MSE | |
| 1 | 2 | 3 | Mean |
GS1 | 0390 | 0249 | 0353 | 0331 |
GS2 | 0442 | 0.134 | 0343 | 0306 |
GS3 | 0434 | 0186 | 0259 | 0293 |
Mean | 0422 | 0.190 | 0319 | |

| SplitPersonal - MSE |
| 1 | 2 | 3 | Mean
| 0385 | 0.379 | 0.434 | 0.399
| 0522 | 0.130 | 0.345 | 0.332
| 0.426 | 0204 | 0.240 | 0.290
| 0.445 | 0238 | 0.340 |

data. We can say this because most, if not all, of the difference
between central and proposed methodstest set scores, iscoming
fromitsprediction scoresfor the GS 1 s' load profiles (see MSE
scores given in Table II). As otherwise, the test scores for the
central model over GS 1 and 2 were very close to the proposed
model’s scores. Therun-times of asingle epoch for SplitGlobal,
SplitPersonal, Central and FL models are 20, 20, 40, and 28
minutes respectively.

B. Across Neighbourhood Predictions

In our next experiment, we analyze the trained models’ pre-
diction ability when the tested data comes from another GSs
neighbourhood, i.e., from a different distribution. The MSE
scores for both models are reported in Table 111, where rows
GS 1-3 denote the trained split models and columns denote the
neighbourhoods. Thus, the table cell for row GS 1 and column
1 represent the M SE score for neighbourhood 1'stest datawhen
GS 1's model is used for prediction. Consider GS 1 models
scores for al neighbourhoods (top row) under both SP training
strategies. We see that, apart from testing scores for their own
neighbourhood data, the SplitGlobal models’ prediction errors
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and Central models.

for neighbourhoods 2 and 3 are well below those reported by
SplitPersonal model (see Fig. 5 for individua scores). Thisis
attributed to thefact that under SplitGlobal, the SPlearnsasingle
global Split-2 model, which is jointly trained to learn from all
neighbourhood clients. Whereas, under SplitPersonal training
strategy, the SP learns 3 personalized Split-2 models, which
have never seen the data coming from different neighbourhoods.
Similar trends can be observed for models GS 2 and 3 where
cross-neighbourhood scores reported by SplitGlobal are better.
Similarly, themean scoresfor asingleneighbourhood overall GS
1-3 models also show that SplitGlobal has better generalization
capabilities as compared to SplitPersonal.
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TABLE IV
TEST MSE SCORES FOR SL-G AND SL-P ON SEEN AND UNSEEN DATA

| Same Clients | Random Clients | Post Add. Tr. |

| SL-G | SL-P | SL-G | SL-P | SL-G | SL-P |
GS1 | 0390 | 0.385 | 0.650 | 0.644 | 0.528 | 0.511 |
GS2 | 0.134 | 0.130 | 0.166 | 0.161 | 0.154 | 0.147 |
GS3 | 0259 | 0240 | 0218 | 0.295 | 0.214 | 0.264 |
Mean | 0.261 | 0252 | 0345 | 0367 | 0.299 | 0.308 |

To visualize individual test scores for each neighbourhood
client under different learned models, we present their MAE
scoresinFig. 5. Here, thefirst 10 clientsarefrom neighbourhood
1andsoon. For al 3models, weseethat themost MAE variation
is found in neighbourhood 1's clients, whereas for 2nd and
3 rd neighbourhoods, the variations are small. Moreover, for
each neighbourhood, their respective GS models perform best.
We further present example batch predictions for 4 clients in
Fig. 6. Looking at predictions from both models, we see that
for clients 15 and 23, all three GS models do follow the true
trajectory very closely, with SplitGlobal’s cross neighbourhood
predictions being slightly better. However, for clients 3 and 5,
belonging to neighbourhood 1, discrepancies are large, espe-
cially for cross-neighbourhood predictionsof client 5. Moreover,
FlitPersonal’s GS 1 model followed the true trajectory much
more closely, especially near the prediction endpoints.

C. Predictions on Unseen Data

In this experiment, we test the trained models prediction
abilities for clients that are completely new to them. Under
usual circumstances, we might not be able to use every client
for training; thus, thetrained models’ generalization capabilities
need to betested. Todo so, westart with themodel strained onthe
same 10 clients per nei ghbourhood and test them on 10 randomly
selected clientsfrom each neighbourhood. Theresultsof thistest
aregiveninTablelV, wherewe seethat clientscoming from 2nd
and 3rd neighbourhoodsreceive slightly worseprediction errors,
whereas for neighbourhood 1, the error increases by amost
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A single batch prediction for 4 different clients generated by SplitGlobal and SplitPersonal over the prediction horizon of 96 hours (4 days).

TABLEV
TEST MSE SCORES FOR RANDOM CLIENTS WITH MODELS TRAINED USING
SAME VERSUS RANDOM CLIENTS IN EVERY TRAINING EPOCH

| Same Clients || Random Clients
| SL-G | SL-P || SL-G | SL-P
GS 1 | 0.650 | 0.644 || 0.638 | 0551
GS2 | 0.166 | 0.161 || 0.164 | 0.157
GS3 | 0218 | 0295 || 0224 | 0.294
Mean | 0.345 | 0367 || 0342 | 0.334

66%. This performance loss, again, can be attributed to the data
diversity found in clients from Neighbourhood 1. To investigate
whether further training using these clients bringsimprovement,
we train the model for 5 additional epochs using the selected
random clients, whose testing results are summarized in the last
two columnsof TablelV. We seethat additional training not only
reduced the error for neighbourhood 1 from 66% to 35%, but
also improved scores for the rest of the neighbourhood clients.

D. Training With Random Clients

In this experiment, we compare the prediction performance
of models when trained using the same clients (10 per GS)
compared to randomly selected clients at every training epoch.
The models were trained for 10 epochs and tested against ran-
domly chosen clients, and their results are shown in Table V.
Comparing SplitPersonals’ GS 1 performance for both training
schemes; we see that scores for the model trained using random
clients are significantly lower than those trained using the same
clients. This could be attributed to the fact that in the former
case, the model sees several unique clients during the training
stage and is thus able to generalize well for unseen data. Apart
from this case, the remaining scores are very similar across the
two training schemes. From this observation, we can conclude
that training using randomly chosen clients every epoch should
enable the models to perform well when presented with unseen
data. However, asdiscussed in the previoussection, performing a



few training iterationsusing the unseen datashoul d be performed
to get improved resullts.

E. Privacy Preservation Using Differential Privacy

Under the proposed framework, both network splits are
trained outside the clients' premises, and the training is fully
controlled by GS and SP entities. Under the honest but curious
security assumption, GS and SP shall not deviate from the
training process. However, they may try to infer clients’ private
data from the received Split-1 activations. In order to secure
clients' private data, we propose to use (¢, ¢)-DP [32], [38] to
safeguard against such inference attacks. However, beforewe do
this, wefirst analyze information | eakage between the input and
output of the proposed Split-1 FEDformer model. To this end,
based on the discussion presented in Section I1-D, we perform
M1 estimation using afully connected neural network (FCNN).
A similar strategy hasalso been used in [45] toinfer M1 between
inputs and gradients of an NN under the FL framework.

1) InformationLeakageAnalysis. Weusea3-layer FCNN as
our MI neural estimator (MINE), with layers containing 100, 50,
and 1 neuron, respectively. The first and second layers use the
exponential linear unit (ELU) as their activation function. The
lossfunction, givenin (5), ismaximized using ADAM optimizer
with alearning rate of 10~3. The batch size is kept at 100, and
the model wastrained over 10* epochs. Consider aninput tensor
for Split-1 model X, = concat(X, X;) (see Fig. 2) of size
nB x L x 5, where nB = 32 is the batch size, L = 96 is the
input sequence length, and each time points consists of 1 load
value and 4-dimensional date-time encoded vector. The output
tensor of Split-1 Encoder block Xo.; = X3!, isof sizenB x
L x D, where D = 512 istheinner model dimension. We aim
to find the mutual information |eakage between X r,,, and X o+
for afully trained Split network.

To establish a baseline, we first train the MINE to find the
MI between X7, and itself using a randomly selected client
from neighbourhood 2. In order to reduce the computational
time, M| isestimated for every 10th batch. The mean and spread
over one std of Ml computed for each batch is shown in Fig. 7
with approximately a final mean M1 value 9.12. The spread
seen above and below the mean line signifies the variations of
computed MI values over different example batches. With our
experimental setting, we can say that the maximum M| between
two variables can be at most 9 on average. Having found the
upper limit on M1, we next approximate M1 between input and a
noisetensor of sizeequal to X ,,; to establish alower limit. The
entries of noise tensor were generated from Laplace distribution
L(b = 2). TheMI scoretrend for this setting (input - noise only)
isalso given in Fig. 7 with afinal mean value of approx. 1.83.
Next, we approximate M| between input and clean X, as
well as L(b = 2) noise-contaminated X o and plot theminthe
same Fig. 7 as well. The final MI for clean and noisy outputs
were approx. 3.32 and 2.6, respectively.

Based on the M1 approximations discussed above, we see
that the M| between input and clean and noisy outputs has a
large difference dueto the non-linear relationship induced by the
Split-1 network. Moreover, the M1 of the clean output is much
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2). The shown spread signifies one standard deviation.

closer to the noise-only case, signifying that the Split-1 network
results in minimal information leakage, making the inference
attacks much harder to execute [45]. Additionally, as the Ml
can be computed at the client’s end, the client can make an
informed decision as to whether current batched activations are
safe enough for sharing with the GS.

2) Analysis Under (¢,6 = 0)—DP: In this section, we ana-
lyze the performance impact of (¢,6 = 0)—DP (pure DP) on
model training and testing. To do so, we select a single client
from neighbourhood 2 and train the split model under SplitPer-
sonal setting. However, this time, the client uses the Laplace
mechanism [38], [43] to apply DP toits layer activations (both
X351, and S5, seeFig. 2) beforeforwarding tothe GS. Thelevel
of noise added is controlled by the privacy budget parameter ¢,
wherethenoiselevel isinversely proportional to e. Thus, alower
e resultsin strong privacy guaranteesascompared to higher ones.

To analyze the effects of various privacy budgets, we trained
the model with € € [0.5,1.0,2.5,5,7.5,10] and computed the
test scores for the models predictions. At the 10th training
epoch, wealso trained our MINE for every 10th batch to approx-
imate the M| between input and Split-1 layer activations. The
MI trendsfor multiple e are shown in Fig. 8, and their respective
final M1 values, aswell as error metrics, are presented in Fig. 9.
From Fig. 8 we see that the model trained with e = 0.5 has the
lowest approximated M1 at 1.86, which is very close to the M|
between input and noise only case seen in Fig. 7. As aresult of
large noise additions, its respective MAE and M SE scores are
theworst. However, in terms of MAE, they are only 36% higher
than MAE of the non-DP case. Furthermore, increasing e leads
toanincreasein MI. However, for e > 5.0, the M1 stagnates and
stays very close to 3.3, which is the M1 of the non-DP case. In
this range, the error metrics are within a margin of error to the
non-DP case. This shows that the model can handle DP noise
for alow € of 5.0. Even for an ¢ = 2.5 (medium privacy), the
MAE and M SE are only 16% and 26% above the non-DP case,
showing that good privacy protection can be achieved with mild
performance reduction.
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Fig. 9. The prediction test scores and mutual information values for models
trained with (¢, 6 = 0)-DP over arange of ¢ values.

3) AnalysisUnder (e, 6)—DP: Compared to the stricter pure
DP [39], (¢, d)-DP introduces an extra parameter, ¢, into the
framework. The reason behind this addition isto provide alevel
of plausible deniability, allowing for asmall probability (¢) that
anindividual’sdatamight beexposed or identified by an attacker.
While e governs the average privacy loss incurred, ¢ plays a
rolein controlling the worst-case privacy |oss scenario. Another
advantage of (e, §)—differential privacy isits advanced compo-
sition theorems, enabling significantly more training iterations
than pure DP under the same e. This is the reason why most
related works in differentially private machine learning have
shifted away from pure differential privacy.

To investigate the impact of (e, 6)-DP on MI leakage and
model performance, we repeat the previous experiment but with
the (e, §)-DP via Gaussian mechanism [43]. In this experiment,
wemaintained e at afixed value of 1.0 and systematically varied
d within therange [0.1, 0.05, 0.01, 0.005, 0.001], representing a
transition from higher worst-case privacy loss to lower levels.
The resultant M1 leskage, estimated by our estimator (MINE),
between clients’ input data and Split-1 layer activations is pre-
sented in Fig. 10. Interestingly, the variationsin ¢ had negligible
effects on average privacy loss, as § primarily governs the

Mutual Information for Multiple (g, §)-DP

2.5 1
2.0
c
S
£ 151
S
=
g 1.04
s —— (£,6)-DP: (1.0,0.1)
—— (&, 6)-DP: (1.0,0.05)
031 —— (&, 6)-DP: (1.0,0.01)
—— (&, 6)-DP: (1.0,0.005)
o —— (&, 6)-DP: (1.0,0.001)

4000 6000 8000 10000

Learning Iterations

0 2000

Fig. 10. The mutual information learning trend between input and (¢, §)-DP
protected outputs over fixed e = 1.0 and arange of ¢ values.

Test Scores & Mutual Info. for Multiple (g,8) values

0.800 3,500
0.700
3.000
0.600 e
S
'% 0.500 2500 B
= 0,400 £
s =
5 0300 o000 =
3
0.200 =
1.500
0.100
0.000 1.000
01 0.05 0.0 0.005 0.001 Non-DP
& values
N MAE . SE  —
Fig. 11. The prediction test scores and mutual information values for models

trained with (¢, §)-DP over fixed e = 1.0 and arange of § values.

=== Train Set
N 0.8 == Validation Set
= —ar— Test Set
w
$ 071 At
m
3 s Y
T
v 0.6 ! ! ! !
[
[}
S
o —\k

Iterations

Fig.12. Theconvergencegraphsfor train, validation, and test setsunder (e =
1.0,6 = 0.005)-DP setting.

worst-case scenario. Furthermore, Fig. 11 displays the model’s
prediction accuracy over the entire range of ¢ values. These
metrics indicate that neither MAE nor M SE exhibit substantial
variations within the considered range of § values. The perfor-
mance closely mirrors the outcomes observed when e = 1.0, as
depicted in Fig. 9.
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To illustrate the impact of DP on convergence behavior,
Fig. 12 presentstheindividual losstrendsfor thetraining, valida
tion, and test setsover 10 epochs. The plot showsthat validation
and test losses decrease until about the 5th epoch and then
stabilize, whilethetraining loss continuesto declineuntil around
the 9th epoch. Asexpected, theoverall lossfloor inthe DP setting
is noticeably higher than in the non-DP case (Fig. 4) due to the
added noise. Additionally, training time increased significantly,
from roughly 200 minutes without DP to approximately 454
minutes with DP, representing a 2.54 x increase, primarily due
tothe computational overhead introduced by noise computations
performed through the Diffpriviib library [43].

F. Feature Space Hijacking Attack

Although our framework is built under the ‘honest-but-
curious’ assumption, i.e., theutility provider, whichisin control
of both GS and SP entities, does not intentionally attempt to
reconstruct client data or poison the training process, we delib-
erately rel ax thisassumption to eval uate the worst-case scenario.
Inthissetup, theutility provider (or acompromised entity within
it) can deviate from the standard training procedure and attempt
to reconstruct private client input data from the shared Split-1
activations using the powerful Feature-Space Hijacking Attack
(FSHA) [40].

To compare the effects of DP, we apply the FSHA attack on
SlitGlobal model under two scenarios: with and without DP
applied to the client side activations. This experiment uses the
same settings as used in Section 1V-E3. Under this scenario,
the smoothed reconstruction M SEs achieved by the FSHA are
illustrated in Fig. 13.

e Wthout DP, theattack model convergesfaster and achieves
|ower reconstruction M SE scores, consistent with observa-
tionsfrom previousworks[40], [46]. However, eveninthis
case, our proposed framework maintains a reconstruction
MSE floor around 0.305, indicating that the attacker still
requires considerable effort to achieve meaningful recon-
struction, partly due to the preserved complexity in the
input-output relationship at Split-1.

e Wth DP, the attack becomes significantly more difficult.
The attacker needs a much longer training period, and the
resulting reconstruction accuracy isfurther degraded. This

aigns with the intended purpose of DP: to degrade infor-
mation leakage and protect against reconstruction-based
attacks.

The above results are consistent with our analysis under Mu-
tual Information (M) estimation (Section I V-E1) aswell. These
results demonstrate that our proposed framework, especially
when combined with differential privacy, exhibits improved
robustness against powerful feature-space attacks.

G. Computational and Communication Overhead

In this section, we summarize our findings regarding the
various overheadsrelated to our training framework. For details,
the reader is referred to the Appendix A, available online.

a) Communication Overhead: In our framework, the majority
of communication overhead is handled between the GS and
SP components, with minimal burden placed on the client. For
each model update round, the client transmits activations from
Split-1, amounting to approximately 6.3 MB, to the GS and
receives a negligible 3 KB prediction output in return. During
backpropagation, the client sends back loss gradients of the
same size (3 KB), while the heavier 63 MB gradient tensors
are exchanged between the GS and SP. As a result, the client
is responsible for only about 4.55% of the total communica-
tion volume, highlighting the communication efficiency of our
split learning design. Appendix A-A provides further numerical
details, available online.

b) Computational Overhead: The computational workload in
our split learning framework is unevenly distributed between
the client (smart meter) and the utility provider (GS-SP). We
approximated the number of multiplications for each model
component, drawing from the FEDformer architecture. Our
analysis shows that the smart meter (Split-1) is responsible for
only about 12.66% of the total forward pass operations, while
the remaining 87.34% are executed by the SP (Split-2). Thisis
due to the client’s role being limited to the initial encoding and
decoding blocks, while the heavy attention and feed-forward
layers are managed by the utility provider. Additionaly, the
backpropagation and model updates are entirely performed by
the GS-SP entities. Since the backpropagation step generaly in-
volvesaround 2.5 x (averageof 2 — 3x) the number of forward-
pass operations, the client’s total share of computations across
afull model update round amounts to approximately 5%. This
lightweight requirement affirms that smart meters can comfort-
ably participate in training without a significant computational
burden. A detailed breskdown is provided in Appendix A-B,
available online.

¢) Latency Overhead: Due to the architectural split, most of
the computational operations are handled by the GS and SP,
which collectively perform over 95% of the total workload.
Consequently, the latency of each training iteration is primarily
determined by the utility provider’'s infrastructure. Assuming
higher-performance hardware at the GS-SP end, thetotal round-
trip latency remains low. While our implementation was done
onasinglemachine, Appendix A-C, available online, providesa
theoretical latency analysisto offer real-world latency estimates
under reasonable hardware assumptions.



d) Energy Overhead: The client device in our split learning
setup is responsible for approximately 5% of the total compu-
tational workload during each model update. This offloading
significantly reduces energy consumption at the edge, making
the approach attractive for power-constrained deviceslike smart
meters. As shown in Table |1, our SplitPersonal model achieved
an 18.5% improvement in prediction performance over the
centralized baseline while shifting most of the energy burden
to the utility provider's infrastructure. A deeper analysis of
energy distribution and trade-offsis provided in Appendix A-D,
available online.

H. Discussion

In Section 1V, weused two SL strategies, SplitPersonal where
we train neighbourhood-level personalized split networks, and
SlitGlobal where a single global Split-2 is trained at SP for
all personalized Split-1 models at GSs. Networks trained under
both strategies achieved better or comparabl e performance com-
pared to a centrally trained network, as seen in Table II. When
predicting across neighbourhood clients, SplitGlobal model was
ableto get lower errors as compared to SplitPersonal, as shown
in Table I11, which is expected.

In Section IV-C, we tested the trained models on data
from clients not used during the training stage. The results in
Table IV show that the trained models performed well in this
scenario; however, additional training using the new client’s
data improved performance. This is essential as new clients
are constantly added to the system, and we might have very
little data on them. Additionally, in Section 1V-D, we compare
the performance of models trained on the same clients versus
training on random clients every epoch against unseen data
and found that the models trained on random clients performed
better. As with the availability of large amounts of smart meter
data, training using all of it isoften not feasible. Instead, training
using arandom subset of clients every epoch can lead to amodel
with good generalization capabilities. Furthermore, this model
can berefined using unseen clients' datafor added performance.

In Section IV-E, we analyzed the extent of privacy leakage
arising from the sharing of clients' activations using MINE.
In Fig. 7, we showed that even without the added noise, the
Split-1 activations have significantly low MI w.r.t. the inputs
dueto their non-linear and complex relationship induced by the
Split-1 model. Moreover, based onthe estimated M1, aclient can
decide whether to forward the current batch activationsto GS or
not to mitigate privacy leakage. We further analyze the effects
of introducing differential privacy as an additional layer of
security on the model’s performance. In Fig. 9, we seethat with
a moderate privacy budget of ¢ = 5.0, the models performed
similarly to the non-DP case and saw performance degradation
only when e < 2.5, leading to strong privacy. With a trained
model, the electricity service provider can perform individual-
level predictions (requiring respective clients' involvement) and
neighbourhood-level predictionsusing the cumul ativeload trend
from the grid station servicing the neighbourhood.

In Section IV-F we evaluated the SplitGlobal framework
under FSHA [40] in both non-DP and DP-enabled settings.

In the non-DP case, the attacker’s reconstruction achieved an
MSE of 0.241, while enabling DP increased the reconstruc-
tion MSE to 0.328, indicating a clear improvement in privacy
protection through DP regularization. Finally, in Section V-G,
our overhead analysis shows that the client-side in the Split
learning framework contributes only approx. 5% of the to-
tal computational load and 4.55% of the communication load
per training round. Additionally, under reasonable hardware
assumptions, the client accounts for approximately 21% of
the end-to-end latency and similar proportions in energy con-
sumption, highlighting the lightweight nature of the client-side
operations.

Our proposed split learning framework is well-suited for
integration into modern power systems, particularly within in-
frastructures like Advanced Metering Infrastructure (AMI) and
Energy Management Systems (EMS). The Split-1 module can
be embedded in smart meters, while the GS and SP components
can be deployed at the utility’s backend, leveraging existing
EMS or Distribution Management System (DMS) facilities.
This decentralized architecture supports scalable and privacy-
preserving model training across diverse consumer endpoints.
However, practical deployment may face challenges such as
communication latency, device heterogeneity, synchronization
issues, and secure data exchange. Addressing these challenges
will be essential to fully realize the framework’s potential in
real-world settings, and we identify these areas as important
directions for future work.

V. CONCLUSION

Inthisarticle, we proposeasplit learning framework totraina
DL timeseriesprediction model using theclient smart meter data
without compromising individual clients' privacy. Our proposed
SL frameworks use the smart meters to perform a forward pass
through the Split-1 network only, while the rest of the training
is relegated to GS and SP entities. This ensures that the smart
meter’s main functionalities remain unhindered. Once trained,
the energy provider retains the entire model, which can be used
to perform load predictionsfor asingle smart meter or the entire
neighbourhood. The experimental results have shown that the
performance of the trained models is better or on par with that
of a centraly trained model. To analyze the extent of infor-
mation leakage through the Split-1 network, we used mutual
information neural estimation to approximate the MI between
theinput and output of the Split-1 network. The analysis showed
that the MI leakage through the Split-1 network is limited.
Furthermore, as an added layer of security, we analyzed the
addition of e-DPand (e, §)-DP to our framework under multiple
privacy budgets. We found that the models performed similarly
tothenon-DP case under amedium privacy budget whileobserv-
ing low-performance degradation under relatively low privacy
budgets.
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