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Abstract—In this paper, we formulate an analytical model to characterize the
spread of malware in decentralized, Gnutella type peer-to-peer (P2P) networks
and study the dynamics associated with the spread of malware. Using a
compartmental model, we derive the system parameters or network conditions
under which the P2P network may reach a malware free equilibrium. The model
also evaluates the effect of control strategies like node quarantine on stifling the
spread of malware. The model is then extended to consider the impact of P2P
networks on the malware spread in networks of smart cell phones.

Index Terms—Malware propagation, peer-to-peer networks, Internet worms and
viruses.
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1 INTRODUCTION

THE use of peer-to-peer (P2P) networks as a vehicle to spread
malware offers some important advantages over worms that spread
by scanning for vulnerable hosts. This is primarily due to the
methodology employed by the peers to search for content. For
instance, in decentralized P2P architectures such as Gnutella [1]
where search is done by flooding the network, a peer forwards the
query to it’s immediate neighbors and the process is repeated until a
specified threshold time-to-live, TT'L, is reached. Here T'TL is the
threshold representing the number of overlay links that a search
query travels. A relevant example here is the Mandragore worm [2],
that affected Gnutella users. Having infected a host in the network,
the worm cloaks itself for other Gnutella users. Every time a
Gnutella user searches for media files in the infected computer, the
virus always appears as an answer to the request, leading the user to
believe that it is the file the user searched for. The design of the
search technique has the following implications: first, the worms can
spread much faster, since they do not have to probe for susceptible
hosts and second, the rate of failed connections is less. Thus, rapid
proliferation of malware can pose a serious security threat to the
functioning of P2P networks.

Understanding the factors affecting the malware spread can help
facilitate network designs that are resilient to attacks, ensuring
protection of the networking infrastructure. This paper addresses
this issue and develops an analytic framework for modeling the
spread of malware in P2P networks while accounting for the
architectural, topological, and user related factors. We also model
the impact of malware control strategies like node quarantine.

The rest of the paper is organized as follows: Section 2 presents
the related work and the analytic framework is presented in
Section 3. We analyze the model and study the impact of
quarantine in Section 4. Simulation results validating our model
are presented in Section 5 and Section 6 concludes the paper.

2 RELATIONSHIP TO PRIOR WORK

Though the initial thrust in P2P research was measurement
oriented, subsequent works, [3], [4], [5], have proposed analytical
models for the temporal evolution of information in the network.
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The focus of these works is on transfer of regular files and they do
not apply to malware that spread actively. In addition, they are
specialized to BitTorrent like networks and cannot be extended for
P2P networks such as Gnutella or KaZaa.

The issue of worms in peer-to-peer networks is addressed in [6],
[7] using a simulation study of P2P worms and possible mitigation
mechanisms. Epidemiological models to study malware spread in
P2P networks are presented in [8], [9]. These studies assume that a
vulnerable peer can be infected by any of the infected peers in the
network. This assumption is invalid since the candidates for
infecting a peer are limited to those within TT'L hops away from it
and not the entire network. Another important omission is the
incorporation of user behavior. Typically, users in a P2P network
alternate between two states: the on state, where they are
connected to other peers and partake in network activities and
the off state wherein they are disconnected from the network.
Peers going offline result in fewer candidates for infection thereby
lowering the intensity of malware spread.

An empirical model for malware spreading in BitTorrent is
developed in [10] while models for the number of infected nodes
by dynamic hit list-based malware in BitTorrent networks is
presented in [11], [12]. However, these models ignore node
dynamics such as online-offline transitions and are applicable
only to BitTorrent networks.

In [13], [14], the authors use hypercubes as the graph model for
P2P networks and derive a limiting condition on the spectral
radius of the adjacency graph, for a virus/worm to be prevalent in
the network. The models do not account for the fact that once a
peer is infected, any susceptible peer within a T7T'L hop radius
becomes a likely candidate for a virus attack.

In the current work, we formulate a comprehensive model for
malware spread in Gnutella type P2P networks that addresses the
above shortcomings. We develop the model in two stages: first, we
quantify the average number of peers within 77'L hops from any
given peer and in the second stage incorporate the neighborhood
information into the final model for malware spread.

3 MALWARE PROPAGATION MODEL FOR P2P
NETWORKS

This section presents our framework for modeling malware spread
in P2P networks. Our model’s focus is on the propagation of
malware and not regular files.

3.1 Search Mechanism

The transfer of information in a P2P network is initiated with a
search request for it. This paper assumes that the search
mechanism employed is flooding, as in Gnutella networks. In this
scenario, a peer searching for a file forwards a query to all its
neighbors. A peer receiving the query first responds affirmatively
if in possession of the file and then checks the TTL of the query. If
this value is greater than zero, it forwards the query outwards to
its neighbors, else, the query is discarded. In our scenario, it
suffices to distinguish any file in the network as being either
malware or otherwise. This is because, as noted earlier, an infected
peer replies affirmatively to all the queries that it receives with the
malware being substituted for the file being searched for. Thus to
model malware spread, it is imperative to determine the average
rate at which queries reach a node, which in turn depends on the
search neighborhood.

We now use the generating function approach as in [15] to
quantify the search neighborhood. Define the generating function
for the probability mass function (pmf) of the vertex degree as
Go(z) = Y.y piz’, where p; is the probability that a randomly
chosen vertex has degree i. Since the Gnutella network has a power
law degree distribution [16], we have p; = Ci™7, where C and 7 are



constants. The heterogeneity of the connectivity distribution
inherent in power law distributions significantly affects the search
region of nodes with different degrees. Thus, we evaluate the
neighborhood size of a vertex as a function of its degree k.

The distribution of the degree of a vertex that we arrive at by
following an edge from a vertex is different from that of an arbitrary
vertex in the graph. An edge arrives at a vertex with probability
proportional to the degree of the vertex. Thus, the probability that a
randomly chosen edge leads to a vertex with degree i is proportional
to ip;. The pmf of the degree of the vertex can then be obtained from
the pmf of an arbitrary vertex by normalizing it with 3", ip; and its
probability generating function (pgf) is then

it _aGla)
i Gy(1)
As we follow a randomly chosen edge to reach a vertex and then
continue on each of the edges of that vertex, and so on, to reach all

the m-hop neighbors, the number of vertices arrived at from each
vertex has the degree distribution above, less one power of z to
compensate for the edge we arrived on. The pgf of the number of
outgoing edges at each vertex is then

Gi(z)

G =Gy

With N nodes in the network, the probability of any of these
outgoing edges connecting to the original vertex we started at or to
any of its immediate neighbors falls as N7!
neglected as N — oco. The number of 2-hop neighbors is the sum of
the neighbors of each 1-hop neighbor. Since the generating
function for sum of random variables is the product of the
individual generating functions, the pgf for the 2-hop neighbors is
given by

and can thus be

Zpk[Gl Go(G1()).

Similarly, the distribution of the m-hop neighbors is given by
Go(G1(G1(---Gi(x)))), with m — 1 iterations of the function G,
acting on itself. Now, given that a node has degree k, the pgf of
its degree is given by ng) (z) = 2*. Then, the pgf of the number of
m-hop neighbors of a node with degree k can be defined in terms
of the recursive convolution:

" form=1

[G1(G1(- - (G1(2))))]F form > 2. (1)

m—1

Gil) =

Differentiating the pgf and substituting 2 = 1 yields the average
number of m-hop neighbors. For example, the average number
of one and two hop neighbors of a peer with degree k are
given by " =c(1)=k and 2= (;in)(Gl(;v))L.:l =
G[(f)'(l)G’](l) = kG{(1)/Gy(1), respectively, (the expression for

z(zk) uses: G1(1) = 1). The average number of m-hop neighbors is

then
dG(m) . ) 2 m—1
(k) — — (k) U m—1 _ _2
W= —araear-i2 L o
where 2z, = Gjj(1) and z; = G{,(1). Since the search neighborhood of

a peer extends up to TTL hops, the average neighborhood size is
given by
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TABLE 1
Notation and P2P Model Parameters

Xon, Aof f ra;;e at which off and on peers switch on and
o

A rate at which a peer generates queries

1/p average download time for a particular file

r1 rate at which peers terminate ongoing
downloads

ro rate at which peers renew interest in
downloading a file after having deleted it

1/6 average time for which a peer stores a file

TTL (k 2 2 TTL
S — Z (2 —1/. 3
lLb Z ZQ -2 |:<Z1> :| ( )

3.2 Compartmental Model

We formulate our model as a compartmental model, with the peers
divided into compartments, each signifying it’s state at a time
instant. In addition, to account for power-law topologies, we
develop the compartmental model in terms of the node degree
[17]. For each possible node degree k, the network is partitioned
into four classes:

° Pék): Number of peers wishing to download a file.

° Pl(;k): Number of peers currently downloading the
malware.

P}k): Number of peers with a copy of the malware.

° Pék): Number of peers who either have deleted the
malware or are no longer interested downloading any file.

Further, each class has two components: one comprising of peers
of that class that are currently onhne, while the second represents
the offline peers. For instance, P denotes the peers with de ree k
infected by the malware that are currently online and P , the
offline infected peers. Note that since we consider networks w1th a
finite number of nodes, the number of classes is finite, even with
power-law topologies. We denote by Np the total number of peers
in the network and by N;D the total number of nodes with degree
k, both online and offline. Table 1 defines the parameters used in
our model.

Our formulation is based on the principle of mass action, where
the behavior of each class is approximated by the mean number
in the class at any time instant. By employing the mean-field
approach, we make the following assumptions about the system:

e  The number of members in a compartment is a differenti-
able function of time. This holds true in the event of large
compartment sizes and since P2P networks comprise of tens
of thousands of users, assuming this is quite reasonable.

e By abstracting the P2P graph through differential equa-
tions, the emphasis is more on the numbers of each class,
rather than the particulars of each member of the
respective classes.

e  The spread of files in the P2P network is deterministic, i.e.,
the behavior is completely determined by the rules
governing the model. In other words, the properties of a
class are dictated by the number of members present.

e  The size of the network does not vary over the time during
which the spread of malware is modeled.

We first determine the probability that a susceptible peer
with degree k is infected when it tries to download an arbitrary
file. Following the discussion in Section 3.1, the probability that
a neighbor of an arbitrary node has a degree j is given by ”;’
with z=)",ip;, Now, when a query reaches a node with
degree j, it is infected and responds positively to the query with
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probability P}]) /NJ@. Then the probability that an arbitrary
neighbor is infected, p;,y, is given by

. ()
i 7,
Pinf = 57 () (4)
J NP

Now, a search initiated by a node with degree k, on an average,
reaches 2(*) peers. The probability that at least one of the 2{¥) peers
responds to the query and the susceptible node gets infected is
thus (1 — (1 piug)™ ).

The dynamics of the spread of malware in peers with degree k
can then be represented in terms of the constituent classes by the
following deterministic system of equations:

d P(l‘) L
= AP (1 — (1= ping)™ ) +riPy
+ 2P = Mo P + A P, (5)
d P(k) Z(k)
(1)t
k k k
— WP = Mg P+ AP, (6)
ap, [( Y k k k k
= BPE) = 0P — Mg P 4 AP (7)
9 .
e = 5P =Pl = Nopr PR+ PR, (8)
Py ; *
= Mot P = Aon PY) (9)
Py " i
— 2= s P = APy, (10)
,(L:)
o, k (k
= Aogs P = Aon P (11)
Py " !
Tff = Mo P = Aon P}guj‘f' (12)

Note that we have strived to arrive at a generic formulation of
the problem encompassing all possible scenarios. Different flavors
of the model can be obtained by appropriately choosing the
parameter values. For instance, 1 = oo, Pg‘)ﬁ (t) =0,V ¢,k results in
an SIR epidemic model. Also, the offline rates for the various
classes have been kept same in order to reduce the number of
variable and ease of analysis. Different rates for each class can
easily be accommodated in the model.

We now describe the rationale behind the equations of the
model above. A transition out of class Pb('”) occurs if either a peer
goes offline or initiates a search query that is successful. The
former occurs at rate \,7; while the latter is contingent on the rate A
at which requests for file download are generated, multiplied by
the probability that the query reaches at least one infected node i 1n
the online state. Thus, the rate at which the trgpsﬂlons from P

into PJ(E) occur 1s given by )\P (1 — (1 = pins)™). Now, member—
ship of class P increases if:

on
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e An offhne peer of class Pé ) comes online: a transition from
class P( which occurs at rate \,,.

e A peer Currently downloading terminates the process, say
due to unsatlsfactory download speeds: a transition from
state P,(f) to Pé ) at rate ry.

e A peer that prev1ously had the file, either accidentally or
intentionally deletes the file, and wishes to download it
again: a transition from state P( Y which occurs at rate 9.

The peers per unit time exiting class P( ) total

) )
(o201 )1t

and those entering number rlP(k) + 79 P + )\nnP(k Combmmg
the two gives the rate of change of membershlp of class P( as
given in (5). Equations characterizing the rates of change for the
remaining compartments can be derived in a similar fashion. Note
that the transition rates among the various compartments are
assumed to be known.

The model presented above represents an upper bound on the
number of infected nodes. This is because the model neglects the
correlations in the neighborhoods of nodes that are within
TTL hops of each other. Also, since malware sizes are typically
small (less than a few kilobytes), the download times are expected
to be smaller than the on-off transition times of peers which are of
the order of hours. Thus, the mean-field approximations used in
our analysis are acceptable.

4 MODEL ANALYSIS

In this section, we analyze the model presented in the previous
section and obtain the expressions governing the global stability of
the malware free equilibrium (MFE).

4.1 Malware Free Equilibrium

We now proceed with the derivation of the basic reproduction
number, Ry, a metric that governs the global stability of the MFE.
Here, R quantifies the number of vulnerable peers whose security
is compromised by an infected host during it’s lifetime. It is an
established result in epidemiology that Ry < 1 ensures that the
epidemic dies out fast and does not attain an endemic state [18].
Stability information of the MFE is important since this guarantees
that the system continues to be malware free even if newly infected
peers are introduced.

We follow the methodology presented in [19], [20], where “next
generation matrices” have been proposed to derive the basic
reproduction number. In this method, the flow of peers between
the states are written in the form of two vectors F and V. The
ith element of F is the rate of appearance of new infections in
compartment i and the ith element of Vis defined as V; = V; — V,;+ ,
where V is the rate of transfer of peers into compartment ¢ by all
other means and V; is the rate of transfer of peers out of
compartment i. These vectors are then differentiated with respect
to the state variables, evaluated at the malware free equilibrium,
and only the part corresponding to the infected classes are then
kept to form the matrices F and V, i.e,,

OF; oV
r=[o ] =[5

(wo)}, 1<i,j<m, (13)

where F; and V; are the ith entries of 7 and V), z; is the ith system
state variable with @; = F;(z) — V;(z), () is the malware free
equilibrium and m is the number of infectious states. For
calculating F' and V, the column vectors F and V may be
considered to consist of m rows, each corresponding to an
infectious state. In our model, we have m = 4K corresponding to

Pg) Pg‘) k) and P<k Here K is the largest node degree in the
on off”
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network, with K < Np. Ordering the infectious states as
(1) K) 1 K) (1 (K) (1) (K)

py g, ey e P P, PP, from

(5-12) we have

)

1
&)

AP (1= (1= piny)

K . 2
AP (1= (1= ping)™ )

[==] ] )]

n

[ 1Py + Py + Ao Pl = Ao P, Si/

rPg + uPg) + Xogs P = Ao Ph)
(1) (1)
)\unPE”ff - )\offPEm,

(K) (K)
/\onPE‘W - )\offPE

on

- 1 1 1 1
§PY 4+ 2P — AO,LP["J)] — Py

K K K K
0P+ NogtPLL) = APy} — Py

(1) (1)
/\onP[”/f - )\offP](m

) (K)
= Aoss Py

on E

(K
L >\(m P Ly

with 0 representing a K-row zero vector. Note that only state E(¥)
in the set of (5-12) has inflow of new infections and thus only its
terms in F have a nonzero entry. Now, at the malware free
equilibrium, we have

[ )
(k) (k) k) (k) k) (k)
b, _ Ps,, _ dp, 1(5(”, _ Py, _ dp, I(m, _ by,
dt dt dt dt dt dt
k k
_ dp, 1(?) _ dPI(Cui/ _
Todt - dt

(k) k) (k k)
d PI = Pf(n/‘f = PEu: = Pén/‘/ =0

for all 1 < k < K. Substituting the above values in (5) and (9), we
get T2P1(YIZ7), =0 = P[(ek) = 0. Again, using this result in (12) yields

on

on

P}ﬁif = 0. Note that the total number of peers with degree k, given
Ar(R) (k) (k (k) (k (k (k (k (k
by NB' = PO + PO + PP+ P + PP+ PP+ P+ P

a constant. Thus, at the MFE we have Nl(jk) = Pék) + Pg”j) o and using

o

is

the relation from (9), the peer distribution for degree k at the MFE
evaluates to the vector: {P(i?, Péf?f, 0,0,0,0,0,0}, where

*) *)
pw _ AonNp™ 5oy _ AoprNp
Son >\0n + )\nff T Serp )\on + >\off ’

Differentiating F and V with respect to Pﬁl) . .,Pg":), P&[, R

Pg"), P}l), o ,PI(K), P}l) e P}K) and evaluating at the malware
of f on o nn[[A of f

free equilibrium {Rgfjj,Rgfjj,o,o,o,o,o,o} for all 1< k<K, we

have

XXXXXXX 2011

0 G A 0
F‘{o 0}‘/_[—0 B}’ (14)
with O representing a 2K x 2K zero matrix and
RSN Ay Ao K- |
o) Bothg) 0 0 0
A L ke o
G= | T Wy 0 0 (15)
0 0 - 0
.o 0 0 0
(71 4+ 1+ Aogy 0 0 0 7
0 o ~
A riHp+ gy 0 0 _ A,
0 0 Aon 0
L 0 0 0 Aon, .
(16)
(64 Aopp -+ 0 0 - 07
5 -
B= 0 o 0 -M,  (7)
O >\077
) 0 0 Aon |
M 0 0 07
L
C = , 18
0 (18)
K 00 0]
0 o 0 Mg - 07
i 0 0 0 Aon 19
T ogy 0 0 0 (19)
L0 - Ay 0 - 0]

Note that A, B, C, G, and M are all 2K x 2Kmatrices. The basic
reproduction number, Ry, is then the largest absolute eigenvalue
(spectral radius), p(), of the matrix FV ™!, i.e., Ry = p(FV ). Using
elementary matrix algebra and rearranging the terms, it can be easily
verified that the product FV~! can be broken down into GB~'CA™!,

with the constituent matrices as enumerated above. Thus,

Ro = p(GB'CA™). (20)

4.2 lllustrative Example
We now use a simple scenario to illustrate the effectiveness of the
model at isolating the impact of system parameters on the

dynamics of malware propagation. Specifically, we show how
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the impact of user behavior on R can be evaluated by the model.
The simplified model makes the following assumptions:

e Instead of modeling the network by grouping nodes
according to their degree, we use a single compartment

(i.e., PS(,,,/ Ps()“, PE,,,,,/ PEON’ P] P](w, PR and PR“”) to
include all nodes, irrespective of their degree. This
model is more appropriate for random graph networks,
but is used here for illustrative purposes since unlike the
model presented in Section 3.2, leads to closed form
solutions that are easier to visualize. Thus in (5-12), we
drop the superscript (k) and use pi; = P’“" and 2% =
2o = 2122 [(/2) T = 1.

e  Peers do not spend time in the exposed state, i.e., transition
occurs directly from Ps,, to P;,

on*

e  Only susceptible peers go offline, i.e., Pr,,, = Pr,,,

on’ on’

=0.
This essentially reduces the systems of (5-12) to

dP. P
di"” =roPp — )\Pg(m |:1 — |:1 — N7;:| :| — /\offPS,,,, + )\O’VLPS(,// (21)
a5
=APs |1—|1— — 6P, 22
5 = s, Ny I (22)
dP,
dtR = 6P — o Py (23)
dPs,
dt” = >‘0ffP5(u >‘0TLP5[://' (24)

Using the methodology described above, the basic reproduction
number can be calculated as

AZawAon

Ry = ———awton
7 600 + Aogp)

(25)
Now, consider the basic reproduction number (say R;) for a model
that neglects online-offline transitions, i.e., a peer is always on and
in one of the following three states: susceptible, infected or
immune. It can be seen that in this case:

AZay

R:) = Ky

(26)
The ratio of (26) and (25) gives us

,R'_E) _ ()\on + >\ofj) )

Ro ) (27)

Indeed, if one assumes that a peer strictly alternates between
online and offline behavior, the probability that a peer is online at
any given time can be derived as

AUVL
()\071 + )\off) '
Thus, if we assume p,, = 0.5, then (27) tells us that models not

incorporating peer behavior, such as in [9], end up overestimating
the epidemic threshold metric by a factor of two.

Pon = (28)

4.3 Quarantine

As a form of damage control, the intensity of malware spread can
be limited by quarantining infected nodes. This section quantifies
the impact of the quarantine rate on the basic reproduction
ratio Ry. Quarantine is introduced in the system as follows: we
assume that an infected node is taken off the network with
probability 7. We also assume that this operation does not result
in the P2P network being split into disconnected components.

The quarantined peers comprise a new compartment Pék) and
when rid of malware, enter the recovered state at rate 1J. This
introduces the following changes to the system of (5-12):

e  Additional terms to the classes P ) and P reflectmg the
departure of quarantined peers and addltlon of recovered
peers, respectively.

e An additional equation describing the evolution of P(A

Thus (7) and (8) are, respectively, modified to

()

1P ;
d;un _ Mpé]:3 — 0P, ( - A [[P k) + >\onPI ,), nP(on (29)
APy (+) (+) W) 4
Tml =06P = 1aPp = Aopr P+ AanPr, +IE (30)
and the dynamics of ng) are described by
Py :
T? = 7]PI(I») - 19P((2k). (31)

The addition of class Pc(gk)

distribution of peers at the malware free equilibrium. The only

does not change the equilibrium

change is the addition of an extra infectious state, i.e., m = 5K.

. . 1 K K
Accordingly, ordering the states as Pé) P( ) P}g if, e P}(jﬂf;,
P}j?,...,P} P}lm.. P}If‘j) P 1)7""PC(2 , the relevant matrices
for computing Ry are modified as
0 G 0 A 00
F=10 0 0, V=|-C B 0], (32)
o 0 O 0 D FE

where 0 is a 2K x K zero matrix, 6Tis the transpose of 0,G, A C,

and M are given in (15), (16), (18), and (19), and

[0+ 8+ Nopp - 0 0 0 7
B 0 o b6+ Ay O o 0 it
0 0 Aonw - 0
L 0 0 0 /\un_
(33)
-n - 0 0 --- 0
D= : ; (34)
0 -n 0 0
9 - 0
E=|: " (34)
0 - 9

Note that D is a K x 2K matrix and E is a K x K matrix. We then
have Ry = p(FV~!). Again, to illustrate the impact of quarantining
infected nodes, we work with the simplified scenario introduced in
Section 4.2 and evaluate the dependency of R, on the quarantine
rate. The equations for the model, (21-24) now become

dPs

P Zav
=S —py P — AP, {1 - {1 - N—;} } = AogrPs,,

dt (36)

+ )\nn IDS

of f
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Fig. 1. Impact of A on malware intensity for the system in (5-12).

dPr

PI Zav )
— =P, [1—-|1—— — 0Py —nP, 37
TR L P
dP,
d—f = nP; — 9P, (38)
dp, X
= 8P1 — 2P+ 0P (39)
dbs,
TH = >\uffPSm, - >\(77LPS()//. (40)
Now, following the procedure outlined in Section 4.1
_ AR = [i= 2] [ 6 rnn
F=|Me1- -] u,v—{%_m (a)
)\ avtion O 6 0
"= { o o} V= [( V 19}
! (42)
o ]. ﬂAZ{lUpUVL 0
FV = —— :
96+ 1) 0 0
and therefore
A2”(’/[/'])()711
= . 43
"= TGtn) (43)

The malware spread does not reach epidemic proportions
provided Ry <1 and hence, the required rate for quarantining
infected peers need is 7 > Azypo, — 6. Such a measure takes the
node off the P2P network and thus it would not be able to
participate in any further file transfers until the malware has been
completely removed. This is indeed necessary since an infected
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Fig. 2. Influence of offline duration on malware intensity for the system in (5-12).
() Aon = 0.27, A = 1.0. (b) Ao = 0.75, X = 1.0.

peer always responds positively to any query with the malware
cloaked as the file being searched for. Thus, the only way to
prevent the node from infecting others is to take it off the network.

5 RESULTS

In this section, we validate our model using simulations and also
demonstrate its capability to illustrate the effect of various system
parameters on malware dynamics. The simulations were con-
ducted using a custom built simulator. Results are reported for a
10,000 node network with a power-law graph topology with
7 = 3.4. The initial network state for all simulations consisted of
4,950 randomly selected nodes in the susceptible online state, 5,000
randomly selected nodes in the susceptible offline state, and 50
randomly selected nodes in the infected online state. Other
parameters that stayed constant in all simulations (unless other-
wise noted) were \,, =0.1, A\pyy =0.2, £ =05, 6=0.3, r, =0.1,
ro = 0.1, and ¥ = 0.1. The results for each parameter setting are
averaged over 20 runs and the 90 percent confidence interval was
within 10 percent of the mean.

Figs. 1a and 1b substantiate our analytical result that requires
the basic reproduction number to be greater than 1 for an epidemic
to prevail. We see that if Ry < 1, the number of infected peers
drops down to zero (Fig. 1a), else it reaches endemic proportions
(Fig. 1b). From (20), we see that Ry is directly proportional to A,,.
This implies that nodes staying online for long periods as
compared to their offline durations result in a higher intensity of
malware presence. Simulations concur with the above observation
and are shown in Figs. 2a and 2b. The analytic model tends to
overestimate the steady-state number of infected nodes when
Ro > 1. This is because our model does not take into account the
correlation in the neighborhoods of nodes that are within TTL hops
of each other. The sensitivity of malware intensity to \,, (varied
from 0.0 to 1.0 in steps of 0.1) is shown in Fig. 3a for A = 0.02 and
the intensity of the epidemic increases monotonically with X,.
Simulations results have been omitted from Fig. 3a to avoid clutter.
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The effectiveness of quarantine in controlling the spread of
malware is shown in Fig. 4 which shows the infected population in
the network with and without quarantine. Also, (43) depicts an
inverse relationship between R, and the quarantine rate 7.
Analytic results for increasing values of 7 (from 0.0 to 1.0 in steps
of 0.1) for A =0.02 for the power-law topology are presented in
Fig. 3b which shows that the malware intensity is inversely
proportional to 7.

6 CONCLUSION

In this paper, we developed an analytic model to understand the
dynamics of malware spread in P2P networks. The need for an
analytic framework incorporating user characteristics (e.g., offline
to online transitional behavior) and communication patterns (e.g.,
the average neighborhood size) was put forth by quantifying
their influence on the basic reproduction ratio. It was shown that
models that do not incorporate the above features run the risk of
grossly overestimating R, and thus falsely report the presence of
an epidemic.
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