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Abstract—In next-generation consumer electronics (NGCEs),
advanced CE devices heavily rely on machine learning and
artificial intelligence (AI), where data and models are the basic
building blocks for making automated decisions and optimized
services. Nowadays, generative adversarial networks has led
to model inversion as well as model/data poisoning attacks in
NGCEs that can significantly degrade the model performance
and accuracy. In addition, the majority of the CEs data are
collected through vulnerable wireless public channels, posing
significant security challenges to data privacy, integrity, and con-
fidentiality. However, traditional authentication schemes relying
on the discrete logarithm problem (DLP) have been utilized
form the past few decades for securing CE’s data. With the
advancement of quantum computing and the adaptation of the
quantum Shor’s algorithm, these schemes become no more secure
and therefore vulnerable to quantum attacks. Moreover, the
wireless CEs applications are vulnerable to impersonation attacks
by malicious entities.

To overcome these challenges, we propose a radio frequency
fingerprint (RFF)-based adversarial attack detection and mit-
igation with a lightweight quantum-secure authentication and
key agreement protocol for securing CEs communication. We
utilize a vector similarity search technique for attack detection
and unauthorized access using the CE’s RFF. A comprehensive
performance analysis and comparative analysis presents its effi-
ciency and scalability for CE applications. A testbed experiment
using Raspberry Pi, verification using the Scyther tool, and
performance under unknown attacks shows the practicability,
correctness, and robustness of the proposed scheme. The network
performance using NS-3 highlights the novelty of the proposed
scheme.

Index Terms—Attack detection, authentication, key agreement,
security, consumer electronics, Scyther, RFF, similarity search.

I. INTRODUCTION

The recent advances of Internet of things and consumer
electronics enabled end-users to monitor their daily lifestyle
through seamless connectivity across various sectors like e-
healthcare, smart homes, and smart cities, among others [1]].
The next-generation consumer electronic devices (NGCEs)
enabled with Internet connectivity often exchange real-time
information with cloud servers and third parties. Furthermore,
NGCEs are also enabled with artificial intelligence/machine
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learning (AI/ML) for real-time inferences and decision mak-
ing [2]. Consequently, the performance of NGCEs heavily
rely on the underlying security measures that are adopted to
overcome vulnerabilities of users’ authenticity, security and
privacy [3[]. However, the current development on generative
Al, for example, generative adversarial networks (GANS), has
led to model inversion and model and data poisoning attacks.
It has shown the trained AI models are also vulnerable to
adversarial attacks that result in the recreation of users’ fake
data in training processes and degradation of the model per-
formance in terms of accuracy, sensitivity, and specificity [4],
[5l. The attackers also would provide malicious input to fool
the system, resulting in false prediction. This poses a long-
term security threat to the data that requires long-term security,
privacy, and confidentiality [|6]. In addition, CE devices com-
municate over the vulnerable wireless open channel, posing
significant security challenges, including replay attacks, man-
in-the-middle (MITM) attacks, impersonation attacks, and
ephemeral secret leakage (ESL) attacks, among others [7]], [8]].

The traditional authentication schemes [9]—[13]] have been
utilized for securing the wireless communication system in
CE or related applications and most of these protocols
rely on the discrete logarithm problem (DLP). Due to the
rapid advancement of quantum computing and adaptation
of quantum algorithms, such as Shor’s algorithm [14] and
Grover’s algorithm [15], these schemes become no more
secure and vulnerable to quantum attacks. Although Na-
tional Institute of Standards and Technology (NIST) standard-
ized few quantum-secure techniques, including module-lattice-
based key-encapsulation mechanism, such as CRYSTALS-
KYBER, module-lattice-based digital signature, and stateless
hash-based digital signature (for more details, please see FIPS
203, FIPS 204, FIPS 205), provide security in current wireless
communication systems. It is noticed that these protocols
require significant operational costs in terms of communication
overhead, computation costs, and power utilization, mak-
ing them impractical and inefficient for real-world resource-
constrained CE applications [[16].

The radio frequency fingerprint identification (RFFI) tech-
nique is a promising method that depends on the device’s
intrinsic hardware impairments of radio frequency (RF) com-
ponents generated during the manufacturing process [[17]]. The
hardware characteristics of these components cannot affect
their normal communication functionality. The hardware char-
acteristics can be considered as a unique and distinct device’s
fingerprint, meaning no two devices have the same fingerprint,
similar to human biometrics, and these are very hard to clone
or tamper with [18]. RF uses waveform-level imperfections



imposed by the RF circuit to obtain a fingerprint of the wireless
device. The transmitter device generates the carrier signal,
which is transmitted into a waveform, and then the receiver
can capture the signal. The receiver then identifies transmit-
ters by extracting the device-specific RFFs on a per-packet
basis [[19]. All the RFFI operations are accomplished at the
receiver, and there is no alteration of the transmitter. The im-
pairments generally include oscillator drift, carrier frequency
offset (CFO), sampling offset, phase offset, mixer imperfec-
tion, in-phase/quadrature (I/Q) imbalance, phase noise, and
power amplifier non-linearity, among others, which are usually
unique and can hardly be imitated by adversarial devices [20].
Since the RFF supports intrinsic hardware impairments and are
inherently difficult to replicate, thereby increasing difficulty of
successful spoofing for any adversary. Hence, it is particularly
suitable for power-constrained and low-cost CE devices.

Motivated by the security issues with traditional approaches
and the advantages of RFFI-based approach, in this paper,
we propose an RFF-based attack detection and mitigation
model using vector similarity search (VSS) [21]]. The proposed
model integrates physical-layer device fingerprinting with
post-quantum cryptography to detect impersonation attacks
and offers a lightweight and reliable device authentication for
ensuring secure communication in NGCE networks.

The major technical novelty of this paper are as follows:

o We propose an attack detection framework utilizing VSS,
where the model uses the RFF of communicating device
to verify its authenticity based on pre-loaded information
and then detects any attacks or unauthorized access.

o We also design a quantum-secure key agreement protocol
for mitigating the attacks and future-proof communica-
tion using the ring learning with errors (RLWE) hardness
problem [22]. Our model integrates physical-layer device
fingerprinting with post-quantum cryptography to detect
impersonation attacks.

« We conduct security verification of the proposed protocol
using the Scyther tool and security verification to demon-
strate robustness and resistance against active and passive
quantum classical attacks.

o We present a comprehensive performance analysis and its
efficiency and scalability in real-world CE applications
compared to existing approaches. We also present simu-
lation results from networking aspects, such as through-
put, latency, and packet delivery ratio. Furthermore, we
conduct a testbed experiment using Raspberry Pi to show
utilization of cryptographic primitives. It is shown to be
practicable for resource-constrained CE applications.

The rest of the paper is organized as follows. Section
provided a comprehensive literature review on the related
application by discussing their security issues and advantages.
The proposed scheme is discussed in Section and Sec-
tion [V] provides security analysis along with formal security
verification using the Scyther tool. Section highlights the
real-time testbed experiment of the cryptographic primitives
required for computation costs and power usage calculation,
and Section provides the performance analysis of the
proposed scheme compared with existing models. Section [VII]

includes the conclusion of the proposed scheme and future
research direction.

II. RELATED WORKS

Subramanian et al. [23|] proposed a post-quantum authenti-
cation (PQA) protocol replying on NIST standard algorithm,
such as Kyber and Dilithium algorithms. However, these base-
line algorithm requires huge operational costs in term of com-
munication, computation, storage, and power consumption,
making their scheme inefficient for the resource-constraint
CEs. Yang et al. [24]] proposed a hybrid post-quantum frame-
work combining AES-128, ECC-P256, CRYSTALS-Kyber,
and CRYSTALS-Dilithium for CEs. In their scheme, data con-
fidentiality is maintained by encryption technique using AES-
128 and message authentication using Dilithium signatures and
ensuring forward secrecy. However, their scheme requires sig-
nificant operational costs, making it heavy and impracticable
for real-world CE applications. Similarly, Shahidinejad et al.
[25]] proposed a PQA for mobile devices relying on the Kyber
algorithm, making it inefficient for lightweight CE devices.

Ahmad and Jagatheswari [26] proposed a PQA and key
agreement protocol for medical IoT applications, and their
baseline security relies on the ring learning with errors
(RLWE) problem. In their scheme, real identities of communi-
cating parties are exchanged over an insecure public channel,
disclosing them to an adversary. Therefore, their scheme fails
to preserve anonymity and untraceability properties. Moreover,
their scheme is vulnerable to key reuse attacks and replay
attacks. Mishra et al. [27]] suggested a PQA and key agreement
model for Internet of drone (IoD) applications, depending on
the RLWE-hardness. In their model, a user and drone establish
a session key after exchanging a sequence of messages with
their real identities over a vulnerable public channel. Thus,
their scheme faces leakage of real identities and untraceability
issues. In addition, their scheme is vulnerable to key reuse
attacks and fails to support dynamic node joining. Another
similar PQA and key agreement scheme designed by Rewal
et al. [28]] for mobile devices relying on RLWE-hardness,
where the user and sensor exchange messages and at the end
establish a session key. However, in this scheme, real identities
are shared over a public channel, and thus, this scheme fails
to preserve anonymity and untraceability. In addition, their
scheme is vulnerable to key reuse attacks, does not support
the dynamic node addition phase, and faces scalability issues.

Guo et al. [29] designed a PQA and key exchange protocol
based on the module learning with errors (MLWE)-hardness
problem. In their model, client A and client B exchange
messages and establish a session key. However, their scheme
requires huge operation costs, does not ensure proper mutual
authentication, and is vulnerable to replay, impersonation, and
DoS attacks [30]. An improved version of [29] is proposed
by Park et al. in [30]]. However, their scheme fails to preserve
the untraceability property and does not support the dynamic
node joining phase, making it inefficient. Moreover, utilization
of MLWE, their scheme, requires significant operation costs,
making it impracticable for real-world resource-constrained
applications. Yang et al. [31] proposed an MLWE-based PQA
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and key exchange protocol for multi-server environments;
however, their protocol is unable to resist replay attacks and
faces untraceability and scalability issues. In addition, due to
the requirement of huge communication and computational
costs, their protocols become inefficient for lightweight de-
vices, like CEs.

Dwivedi et al. [10] proposed an authentication scheme for
IoD applications and the hardness relying on one-way hash
function and elliptic curve cryptography. Unfortunately, their
scheme becomes vulnerable to quantum attacks and faces scal-
ability issues. Gunda et al. [|32] designed an authentication and
key exchange protocol for CEs, leveraging biometric systems
and the elliptic curve Diffie-Hellman (ECDH) problem. Their
protocols use factors like smart cards, passwords, and user
biometrics for their authentication techniques. Unfortunately,
their model fails to resist quantum attacks and faces scalability
issues. The summary of this literature survey is tabulated
in Table E]r which includes the advantages, limitations, and
cryptographic methodologies of the existing schemes.

III. MATHEMATICAL PRELIMINARIES

Let Z be a set of integers and n € Z be a large integer,
where n is a power of 2 that is characterized by n = 2!,
Il >0.Let p € Z be a large odd prime number, Z[x] be a
polynomial ring over Z, and Z,[z] be a polynomial ring under
the modulo operation under Z,. R,, be a polynomial quotient
ring of R under modulo p, defined as R, = <ffjﬂ>, where
< x™+1 > is a 2n-th cyclotomic irreducible polynomial over
Z. x~ denote a discrete Gaussian distribution (called error
distribution) over R, where v > 0 is the standard deviation
of the distribution. Define S = {—%, ---, &} be a subset of
Z, = {—|%"], -+, | %]}, which is the middle half Z,.
Let a characteristic function C'ha(x) which takes the input x
and defined as Cha(z) = 0 if z € S and 1 otherwise. An
auxiliary modular function Mods : Z, x {0,1} — {0, 1}, is
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defined as Mody(z,y) = (x +y - (p;l)) (mod p) (mod 2)
[22]].

Lemma 1. Assume p be an odd prime, random samples z,e €
Z, s.t, le| <L Ifa=x+2-e then Mody(x,Cha(x)) =
Mods(a, Cha(x)) holds [22)].

Proof. The proof of Lemma [I]is provided in [22]. O

Ring Learning With Error (RLWE) Problem: Let s be an
element of R, and A, be a distribution of (a,a - s+ e),
where ¢ € R, and e € Y., respectively. Then, the RLWE
problem states that it is hard to distinguish A, from the
uniform distribution on Rz2> for any probabilistic polynomial
time algorithm with only polynomially many samples [22].

IV. PROPOSED SCHEME (ADMICE)

In this section, we discuss the various phases of the pro-
posed attack detection using RFF and mitigation using the
post-quantum authentication and key exchange (AKE) model
for NG Intelligent CEs, called ADMICE. Since the traditional
classical public-key cryptographic schemes based on the DLP,
such as RSA and ECC, are mostly vulnerable to quantum
attacks due to Shor’s algorithm. This algorithm can solve
integer factorization and discrete logarithms in polynomial
time on a sufficiently powerful quantum computer. Therefore,
in our model we replace DLP-based primitives with lattice-
based constructions grounded in RLWE hardness assumptions
such that no efficient quantum algorithms are currently known
for breaking this hardness.

A. Network Model

We consider various intelligent CE devices are deployed
and communicate with their associated distributed edge server
(ES) network. Before deployment, each smart device (SD)
is registered with the E'S' by a registration authority ensur-
ing initial credentials and RFF profiles, such as oscillator



TABLE I
CRYPTOGRAPHIC METHODS, ADVANTAGES AND LIMITATIONS OF EXISTING SCHEMES IN I0T-BASED CE DEVICES
[ Scheme Year Cryptographic methods/hardness Advantages Drawbacks/Limitations
Subramanian et 2025 * Kyber Key Encapsulation Mechanism ~ * Authentication * Require huge operational costs
al. [23] * Dilithium * Key exchange * Lack of security verification
* Based on MLWE problem * Does not support dynamic node addition
Yang et al. [24] 2025 * Symmetric encryption/decryption * Key agreement * Require huge operational costs
* ECC * Lack of security verification
* CRYSTALS-Dilithium * Does not support dynamic node addition
* One-way hash function
* Based on MLWE problem
Shahidinejad et al. 2025 * Kyber KEM * Authentication * Require huge operational costs
25 * Symmetric encryption/decryption * Key exchange * Fail to adversarial attack detection
* One-way hash function * Scalability issues
* Based on MLWE problem
Ahmad and Jagath- 2024 * Lattice-based PQC operations * Authentication * Vulnerable to replay attack
eswari [26] * characteristic function * Key agreement * Anonymity and untraceability issues
* One-way hash function * Vulnerable to key reuse attacks
* Based on RLWE hardness * Scalability issues
* Fail to adversarial attack detection
Mishra et al. [27] 2023 * Lattice-based PQC operations * Authentication * Vulnerable to key reuse attack
* One-way hash function * Key agreement * Anonymity and untraceability issues
* characteristic function * Scalability issues
* Based on RLWE hardness * Fail to adversarial attack detection
Rewal et al. 28] 2023 * Lattice-based PQC operations * Authentication * Vulnerable to key reuse attack
* One-way hash function * Key agreement * Fails to provide anonymity and untraceability
* characteristic function * Scalability issues
* Based on RLWE hardness * Fail to advesarial attack detection
* Lack of security varification
Guo et al. [29] 2023 * Symmetric key encryption/decryption ~ * Authentication * Require huge operational costs
* One-way hash function * Key exchange * Vulnerable to privileged-insider attack
* Lattice-based operations * Scalability issues
* Based on MLWE hardness * Fail to adversarial attack detection
Park et al. in [30] 2024 * Cryptographic hash function * Authentication * Anonymity and untraceability issues
* Lattice-based operations * Key exchange * Scalability issues
Based on MLWE hardness * Fail to adversarial attack detection
Yang et al. [31] 2021 * Cryptographic hash function * Authentication * Cannot resist replay attack
* Lattice-based operations * Key exchange * Untraceability and scalability issues
Based on MLWE hardness * Require huge operational costs
* Fail to adversarial attack detection
Dwivedi et al. [10] 2023 * ECC * Authentication * Scalability issues
* One-way hash function * Key exchange * Fail to quantum attacks
Based on ECDLP hardness * Fail to adversarial attack detection
Gunda et al. [32] 2023 * Fuzzy extractor functions * Authentication * Face scalability issues
* One-way hash function * Key exchange * Vulnerable to quantum attacks
* ECC * Fail to adversarial attack detection
* Lack of security verification

drift, CFO, sampling offset, phase offset, [/Q imbalance, and
phase noise are established. After successful registration, they
communicate over the public channel with their RFF. After
a sequence of message exchanges, SD and ES establish
a quantum-secure session key, which is used to share their
sensing information. The RFF is used to monitor their activity
and protect any unauthorized access or detect any suspicious
activity. Figure [I] represents the network model of the pro-
posed scheme. The attack detection and mitigation module is
deployed at the edge server, as depicted in the figure.

B. Threat Models

Since each communication between an SD and the ES is
performed over the vulnerable public channel, which poses
significant security challenges, including data privacy, in-
tegrity, and confidentiality. In this work, we consider the
widely recognized adversarial threat models, such as the
Dolev-Yao (DY) threat model [33] and the Canetti and
Krawczyk (CK) adversary model [34]. In addition, we consider
a quantum-capable adversary present in the network, where the
adversary can record encrypted traffic during transmission and
decrypt it later when quantum computing becomes available.
This scenario poses a long-term security threat to the data that

requires long-term confidentiality. The details are provided as
follows:

DY threat model: Under the DY threat model, an adversary
A can eavesdrop, manipulate, delete, or inject make content
into the communication medium.

CK-adversary model: A gains an additional capability
than the DY threat model, including seizing short-term and
long-term secrets, along with session states, during a session
establishment phase.

In addition, A can physically capture a device and initiate
side-channel attacks, such as power analysis attacks [35], to
extract stored information from the compromised device’s
memory. We assume that A may try to impersonate a legiti-
mate SD by transmitting fake signals.

C. Initial Setup Phase

The edge server ES is responsible for selecting initial
functions for the proposed scheme as follows:

Step 1: The E'S selects a large integer n € Z and a large
prime number p € Z. Next, the £'S chooses polynomial rings
Z]x] and Zy[z]| over Z and Z,, respectively.



Step 2: The ES picks a 2n-th cyclotomic polyn{ognial as
Zx

z™ +1 and defines a polynomial ring R as R = 7= and
a a quotient ring R, as R, = <f§_[ﬂ>.

Step 3: The ES selects a error distribution x, over Ry,
where v is the standard deviation of the distribution.

Step 4: The E'S defines a one-way hash function, say Hi,
as Hy : {0,1}" — x,, which inputs as any random string of
fixed length r and outputs an element in X.,. This is a random
oracle and its outputs are sampled from x., [36].

Step 5: The ES chooses a hash function h() (here, SHA-
256 for a quantum secure), picks a master secret key mk € Z,,
and samples a public polynomial b € R,. Finally, the ES
publish the parameters {n,p,b, x~, H1,h(-)} as public and
stores mk in its memory as secret key.

D. Enrollment and Database Creation Phase

In this phase, the ES enrollments each CE smart device
SD; and creates a vector database of their RFF in a secure
and controlled environment, ensuring no malicious device is
not enrolled and an attacker cannot interfere with this phase.
This process is executed as follows:

e The E'S picks a unique and distinct identity Id;, a pseudo-
identity Sid;, and computes t; = h(Id;|| mk|| RTS), where
RT'S is the registration timestamp.

e The ES deploys the legitimate SD;s into authorized
places and collects the RFFs of these devices using the RFF
extractor. These SD;s need to send several packets in this
controlled setup so that the ES can extract feature vectors
from their RFFs from the received packets using the RFF
extractor. Next, the E'S creates a RFF database (RF'V D) with
their individual identities Id;s using Algorithm |1} where %k be
the total number of features per RFF sample. Note that each
SD;’s RFFs is unique and distinct; therefore, no two devices
have the same RFF, just as no two human being have same
biometrics fingerprint. This uniqueness makes RFFs hard to
clone or spoof. The RFFs of a newly joined devices will be
updated to the RFV D and the RFFs of a device that leave
the system will be deleted form the RE'V D.

Algorithm 1 RF Vector Database Creation

: procedure CREATERFVD(RF'F, 1d;)
<w; > |-, « ExtractFeatures(RFF)
RFV D + Indexing(< v; > |5, U Id;)
return RFV D

end procedure

A e

e Next, the ES chooses a matching threshold value, say
7 for VSS and then stores the parameters {n, RFV D, (Id;,
Sid;)} into its secure memory. The ES then stores (Id;, Sid;,
t;) into SD;’s memory securely.

E. Attack Detection and Mitigation Phase

In this section, we elaborates attack detection and mitigation
using RF-based authentication. A detailed is provided as
follows.

1) Attack Detection Phase: In this phase, the ES detects
any suspicious activities or any attack attempt by adversary A.
The ES continuously monitors for any suspicious RF signals
that do not match any enrolled device. An unknown signal
could indicate an adversary attempting to communicate. The
ES follows the below steps to detect and counter any attempt
of attacks by A.

e The E'S define a threshold value for attack detection as
«, the maximum number of consecutive unrecognized signals
tolerated before declaring an attack by A. Let the E'S receives
a radio frequency signal REF'F 4 of A.

e The E'S then executes the Algorithm [2] In this algorithm,
the ES extracts the features vectors of RFF 4 as < v; >
%, EuxtractFeatures(RFF4) and then runs the query-
ing algorithm to get its identity as Id,  Querying(RFV D,
< w; > |f;). Next, the ES verifies whether Idj exists in
the identity set {Id;}_,, where N is the total number of CE
devices in the network. If this exists, then the ES believes
there is no attack. If it does not satisfy the .S, then increase
the flag as flag < flag + 1 and check whether this flag
reaches the predefined threshold value «. If it is not reached,
then the F'S again receives the RF signal and similarly checks
the identity and flag value. Whenever the flag value reaches
the threshold without matching the identity in any attempt, the
ES then believes that there is an attack attempt by the A and
then raises an alarm to mitigate the threat.

Algorithm 2 Adversarial Attack Detection using Similarity
Search and RFF

1: procedure ATTACKDETECTION(n, RF'V D, o)
: flag <0

3 while (flag < ) do

4 Receive signal RF 4

5: <wj > |, « ExtractFeatures(RFF.)
6: Id}; + Querying(RFVD, < v; > |5_})

7: if Id} ¢ {Id;}., then > N is total CE devices.
8 \ flag < flag+1

9: else

10: | return exit

11: end if

12: end while

13: if (flag > «) then

14: | return Attack found.
15: end if

16: end procedure

> No attack found.

> Raise alarm.

2) Attack Mitigation Process using RF-Based AKE: The
attack mitigation process follows the secure authentication
process by the E.S and a SD; by establishing a shared secure
session key.

Step 1: SD; selects a fresh timestamp ts;, random nonce 7,
e; < X~» and computes p; = H;(Sid;|| Id;|| ts1). Next, SD;
calculates x; = b+ (r; +p;) +2 - e;, xF = x; + pi, u = h(t;]]
Id;|| ts1) ® h(Id; ||Sid; ||ts1 ||pi), and a; = h(z}]| ts1]]
Sid;|| 1d;|| u). Next, SD; generates a message M as {a;,
ts1, Sid;, x¥, u} and sends it to the E'S via open channel
along with its RFF.

Step 2: The ES receives M, at ts7, verify its freshness by
the condition |ts; — tsi| < AT, where AT is a maximum
message delay in the network. If it is satisfied, the E'S fetch
Id; corresponding to received Sid; and calculates a; = h(z}||
ts1]| Sid;|| Id;]| w). Next, the ES verifies a; = al, if



it is verified, the ES fetch Id; corresponding to received
Sid; and executes the Algorithm [3| (DEVICEAUTH(RF'F,
Id;, n, RFV D)). Algorithm [3| takes input as (REFF, Id;, n,
RFV D) and then extracts feature vectors as < v; > | ;?:1
ExtractFeatures(RFF). After that, these vectors are com-
pared with the existing database RF'V D; if it matches, then it
returns an identity Id; along with matching threshold 8. Then
the algorithm checks whether this 3 reaches the pre-defined
threshold 7 and matches Id] with the supplied identity Id;,
that is, (8 > n) & (Id; = Id}). If both conditions are satisfied,
the algorithm returns a true, which means the authentication
is done successfully. Then the database is updated with the
latest RFF vector on successful authentication, which can help
to maintain the device fingerprints over time.

Algorithm 3 Authentication using Similarity Search

1: procedure DEVICEAUTH(RF'F, Id;, n, RFV D)

2: <w; > |-, « EatractFeatures(RFF)

3 (Id}, B) + Querying(RFV D, <v; > |5_;)

4 if (8 >n) & (Id; = Id;) then

5: RFVD «+ RFVD U <uv; > |5,

6: return true > Authentication successful.
7: else

8 | return false > Authentication fail.
9: end if

10: end procedure

After successful authentication, the E.S derives h(t;|| 1d;]|
and x; = x] — p;. Next, the ES selects random samples r;,
ej < X~, and timestamp ¢s,. Next, the ES computes z; =
b-(rj+pi) +2-€j,y; = xi- (rj +pi), T = x5 +pi ¢ =
C’ha(yj), m; = MOdg(yj,Cj), and C; =c¢; D h(tzH Idz”
ts1). Next, the E'S generates a session key as SK; = h(Id;||
m;|| h(t;|| Id;|| ts1)|| psl| ts1]| ts2), picks a new pseudo-
identity Sid,, and computes Sid} = Sid,, ® h(t;|| Id;|| ts1)
and a verifier SK'V; = h(cj|| SK;l| ts1|| tso|| x7|| 27| Sidy).
Next, the ES builds a reply message M as {SKV, tsa, Ty,
Sid;, c;} and sends it to SD;.

Step 3: After receiving the message Mo at timestamp ts3
from the ES, SD, verifies its freshness with the condition:
|ts3 —tso| < AT. If it satisfied, SD; derives z; = a7 — p;,
computes Yi = Tj - ('I"i +pi),0j = C; (&) h(tz” Ile tSl),
and m; = Mods(y;, cj). Next, SD; generates the session key
SKi = ]’L(Ile mz|| h(tz” Idz” tsl)H pl|| tSlH tSQ), derives
Sid, = Sidf® h(t;|| Id;|| ts1), and computes verifier as
SKV; = h(cj|| SKil| tsi]| tsal| @3] x| Sid}). SD; then
checks whether SK'V; = SKVj. If yes, SD; updates believes
that they successfully generate the same session key and then
SD; updates old Sid; with new Sid,. Next, SD, picks new
timestamp ¢s3, computes acknowledgment as Ack = h(SK;||
tss|| Sidy|| ts2), and sends a final message M3 {Ack, ts3}
to the ES via open channel.

Step 4: The ES receives the message M3 at timestamp ¢s3
from SD, and then verifies its freshness by the condition:
|tsk — tss| < AT. If it is verified, the E\S computes Ack’ =
h(SK,|| tss|| Sid,|| ts2), verifies Ack’ = Ack ? If so, then
the ES also believes that they build a same session key and
then updates Sid; with new Sid,. A summary of this phase

is described in Fig. 2} The overall flowchart of the proposed
scheme is presented in Fig. 3]

Smart device as SD;

Stored: {Sid;, t;, Id;}

Select r;, e; X, timestamp tsy,

compute p; = Hy(Sid;|| Id;||

ts1), i =b-(r; +pi) +2- e, af

= x; + p;, and w = h(t;|| Id;|| ts1)

® h(Id; ||Sid; ||ts1 ||pi),

a; = h(z}|| ts1|| Sid;||Id;||u),
{ai, ts1, Sid;, z¥, u}

Edge server as ES
{(Sid;, Id;), RFVD, n}

Verify |ts} — ts1| < AT, if yes,
fetch Id; corr. to Sid;, compute
af = h(a]| ts]|Sid, | 1di]|u).

verify a} = a;, if verified, check
true :Algorithm if so,

compute h(t;|| Id;]| ts1) = ud
h(1d; ||Sid; [|tsy ||p:),

= x] — p;, select 15, ej < X,
timestamp ¢s2, compute x; =

b- (7’]’ +p1‘) +2- €, Yj = Tji* (7‘j+
pi), = =z + pi, ¢; = Cha(y;),
mj = Mods(y;,c;), ¢; = ¢;®
h(tiH Idz” tsl). SKJ = h([d1
[[m;l[h(t:l| Idi[ts1)]|ps|[ts1][ts2).
Pick Sid,,, compute Sid} = Sid,®
h(ti|| Id;|| ts1), SKV; =

h(c;|| SKG|| tsl|tsz| |2} |laf ]| Sidf)
{SKVj, tsy, x}, Sid;, c;

R ]

Verify |ts3 — tsa| < AT, if yes,

derive x; = 1; — iy Yi =

xj - (ri +pi)sc; = ¢ @ h(t]

Id;|| ts1), m; = Moda(y;, cj),

SK; = h(Id;||m||h(t:]|Id;||ts1)||p:

[[ts1][ts2), Sid,, = Sidi® h(t;|| 1d;]|

ts1), SKV; = h(cj|| SK;l| ts]]

tso|| ;|| @7|| Sidy), check SKV;

= SKVj, if valid, update Sid,

pick new timestamp ts3, and compute

Ack = h(SK;|| tss|| Sidy|| ts2)
{A(;k, f53}

Verify [ts§ —tss] < AT, if yes,
Ack! = h(SKj|| tss|| Sidy|| ts2),
verify Ack’ = Ack, if yes

update Sid; with new Sid,,

Fig. 2. Message flow and computations in the AKE phase.
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F. Dynamic Device Joining and Database Update Phase

In this phase, the E'S registers the new smart devices SD,,
with the following process:

e The ES selects a unique and distinct identity Id,, a
pseudo-identity Sid,,, and then calculates t,, = h(Id,|| mk||
RTS,,), where RT'S,, is the registration timestamp.

e Similarly, the RFFs of a newly joined devices will be
updated to the RF'V D by the ES.

e Next, the E'S shares securely via offline or secure chan-
nel the registration information {Id,,, Sid,, t,} with SD,,
deletes t,, from it’s own memory, and stores {Id,, Sid,,
RFV D} into it’s own memory.

V. SECURITY ANALYSIS

Here, an informal security analysis and security verification
are provided to prove that the proposed scheme is resisting
various potential attacks.

A. Informal Security Analysis

1) Replay attack: In this attacks, an adversary A tries to re-
send the older messages, which may have been captured previ-
ously. In the proposed scheme, we integrated fresh timestamps
and random nonce to construct the messages { M7, Ma, M3},
and these parameters are protected with a collision-resistant
hash function. Therefore, after receiving these messages, the
receiver verifies their freshness before processing them. Even
if A captures the messages, he cannot replay these, and it can
be detected easily. Thus the proposed scheme resists replay
attack.

2) Man-in-the-Middle (MiTM) attack: In this attack, A tries
to communicate with the receiver ES on behalf of a SD; on
the fly. To do so, A needs to create a valid message M; =
{a;, ts1, Sid;, =¥, u}. Constructing this message, A needs
the original value of secrets {t;, Id;}, and these values are
utilized with a one-way hash function to build M; instead
of sharing plain text form. Without having these secrets, A
cannot generate a valid Mj, and to reveal these secrets, A
needs to break the hash function, which is impossible. Thus,
the proposed scheme is secure against MiTM attack.

3) Device impersonation attack: In this attacks, A imper-
sonates a device offline and initiates the communication with
ES. To achieve this goal, A tries to generate a legitimate
message M;. However, it is noticed that to generate the
attributes of M7, it needs the secret values of {¢;, Id;}, and
these values are utilized with a one-way hash function to
protect from A. Therefore, due to the collision-resistant nature
of the hash function, A cannot generate another valid M;.
Thus, A cannot proceed, and hence, the proposed scheme is
secure against this attack.

4) Privileged-insider attack: In this attacks, A is an insider
and tries to hijack all communication by revealing the session
key. However, it is noted that, during the registration process,
the ES deletes secret information ¢;, and therefore, A cannot
retain the long-term secret. However, constructing the session
key A needs to know the secret ¢;, and without this value,
A cannot succeed. Thus, the proposed scheme resists the
privileged-insider attack.

5) Ephemeral Secret Leakage (ESL) attack: In this attack,
A utilizes CK-adversary threat model capability to hijack a
particular session state and then tries to reveal ephemeral
secrets and long-term secrets that are utilized in constructing
session key SK;(= SKj). Therefore, A can only construct
a valid session key for a specific session if and only if he
has access to both these secrets. In this proposed scheme,
we utilized random nonces for constructing the session key
that are unique to each session, ensuring that the session key
differs from its subsequent sessions. Consequently, even if A
compromises a session key in a particular session, it cannot
reveal the keys for subsequent or previous sessions. Thus, the
proposed scheme is secure against ESL attack under the CK-
adversary model.

6) Anonymity and untraceability: In this proposed scheme,
SD; communicates with the ES with their pseudo-identity
instead of their real one with the public channel, and the real
identity is protected by a secure hash function. As a result,
A cannot reveal the real identity from the public channel
and is unable to extract the identity from the hashed value.
Therefore, the anonymity of SD; is preserved within the
proposed scheme.

In addition, each attribute of the communicated messages
is constructed using fresh timestamps and random nonces,
which makes the messages random. The temporary identity
changes after each successful session. The randomness of
the timestamps and nonces ensures that the messages remain
unpredictable. As a result, 4 cannot trace the messages, and
the proposed scheme maintains the untraceability property.

7) Physical capture attack: In this attack, A captures a
device physically and extracts stored information from the
compromised device using a power analysis attack. However,
it is noted that, in this proposed scheme, the registration
credentials are unique and distinct to each device; therefore,
if a device is compromised, that should not impact other non-
compromised devices. Thus, the proposed scheme resists this
attack.

8) Key reuse attacks: In this section, we analyze the
security of the proposed ADMICE scheme under the key key
reuse attacks, which poses significant risks to lattice-based key
exchange schemes. The key reuse attack is a combination of
two attacks, including the signal leakage attack (SLA) [37]]
and the key mismatch attack (KMA) [38].

e In the SLA, an adversary A plays an initiator role
and initiates multiple key exchange sessions using a
deliberately malformed private key. .4 then observes the
response signals from the victim to detect any variations.

o Whereas, in a KMA, A seeks to recover the secret key by
sending repeated queries to his oracle that test whether
the two parties have derived matching shared keys.

SLA. For this attack simulation, A impersonates SD; on
the fly and send quires z to his oracle. Next, his oracle
returns a generated public key z7 and signal ¢j. After that,
A can evaluate the correct secret value r; of £/S by counting
the signal changes. However, the original public key z; is
hidden with secret functional value p;, and its masked value
is communicated as x} over the public channel. In addition,

A receives the masked signal from the ES as ¢} and it is



derived as ¢} = ¢; @ h(t;|| Id;]| ts1), which is calculated with
the secret shared values. Thus, without having these secrets
A cannot derive the original signal as well as z;. Hence, the
proposed ADMICE scheme is secure against the SLA.

KMA. A execute this attack when the public key is reused.
Here, A actively plays a role of ES on the fly and his oracle
to simulate the SD;’s role in the key exchange process. In
this scheme, z} is the public key of SD; and using this key
A run his oracle in multiple times. It is worth noticing that the
original value of the public key z; is masked with the secret
value p;, where p; = Hy(Sid;|| Id;|| ts1). Therefore, with
this =} value, A cannot derive the original =; without having
the value of p,. Thus, A cannot launch KMA in the proposed
scheme.

B. Formal Security Verification under Scyther Tool

We employ the Scyther tool to verity the security of our pro-
posed scheme. Scyther offers explicit termination for unlimited
session and infinite state aggregation protocols, along with
support for multi-protocol parallel analysis. Security protocols
are modeled using the security protocol description language
(.spdl). Scyther incorporates predefined security models such
as the DY threat model, CK-adversary, eCK-adversary and
others, alleviating the need for users to formalize adversary
powers [39]]. It provides a range of claims to test various
security goals, including secrecy and multiple authentication
aspects like aliveness, weak agreement, agreement, and syn-
chronization. The secret claim ensures state confidentiality.
Different levels of authentication strength are ensured through
various authentication claims like Alive, Niagree, and Nisynch,
which help to detect replay, reflection, and man-in-the-middle
attacks. Alive ensures that all events are carried out by the
communicating parties, and Nisynch ensures that all messages
are sent by the sender and received by the recipient. Weakagree
ensures that the protocol remains resilient against imperson-
ation attacks. Details can be found in Scyther manual [40].

Scyther results : verify X

Claim Status Commer
ADMICE DeviceSD  ADMICE,DeviceSD1  Alive Ok Verified No attacks.
ADMICE,DeviceSD2  Nisynch Ok Verified No attacks.
ADMICE,DeviceSD3  Niagree Ok Verified No attacks.
ADMICE,DeviceSD4  Weakagree Ok Verified No attacks.
ADMICE,DeviceSD5  Secret ti Ok Verified No attacks.
ADMICE,DeviceSD6  Secret idi Ok Verified No attacks.
ServerES ~ ADMICE,ServerES1  Alive Ok Verified No attacks.
ADMICE,ServerES2  Secretidi Ok Verified No attacks.
ADMICE,ServerES3  Nisynch Ok Verified No attacks.
ADMICE,ServerES4  Niagree Ok Verified No attacks.
ADMICE,ServerES5 ~ Weakagree Ok Verified No attacks.

Done.

Fig. 4. Simulation results using Scyther tool.

The results of this simulation are presented in Fig. @ Here,
we defined two roles: one is for the CE device (SD), named
as DeviceSD, and the other is for the edge server (E£.S), called

ServerES. The findings indicate that the Scyther did not detect
any vulnerabilities within the proposed scheme, as the status
of the results shows ok. We have considered the verification
parameters as 5 for the maximum number of runs and typed
matching method for matching type. In advance parameter
setting, we have assumed “Find best attack” as searching
pruning, 10 as the maximum number of patterns per claim,
and null as additional backed parameters.

VI. TESTBED EXPERIMENTAL SETUP, RESULTS, AND
IMPLEMENTATION

In this section, we conducted a testbed experiment for
computing execution times for cryptographic primitives and
we utilize cryptographic library cryptography 37.0.2 for this
testbed. We used python code for script writing and the
experiment was conducted under two cases, such as case 1: we
considered E'S as a laptop configuration with “Ubuntu 22.04
LTS, featuring 16 GB of RAM and an Intel® Core™ i7-9750H
processor, CPU running at 2.60 GHz, equipped with 6 cores
and 12 threads, operating on a 64-bit architecture with a 256
GB SSD”; case 2: a Raspberry Pi 4 Model B is considered as
V; configured with “Raspberry Pi 4 Model B Rev 1.5, featuring
a 64-bit Cortex-A72 processor clocked at 1800 MHz with 4
cores and 7.6 GB of RAM, running Ubuntu 20.04.6 LTS on
an aarch64 architecture”.

Let Th, Tsenc/Tsdecs and Teeq/Teerm represents the re-
quired execution time (in milliseconds) for “one-way hash
function using Secure Hash Algorithm (SHA-256) algorithm",
“Advanced Encryption Standard (AES-128) encryption and
decryption", and “elliptic curve point addition and multiplica-
tion", here we consider a non-singular elliptic curve, namely
secp256r1 of the form: y? = z3+az+b (mod ¢). In addition,
for lattice-based primitives, such as Ty, Tspn, Tpm, Tpa, and
T'nq represents the time for sampling from X, a “component-
wise multiplication with a scalar in R,", “a component-
wise polynomial multiplication in R,", “a component-wise
polynomial addition in R,", and “the characteristic function
in R,", respectively. We run the execution for 1,000 times for
each primitives and we considered only the average time for
each. The testbed result is shown in Table [l We have used the
NIST standard parameters for computing operation on R,, and
operation for module learning with errors (MLWE) problem
as m =256, ¢ =3329, k=3, v=3.

VII. PERFORMANCE ANALYSIS

In this section, a comprehensive comparative analysis is
conducted with the existing schemes as follows: LPQE [26],
Qssa [27], osLp [28|], TppPA [29], PQST [30], and
MPKE [31]]. We note that the scheme names are used for repre-
sentation purpose only. The work LPQE [26]] proposed RLWE-
based AKE protocol for medical IoT applications. QSSA [27]
suggested RLWE-based AKE model for IoD applications,
and QSLP [28] designed similar RLWE-based AKE protocol
for mobile devices. The works, PQST [30]], TPPA [29], and
MPKE [31] suggested MLWE-based AKE protocols. We name
the existing approaches as LPQE [26]. Furthermore, we call the



TABLE II
AVERAGE EXECUTION TIMES AND ENERGY CONSUMPTION OF
CRYPTOGRAPHIC PRIMITIVES

TABLE III
COMPARATIVE ANALYSIS ON COMMUNICATION COSTS

Scheme No. of messages  Total cost (in bits)  Advantage (%)
LPOE [26] 4 18210 4517
ossa 27, 3 14018 2878
Execution Energy consumption QSLP 28] 4 18626 46.40
Operation cost (in ms) cost (in mJ) EP?; gz i Z?Z;‘ 2‘2";2
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proposed scheme as ADMICE. Henceforth, we use ADMICE £ 2500
O 5
to represent the proposed scheme.
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putation costs, communication costs, security features, and 0 100 200 300 400 500 600
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performance under unknown attacks.

A. Communication Costs Comparison

Here, we consider the sizes of random numbers, timestamps,
identities, hash output, elements in R, and signal function
Cha(-) to be 160 bits, 32 bits, 160 bits, 256 bits, 4096 bits,
and 1 bit for comparison fairness, respectively. To calculate
communication costs of the proposed scheme, we consider the
AKE phase described in Section [V-E] where three messages
are exchanged to establish a secure session key, and these are
M1 = {ai, tSl, SZd,, x;k U}, M2 == {SK‘/j, tSQ, ZC;, Sld:,
c}‘} and Ms = {Ack, ts3}. M; requires (256 + 32 + 160 +
4096 + 256) = 4800 bits, M2 needs (256 + 32 + 4096 + 256 +
256) = 4896 bits, and M3 requires (256 + 32) = 288 bits, re-
spectively. Thus, the proposed scheme requires a total of 9984
bits. The comparison analysis is presented in Table and the
scalability is shown in Fig. [5] which shows that the proposed
scheme requires lower communication costs compared to
the existing schemes. Table indicates that the proposed
ADMICE scheme significantly reduces the communication
cost for smart device compared to the existing schemes. In
particular, the proposed scheme achieves communication cost
advantages of 45.17%, 28.78%, 46.40%, 64.18%, 52.73%, and
64.66% compared to the LPQE [26], QSSA [27]], QSLP [28],
TPPA [29]], PQST [30], and MPKE [31] schemes, respectively.
These results clearly demonstrate that the proposed scheme
achieves a significant reduction in communication overhead
while requiring fewer message exchanges.

B. Computation Costs Comparison

For computation cost calculation, we consider the testbed
experiment results described in Section [VI| for the execution
times of various cryptographic primitives. In the proposed
scheme, CE device SD, requires computation costs of 77} +

Fig. 5. Communication costs vs number of SDs.

ATy 4 Topm 4 2Ty, + 4T ~ 8.002 ms and E'S needs costs of
TThA4-3T g+ Tsm~+2Tp+3Tpa+Tena ~ 0.81984 ms. Table[[V]
shows that ADMICE incurs the lowest computation cost among
all the compared schemes. This highlights the efficiency of our
approach. The scalability in terms of computation costs is also
presented in Fig. [6} which indicates that the proposed scheme
is more scalable compared to others. The Table [[V| highlights
that the proposed ADMICE scheme achieves a significant
reduction in computation overhead for smart device compared
to the other existing schemes. In particular, the proposed
scheme achieves computation cost advantages of 44%, 57.5%,
46.6%, 87.2%, 85.7%, and 74.1% compared to the LPQE [26],
0SSA [27], oSLP [28], TPPA [29], POST [30], and MPKE [31]]
schemes, respectively.

TABLE IV
COMPARATIVE ANALYSIS ON COMPUTATION COSTS

Scheme

SD/smart device

Advantage (%)

Server

LPQE |26] ATy, + 4Ty + 2Tsm+
4Tpm + 2Tpa + Teha 5T,
~ 14.3005 ms ~ 44 =~ 0.0998 ms
QSSA [27] 8Ty, + 4Ty + 2Tsm+
3Tpm + 2Tpa + 2Tcha 6Ty + Tpm
~ 18.7672 ms ~ 57.5 =~ 0.4054 ms
OSLP 28] 8T + 4Ty + 2Tsm+
ATpm + 2Tpa + Teha 6T},
~ 14.9936 ms ~ 46.6 ~ 0.1198 ms
TPPA [29] 8Ty, + 5Ty + 4Tpm ATy + 5Ty + 2Tpm+
+2Tpa + Tsenc + Tsdec 2Tpa + Tsenc + 2T miwe
2T miwe = 62.5475 ms ~ 87.2 ~ 5.7669 ms
BOST |30] 8Th + 5Ty + 2Tpm
+2Tpa + 2T miwe 61},
~ 56.0384 ms ~ 85.7 ~ 0.1198 ms
MPKE [31] 3Th, + 2Ty + 2L pm AT}, + 2Ty + 4Tpm
+2Tmiwe +3Tpa + Trnitwe
~ 30.9284 ms ~ 74.1 =~ 3.7868 ms
ADMICE (Proposed) TTh + 4Ty + Tsm TTh + 3Tg + Tsm
+2Tpm + 4Tpa +2Tpm + 3Tpa + Teha
~ 8.002 ms — ~ 0.81984 ms
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Fig. 6. Computation costs vs number of SDs.

C. Storage Costs and Authentication Latency for Smart Device
Comparison

In this section, we calculate the storage costs for the smart
device, and it is calculated based on the parameters stored
in the smart device’s memory. The parameters’ sizes are
calculated based on the similar assumption as mentioned in
Section We also calculated the authentication time (in
ms) based on the time required for authenticating the smart
device to the corresponding server/gateway node. Table [V]
highlighted the comparison of the storage costs and authentica-
tion latency for smart devices, and it is noted that the proposed
scheme ADMICE requires lower storage costs compared to
all other existing schemes. Moreover, the proposed scheme
ADMICE incurs lower authentication latency compared to the
scheme of QSSA [27], TPPA [29]], PQST [30]], and MPKE [31]].
Although the proposed scheme ADMICE takes slightly more
authentication time compared to the schemes of LPQE [26]
and QSLP [28], these schemes do not fulfill all the security
requirements, and they need huge operational costs in total.

TABLE V
COMPARATIVE ANALYSIS ON STORAGE COSTS AND AUTHENTICATION
TIME
Scheme Storage (in bits)  Authentication time (in ms)
LPQE [26] 928 3.5238
QSsA [27] 928 7.6028
QSLP [28] 768 3.5637
TPPA [29] 768 26.7044
PQST [30] 768 24.243
MPKE [31] 672 243111
ADMICE (Proposed) 576 4.0505

D. Energy Consumption Costs Analysis

In this section, we calculate the energy consumption cost
of the proposed scheme along with compared schemes. It is
evaluated based on the required energy cost in millijoule (mJ)
for executing the successful authentication process described
in Fig. 2] which means the energy required for executing
cryptographic primitives required for the authentication. We
calculate the energy consumption costs based on our testbed
experiment in Section Table [VI| shows the results and it is

worth noticing that the proposed scheme requires 3830.2145
mJ for smart device and 88.7945 mlJ for server. This costs is
calculated as 71}, + 4Ty + Ty, + 20 + 4100 + M. x E =
7 % 0.0926 + 4 x 0.0627 + 2 x 6.4400 + 4 x 0.1446 + 5088 x
0.7500 ~ 3830.2145 mJ. Similarly, we calculate the energy
consumption costs for server as 88.7945 mlJ. Other schemes
also calculated similar way and it can be found in Table
Here, ' = 0.7500 mJ is an energy consumption costs
for smart device requires for transmitting a single bit with a
transmission rate of 1 Mbps operating at 5.1 V and 3.5 A.
For the server, powered at 250V and 3A, transmitting 1 bit at
the same rate, the energy consumed is approximately 0.01785
mJ. M, is the total message transferred by the smart device.
The results shows that the proposed ADMICE scheme requires
lower energy consumption costs compared to other existing
scheme and shows the efficiency in the real-world applications.

TABLE VI
COMPARATIVE ANALYSIS ON ENERGY CONSUMPTION COST (IN MJ)

Energy consumption cost (in mJ)

Schemes Smart device Server

LPQE [26] 10107.8995 231.3805
Qssa [27)] 6829.3544 89.1580
QSLP [28] 13613.7699 9.1926

TPPA [29] 10132.6467 270.7533
PQST [30] 8415.6193 179.4459
MPKE [31] 3373.9811 432.9106
ADMICE (Proposed) 3830.2145 88.7945

E. Security and Functionality Attributes Comparison

The security and functionality features comparison is pre-
sented in Table [VII, which highlighted that the proposed
scheme satisfies all security and functional attributes. Notably,
none of the compared schemes provided physical-layer attack
detection (via RFF) or quantum resilience together which is a
gap our work addresses.

F. Performance under Unknown Attacks Comparison

In Section [V-A] we have discussed that the proposed
scheme resists various classical-quantum attacks; however,
we consider scenarios with unpredictable, unknown attacks
(i.e., attack vectors not specifically addressed by our design)
occurring during the protocol execution. This performance
is measured on the communication costs, computation costs,
and power consumption metrics, and we follow the similar
approach as described in [41]], [42] to evaluate it. For power
consumption evaluation, we consider that for the CE device
SD, powered at 5.1V and 3.5A, transmitting 1 bit at a rate
of 1 Mbps, the power requirement (Powsg) is approximately
0.750000 mJ (millijoule). For the server E.S, powered at
250V and 3A, transmitting 1 bit at the same rate, the power
consumption (Pow,;) is approximately 0.01785 mJ.
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Fig. 7. Performance under the unknown attacks.

TABLE VII
COMPARATIVE ANALYSIS ON VARIOUS FS ATTRIBUTES

Attribute (FS)  [31 29T (301 (28] 271 [26] ADMICE
FSy x  x v v 7 x v
FSs v v v v v v v
FS3 v X v v v v v
FSy v v v v v v v
FSs v X v v v v v
FSe v v v v v v v
FS7 v v v v v v v
FSg X v X X X X v
FSy v X v v v v v
FSig X X X X X X v
FSi1 v v v v v v v
FSio X X v X X v v
FSis NA NA NA X X X v
FSi4 X X X X X X v

F'Sy: Replay attack; F'S2: MITM attack; F'S3: Mutual authentication;
F'Sy: Key Agreement; F'Ss: Device impersonation attack; F'Sg: Device
physical capture attack; F'S7: ESL attack under the CK-adversary model;

F'Sg: Anonymity and untraceability; F'Sg: Privileged-insider attack; F'S1o:

Node addition phase; F'S11: Quantum attack; F'S12: Security verification

under Scyther/AVISPA/ProVerif; F'S13: Key reuse attacks; F'S14: Attack
detection framework.

v’ A scheme is secure or it supports an attribute; x: A scheme is insecure

or it does not support an attribute; N/A: means Not applicable in a scheme.

In (1), Cay denotes the average communica-
tion/computation/energy consumption overhead required
during unknown attacks, C; represents the overhead for
an unsuccessful authentication under unknown attack, and
Cs denotes the overhead for a successful authentication.
Additionally, Pr; represents the probability that an unknown
attack occurs while the protocol is being executed and Pr,
is probability of success (i.e., no unknown attack), where
Pry, =1— Pry. We assume that the total number of messages
in the authentication process is /N and that there is a % chance
that an unknown attack will occur at step 4. C; indicates the
total overhead prior to the occurrence of an unknown attack
at step ¢, and Cy can be obtained from (]ZI) The results of
this analysis are shown in Fig. Fig. [7} Figures [7(a) and [7(b)]
present the performance on communication and computation
costs under the unknown attacks. Whereas Fig. shows
the performance on power usage under the unknown attacks.
However, the proposed scheme’s overhead rises more slowly
than others’. For instance, even if an attack happens at the

Ratio of the unknown attacks

(b) Impact on computation cost

0j9 011 0‘2 0‘3 0‘4 0j5 016 0j7 018 0‘9
Ratio of the unknown attacks

0.5 0.6 0.7 0.8

(c) Impact on energy cost

worst possible moment, the extra communication cost for our
scheme is lower compared to exist schemes. It demonstrates
our framework’s robustness and efficiency even against
unforeseen attack attempts.

G. Network Performance Comparison using NS-3

In this section, we measure the network performance metrics
of the proposed scheme in terms of throughput, packet delivery
ratio (PDR), and latency or end-to-end (E2E) delay using
network simulation 3 (NS-3). The simulation was performed
under the same configuration described in Section [VI, where
we considered the simulation time is 2500 seconds and net-
work covers an area of 100m x 100m. We considered the
network node as 7 for CEs devices and one edge server, routing
protocol is OLSR, and the MAC protocol is IEEE 802.11b.
These metrics are measured based on the communication
messages in the proposed scheme, that is 9728 bits.

1) Throughput measurement: Throughput (T'h) is measured
based on the amount of data transmitted per second. Fig-
ure [8(a)| shows the throughput of the proposed scheme, and it
is 1214.82 Kbps. The other schemes are slightly better than
the proposed scheme, but they lack security features and are
vulnerable to various attacks.

2) PDR (%) measurement: The packet delivery ratio (PDR)
represents the proportion of packets successfully received to
those sent. Figure [8(b)] shows the PDR of the proposed scheme
is approximately 93%. Notably, the proposed scheme achieves
a higher PDR than all other schemes.

3) Latency measurement: The latency refers to the total
time required to transmit packets from the source node to
the destination node. Figure highlights that the proposed
scheme requires lower latency compared to existing schemes,
and it is approximately 0.065127 seconds. It is important to
note that the proposed scheme outperforms other schemes.

The NS-3 simulations demonstrate that the proposed
scheme do not significantly degrade network performance.
The throughput remains above 1 Mbps, latency is actually
improved, which making it practical for real-time IoT/CE
applications.
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Fig. 8. Network performance comparison results using NS-3.

VIII. CONCLUSION

The VSS technique is utilized to detect adversarial attacks
and unauthorized access using RFF. A quantum-secure authen-
tication and key agreement protocol is constructed for mitigate
such attack. The security analysis demonstrated the proposed
scheme is resistant to various attacks, including replay, man-
in-the-middle, and insider attacks, among other threats. A
comprehensive comparative analysis and performance analysis
under unknown attacks highlighted the scalability and effi-
ciency of the proposed scheme. Formal security analysis under
the Scyther tool has shown its robustness, and a testbed exper-
iment using Raspberry Pi devices validated its practicability
in real CE devices. The NS-3 simulations confirmed that our
proposed protocol do not compromise network performance
and highlighted the novelty and efficiency.

In the future, we plan to demonstrate the resistance of the
proposed scheme against real-time attack scenarios using a
benchmark model, where an attacker may be present in the
network and utilize a generative Al model, like a generative
adversarial network (GAN), to manipulate the fake signal in
the network.
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