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Abstract—The rise of 5G technology has highlighted the critical
role of Thick Mobile Virtual Network Operators (MVNOs) in
providing customized mobile services. However, security and
privacy challenges specific to Thick MVNOs remain inade-
quately addressed. In this paper, we present PGUS (Pretty
Good User Security) for Thick MVNOs. Our proposed PGUS
framework introduces a new cryptographic primitive called
the Sanitizable Blind Signature (SBS), along with a novel
Authentication and Key Agreement protocol named PGUS-
AKA. Additionally, we have developed a seamless handover
protocol, PGUS-HO, which is designed to secure all communi-
cation within a Thick MVNO environment. Furthermore, we
conduct a thorough formal security analysis within the Uni-
versal Composability (UC) framework to address key threats,
providing a strong solution for securing next-generation mobile
networks. We also provide the evaluations on a 5G testbed
which demonstrate the effectiveness of PGUS.

1. Introduction

The rapid deployment of 5G technology marks a trans-
formative era in mobile communications, providing the
backbone for a connected society that increasingly relies
on high-speed, reliable internet access. By the end of 2018,
more than 5 billion people were subscribed to mobile ser-
vices, representing 67% of the global population [7]. This
widespread adoption underscores the critical importance of
5G networks in supporting daily communication and sophis-
ticated applications such as smart cities, advanced healthcare
systems and automated industries. In this landscape, Mobile
Virtual Network Operators (MVNOs) play a crucial role by
leveraging existing infrastructure to provide mobile services,
often at a lower cost and with differentiated offerings [43],
[46]. This model enhances consumer choice and introduces
competitive dynamics into the telecommunications market.
The advent of 5G has further empowered MVNOs like Oo
and Google Fi, enabling them to offer enhanced services
such as higher data throughput and expanded IoT con-
nectivity [33]. The market’s expansion is evidenced by its
projected compound annual growth rate (CAGR) of 7.7%
from 2023 to 2030, with the overall market expected to reach
nearly USD 149.13 billion by 2030 [38], particularly for the
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Figure 1. Roles of MNO and MVNO in Different Settings.

thick MVNO systems like Lebara, Lycamobile, Google Fi
and M1 in Singapore. This growth is driven by increasing
consumer demand for cost-effective and flexible mobile ser-
vices, which MVNOs are well-positioned to provide through
innovative service models and strategic partnerships. Within
this thriving landscape, thick MVNOs are emerging as a key
trend for the future. Unlike skinny MVNO models, thick
MVNOs have significant control over network infrastruc-
ture, allowing them to offer highly customized services and
more competitive pricing as shown in Figure 1. This capa-
bility positions thick MVNOs to capitalize on the growing
market demand, making them a crucial element in the next
phase of MVNO evolution. As the market expands, thick
MVNGOs are expected to play a pivotal role in shaping the
future of mobile services, particularly as consumers and
businesses increasingly seek tailored and reliable connec-
tivity solutions [23], [25].

However, the interdependencies between MVNOs and
Mobile Network Operators (MNOs) necessitate rigorous
security measures to protect user data across these shared
networks. To bolster these security measures, the 3GPP
has introduced Technical Specification 33.501 [50], which
outlines the protocols for the latest Authentication and Key
Agreement (AKA) mechanisms specifically designed for 5G
networks. However, the interdependencies between MVNOs
and MNOs necessitate rigorous security measures to protect
user data across these shared networks. In particular, the
emergence of thick MVNO architectures exacerbates these
challenges, as the division of control between MNOs (who
manage the base stations) and MVNOs (who manage the
core networks) introduces significant trust and account-



ability issues. Unlike skinny MVNOs, where the entire
infrastructure is controlled by the MNO, thick MVNOs
operate with split ownership of critical network components,
leading to potential security risks in the Authentication and
Key Agreement process. For example, the gNodeB (gNB),
under MNO control, might expose sensitive user location
information [34], while the Core Network (CN), managed
by the MVNO, could be vulnerable to attacks from Man-in-
the-Middle (MitM) or Impersonation attacks. Therefore, in
[34], the authors proposed an MVNO setting that considers
base station anonymity with respect to CN. Furthermore,
if we solve these problems and provide privacy for User
Equipments (UEs) and gNB simultaneously, it will be easier
for the MNO (gNB) to overbill the MVNO (CN) and
overstate the number of UEs they serve, since the CN cannot
know which UEs were serviced by the gNB and which gNB
is claiming. This heightens the need for robust accountabil-
ity mechanisms, ensuring that suspectable actions can be
traced and attributed accurately. These privacy and security
concerns necessitate the development of new cryptographic
protocols and accountability frameworks tailored to address
the unique challenges presented by thick MVNOs in 5G
networks. However, our comprehensive literature review
identifies a significant gap: no existing solution fully ad-
dresses the diverse security and privacy challenges inherent
in 5G networks, particularly in the context of Thick MVNO
settings, as outlined in §2. Current approaches fall short
of providing a holistic framework that ensures both robust
privacy protection and comprehensive security measures.
This highlights the pressing need for a novel solution that
effectively bridges the privacy and security gaps specific to
Thick MVNO environments. Furthermore, any proposed so-
lution must also incorporate strong accountability guarantees
to mitigate trust issues between MNOs and MVNOs, ensur-
ing transparency and traceability in the event of security
breaches or malicious behaviour.

This intricate set of challenges, combined with the need
to maintain seamless interoperability with current 5G in-
frastructure while respecting the resource-constrained nature
of User Equipment, forms the foundation of our investiga-
tion. The emergence of Thick MVNOs introduces trust and
privacy concerns that existing protocols cannot adequately
address. Thus, our research is driven by the necessity to
develop a solution that not only fills these critical security
and privacy gaps but also ensures accountability, all while
minimizing the impact on performance and computational
overhead within the 5G ecosystem. In order to address
all the above issues, here we introduce the PGUS (Pretty
Good User Security) for Thick MVNO settings. The PGUS
includes a novel cryptographic primitive termed Sanitizable
Blind Signature, which is the underlying foundation of
our proposed system. Building upon this foundation, we
introduce a new AKA protocol named PGUS-AKA and
a seamless handover (HO) protocol PGUS-HO, which are
innovative schemes specifically designed to mitigate the
security and privacy vulnerabilities present in current 5G-
AKA and 5G-HO protocols. Our key contributions to this
paper can be summarized as follows:

o We propose a novel sanitizable blind signature (SBS)
scheme designed to protect messages with sensitive in-
formation in high-security-demand environments. This
scheme allows the signer to generate a valid sanitizable
signature without seeing the plaintext and introduces
an innovative Trace mechanism that enhances account-
ability and enables double-spending checks, support-
ing several advanced security properties essential in
sensitive applications. We provide a generic construc-
tion of SBS based on Structure-Preserving Signatures
on Equivalence classes (SPSEQ) and Traceable Ring
Signature (TRS). Our proposed SBS scheme not only
strengthens privacy in secure communication channels
but also offers broad applicability across various use
cases within the domain of communication security.

e« We proposed a novel secure privacy-preserving au-
thenticated key-agreement scheme (PGUS-AKA) and a
seamless handover (PGUS-HO) protocol which lever-
ages the security properties of SBS. Meanwhile, our
proposed PGUS also support international roaming
with minor changes to the protocol. To the best of
our knowledge, this is the first comprehensive privacy-
preserving AKA and handover protocol, which has
been designed by considering all the possible security
and privacy issues (as discussed above) and fills the
security and privacy gap under Thick MVNO set-
tings. Especially, PGUS protocols ensure Base Sta-
tion Anonymity and Trace Mechanism and prevent the
MNO from overclaiming the number of UEs it serves.

e We provide a formal security modeling and analy-
sis of our proposed PGUS protocols in the Universal
Composability (UC) framework. We also give a formal
proof of all the security properties of our proposed san-
itizable blind signature (SBS) scheme. The proofs show
that SBS achieves all necessary security properties.

o« We have implemented the our proposed sanitizable
blind signature (SBS) as an integral component of
our system. Meanwhile, we evaluated the proposed
PGUS scheme against the conventional 5G protocol
using the widely adopted open-source 5G testbed, Ope-
nAirlnterface. The evaluation focuses on the end-to-
end latency of the Authentication and Key Agreement
(AKA) procedure, as well as the mobility performance,
specifically the handover delay. Furthermore, we con-
ducted real-world device experiments using a commer-
cial Android smartphone to assess the practical feasibil-
ity of our approach. We make all source code publicly
available to the academic community through a GitHub
repository: {https://github.com/Y YangNUS/PGUS}.

1.1. Paper Organization

The rest of this paper is structured as follows. Section
2 reviews the current state-of-the-art research and outlines
the motivation behind our work. In Section 3, we present
the necessary background information and cryptographic
foundations essential for understanding our approach. Sec-
tion 4 describes our threat model and outlines the design
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Notation Description

UE User Equipment

CN Core Network

pid User Pseudo-identity

gid Base Station Pseudo-identity

keys for SBS Signer.

keys generated by SPSEQ for Signer.
keys generated by TRS for Signer.

keys for SBS Sanitizer.

keys generated by SPSEQ for Sanitizer.
keys generated by TRS for Sanitizer.
keys when CN runs SBS.

pksigv Sksig
spksig, ssksig
tpksig, tsksig
pksan, SKsan
spksan, ssksan
tpksan, tsksan

CN CN
pksi ) S'Igsig

pkINB skINB  keys when gNB runs SBS.

ADM index of the admissible modifications
MOD modification

dt data sent by User to Signer

st a state stored by User

TABLE 1. NOTATION USED IN OUR PROPOSED SBS SCHEME AND
PGUS prROTOCOL

goals for the system. Our proposed scheme is detailed in
Section 5. Following this, Section 6 presents our UC security
framework and conducts a comprehensive security analysis.
In Section 7, we discuss our implementation and evaluate
its performance on the testbed. Finally, Section 8 offers the
conclusion. Table 1 introduces the notations used throughout
the paper; the full notations and abbreviations about 5G can
be found in supplementary material [57].

2. Related Works and Motivation

A comprehensive analysis of 5G authentication and han-
dover protocols, particularly the 5G-AKA protocol specified
in 3GPP TS 33.501 [50], has uncovered critical security
and privacy vulnerabilities. These include traceability at-
tacks where adversaries can track users [9], impersonation
risks due to identity misbinding [17], and logical flaws
compromising sequence number confidentiality [11]. The
lack of authentication for initial base station broadcasts
exposes the system to fake base station attacks [29], [30],
while transmitting user identities in plaintext over the air
enables adversaries to extract sensitive information [18].
Even in standalone networks where identities are encrypted,
the decryption by MNOs raises privacy concerns, allowing
user activity monitoring. Furthermore, inherent flaws in the
protocol enable attackers to link and trace users’ activities
across sessions [9], [29] or even reveal the user’s encrypted
identity (SUCI) [15], [28]. To address these issues, Wang et
al. proposed 5G-AKA’ [54] scheme that utilizes symmetric-
key-based solutions to mitigate privacy concerns and linka-
bility attacks. Their approach achieves this by encrypting
the 128-bit RAND (defined in TS 24.501 [49]) in the
challenge response phase. However, their solution fails to
provide comprehensive privacy protection, leaving certain
vulnerabilities unaddressed. Schmitt and Raghavan [44] in-
troduced Pretty Good Phone Privacy (PGPP), a framework
designed to enhance user identity and location privacy in
cellular networks by decoupling authentication and billing
from network connectivity. Central to their approach is the
PGPP Gateway (PGPP-GW), which anonymizes user iden-
tifiers to prevent tracking while maintaining compatibility

with existing 5G infrastructure. Although PGPP effectively
mitigates bulk and targeted surveillance, it does not fully
address protocol-level security challenges (does not provide
a concrete security solution), instead calling for substan-
tial infrastructural changes within 5G networks to achieve
comprehensive privacy protection. Yu et al. [58] introduced
AAKA, an AKA protocol that enhances user privacy by
allowing anonymous authentication and protecting against
tracking by MNOs. The protocol uses anonymous creden-
tials and zero-knowledge proofs to enable secure access to
cellular networks without revealing users’ permanent iden-
tifiers, while also allowing lawful de-anonymization when
necessary. However, AAKA does not address privacy con-
cerns during handovers, especially for MVNO users, leaving
them vulnerable to linkability and fake base station attacks.
Additionally, AAKA faces challenges in adapting to Thick
MVNO environments, as its two-party design between the
UEs and the CN does not account for the additional involve-
ment of the gNB, which complicates its application in more
complex network settings. Hussain et al. [28] proposes a
PKI-based authentication mechanism that allows a cellular
device to authenticate a base station. [42] introduces the
Broadcast But Verify scheme, a method for verifying gNB
messages. And [47] presents a new entity called Core-PKG
to facilitate authentication. While these works effectively
address gNB-UE authentication, none of the above solu-
tions can ensure the BSA and BSU, which are essential
for protecting users’ privacy in thick MVNOs. Rabiah et
al. [4] proposed a privacy-preserving and UC-secure AKA
protocol for MVNO, which offers several advantages. It
ensures Mutual Authentication and provides strong privacy-
preserving features for MVNO users, effectively protecting
them against identity exposure and linkability attacks. The
protocol also leverages advanced cryptographic techniques,
such as zero-knowledge proofs and sanitizable signatures, to
enable secure authentication while maintaining anonymity.
Furthermore, it supports seamless handover across networks,
preserving user privacy and unlinkability during transitions,
and has demonstrated low overhead in a 5G testbed imple-
mentation. However, their scheme must assume mutual trust
between gNB and CN before the AKA protocol, which is
not compatible with Thick MVNOs.

On the other hand, although some previous security
protocols have utilized sanitizable signatures [8] to ensure
seamless handover, where [2], [3] are based on the conven-
tional 5G setting, and [4] has been designed for the skinny
MVNO setting. However, this cryptographic primitive is
not suitable for the Thick MVNO setting, as its signing
algorithm and accountability mechanism require the CN to
know the gNB’s identity, which is considered to potentially
leak user information [34]. All the protocols above have
certain limitations. None of the previous protocols can be
directly applied to Thick MVNO settings where additional
security and privacy issues are required to be taken into
account . Moreover, these protocols can not achieve key
privacy properties such as Base Station Anonymity (BSA),
Base Station Unlinkability (BSU), and Global Traceability
(GT) (As discussed in §4), which are crucial for more com-



‘ M ‘ 5G-AKA [49] | 5G-AKA’ [54] | PGPP [44] ‘ AAKA [58] ‘ UC-AKA [4] | Proposed Scheme

| SMCT | 5G | 5G | Skinny MVNO | 4G, 5G | Skinny MVNO | Thick+Skinny MVNO |
| UE Anonymity (UA) | YES | YES |  YES |  YES |  YES | YES |
| UE Unlinkability (UEU) | NO |  YES |  YES | YES |  YES | YES |
| Base Station Anonymity (BSA) | NO | NO | NO | NO | NO | YES |
| Base Station Unlinkability (BSU) | NO | NO | NO | NO | NO | YES |
| Mutual Authentication* (MA*) | NO | NO | NO | NO | NO | YES |
| Global Traceability (GT) | NO | NO | NO | NO | NO | YES |

Footnote: MA*: Mutual Authentication Under Thick MVNO Setting. SMCT: Supported Mobile Communication Type.

TABLE 2. COMPARISON WITH THE STATE-OF-THE-ART SCHEMES

prehensive privacy protection in mobile network ecosystems
(§4.2). Table 2 shows the details of the comparison. These
limitations suggest that further enhancements are needed to
address the full range of privacy and security challenges
faced by Thick MVNOs.

3. Background and Cryptographic Primitives

In this section, we briefly introduce the related back-
ground about MVNOs and some cryptographic primitives
we used in our protocol.

3.1. The Cellular Ecosystem: MNOs and MVNOs

In 5G networks, Mobile Network Operators (MNOs)
and Mobile Virtual Network Operators (MVNOs) operate
in various configurations that affect both service delivery
and security. While MNOs control the entire network in-
frastructure, MVNOs lease network resources from MNOs,
with levels of dependency classified as Skinny, Thin, Light,
Thick, and Full. Among these, Thick MVNOs stand out
by owning significant network components, such as the
Core Network (CN), providing them with greater control
and flexibility compared to skinny MVNOs, which pri-
marily depend on MNOs for network infrastructure. In a
traditional 5G setup, the MNO typically controls both the
base stations (gNB) and the CN, ensuring unified trust
and security management. However, in a Thick MVNO
model, the MVNO controls the CN while the MNO retains
ownership of the gNB. This separation introduces potential
trust and privacy challenges, as the gNB and CN, owned by
different entities, must interact securely. A notable concern
in Thick MVNOs is the potential for MNOs, via their gNBs,
to access sensitive user data controlled by the MVNO’s CN,
leading to heightened privacy risks compared to traditional
5G setups or skinny MVNO structures. This paper focuses
on these privacy issues within the Thick MVNO framework,
particularly in the context of the 5G Authentication and Key
Agreement (AKA) process.

3.2. Sanitizable Signature

The sanitizable signature scheme introduced in [8],
[12], [13], [19] provides a mechanism for selective mes-
sage modification while maintaining signature validity. SS

achieves this by allowing a designated sanitiser to alter
predefined parts of a signed message without invalidating
the original signature, ensuring controlled flexibility. This
is accomplished through a combination of traditional digital
signatures and a sanitization algorithm, which enables both
the message’s integrity and authenticity to be preserved,
even after selective modification. The scheme is particu-
larly useful in contexts where sensitive information must
be redacted or updated post-signing while still guaranteeing
security properties like unforgeability and accountability.
Definition 1 (Sanitizable Signature). An Sanitizable Sig-
nature (SS) scheme is defined as a tuple of six algorithms
:{KGen, Sign, Sanit, Verify, Prove, Judge}. Specifically,
a Sanitizable Signature scheme comprises the following
probabilistic polynomial-time (PPT) algorithms:

o (pksig, SKsig)s (Pksan SKsan), <= KGen(1*,1): The key
generation algorithm inputs the security parameter A
and the upper limit of the message’s blocks ¢, and
outputs the public and private key pairs of the signing
and sanitizing steps respectively.

o 0 < Sign(m, ADM, skgig, pksan) : The signing algo-
rithm inputs the message, the index of admissible mod-
ification ADM, the signing private key sksz and the
sanitizing public key pks.n, and outputs a signature o.

o (m’,0") < Sanit(m, MOD, o, pksig, Skean) : The Sani-
tization algorithm inputs a message m € {0,1}*, a
modification instruction MOD C N x {0,1}* of the
modifications to m, a signature o, a public signing key
pksig and a private sanitizing key sksan, then outputs
a sanitized message m’ and a corresponding sanitized
signature o”.

o b« Verify(pksig, pksan, m, o) : The verification algo-
rithm inputs a message m, a signature o, a signing
public key pksg, a sanitizing public key pksan, then
outputs a bit b € {0,1}, outputs 1 if validity holds,
and O otherwise.

o T 4 Prove(m, 0, sksig, pksan) : The proof algorithm
takes as input a message m, a signature o, a signer
private key sk, and a sanitizing public key sksig, then
outputs a proof 7.

o d < Judge(m, o, pksig, pksan) : The judge algorithm
takes as input a message m, a signature o, signing and
sanitizing public keys pksig, pksan, and proof , then
outputs a decision d € {Sig,San} indicating whether
the message-signature pair was created by the signer




or the sanitizer.

A sanitizable signature allows specific modifications to
the message even after the signing phase. It is especially
suitable for scenarios where the content containing sensitive
information needs to be processed flexibly while protecting
the integrity of the signature. However, to generate a valid
signature, the signer must have access to the plaintext mes-
sage. This makes it impossible to use the conventional saniti-
zable signature in scenarios where the signer is not supposed
to see the sensitive information of the message. Meanwhile,
all the existing constructions of sanitizable signatures [12],
[13], [19] assume that the signer has access to the plaintext
message m. This access is necessary to define the permissi-
ble modifications (ADM) and share the plaintext between the
signer and verifier to ensure accountability. However, these
requirements conflict with the privacy-preserving properties
intended to protect both the signer and the plaintext.

To address the aforementioned issues, here we will in-
troduce a novel primitive SBS (Sanitizable Blind Signature),
which is inspired by blind signature and sanitizable signa-
ture. Figure 2 shows the difference between SS and SBS.
Compared to traditional definitions of SS, the SBS scheme
introduces three additional algorithms, Extract, Derive and
Trace, while removing the Prove and Judge algorithms.
The roles of user and signer must be assigned to different
parties during instantiation because an interactive protocol
is executed similarly to blind signatures. The user provides
the plaintext message and public key, while the signer signs
using their private key without knowing any information
about the plaintext. Additionally, SBS doesn’t require the
signer to generate a proof to trigger the accountability mech-
anism; instead, SBS collects the signatures to provide global
traceability (GT), which includes a variant of accountability
and double-spending check mechanism.

Proposed
Sanitizable Blind Signature

Traditional
Sanitizable Signature

1 i
E Signer E User ! Sanitizer |!! Signer | | Sanitizer E
' I o [
i | (DExtract® | L sign B :
5\ Qi . ! !
| @sign | — 1@ Sanit B 1—1 11 Sanit @]
\ i (3 Derive i 1L Prove @) | i
"---L---: :___+ _____ ] l ..}
[ el [ 2kl 2l 1
1 This algorithm requires take " B - Accountability !
: the plaintext message as input E : ©) Trace V. JUdge B H

Mechanism |

_______________________________________________________

Figure 2. An overview of Sanitizable Signature and our proposed SBS

3.3. Proposed Sanitizable Blind Signature (SBS)

In this paper, we propose a novel sanitizable blind sig-
nature scheme SBS. The SBS scheme is the core of PGUS-
AKA and PGUS-HO, enabling privacy-preserving measures
in AKA to be compatible with Thick MVNOs. Our pro-
posed SBS allows the signer to generate a signature without
accessing m and ADM, while maintaining the core func-
tionality and security properties of sanitizable signatures,
thereby ensuring MA, UA, UEU, BSA, BSU (See §4.2). We
also introduce an enhanced version of accountability through

(pksig75ksig) <~ KGensig(lAv 11)
Compute BG + BGGen(1*),
BG = (G1,Gs,Gr,G1, G2, Gr, €, 9),
(spksig, ssksig) + SPSEQ.KGen(BG, 1%),
‘ (tpksig, tsksig) <+~ TRS.KGen(1*), ‘
(Pksig; sksig) := ((spksig, tpksig), ((ssksig, tsksig))
return (pksig, Sksig).
(PKsan, Sksan) = KGensan (14, 11) :
(spksan, ssksan) « PKE.KGen(1*),
(tpksan, tsksan) + TRS.KGen(1%),
(Pksan, Sksan) := ((spksan, tpksan), ((ssksan, tsksan))
return (pksan, SKsan)-
(dt, st) < Extract(ADM, m, pksig, pksan) :
for each i € [{] do
Randomly choose z;,y; < Zg,
X; =G7Y; = XV,
hi := H(il[[pksan|Imi])¥",
_Jyi i€ ADM
" 10 otherwise

Gi:
endfor

¢ < PKE.Enc(spksan, {(;}ice)

dt == ({Xi}iciq: {Yitie)

st := (¢, dt, {hi}icpg)

Oinner Sign(Sksig7 pKsan, dt) :

Parse dt as ({X;}icie), {Yi}iein),

1 < SPSEQ.Sign(ssksig, (X1, ..., X¢))
n + SPSEQ.Sign(ssksig, (Y1, ..., Ys))
mss = (k1)

‘ TrRrs = Pksig||Pksan|[Tss ‘

‘ orrs = TRS.Sign(tsksig, (tpksig, tpksan), Trrs) ‘

Tinner := (T35, 0TRS)

o + Derive(st, inner) :

Parse Ginner as (mss, 0TRS)

Parse st as (¢, { Xy, Yi}ic(g, {hiticig)

oss = (mss, {hi, Xi, Yitiepq ©)

0= (0ss,0TRS)

(m/, ")  Sanit(m,MOD, o, pksig, Sksan) :

Parse o as ((7ss, {hi, Xi, Yi}ie(g ©), 0TRS)
Parse 7ggs as (p,7)

({Citicrg) < PKE.Dec(ssksan, c)

m' := MOD(m)

Randomly choose 7, s < Z;

(X1, X)) = (Xq,..., Xp)"
(Y{,....Y)):=(V1,...,Y))""

' < SPSEQ.ChgRep(spksig, { X }ice), 11 7)
7' <= SPSEQ.ChgRep(spksig, {Y; }ic(, 7,7 - 5)
mos = (1Wn')

for each i € [¢] do

Gi=5G

W H(i||(pksan[|m}))% i € ADM
R otherwise
endfor

¢’ ¢ PKE.Enc(spksan, {(/}ic(e))
o'ss = (mos, {h, XLY/ L, )

‘ TR = Pksigl|Pksan| T s ‘

‘ 0/ pg < TRS.Sign(tsksan, {tpksig, tpksan}, mrs) ‘

o’ = (055,07 Rs)

\ J

Figure 3. Main block of SBS construction. Blue highlight represents the
new algorithm SBS executes.

the Trace mechanism, which replaces the Prove and Judge
algorithms of SS, thereby ensuring GT. We use blue color
to represent the new algorithm introduced by SBS.
Definition 2 (Sanitizable Blind Signature). An Saniti-
zable Blind Signature (SBS) scheme is defined as a tu-
ple of seven algorithms: {KGen, Extract, Sign, Derive,
Sanit, Verify, Trace}. Specifically, a Sanitizable Blind
Signature scheme comprises the following probabilistic



b« Verify(pksig, pKsan, m, ) :

Parse o as <USS-,0'TRS)

Parse ggs as (7\‘55, {}LZA Xi, Yi}iE[[]: C)

a_g = (Vk € [{], Y} # G1)

a_y := SPSEQ.Verify(spksig, (X1,...,X0), 1)

ag := SPSEQ.Verify(spksig, (Y1, .. ., Ye),n)

a; = {e(X;, h;) = e(Y;, H(i||[pksan||m;])}, Vi € [{]

b := ﬂf:_2 a;

T := {tpksig, tpksan}

by = TRS.Verify(T, pksig[Pksan |5, o715 |
return b := by () by

tr < Trace(o, o', pksig, PKsan) :

Parse o as (0ss,07Rs)

Parse gss as (7(55‘, {h,, Xi‘ Y','}ig[[], L’)
Parse 0’ as (0g, 07 ps

Parse ol as (ths. (o X1,V }iciao)

TTRS ‘= PksigHPksan H""SS

Trrs = Pksig|Pksan[|Tss

T := {tpksig, tpksan} ‘

tr < TRS.Trace(T, (vrrs, orrs), (Tras: O rs)) |

Figure 4. Verification and Trace mechanism of SBS.

polynomial-time (PPT) algorithms:

o (Pksig; SKsig)s (Pksan; SKsan ), <= KGen(1*,1¢) : The key
generation algorithm inputs the security parameter \
and the upper limit of the message’s blocks ¢, and
output the public and private key pairs of the signing
and sanitizing steps respectively.

o (dt,st) < Extract(ADM, m, pksig, pksan) : The extract-
ing algorithm inputs the message m € {0,1}* and the
signing public key pksg, and the sanitizing public key
pksan, as well as ADM € N x 2N, a description of the
admissible modifications to message by the sanitizer.
Then the extracting algorithm outputs a data dt and a
state st. The user keep the state st to itself, sending the
data dt to signer.

o Tinner < Sign(sksig, Pksan, dt) : The signing algorithm
inputs data dt, and a signing private key sksig, a sani-
tizing public key pksan, and outputs a signature oy,

e 0 < Derive(st, Ginner) : The deriving algorithm inputs
a state st and a inner signature o;,ner, then outputs a
derived signature o.

o (m/,0’) < Sanit(m, MOD, o, pksig, Sksan) : The Sani-
tization algorithm inputs a message m € {0,1}*, a
modification instruction MOD C N x {0,1}¢ of the
modifications to m, a signature o, a public signing key
pksig and a private sanitizing key skean, then outputs
a sanitized message m’ and a corresponding sanitized
signature o”.

o b < Verify(pksig, pksan, m, o) : The verification algo-
rithm inputs a message m, a signature o, a signing
public key pksg, a sanitizing public key pksan, then
outputs a bit b € {0,1}, outputs 1 if validity holds,
and 0 otherwise.

o tr < Trace(o, o', pksig, Pksan) : The Trace algorithm
inputs two signatures o, c’, as well as a signing public
key pksig and a saniziting public key pksan. Then,
the algorithm outputs one of the following strings:

"indep", or pk;, ¢ € {sig,san}. This algorithm is
highly flexible in its application. If any member whose
public key is included in the ring 7" wants to prove that
a signature o has been or has not been generated by
himself, he can use the same private key to generate
another different signature ¢*, and submits (o,c*) to
Trace algorithm. If the output is "indep", it proves
that the signature does not belong to itself; if the output
is the public key pk;, it proves that the signature is
generated by i € {sig,san} itself.

Our proposed SBS combines the strengths of san-
itizable signature and blind signature, providing
enhanced security, flexible sanitization, and global
traceability across various application scenarios. In
Thick MYNO PGUS (§5), SBS can establish mu-
tual trust between gNB and CN while hiding gNB’s
identity from CN. In the Trace mechanism, the
MVNO can control the number of public keys in
ring T' the MNO from overclaiming the number of
users it serves. In addition, in the case of medical
data handling system [48], SBS allows a hospital
administrator to sign a patient’s medical record with-
out viewing sensitive details, while the patient can
later modify certain information for insurance appli-
cation purposes without revisiting the hospital. The
SBS is also adaptable for secure routing, electronic
contracts, and legal document signing, especially in
cases where the signer may be offline or where
communication overhead is high.

3.4. Generic Construction of SBS

3.4.1. Overview of Our Technique. We start from a
generic construction of a “weak” sanitizable signature
scheme in [13], it serves as the foundation for our SBS
scheme’s construction for the following reasons: (1) It offers
both unlinkability and invisibility, addressing a more com-
prehensive set of security requirements. This makes it partic-
ularly attractive for applications where the message contains
sensitive content. (2) The scheme employs a method similar
to BLS signatures, enabling the private key sksg and the
plaintext message m to be input at different stages. It helps
us to decouple the original Signing algorithm.

Traceable Ring Signatures (TRS) provide a balance be-
tween anonymity and traceability without requiring a group
manager [21], [22]. They support accountability by allowing
ring members to voluntarily prove if they generated a sig-
nature and enabling “double-spending traceability”, which
can revoke anonymity for overbilling actors (sanitizing key
reuses). We propose this traceability as an alternative to
accountability, using TRS to trace dishonest participants’
public keys while keeping honest ones anonymous, so trace-
ability supports both active and passive accountability.

3.4.2. Decoupling signing and plaintext message. We
give the first part of construction IIgg. In the User-Signer



interaction protocol, the User runs the Extract and Derive
algorithms, while the Signer only runs the Sign algorithm.
The construction of interaction is shown in Figure 3 and
explained as follows: (1) In the ITgg.Extract algorithm, the
User randomly selects x;,y; € Zj;, and then generating
X, = GY" and Y; = X/'. The User then packages all
(X;,Y;) into dt and sends it to the Signer. Next, the User
runs a hash function to convert the message m into h;. Then,
the User also runs a PKE.Enc to encrypt the ADM’s corre-
sponding y;, then outputting a ciphertext c. We emphasize
that this step provides invisibility [10]. Finally, the User
packages ¢, dt, {h;};c[q into st, storing for the subsequent
Derive algorithm. (2) In the I1gg.Sign algorithm, the Signer
respectively signs two vectors {X;}_; and {Y;}!_, using
SPSEQ.Sign, packaging the result into 7gg, and return it to
User. (3) In the ITgg.Derive algorithm, the User combines
st and wgg, and reconstruct a valid signature 0 = ogg.

In the I1gg.Sanit algorithm (Figure 3), the sanitizer uses
PKE.Dec to decrypt the ciphertext ¢ and gets the information
of y; corresponding to admissible blocks. It rerandomizes
the two vectors {X;}._, and {Y;}!_, based on two scalars
r,s € Zy, then uses SPSEQ.ChgRep to achieve perfect
signature adaption, which relies on the properties of SPSEQ
[26]. Finally, it generates o' by using a similar approach
to the s1gmng part and returns ¢’ = 0.

Finally, in the IIgg.Verify algorithm (Figure 4), the
verifier checks the validity of SPSEQ, and also checks the
relevance between message-signature pairs and two vector
parameters, which represent correctness of both sanitizable
signature and interaction between User and Signer.

3.4.3. Transformation for Traceability. We integrate the
TRS into the IIgg construction, creating I1gps. Both par-
ties generate TRS key pairs, with the Signer including
a combined public key and SPSEQ signature in the tag.
The resulting signature o is a pair (ogs,0rrs). During
sanitization, the sanitizer follows the same approach, ad-
justing representations in SPSEQ. We note that ¢r will
reject “linked” from TRS.Trace, converting it into L,
while accepting “indep” or pk; outputs. This approach
guarantees the EUF-CMA of SBS [57].

The ITgpg.Trace algorithm (Figure 4) allows ring mem-
bers to verify signature authorship by generating a new sig-
nature with the same ring 7. If it returns “indep”, they did
not create the signature; if it returns pk;, it identifies them
as the signer. Additionally, authorities can detect “double-
spending” by linking suspect signatures without requiring
voluntary evidence submission or Prove/Judge algorithms.

4. Threat Model and Design Goals

In this section, we first present our threat model. After
that, we introduce the design goals to establish the founda-
tional assumption and security objectives.

4.1. Threat Model

To comprehensively analyze potential security threats,
we categorize them hierarchically into three types. We first

consider the widely used Dolev-Yao threat model [18] as
a foundational approach. In addition, we investigate threat
scenarios specific to the Thick MVNO system architecture,
addressing the unique privacy vulnerabilities. Finally, a UC
(Universally Composable) security-based threat is incorpo-
rated to ensure robust security guarantees across different
adversarial settings. We define our threat model as follows:

o Aj: The Type 1 adversary utilizes a threat model com-
monly used in privacy-preserving systems to protect
against information leaks between participants (UE,
gNB and CN). By incorporating standards from the
3GPP group and insights from recent research on 5G
authentication and handover, Thick MVNO assumes
that all user-to-network communications are conducted
over public channels, which an adversary can fully
monitor and manipulate. This is also known as the
Dolev-Yao model [18].

o As: The Type 2 adversary aimed to analyse the Thick
MVNO attacker since our protocol is specifically de-
signed for Thick MVNO architectures. We assume that
the MNO and MVNO are semi-honest (honest but
curious) and non-colluding. While the user connects
to these service providers, they may collect the user’s
sensitive information from the protocol execution, such
as identity and location information [34], [44]. Mean-
while, the linkability attack [11] tries to link UE’s
information, such as 5G AKA sessions, or attempts to
trace users’ footprints or link the certificate sanitized by
gNB, thereby impersonating an honest gNB. We also
assume that MNOs may attempt to overbill MVNOs
by lying about their traffic [34].

o Ajs: The Type 3 adversary is the UC-based adversary,
which operates within the Universal Composability
(UC) framework [14] to exploit the complex protocol
compositions in systems like 5G and MVNO networks.
This adversary can effectively simulate both the .A;
and Ay internally, and can also engage with multiple
protocols in real and ideal worlds, attempting to find
weaknesses in their interactions. It can statically corrupt
parties within the system and control the environment
Z to manipulate inputs and observe outputs. While it
monitors and manipulates message flows and accesses
functionalities, it is constrained by the UC framework’s
simulator (S), which ensures that real-world execution
remains indistinguishable from ideal-world execution.
Furthermore, the UC framework is crucial for 5G
systems as it allows for secure protocol composition,
ensuring that multiple cryptographic protocols work
together seamlessly [4].

In summary, there is no conflict among the three types
of threats, as their goals and attack scenarios are different.
However, when considering them within the UC framework,
As is already the strongest adversarial model, encompassing
the attack behaviours of both A; and A,. Therefore, our
security analysis can be simplified by using only the UC
model, as it can effectively simulate the behaviours of .4
and A,. Furthermore, under the UC framework, all attack



behaviours are constrained by the simulator. Note that a fully
compromised core network (CN) inherently cannot provide
complete user anonymity, as certain network components
must necessarily identify users. Such a scenario, however,
falls outside the threat model considered in this work.
Specifically, the Universally Composable (UC) framework
presented here assumes only partial corruption—namely, the
compromise of the Home Subscriber Server (HSS)—while
the components responsible for generating commitment keys
(ck) and the Common Reference String (CRS) remain hon-
est. Importantly, UC security does not imply protection
against total system compromise; rather, it captures adver-
saries corrupting clearly defined subsets of entities. In our
setting, only the CN elements involved in communication
and authentication are considered vulnerable, not the entire
CN infrastructure. This assumption will be explicitly clari-
fied in the revised manuscript.

4.2. Design Goals

To ensure comprehensive security and privacy in 5G
networks and Thick MVNO (Thick Mobile Virtual Network
Operator) environments, a set of rigorous design principles
is required. Some previous research [4], [9], [44], [54],
[58] discussed the critical security requirements for the
seamless integration of 5G networks and MVNO architec-
tures, emphasizing the need for robust authentication, data
protection, and subscriber privacy mechanisms. Moreover,
as security demands intensify within 5G and Thick MVNO
infrastructures, it becomes imperative to define additional
design goals tailored to these advanced needs. Following
are the design goals that we considered:

o Mutual Authentication (MA*): In Thick MVNO en-
vironments, Mutual Authentication (MA*) mandates
that gNB, CN, and UE verify each other’s identities
before service provision to prevent threats like MitM
attacks. Unlike in traditional 5G, where trust is assumed
between gNB and CN, Thick MVNOs lack this trust,
making existing AKA and handover protocols non-
compliant with 5G’s security standard for serving net-
work authorization by the home network (TS 33.501)
[50]. MA* introduces privacy-preserving authentica-
tion among gNB-CN, UE-gNB, and UE-CN, adding
a requirement that gNB and CN establish mutual trust
before the UE joins, while UE-gNB and UE-CN au-
thentication follows [4]. This ensures weak agreement,
confirming interaction without exposing identities.

o User Anonymity (UA) UA ensures that no active
attacker can deduce a user’s identity or track their
activity. Maintaining the secrecy of the SUPI has been
a standard in 5G [50]. While 3GPP primarily addresses
passive attackers, an active attacker could still trace a
UE if the sequence numbers from either the UE or CN
are exposed, leading to a linkability attack [11]. This
vulnerability could be exploited by external adversaries
like the aforementioned A;, or by semi-honest entities
like As. For comprehensive UA, active attackers must
be taken into account. Further, we will explore UE

indistinguishability as part of UE Unlinkability in the
following part.

Base Station Anonymity (BSA): BSA is a critical
security requirement for Thick MVNOs, designed to
prevent the gNB from revealing its identity when
communicating with the CN, thereby safeguarding the
UE’s location information and footprint. While skinny
MVNGOs [4] and conventional 5G [2], [3]— directly
send the gNB’s certificate to the CN, in Thick MVNO,
BSA requires base station to conceal the certificate
towards CN. According to [34], failing to enforce
BSA allows semi-honest CNs (A5) to track and extract
UE trajectories. Since gNB locations are public [32],
knowing the gNB’s position can further narrow down
the UE’s location, increasing privacy risks through
trajectory leaks. While BSA provides protocol-layer
protection for user location and trajectory [34], it is
not sufficient against privacy leaks from application-
layer or physical-layer [24]. However, it can coexist
with other layer solutions for enhanced privacy in Thick
MVNO architectures [52], [53].

Global Unlinkability (GU): To address linkability
attacks in practical scenarios, we adopt an approach
distinct from the conventional notion of unlinkability
typically associated with such attacks [31]. Instead,
we extend the concept of “UE indistinguishability” as
outlined in prior works [54]. For Thick MVNOs, the
GU is characterized by two essential properties: UE
Unlinkability (UEU) and Base Station Unlinkability
(BSU). Recent findings [11] indicate that even with
obfuscated long-term identifiers, active attackers may
exploit certain vulnerabilities, such as failure messages,
to correlate user sessions within the 5G AKA protocol.
In response, previous work [4], [54] has proposed AKA
protocols with the UEU property. As Thick MVNOs
are also required to protect base station identities, we
define BSU to capture the resilience against active
attackers specifically targeting this dimension.

UE Unlinkability (UEU) UEU is an extension of User
Anonymity (UA) designed to address likability attacks.
[31], [54] It requires that, given two user entities, UE;
and UEs, and any AKA or Handover session involving
either UE; or UE,, an active attacker cannot distinguish
which of the two entities it is interacting with. [it helps
to perverse the user footprint]

Base Station Unlinkability (BSU) Similar to UEU,
BSU is an extension of the Base Station Anonymity
(BSA), which aims to address the linkability attacks
[34] for the base station. It requires that, given two
base station entities, gNB; and gNBs, and any AKA
or Handover session involving either gNB; or gNBs,
an active attacker cannot distinguish which of the two
entities it is interacting with. Our protocol enforces
BSU during the System Registration phase of Thick
MVNOs, where the gNB and Core Network establish
mutual trust and generate a sanitizable blind signature.
Global Traceability (GT) Global Traceability (GT) in
Thick MVNOs incorporates two essential properties:




Double-Spending Traceability (DST) and Responsibil-
ity & Exculpability (R&E). GT extends traditional ac-
countability concepts in sanitizable signatures [8], [12]
to enforce rigorous traceability.

Double-Spending Traceability (DST) DST ensures that
both the Core Network and gNB maintain anonymity
for a single operation under a specific set of asymmetric
sanitizing keys. However, if a party performs multiple
operations using the same private sanitizing key, their
identity will be traced. This mechanism prevents key
abuse between the CN and gNB, enabling the MVNO
to implement effective traffic control. Notably, DST
passively reveals the identity of violators without re-
quiring them to actively provide accountability proof,
offering protection against potential gNB overbilling in
Thick MVNO environments [34].

Responsibility and Exculpability (R&E) R&E ensures
that a party cannot deny actions it has legitimately per-
formed, nor can an adversary falsely attribute actions to
an uninvolved party. This property is important as gNB
privacy introduces potential disputes between entities
over signature sources. Achieving both responsibility
and exculpability encapsulates a comprehensive form
of accountability, aligning with established sanitizable
signature accountability models [12].

One might wonder why MNOs and MVNOs
would be interested in adopting the aforementioned
changes and design goals, or why the CN (MVNO)
would be willing to relinquish the user data it cur-
rently collects. [27], [37]. The incentives are outlined
as follows: (1) A PGUS-based MVNO would likely
attract more users in a competitive market, as users
are increasingly concerned about information secu-
rity [35], [55]. (2) Regulations related to user privacy
and security are expected to become more strin-
gent [16], and the PGUS scheme can help reduce
potential financial losses from regulatory violations
(such as GDPR fines [56]). (3) The MVNO (CN)
can utilize the GT (Global Traceability) mechanism
to preemptively control the user traffic served by
the MNO (gNB), which guarantees the benefits of
the MVNO and prevents selfish MNO from over-
billing [34]. In summary, these three advantages are
expected to outweigh the benefits the MVNO might
derive from collecting or selling user information.

5. The Proposed Scheme

In this section, we present the PGUS scheme, which
comprises two key components: the Authentication and Key
Agreement (AKA) protocol PGUS-AKA §5.2 and the Han-
dover Protocol PGUS-HO §5.3. The cryptographic primi-
tives Non-Interactive Zero-Knowledge Proof ZK, Commit-
ment Com, Public Key Encryption PKE are introduced in
supplementary material [57].

5.1. System Setup

In the setup phase, essential parameters and crypto-
graphic keys are generated to ensure the security and in-
tegrity of subsequent processes. The MVNO company is
responsible for managing user registration and collaboration
with the MNO. During this phase, it generates the com-
mon reference string crs, trapdoor td, commitment key ck,
and the user’s pseudo-identifier pid. Additionally, it creates
the digital signature key pairs (spk,, ssk,) and securely
distributes these values to the User Equipments. Following
this, it computes the hash of the pid H,;q and stores it in
a list List, for future reference. Meanwhile, It generates
the SBS signing key pair (pksig, sksig) <— SBS.KGengjz and
the digital signature key pairs (spkcn,sskon), which it
securely transmits to the CN for establishing trusted commu-
nications. The MNO entity is responsible for setting up the
gNB. During this process, it generates the common reference
string crs’, trapdoor td’, commitment key ck’, and the gNB’s
pseudo-identifier gid. It also creates the sanitizing key pairs
(pksan, Sksan) < SBS.KGeng,, and digital signature key
pairs (spkg, ssky), securely distributing these values to the
gNBs. Subsequently, it computes the hash of gid Hy;q and
stores it in a list List,. The MVNO and MNO collaborate
with each other and exchange essential information, includ-
ing the parameters and public keys above. They also agree
on the number of sanitizing key pairs, and share all these
valid public sanitizing keys in ring 7. (§3.3)

5.2. System Registration and Initial Authentication
(AKA) Protocol

We divided PGUS-AKA protocol into three phases: Sys-
tem Registration, Initial Authentication, and Trace mecha-
nism. The steps are also shown in Figure 5. The System
Registration phase involves gNB and CN, at the end of Phase
1, gNB should have mutual authentication with CN, and get
a SBS signature on his certificate. In Phase 2, new UE joins
the execution and CN generates credentials for this UE.

Phase 1: System Registration. All gNBs that connect
to the CN need to be registered and verified.

Step 1: My : dt|lcomgn | 725, 5

The initialization of the proposed system registration be-
gins with generating a unique certificate for the gNB. In this
process, certificate generation leverages the concatenation of
the gNB’s identifier idynp, with a timestamp 7, thereby
embedding temporal validity into the certificate. In the
next step, let (dt,st) < SBS.Extract(ADM,CgNB,kaCiév),
where the gNB interacts with the SBS.Extract algorithm,
taking as inputs the ADM, the gNB’s certificate (Cynp),
and the CN’s signing public key pkgév . It then selects
a random value u € {0,1}" and computes a commit-
ment of their pseudo-identifier gid and a zero-knowledge
proof mzg, 5 for the Lz, ., = {(comynp, Listy) |
Jwy = (gid,r) st. comgnp = Comep (gid,u) A Hyiq €
List,}. The resulting message M is then formulated as:

Mqu: dt||comynp||TzK, - This message, containing dt,



comgnNB, and Tz 5, is subsequently sent from the gNB
to the CN as part of the registration phase.

Step 2: MQSR D Cinner

Upon CN receiving the message MfR, it begins by
parsing the message components (dt,comgnp,TzK,yz)-
The CN then performs a NIZK verification to check
the validity of the anonymous source of dt, aborting
if the zero-knowledge proof does not validate, i.e., if
ZK.V(crs, (dt,comgnp),listy, Tz, ) # 1. When the
proof is confirmed valid, the CN generates an inner signature
Tinner < SBS.Sign(skS$Y, pkd2B, dt) by signing the data
dt with its signing key skgév and the gNB’s public key
pkINEB . Finally, the CN forwards this inner signature as
Mg%l to the gNB. In this phase, CN does not get any
information about gid or Cynp.

Step 3: Derive and Verification

After the gNB receives the message MgR, containing
Oinner, the gNB initiates a derivation step to transform this
inner signature. Specifically, the gNB computes a fixed sig-
nature o f,,,<—SBS.Derive(st, 0inner) by applying the deriva-
tion function with the current state st and ;. Following
this, the gNB verifies the fixed signature to confirm its valid-
ity, aborting if SBS.Verify(Cyn B, 0 fiw, Pk, pEINE) # 1.
This verification ensures that the fixed signature has not been
tampered with.

Phase 2: UE Initial Registration. All UE that connect
to the gNB need to be registered and verified by CN.

Step 1: M4 : ¢4 " oIV D

The gNB updates the modified certificate component
as C’%VO 1 < idgnpg||T1, incorporating its identifier and
timestamp for temporal validity. Subsequently, the gNB
performs a sanitization step, deriving a modified signature
oiron  SBS.Sanit(ctis, C4ron, PKGY , skINE) using
the fixed signature oy, the modified certificate C%VO%,
CN’s signing public key pkgjgv , and the gNB’s sanitization
private key sk9 B This sanitized message, MgA, containing

an
(o, J%VOED), is then broadcast to the UE.

Step 2: MiA I MZKye,COMUuE, PK,y, 2,0

Upon receiving the broadcast message from the gNB,
the UE first verifies the gNB’s identifier id,np and times-
tamp 7. Then, it proceeds with a verification step, aborting
if SBS.Verify(C{on, 0ton: PKSY . pkINE) # 1, to en-
sure the integrity and authenticity of the modified certifi-
cate CY,55,, and the sanitized signature 5e,,. From this
step, PGUS seamlessly integrates with the AKA in skinny
MVNOs [4]. The UE generates a key pair (PK,,,SK,) +
PKE.KGen()), where X is the security parameter. It then
selects a random value r € {0,1}"™ and computes a com-
mitment of their pseudo-identifier pid and a zero-knowledge
proof wz k., for the Lz, = {(comyg, List,) | Fw, =
(pid,r) s.t. comygp = Comeg(pid,r) A Hpiq € List,}.
Finally, the user signs all the previous computations and
sends them to gNB. Finally, the UE signs the concate-
nated message Tzk,|lcomyg|PK,|m with its signing
secret key ssk,, resulting in the signature o, and sends
M4 (mzk, 5, comug, PKy, 72,09 F) to the gNB. The
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Cynp(gNB's Certificate) < idgnpl||T
Let (dt, st) « SBS.Extract(ADM, Cyyp, pkSY)
u s {0,1}"
comgnp = Comey (gid, u)
Mgk, < LKP(crs,w,, gid, listy)

MfR : dtHcmngNB ”TrZKqNB

Parse M, as (dt, comgnp, TzK,y )
abort if 1 # ZK.V(crs, (dt, comynp), listy, Tzrc,y )
Let Oinner < SBS.Sign(skGY, pkelN5, dt)

sig san

SR .
M2 : Oinner

Ofiz < SBS.Derive(st, Tinner)

abort if 1 # SBS.Verify(Cynp, 0 iz, pkGY , pkiNE

sig 1 PRian)

Update C4NT7 — idgnp|Im
oI SBS.Sanit(a i, CINE . pkCN | skoNB)

Vsig Vsan
IA . (;/9yNB _gNB
M;” : (Chiop: 2r0p)

check idynp&m
abort if 1 # SBS.Verify(C4ion, 04100, PKGY , pkINE)

(PK,,SK,) « PKE.KGen(})

r s {0,1}"

comyp = Comy(pid, )

Tzkyp < LK.P(comyg, crs, pid, list,)

oUE Sig.Sign(ssk,,,, TZKup ‘ ‘gornUEHP[(,A ‘7—2)

MfiA I MZKym oMy, PKy, Ta, oUE

check 7
abort if 1 # Sig.Verify(spky, oV7, w7k, ,||comyp||PK.,||72)
o9NB « Sig.Sign(ssky, Tzk, | lcomup||PK,||T3)

M 14k, comyg, PK,, 09VE,

5 T3

check 73
abort if 1 5 Sig.Verify(spky, 098 w71, .| |comyp||PK,||3)
abort if 1 # ZK.Verify(crs, mzk, ., comyg)
UID; <3 {0,1}"
HUTDL — Hash(UIDi)
0N < Sig.Sign(sskon, UID||14)
M{* : PKE.Enc(PK,, sV ||UID||7y)
via gNB
o“N||UID||r4 + PKE.Dec(SK,, Ms)
check 74
abort if 1 # Sig.Verify(UID||74, 0N, spkon)

NB
tr < SBS.Trace(0 iz, 0%50p: pkﬁé\’, pkINE)

When dispute: ¢r < SBS.Trace(0uispute, Tsubmit: PhGy » PRInT)

‘san

Figure 5. PGUS Authentication and Key Agreement Protocol

signature Sig here could be any commom schemes which
satisfy EUF-CMA security. (e.g. Schnorr Signature [45])
Step 3: MéA CTMZKyg,COMUE, PKU, CTgNB, T3
Upon receiving the message from the UE, the gNB
first checks the timestamp 7. It then verifies the in-



tegrity of the received message by checking if 1 =
Sig.Verify(spky, cVE w75, ||comyg||PK,||T2), aborting
if the verification fails. Once the verification is suc-
cessful, the gNB generates a new signature o9VP
Sig.Sign(ssky, Tz ||comy g||PK,||T3) using its own sign-
ing secret key ssk, and a new timestamp 73. Finally, the
gNB sends M4 : (n55, ., comyp, PK,,c9NB 73) to the
CN.

Stepd: M4 : PKE.Enc(PK,,cN||UID||ry)

Upon receiving the message from the gNB, the CN
first checks the validity of the timestamp 73. It then
verifies the signature o9"P using spky, ensuring that
1 = Sig.Verify(spky, 098 771, |lcomup||PK.||73);
the process aborts if verification fails. Following this, the
CN confirms the integrity of the zero-knowledge proof
by verifying that 1 = ZK.Verify(crs, nzx,,,comug).
Once all checks and verifications are successful, the CN
newly and randomly generates a universal identifier UID;,
which will be the user’s identifier during handover phase.
Then, the CN stores the UID; and computes its hash
Hyrp, « Hash(UID;). Subsequently, the CN creates
a signature oy < Sig.Sign(ssken,UID;||74), where
7, is a new timestamp. The CN then sends MS"
PKE.Enc(PK,,ou||UID;||T4), encrypted with the UE’s
public key PK,, to the UE via the gNB.

Step 5: UE Finalize Initial Authentication

Upon receivin MéA from the gNB, the UE first decrypts
the message Mé using its private key SK, to retrieve
o“N||UID;||ry. Tt then checks the validity of the times-
tamp 74. Following this, the UE verifies the signature oy
by ensuring that 1 = Sig.Verify(UID;||14, 0N, spkon),
using CN’s public signing key spkc . The process aborts
if the verification fails, thereby ensuring the integrity and
authenticity of the received message.

Phase 3: Trace phase in PGUS-AKA. In this phase,
the UE initiates a tracing process to establish accountability,
aimed at determining the origin of certain actions or mes-
sages. Initially, a trace identifier ¢r is generated by applying
the tracing function SBS.Trace to the fixed signature ¢,
and the modified signature J*‘I{/JIVOBD, alongside CN’s public
signing key kaC;JgV and gNB’s sanitization public key pk¢NE.
This trace allows the UE to link specific actions to their
originating entities, ensuring traceability within the system.
In the event of a dispute, the UE recalculates the trace
using the disputed signature og;spute and the submitted
signature o g, pmq¢ through SBS.Trace, combined again with
the relevant public keys pkgé\] and pkyN'B. This process pro-
vides a reliable mechanism for verifying the authenticity and
origin of potentially contentious actions, thereby reinforcing
accountability in interactions. All the fixed signatures o s,
are collected by gNB for the subsequent “double-spending
Trace” (in §5.3).

5.3. Handover Protocol

Our PGUS-Handover protocol also embeds the Trace
mechanism. The steps are also shown in Figure 6. The
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Select another public key pkS)
Update C4N5 idyn g™
(7%\83[) < SBS.Sanit(0 fiz, C’%VO]:"D, k&Y, skINB)

Vsig Vsan
HO . (;gNB _gNB
M : (C3op, 93r0p)

check id} y &’

abort if 1 # SBS.Verify(C310n, 08100, PG, pkINE)

san

(PK,, SK,) + PKE.KGen()\)

r < {0,1}"

Hyrp, = Hash(UID;)

comyg = Comy(UID;, 1)

Tzxye < LKP(comyp, crs, UID;, list,)

VP « Sig.Sign(ssky, Tzx, || comu || PK,||7.)

HO N -~ UE
My Tz, cOmup, PKy, 7y, 0

check 7,
abort if 1 # Sig.Verify(spku, 0V%, 775, ||comup|| P |7)
abort if 1 # ZK.Verify(crs, 72k, comyr)

M€ : PKE.Enc(PK,, ACK||o)

Decrypt & Check
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san

When dispute: ¢ < SBS.Trace(0gisputes Tsubmits PESGY, pkINP)

sig ) san

Figure 6. PGUS Handover Protocol

UEs do not need to execute another initial authentication,
instead, PGUS-HO provides seamless handover because of
the SBS.Sanit algorithm.

Step 1: M{"7 : (C{157, 0%10p)

Similar to the initial authentication, the gNB under-
takes the same preparation steps. The gNB selects a new
public key, denoted as pkg_flv , to prepare for the up-
coming communication. The %NB updates the modified
certificate component to CYjr, idyy 7', incorpo-
rating its identifier and a timestamp for temporal valid-
ity. The gNB generates a sanitized signature U%NOBD —
SBS.Sanit(cfix, Crop, PG, skINP) using the fixed sig-
nature o ¢;;, the modified certificate C’JQMNOBD, the CN’s sign-
ing public key, and the gNB’s sanitization private key.
The gNB sends MZ© . (CIND, o937 to the UE for
validation.

Step 2: MY© : 17k, comyp, PKy, Ty, 0

The UE checks the identifier id Nz and
timestamp 7’. It aborts if the validation fails with
SBS.Verify(C%VO%,U?VyOBD,pkgév,pkg%B) # 1. From
this step, PGUS seamlessly integrates with the AKA
in skinny MVNOs [4]. The UE generates its own key
pair (PK,,SK,)+PKE.KGen(\) based on the security
parameter A. It then selects a random value r € {0,1}"
and computes a commitment of their universal-identifier
UID, and a zero-knowledge proof mzx,, , for the Lzx, .
= {(comyg, List,) | Jw, = (UID;,r) st. comygp =
Com(UID;,r) N Hyrp, € List,}. Then UE creates a
signature o <« Sig.Sign(ssky, Tz, ||comup||PKy||T)

UE



over the combined data to ensure integrity. The UE sends
MY (myk, 5, comur, PKy, Ty, 0V F) to the gNB.

Step 3: M’ : PKE.Enc(PK,, ACK||o)

The gNB verifies the timestamp 7, in the re-
ceived message from the UE, aborting if it is not
valid. The gNB checks the signature by ensuring
1 = Sig.Verify(spky,oVE  m2x, , ||comue||[PK.||7.)
and verifies the zero-knowledge proof with 1 =
ZK.Verify(ers, mz ky, 5, cOMu ), aborting if any check fails.
Upon successful verification, the gNB sends an acknowl-
edgement ACK to the UE, encrypted with the UE’s public
key PK,.

Step 4: Decrypt & Check

The UE decrypts the received acknowledgement and
verifies its contents, ensuring the message’s integrity.

Although our proposed PGUS protocol has been
designed for Thick MVNOs, the proposed protocols
are also compatible with skinny MVNOs. Precisely,
in the case of the Thick MVNO model, the gNB is
operated by the MNO, while the CN is under the
control of the MVNO. However, if we remove this
assumption and consider a scenario where both the
gNB and CN are managed by the MNO (i.e., Skinny
MVNO), the proposed solution remains functional.
In that case, as compared to the existing security so-
lution of the skinny MVNO setting [4], our proposed
PGUS-AKA and PGUS HO will provide additional
security properties such as BSA, BSU, and GT.

Trace phase in PGUS-HOQO. Similar to the initial authen-
tication, there is also a trace phase following the handover. In
this stage, the use of a new public key enables the initiation
of an updated accountability phase, where any subsequent
actions can be traced for verifiable attribution. The UE can
use the same way as AKA Trace phase to generate the trace
identifier ¢r, and all the fixed signatures o y;, are collected
by gNB for the subsequent “double-spending Trace”.

Double-Spending Trace. When the MVNO (CN) pays
the MNO (gNB) for services provided to this MVNO’s
users, there is a risk of overbilling the number of the
users it serves, as gNB and CN are managed by two
different companies, and gNB might exaggerate the num-
ber of UEs receiving its AKA and handover services.
PGUS offers the MVNO an effective method to mitigate
potential overbilling. During the setup phase, the MVNO
and MNO have an agreement on the number of sani-
tizing key pairs and the content of public keys pkINEB.
In the settlement phase, gNB submits all generated oy,
to the MVNO, which can then perform spot checks us-
ing the SBS.Trace algorithm. If gNB has misused keys,
i.e., used the same sk?VP to generate multiple signatures
O fizy, O fizy» then SBS. Trace will reveal the corresponding
pkINB < SBS.Trace(0 fizy s O fizys Pksigs Pksan--.). Conse-
quently, the MNO cannot overstate the number of UEs it
claims to serve.

5.4. Roaming scenario

According to 3GPP Technical Specifications TS 133 501
[50] and TS 123 502 [51], our scheme can support roaming
with minor modifications. In the following, we explain it in
two key phases: registration phase and roaming phase.

Registration Phase: Before enabling roaming, two ser-
vice providers need to establish a connection and complete
system initialization. This could be initialized while signing
the cooperation contract between the two service providers.
During this phase, the Visiting Public Land Mobile Network
(VPLMN) authenticates with the Home Public Land Mobile
Network (HPLMN) using our proposed PGUS system regis-
tration protocol. During this process, the VPLMN generates
an SBS signature that roaming UEs can later verify.

Roaming Phase: When a UE moves to the VPLMN,
it will initiate the PGUS-AKA because the visiting gNB
contains the SBS-generated signature in the registration
phase, which is issued and certified by the HPLMN. This
also indicates that this country or region supports the PGUS
user. Since roaming UEs require authentication at the AUSF
of the HPLMN, the VPLMN forwards the ZKP and other
supporting data through the N32 tunnel to obtain the au-
thentication response from the HPLMN. By doing this,
our proposed PGUS can ensure secure authentication and
seamless roaming.

5.5. Integration PGUS to 5G AKA

The following outlines the integration of our proposed
PGUS protocol into the conventional 5G system [50]. Dur-
ing the NG Setup process, which manages the authen-
tication of the gNB, we embed Message MfR into the
NGSetupRequest. This design allows the CN to au-
thenticate the gNB without requiring prior knowledge of
the gNB’s specific identity, enabling a secure initial setup
phase that minimizes identity exposure and reduces potential
vulnerabilities associated with identity-based attacks. Upon
receiving the NGSetupRequest with Message MfR, the
CN performs authentication procedures and validates the
legitimacy of the gNB. Following this, the CN responds
with the NGSetupResponse containing Message MQSR,
providing the gNB with a confirmation of successful authen-
tication. This response establishes a trusted communication
channel between the CN and gNB, ensuring that subsequent
interactions are conducted within a secure framework. Upon
successful verification by the CN, the gNB obtains a cer-
tificate indicating support for the PGUS extension, thereby
enabling it to serve PGUS users.

In subsequent initial authentication (PGUS-AKA) and
handover (PGUS-HO) processes, the UE can receive infor-
mation about the gNB from M{A/ "9 embedded within the
RRCSetup message, allowing it to verify the authenticity
of the gNB. This integration provides the UE with critical
authentication data at the beginning of each connection,
ensuring that only legitimate gNBs are trusted. By incor-
porating gNB verification into the RRCSetup message,
this approach strengthens network security by establishing
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Figure 7. Integration of our PGUS AKA and HO protocols with 5G

mutual authentication early in both the initial connection
setup and during handovers, effectively protecting against
unauthorized entities and impersonation attacks. This in-
tegration enables authentication from UE to the gNB by
embedding additional authentication-related fields into the
existing RRCSetup message. Importantly, it maintains full
compatibility with existing 5G standards by leveraging the
standard-defined nonCriticalExtension field. Legacy
devices that do not support the PGUS extension can seam-
lessly proceed with the standard 5G-AKA protocol. The
overall integration design is illustrated in Figure 7.

One might ask why we integrate our PGUS exten-
sion into RRCSetup message. As defined in TS
133 501 Section 6 [50], while the standard 5G-
AKA (NAS layer protocol) provides mutual au-
thentication between the UE and CN, it fails to
verify UE to the gNB in advance. To address this
gap with minimal modifications to the standard 5G
protocol, we integrate the PGUS extension message
into the RRCSetup message. This design addressed
security risks associated with Thick MVNO de-
ployments while preserving the original structure
of the Authentication Request/Response procedures.
Specifically, in our testbed implementation, we uti-
lize the nonCriticalExtension field of the
RRCSetup message, ensuring compatibility with
conventional 5G protocol specifications (more de-
tails can be found in Section 7). After RRC is
completed, 5G-AKA can proceed, ensuring layer
separation and 3GPP compliance. This design en-
hances security without modifying NAS-AKA, mak-
ing PGUS scalable and compatible with existing 5G
standards.

6. Security Framework And Analysis

In this section, we formalize the security of our proposed
SBS and the PGUS-AKA protocol. We begin with a security
proof for SBS, followed by an analysis of PGUS-AKA under
the Universal Composability (UC) framework. Due to space
limitations, we only provide sketches here. The experiment-
based definitions of each property and full proofs of the
following theorems will be available in the supplementary
material [57].

6.1. Security of the SBS scheme

In this section, we will analyze the security properties
of the proposed SBS scheme. The introduction of Structure-
Preserving Signatures on Equivalence classes (SPSEQ),
Traceable Ring Signature (TRS) and other primitives are
postponed to Supplementary Material [57].

6.1.1. Security Properties of SBS. Here, we briefly re-
call the security properties of sanitizable signatures (SS)
proposed by Bultel et al. [13]. @Immutability: The sani-
tizer is restricted from modifying any part of the message
outside the admissible blocks. @Transparency: Sanitized
signatures are indistinguishable from original signatures.
®@lInvisibility: The set of admissible modifications remains
hidden from external observers. @Unlinkability: Sanitized
signatures cannot be traced back to their original sources.
®Accountability: The signer and sanitizer cannot falsely
attribute signatures to one another. Our proposed SBS suc-
cessfully preserves all of the above properties, while up-
grading accountability to stronger notion, responsibility and
exculpability.®Responsibility: The signer is accountable for
their generated signatures and cannot deny authorship, and
®@Exculpability: An honest party can refute false accusa-
tions of generating a signature they did not create. These
two properties do not require plaintext messages to initiate
accountability mechanisms. Instead, they take two signatures
as input to trace suspicious parties. Finally, our SBS holds
®EUF-CMA security, it is computationally infeasible for an
adversary to forge a valid signature on any new message,
even after observing signatures on chosen messages. We
provide formal definitions of all the properties in [57].

6.1.2. Security Result of SBS. Below, we provide the two
theorems as security results of SBS, and sketch the proof of
Theorem 1 and Theorem 2. For full and detailed proof, see
the supplementary material [57].

Theorem 1 (Properties of SBS). We assume that 1sgs is
in the random oracle model. If SPSEQ is EUF-CMA secure
and perfectly adapts signatures, and TRS is anonymous,
then the construction lsgs is transparent; if PKE is IND-
CCA secure, then llsgs is invisible; if equivalence class
relation R is class-hiding, SPSEQ perfectly adapt signa-
tures, and PKE is correct and IND-CCA secure, and TRS is
unforgeable, then 1lsgs is unlinkable; if TRS is tag-linkable,
then lsgs is responsible; if TRS is exculpable, then 1lsgg
is exculpable; if SPSEQ is EUF-CMA secure, then Ilsgs is
immutable.

Theorem 2 (EUF-CMA of SBS). [f Ilsgs holds all
the security properties mentioned in Theorem 1, then it is a
sanitizable signature scheme that holds EUF-CMA security.

Sketch of Proof: We establish a reduction between
the security properties of SBS and the SS construction in
[13]. The proof for each property in Theorem 1 leverages
a reduction to known security properties of the underlying
cryptographic components used in SBS (such as SPSEQ and
TRS). The proof of Theorem 2 constructs adversaries that



The Functionality of System Registration Fr.,

P4, ..., Pp, including a set of gNBs and a CN.
1) message; called by P;

2) message, called by P;

send (receipt, sid, sgid, P;, P;) to P; and Sim.
3:  Otherwise, do nothing.
3) corrupt called by S

the record to (sid, sgid, P;, Pj, My/). (k' € {1,2})

The functionality Fre4 is parameterized by a message space M, and it interacts with an ideal adversary S and parties

1:  Upon receiving (message,, sid, sgid, P;, P;, M) from P;, it proceeds as follows:
2. If a tuple (sid, sgid, - --) with the same (sid, sgid) was previously recorded, do nothing.
3:  Otherwise, record (sid, sgid, P;, P;, M1) and send (message,, sid, sgid, P;, P;) to P; and Sim.

1:  Upon receiving (message,, sid, sgid, P;, Pj,My) from P;, it proceeds as follows:
2. If a tuple (sid, sgid, - - -) with the same (sid, sgid) was previously recorded, record (sid, sgid, P;, P;,M2) and

1:  Upon receiving (corrupt, sid, sgid) from S, it proceeds as follows:
2. If there has already been an entry (sid, sgid, P;, P;, My), send My, to S. (k € {1,2})
3. If S provides some My and (receipt, sid, sgid, P;, P;) has not yet been written on P;’s output tape, change

The Functionality of Authentication F 4,5

P4, ..., Py, including multiple UEs, gNBs and a CN.
1) message, called by P;, p € {3,6}

2) message,, called by P;, ¢ € {4,5}

send (receipt, sid, suid, P;, P;) to P; and Sim.
3:  Otherwise, do nothing.
3) corrupt called by S

The functionality F 4,4, is parameterized by a message space M, and it interacts with an ideal adversary S and parties

1: Upon receiving (message,,, sid, suid, P;, Pj,M,,) from P;, p € {3,6}, it proceeds as follows:
2. If a tuple (sid, suid, ---) with the same (sid, suid) was previously recorded, do nothing.
3:  Otherwise, record (sid, suid, P;, P;,M,) and send (message,,, sid, suid, P;, P;) to P; and Sim.

1: Upon receiving (message,, sid, suid, P;, Pj, M) from P, it proceeds as follows:
2. If a tuple (sid, suid, - --) with the same (sid, suid) was previously recorded, record (sid, suid, P;, P;, M) and

1:  Upon receiving (corrupt, sid, suid) from S, it proceeds as follows:

2. If there has already been an entry (sid, suid, P;, Pj,My), send My, to S. (k € {3,4,5,6})

3. If S provides some My and (receipt, sid, suid, P;,P;) has not yet been written on P;’s output tape, change
the record to (sid, suid, P;, Pj, My/). (k' € {3,4,5,6})

Figure 8. The ideal functionality of System Registration, Fr g, and Initial Authentication (or handover), F4.th

would break exculpability and responsibility properties of
SBS if EUF-CMA were violated.

6.2. Security of the PGUS protocol

In this section, we model the security of our proposed
PGUS protocol within the Universal Composability (UC)
framework under the assumption of static corruptions. The
UC framework provides strong composability guarantees,
ensuring that our security proofs remain valid even when our
protocol is composed concurrently with an unbounded num-
ber of arbitrary protocols. To capture the desired security
properties, we construct two ideal functionalities, gy and
F Autn- We then demonstrate UC security by showing that no
static adversary can distinguish between the ideal execution
and the real-world protocol execution, which means that our
proposed PGUS-AKA and PGUS-HO are UC-secure.

6.2.1. UC Framework. We briefly introduce the UC frame-
work proposed by Canetti et al. [14]. In the ideal world,
“dummy” parties, potentially controlled by an “ideal pro-
cess adversary” (referred to as the simulator Sim), interact
directly with the ideal functionality F. In contrast, in the real
world, the parties, which may be corrupted by a real-world
adversary A, execute a protocol IT designed to emulate the
behaviour of the ideal functionality F through interactions
among the parties themselves. If for any PPT adversary
A, there exists a Sim such that no environment Z can
distinguish between the actual protocol executions in the
real world and the hypothetical executions simulated in the
ideal world, then the protocol II is UC-secure.

In UC framework, F expects each incoming message
to contain a session identifier sid. In our executions of
PGUS-AKA protocol, besides the session identifier sid, the
functionalities must take two extra unique identifiers suid



and sgid, used in Initial Authentication and handover phase
and System Registration phase respectively, to capture a
sender sends to the same receiver multiple times within a
session. We assume that the combination of them is globally
unique.

We consider a static corruption model, where the ad-
versary may choose parties to corrupt dynamically during
execution. Our framework also reflects partial corruption
assumptions. For instance, while the adversary may corrupt
certain components (e.g., the AUSF), other critical parts
(such as those generating the commitment keys ck and
CRS) are assumed to remain honest. This is consistent
with our thick MVNO architecture, where only specific CN
components handling communication and authentication are
susceptible to corruption.

6.2.2. The Ideal Functionality of PGUS protocol. In the
UC framework, the ideal functionality acts as an incor-
ruptible trusted third party, which can execute the specific
functions performed by the protocol. We present two ideal
functionalities, modeling the System Registration phase pro-
tocol as FRregy, and modeling the Initial Authentication phase
protocol as F 4, in Figure 8. We note that F 4,4 here is
the same as Fj;v o in [4], while it captures the handover
phase protocol in the meantime.

FReg and F 444, in Figure 8 are designed to guarantee
the following security properties against any static adversary
as follow: (1) Correctness: Any entity possessing internal
data that satisfies the relations will successfully establish
mutual authentication unless the adversary stops the process.
(2) Unforgeability: Any entity that does not possess the
internal data satisfying the relations cannot successfully
establish mutual authentication. This prevents MitM attacks
or Impersonation attacks. (3) Anonymity: Achieving UA
against other entities and achieving BSA against CN. (4) Un-
linkability: Under the anonymity guarantees, an adversary
cannot link multiple protocol sessions to the same entity.

6.2.3. Security Result of PGUS in UC Framework. We
present the theorems demonstrating that our PGUS-AKA
and PGUS-HO UC-securely realize the functionalities Fregq
and FAqth-

Theorem 3. (UC realization of Fgrey) The System Reg-
istration phase of PGUS-AKA Protocol in Fig.1 UC-realizes
FReg in the hybrid model.

Theorem 4. (UC realization of F ay,) The Initial Au-
thentication phase of PGUS-AKA Protocol in Fig.1 and the
handover phase of PGUS-HO protocol in Fig.2 UC-realizes
FAuth in the hybrid model.

Theorem 4 follows directly from [4]; the only difference
is that we replace the Sanit and Verify of SS with our
proposed SBS. Since SBS covers all the functionalities and
security properties of SS, and SBS also holds EUF-CMA
security (See Theorem 2), this replacement does not change
the validity of the UC security proof of [4]. The full formal
proof of Theorem 3 is in supplementary material [57]. We
sketch the proof of Theorem 3 as follows:

Phone Testbed
: (Honor X60 Pro)

Figure 9. Testbed Setup

Sketch of Proof: In our proof, adversary A interacts
with real parties P;, while the simulator Sim interfaces be-
tween A and the ideal functionality Fr.4. A sequence of hy-
brid games (Gy, G1, G2, G3) establishes indistinguishability
between real and ideal worlds. In G, This game models
the protocol’s execution in the real world, the environment
Z controls the A and see the interactions between each
party P;, while observing adversary A’s attempts to disrupt
the protocol. In G1, A controls the gNB, the Sim verifies
the commitment-binding zero-knowledge proofs sent by the
gNB and generates an internal signature ¢, using the
SBS. In G4, A controls the CN, the Sim generates a commit-
ment and simulates zero-knowledge proofs without knowing
the gNB’s pseudo-identifier gid. The final game G3 is the
ideal world in the CRS model, the Sim forwards messages
to realize the protocol’s functions, making G3’s execution
indistinguishable from the ideal world model using Frcg.

7. Implementation and Evaluation

In this section, we first present the detailed setup of
our testbed, which includes both an OpenAirInterface based
simulation environment and a real-world evaluation using
a commercial Android smartphone. We then describe the
implementation of our proposed sanitizable blind signature
SBS primitive and compare it with the conventional sanitiz-
able signature scheme (SS). Following that, we present the
results of our end-to-end latency and handover experiments
conducted within the OpenAirInterface testbed. Finally, we
demonstrate how our approach is evaluated on a commercial
smartphone and the performance in the real-world phone
environments.

7.1. Testbed Setup

In order to implement the PoC of the proposed system
and also demonstrate its practicality here, we build a realistic
testbed to test and evaluate our proposed protocol. Figure
9 shows the details of our testbed. To build the environ-
ment, we use a PC with an i9-13900k CPU to perform
the experiment. we also use two USRP B210 software-
defined radios (SDRs) connected to the PC running on
an Ubuntu 24.04 desktop OS. To better simulate the 5G
environment, we use a popular open-source 5G technique



stack called OpenAirlnterface [36]. We simulate the UE,
base station (gNB) and the core network. To integrate our
proposed protocol into the standard 5G protocol, we modify
the code of the core network and the gNB stack based on the
OpenAirInterface. As shown in Figure 9, one of the USRP
B210 acts as the UE and another USRP B210 acts as the 5G
base station. To comprehensively evaluate the effectiveness
of our proposed scheme, we implement and test the code
of our proposed sanitizable blind signature SBS. In order to
demonstrate the real-world effectiveness of our approach,
we further include a commercial Android smartphone as
part of our experimental setup. Specifically, we use a Honor
X60 Pro running MagicOS 9 (Android 15), equipped with a
Snapdragon 6 Gen 1 processor (4xA78 @ 2.2GHz + 4xAS55
@ 1.8GHz), 12GB of RAM. Since direct modification of
the baseband processor is highly restricted, we choose to
use the Cortex-A78 [6] cores on the application processor
to approximate the performance characteristics of a typical
baseband environment. The Cortex-A78 is not the latest
generation processor; it operates at a moderate frequency
and does not leverage dedicated cryptographic accelerators,
making it a suitable processor for evaluating our scheme
under realistic, resource-constrained conditions.

| Conventional 5G | Proposed PGUS | Difference
End-To-End Cost | 34.2ms | 38.2ms | 4ms

Handover Cost | 1.4ms \ 3.2ms | 1.8ms

Operation | KGen | Extract | Sign | Derive | Sanit | Verify | Trace

SS (ms) | 150312 | | 3470 | - | 8510 | 8714 |
SBS (ms) | 162951 | 2371 | 1474 | 0053 | 23123 | 8903 | 1.027
Diff (ms) | +12.693 | +2371 | -1.997 | +0.053 | +14.613 | +0.189 | +1.027

TABLE 3. EVALUATING END-TO-END AND HANDOVER COSTS IN 5G
AND PGUS ON TESTBED SETUP AND TIME COMPARISON BETWEEN
SANITIZABLE SIGNATURES (SS) AND OUR PROPOSED SBS.

7.2. End-to-End Cost with Crypto Evaluation

In this section, we provide a detailed evaluation
of the end-to-end cost of our proposed scheme. Ac-
cording to 5G standards such as TS 38.413 [1], the
gNB must register with the core network through the
NGSetupRequest message, and the core network re-
sponds with the NGSetupResponse message. In our
design, we integrate our messages MlsR and M§R into
the NGSetup messages. Since this procedure takes place
before the gNB broadcasts the system information (SI)
message, it does not affect the initial authentication process
or any other real-time communication phases. To further
streamline the process, we embed the certificate of the
gNB and its associated signature into the RRCSetup mes-
sage, as it can handle larger message sizes and is the last
downlink message before the NAS-AKA protocol begins,
making it an ideal point to introduce authentication of the
gNB. Figure 7 illustrates how we incorporated our mes-
sages into the existing structure. Given that the NGSetup
messages do not interfere with real-time communication,

we measure the end-to-end time between the UE receiv-
ing the SystemInformationBlockTypel (SIB1) mes-
sage and sending the RRCSetupComplete message. As
demonstrated in Table 3, our scheme incurs minimal over-
head when compared to the conventional 5G protocol. It
shows that the end-to-end time for our scheme is 38.2ms,
while the conventional 5G protocol requires 34.2ms. This
results in a marginal increase of 4 milliseconds, which is
negligible considering the significant security enhancements
and compatibility with Thick MVNOs provided by our
scheme. Besides, Table 3 also provides a breakdown of
the time required for each cryptographic operation. Our
SBS scheme incurs an additional 12.693ms in the KGen
operation and 14.613ms in the Sanit operation compared
to traditional sanitizable signature schemes [13]. This is
because our SBS invokes TRS twice during key generation,
and it uses PKE to encrypt the index ADM in the saniti-
zation. However, these overheads provide PGUS-AKA with
Global Traceability (GT), Base Station Anonymity (BSA),
and Global Unlinkability (GU), which are important security
requirements for Thick MVNOs. These results highlight
the low computational overhead of our scheme across all
operations, making it highly suitable for integration into
real-time 5G communication systems.

7.3. Handover Cost Evaluation

Here, we provide the details of our handover exper-
iments. In this experiment, we aim to evaluate the per-
formance difference between the conventional 5G proto-
col and the proposed PGUS scheme. To achieve this,
we focus on the F1 handover procedure, as it is sup-
ported by the OpenAirlnterface platform. We trigger the
F1 handover by forcing the Distributed Unit (DU) gNB
to send the RRCReconfiguration message. We em-
bed the gNB’s certificate and its associated signature into
the RRCReconfiguration message, allowing the UE
to verify the authenticity of the gNB during the handover
process. We measure the time taken by the UE to process
the RRCReconfiguration message, starting from the
moment it is received. As shown in Table 3, our proposed
PGUS scheme introduces a processing delay of 3.2ms, com-
pared to 1.4ms in the conventional 5G protocol. This 1.8ms
increase is a reasonable trade-off given the significantly
enhanced security guarantees provided by PGUS.

Operation | KGen | Extract | Sign | Derive | Sanit | Verify | Trace
SS (ms) | 650.037 | | 7310 | | 26899 | 25653 |

SBS (ms) | 673902 | 6010 | 7336 | 0001 | 97.570 | 25661 | 7.579
DIff (ms) | +23.865 | +6.010 | +0.026 | +0.001 | +70.671 | +0.008 | +7.579

TABLE 4. TIME DIFFERENCE OF EACH OPERATION BETWEEN
SANITIZABLE SIGNATURES (SS) AND OUR PROPOSED SBS ON
COMMERCIAL PHONE.

7.4. Android Phone based Evaluation

In this section, we present our experiments conducted
on a real-world device using an Android phone testbed. Due



to the restricted access to the baseband processor imposed
by modern chipset vendors [40] [41], we follow a similar
approach as prior state-of-the-art works [54] [58] [4] to
perform our evaluation on the application processor of a
commercial smartphone. Section 7.1 details the specifica-
tions of the phone, which is equipped with a Snapdragon
6 Gen 1 processor and runs MagicOS 9 (Android 15). To
effectively evaluate the performance of our implementation,
we use Termux [20] to set up a Linux environment on top
of the phone’s operating system. All supporting libraries are
configured and compiled natively for the Cortex processor
architecture. We compiled essential cryptographic libraries,
such as RELIC [5] and PBC [39], on the phone to ensure
compatibility and enable full functionality of our code.
The implementation runs entirely within this environment
without relying on external computation resources. Each
experiment is repeated 200 times to obtain stable and sta-
tistically meaningful results. We report the average runtime
and the final outcomes are summarized in Table 4.

8. Conclusion

In this article, we presented a novel cryptographic prim-
itive SBS, which enables a sanitizable signature without
revealing the plaintext message to the signer. Then, we
introduced PGUS, which is composed of AKA and HO
protocols for Thick MVNOs, where the security of these
protocols is based on SBS. The proposed PGUS can also
extended to the roaming scenarios. We provided formal
proofs and implementation in a 5G environment and a
real-world device. Our work is the first step towards a
comprehensive privacy-preserving communication scheme
in Thick MVNOs. In future, we will consider a broader
range of threat models and extend the application of SBS to
other scenarios that require privacy preservation and flexible
information modification.
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Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

Summary

The paper proposes a sanitizable blind signature scheme
designed to protect messages with sensitive information.
Then, this scheme is used in designing a privacy-preserving
authenticated key agreement and a handover procedure for
5G.

Scientific Contributions

e Provides a Valuable Step Forward in an Established
Field.
o Addresses a Long-Known Issue.

Reasons for Acceptance

1) The paper proposes a novel blind signature scheme
to protect messages with sensitive information in
high-security-demand environments. Furthermore, a se-
cure privacy-preserving authenticated key-agreement
scheme and a seamless handover protocol are proposed.

2) The schemes are designed to fill the security and pri-
vacy gap under Thick MVNO 5G settings.

3) The paper provides formal security modeling and anal-
ysis of the proposed protocols in the Universal Com-
posability (UC) framework and includes formal proof
of all the security properties of the proposed signature
schemes.

Noteworthy Concerns

1) The paper provides modifications and schemes to han-
dle roaming, but they are not evaluated in implemen-
tations.
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