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Abstract—Centralized controllers are popularly used in Mi-
crogrid as it ensures its economic and stable operation. The
measurements taken for such a controller are prone to false
data injection (FDI) attacks which may result in destabilizing the
microgrid. This paper presents a technique that uses transient
information for detecting the FDI attacks in a microgrid. The
detection technique works on the principle that any legitimate
change in the system will be accompanied by a transient that can
be observed by the measurement system. The transient solution
is obtained using a backward forward sweep technique which
is developed in this paper. This technique is much efficient
than the Electromagnetic Transient Program (EMTP) as it
solves the dynamic equations by exploiting the radial feature
of the microgrid network. The solution is compared against
the measured values such that in the event of an FDI attack,
transients may not be present and hence it will have high
deviations. The proposed technique is evaluated on a microgrid
under the FDI attack and the results are presented.

Index Terms—Microgrid, False Data Injection Attack, Smart
Grid, SCADA, Transients, EMTP

I. INTRODUCTION

One of the motivations for having a microgrid in any
establishment is to have a secure uninterrupted power supply
[1]. This is due to the characteristic of the micro grid that
it can maintain the power supply in both grid connected and
islanded mode. Microgrids are often powered by a multiple of
Distributed Energy Resources (DER) instead of a single source
in order to be self sufficient in islanded mode. Centralized
control for such DERs are usually adopted for islanded micro
grids as the network structure remains unchanged [2]. The
function of central microgrid controller is to provide control
signals to DERs such that its operation is economical and
reliable. For decision making process, the central controller
utilizes the measurement values taken across various points
of the microgrid and transported through the communication
network. Due to the closeness between the generation and
load, any slight imbalance in the power flow may lead to
extreme frequency fluctuations. Hence any cyber attack on the
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microgrid controller can lead to a immediate collapse of the
stability of the system.

There has been tremendous interest in the recent years in
the study of FDI attacks specifically on transmission side of
power system. Stealthy FDI attacks was first introduced in
[3] where it is shown that the output of the state estimator
can be manipulated using the information of the transmission
network. In this work, it has been shown that, the traditional
bad data detection techniques can be bypassed when the attack
vector is the linear combination of the gain matrix. The studies
on stealthy FDI attacks can be categorized as: analyzing the
effects on power grid, detection techniques for FDI attacks
and reinforcement of the security of the grid. The studies that
has been done for transmission system may not be directly
applicable to distribution system especially microgrids because
of its special features such as:

1) Network topology is mostly radial in nature
2) The feeders have high R/X ratio

3) The phase angle of voltages are small

4) Closely tied generations and loads

Similar to transmission system, microgrids are also vul-
nerable to stealthy FDI attacks where the operation of the
central controller is usually the targeted. The vulnerabilities
and potential threats in a microgrid are listed in [4]. The access
points for cyber attacks on smart grid can happen at the DER
terminals or at the communication channel or the microgrid
grid controller itself [5]. It has been shown in [6] that the
delay in measurements over the communication channel can
have a significant effect on the microgrid operation. Zhang et
al. [7] has demonstrated that FDI attacks has the ability to
disrupt the partition process to form islanded microgrids. In
[8], recursive systematic convolutional code based technique
was proposed to add redundancy which act as a defense against
FDI attacks in microgrid. Chlela et al. [9] had demonstrated
the effects of FDI attacks on the active power flow and
frequency of the microgrid. A FDI attack detection scheme
was proposed in [10] for DC microgrid by identifying the
changes in the selected candidate invariants. In [11], a trust
based control protocol has been designed in order to protect the
communication links of the microgrid controllers against data



manipulation attacks. A FDI attack model has been developed
in [12] considering on the AMI infrastructure in a microgrid
environment. A detailed study on the effect of FDI attacks in
inverter based microgrid has been conducted in [13]. In this
study, it is considered that the nodal information are exchanged
with its adjacent nodes and even under this consideration, FDI
attack can able to have a tremendous impact on voltage and
frequency.

This paper focuses on developing computation algorithm
which computes the microgrid transients and later compared
against the measurements to identify the presence of FDI
attacks. In this algorithm, the governing equations of the
various elements of microgrid is simplified using the trape-
zoidal rule of integration. These algebraic equations are solved
using a backward forward sweep technique that exploits the
radial nature of the microgrid. Since FDI attacks target the
steady state values of the measurements, the dynamics in those
measurements are absent. Hence by the difference between
the calculated values using the proposed algorithm and the
measured values will be high during the transient period and
the presence of attack can be detected.

The remainder of this paper is as follows: the second section
gives a background of false data injection attacks. which is
followed by the detailed description of the proposed method.
After that, the results obtained using the proposed method in
5-bus system has been presented. Finally we conclude this
paper with the future direction of this work.

II. CONVENTIONAL EMTP MODELS

. Electomagnetic transient program (EMTP) simulates the
transient phenomenon of the electrical network with discrete
time steps rather than continuously. This technique was ini-
tially proposed [14] and it later popularly used in a variety of
transient simulators for power system networks. EMTP utilizes
the trapezoidal rule of integration to solve the differential
equations which govern the electrical network. The elements in
a microgrid, such as the feeders, DERs, transformers and load
can be modeled as interconnections of resistances, inductances
and capacitances. This section specifically focus on the EMTP
models for these linear lumped elements which are used in the
proposed FDI attack detection scheme for microgrids. For each
of the EMTP model, time is considered in discrete steps with
each step of At width.

A. Resistance

Resistive elements are the part of equivalent circuit for
DERs, transformers, feeders and loads. Switching elements
such as circuit breakers are represented in form of variable
resistance which has highest value on open state and negligible
value on closed position. The EMTP model for a resistance
with value R at time step k can be given as
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Fig. 1: EMTP model of Inductance.

B. Inductance

The effect of magnetic linkages due to the current flow in
the conductors can be modeled as coupled and uncoupled
inductances. In addition to resistance, inductance are also
prevalent in the equivalent circuits of the microgrid elements.
Consider an inductor L as shown in Fig.1 with its terminal
voltages V1, and Vi, respectively and the current flow in the
inductor be I;. The governing differential equation can be
written as

Vie —Vip = — 2
L L= 2)
At time step k, using the trapezoidal rule of integration, it can
be simplified as

At
ik =ikl g 3T (VE, -V +VEL-VEY) (3

By simple algebraic manipulations, it can be written as
At

iy == (Vf, = Vf) + H " )
2L
where
At
Hy =iy + 57 (Vie = Vi) 5)

Thus the EMTP model of an inductance can be given as resis-
tance of value % parallel to current source H f_l as shown
in Fig.1. This current source H]]-f_l caries the information of
the previous time step as given in (5).

C. Capacitance
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Fig. 2: EMTP model of Capacitance.

Lumped capacitance are modeled in order to account the
effect of electric charge that trapped in the dielectrics at vari-
ous elements of the electric network. The capacitance values
may not be prominent in overhead feeders in a microgrid as
these feeders are short but it has significant presence in the
underground cable. Capacitance is also an essential component
in of various reactive power compensators which are used in



the microgrid. For the obtaining the EMTP model, consider
a capacitance C' as shown in Fig. 2. Let Vi, and V¢, be
the voltage at the capacitor terminals and Ic be the current
flowing in the capacitor. The relation between the voltage and
the current flow in a capacitor can be given as

Ve — Ve = / Ie dt ©)

By applying the trapezoidal rule of integration at time step k,
it is simplified into algebraic form as

k 1y k—1
Ve, - VE, =V + 56 Lubv iy o
By further rearrangements, it can be
At
Véa = Ve = 5516+ HE ! ®)
where
At
k— k— k—
HE Y =VE VA + +5ale ! 9)

The discrete equivalent of capacitor at time step k£ can be
given as a resistance of value 2 20 in series to a voltage source
He k=1 as shown in Fig. 2. The information of the preV10us
time steps are accounted with the voltage source H, k=1 which
is updated with (9) in every time step.

III. SOLUTION FOR EMTP IN RADIAL NETWORKS
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Fig. 3: Incorporating EMTP model in BFS algorithm

In most of the EMTP packages which is available trans-
mission systems, the discretized models of the elements in
the electric network were solved with a conventional tools
available in Linear Algebra. Such solution technique may not
be computational optimal for distribution system especially

microgrids as they have radial structure. In [15], it has been
shown that the load flow solution for a distribution network
can be obtained effectively than the conventional techniques
by exploiting its radiality. It is achieved by using a two
part algorithm, where in the first part, the backward sweep
accumulates the value of line flows and in the second part,
the forward sweep computes the steady state voltage values.
This section develops a similar strategy of backward-forward
sweep (BFS) technique in order to solve the EMTP problem
for radial system.

A. Feeder Modeling

Consider a feeder section ¢ of a radial system as shown
in Fig. 3a with V, and V} be the voltages at terminals a
and b respectively. The radial network can be formed in a
hierarchical structure, where from a root node, various leaf
nodes radiate in a layer manner as shown in Fig. 4. In this
feeder ¢, terminal a is a top level node and points towards root
node and terminal b is a bottom level node and lies towards the
downside feeders at the lower layers. At time step k, this feeder
can be transformed into a discrete form using EMTP models
as shown in Fig. 3b. In this equivalent network, Z; and H}, '
represents equivalent resistance and the current injection of all
the loads and feeders lie below feeder i. The feeder section
1 can be simplified into norton’s equivalent from terminal a
prospective, which is a thevenin’s resistance Z!" in parallel to
a current source ZF. With simple algebraic computations, the
equivalent thevenin’s resistance can be written as

2L;
Zh = R; A/ (10)
where
A
sh:@

(an

Similarly the value of current source in the norton equivalent
can be computed as

Z_shj_k _ 2L1 Hk,_l
Ik _ 7 i At Li 12
where
2C; _
Jh = JpHe ! —Hy (13)

With this simplification, it has become easy to incorporate this
model into the BFs algorithm. This values of resistance and
current are accumulated from the bottom most node to the
top level in a sequential manner which is popularly termed as
backward sweep. In the same sequence, from top to bottom
manner, the voltage at the terminal ends can be calculated from
this equivalent circuit for each feeder. These can be termed as
forward sweep as it does the computation starts from the root
node and forwards towards the end of the radial system.
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Fig. 4: Tllustration of Node Numbering scheme [15].

B. Node Numbering Scheme

For the correct sequence of computation in backward and
forward sweeps, it is important to order the terminals so that
in any feeder, the computation of top node have been already
done before proceeding to the bottom node. As the radial
structure of the network has the properties of a tree, the layered
based numbering scheme given in [15] has been adopted here.
In this scheme, the numbering starts from top level layer where
a generator terminal is treated as root node. The numbering is
made for all the feeders successively in every layer as shown
in Fig. 4.

C. Proposed Algorithm

1) Initialize all the elements in the microgrid network

2) Assign terminal numbers successively for all layers

3) Increment the value of step indicator k and continue if
stop time has not reached

4) Assign 7 to the bottom most terminal

5) Compute the equivalent circuit parameters defined in
(10) and (12) and accumulate its value to top terminal.

6) Decrement ¢ and repeat step 5 until root node is reached

7) With the value of voltage at top terminal, the voltage
at bottom terminal is calculated with the accumulated
values of Z!" and Z} at feeder i

8) Increment 7 and repeat step 7 until the last feeder is
reached

9) Repeat from step 3

D. Attack Detection Scheme

The aim of the attacker is to deceive the microgrid controller
by replacing the actual values with false measurements. Since
the microgrid controller acts upon the steady state values of
the measurements, it is assumed in this paper that the attacker
may try to manipulate those final settled values. This paper
exploits the fact that due to the presence of dynamics any state
change in the system will be accompanied by a unique set of
transients. The proposed backward-forward sweep technique
is used to calculate these transients for a given state change
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Fig. 5: 5-bus Radial Microgrid.

TABLE I: Feeder Data for 5-bus microgrid.

. Load at the
Top | Bottom | Line Parameters bottom bus
Bus Bus - <
R L Active | Reactive
(m<) (mH) Power Power
(kW) (kVAr)
0 1 96.3 12.45 - -
1 2 64.2 8.3 3.6 2.7
0 3 4494 | 581 3.6 2.7
3 4 96.3 12.45 3.6 2.7

and later compared with the actual measurements using the
following expression. The key advantage is that this BFS
technique take less computation effort and hence it can be
easily incorporated in light weight computing machines and
obtain similar results as of the commercially available EMTP
packages.

AV = ‘Vmeas - V;alal (14)

This error value AV is compared against a predetermined
threshold to detect the presence of any data manipulation
attacks. Hence for any legitimate change in system state, the
values computed by the proposed BFS technique will follow
the measurements. On other hand, as the transients are absent
in the manipulated measurements, there will be difference
between the simulated values and the obtained measurements
during this transient duration. If this deviation prolongs for
a extended duration then the presence of FDI attack can be
concluded.

IV. RESULTS

In order to test the performance of the proposed transient
based detection scheme, a 5-bus radial microgrid given in [16]
has been chosen. This test case operates in islanded mode and
has 4 loads for which the power is supplied by two generators
as shown in Fig. 5. Both of the generators have a rated capacity
of 18.8kVA and have a terminal voltage of 400V with a rated
frequency of 60 Hz. These generator ratings are considered as
base values for the per unit conversion. The feeder parameters
of this 5-bus radial microgrid is tabulated in Table L.
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Fig. 6: Voltage magnitude measurement at Bus 4.
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Fig. 7: Error in no attack and attack conditions.

The backward forward sweep technique for computing the
electromagnetic transients has been implemented on MATAB.
To obtain the measurement values, this 5-bus microgrid has
be implemented in Opal-RT HYPERSIM and simulated for a
period of 1 second. Bus 4 is chosen as the target bus where
No-attack and attack scenarios have been considered in this
implementation in HYPERSIM. The simulated values voltage
magnitude at bus 4 using the proposed BFS technique and the
measured values under no-attack and attack scenarios have
been plotted in Fig. 6. In the no-attack scenario, the active
and reactive power at bus 4 got doubled at the instant of 0.6
seconds. Due to the system dynamics, it takes a considerable
period of 0.3 seconds for the voltage at bus 4 to transient
from its initial value of 0.9 pu to reach the steady state value
to 0.84 pu. It can be easily noticed in Fig. 6 that the proposed
BFS technique provides similar results of a commercial EMTP
package with less computation effort.

For the attack scenario, the aim of the attacker is to disrupt
the function of the microgrid controller by falsely injecting
the effect of increase in active and reactive power at bus 4 to
double of its current value. In order to achieve this objective,
the attacker executes a playback attack where the false steady
state information has been injected at the time instant of 0.6
seconds. Replay attacks follow such attack strategy where the
past values of measurements are injected such that those values
may satisfy the governing equations of the microgrid under
steady state condition. It is difficult for the attacker to forge
a replay attack that follow the transient nature of a legitimate
load change. This is because the initial conditions and the
value of change in load varies time to time.

Fig. 7 shows the error between the measured values and
the simulated values using the proposed BFS scheme in both
no-attack and attack scenario. As both the simulated values
and measured values are similar in no-attack scenario, the
maximum error is around 0.0075 pu which is about less
than 1%. With the detection threshold of 0.015 pu, in attack
scenario, the maximum error jumps to a value around 0.06 pu
and it violates the threshold only during the transient period.
The threshold violation happens for a time duration of about
0.05 seconds which is more than twice the value of time
period of the power supply (16.66 ms). Hence at least two
threshold violations can be detected in attack scenario when
the measurement devices operate at a supply frequency.

V. CONCLUSION AND FUTURE WORK

This paper presents a detection scheme for false data injec-
tion attacks against microgrid controller. This detection tech-
nique works on the principle that any change in the microgrid
will be accompanied by transients due to the system dynamics
and data manipulations can be detected using the mismatch in
transients. To evaluate the electromagnetic transients in the
radial microgrid, a backward-forward sweep based technique
has been developed in this paper. The proposed BFS technique
takes less computation power compared to the commercially
available EMTP packages as it computes only one feeder at a
given time instant. The proposed technique has been tested on
a 5-bus microgrid system which is subjected to a legitimate
load change and a false data injection attack that mimics
such load change. It has been demonstrated that the proposed
technique can able the distinguish between a legitimate load
change and a false data injection attack. This work will be
extended in the future by considering the detailed models
of distributed energy resources such as diesel generators,
battery storage system and various renewable based power
generations.
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