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Abstract—The integration of Internet of Things (IoT) tech-
nology into transportation systems holds immense potential
to transform the way we move people and goods, offer-
ing benefits such as increased efficiency, reduced emissions,
improved safety, and enhanced user experience. With the
ubiquitous and high-speed connectivity, sixth-generation (6G)
technology is envisaged to make unprecedented revolutions in
several fields and applications including IoT applications and
transportation systems. The convergence of 6G networks with
these applications will provide seamless connectivity and help
to integrate functionalities such as sensing, communication,
and computing, resulting in superior service quality. However,
the IoT network is highly vulnerable to cyber-attacks. With
the recent developments in quantum computers and quantum
algorithms, it is important to make them secure from quantum
attacks as well. In this paper, we propose a quantum-safe au-
thentication protocol using a Post-Quantum Key Encapsulation
Mechanism (PQKEM) for IoT applications in transportation
systems. The protocol is built using CRYSTALS-Kyber, a
lattice-based PQKEM, selected by the National Institute of
Standards and Technology (NIST) in round 3 of the post-
quantum standardization process. We provide a formal security
proof of the proposed authentication protocol using the Real-
Or-Random (RoR) model. We also present a performance
analysis of the proposed authentication protocol.

Index Terms—Internet of Things (IoT), key encapsulation
mechanism (KEM), post-quantum cryptography (PQC), sixth-
generation (6G).

I. INTRODUCTION

The integration of the Internet of Things (IoT) into
transportation systems can revolutionize mobility, offering
enhanced efficiency, enhanced customer experience, and sus-
tainability. IoT technology enables a range of innovative
applications in the transportation sector such as vehicle
monitoring and diagnostics, optimized route suggestions,
fleet management, energy management, autonomous driving,
and smart charging infrastructure [1], [2].

The sixth generation (6G) network offers ubiquitous con-
nectivity by integrating space, air, ground, and underwater
networks [3] and has the potential to redefine the future of
intelligent and autonomous systems through this ubiquitous
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connectivity. The IoT, which connects physical things or
objects to the Internet, is expected to have immense benefits
in terms of quality of service, scalability, and better customer
experience by converging with 6G [4].

In the IoT network, a set of IoT devices periodically
send the collected data to a server through the Internet.
The communication in the IoT network is susceptible to
different types of attacks [5], [6]. The data may be tampered
with during transmission by malicious parties [7]. There
have been many studies in the literature on the attacks
against IoT networks. Several authentication protocols to
protect them from attacks also have been proposed in the
literature. The authentication solutions based on public-key
cryptography assume that it is difficult to solve hard math-
ematical problems such as the discrete logarithm problem
and the integer factorization problem. However, with the
introduction of quantum computers and certain quantum
algorithms such as Shor’s algorithm [8], these problems can
be solved efficiently. Hence, it is essential to develop an
authentication protocol that is quantum-safe. As part of the
Post-Quantum Cryptography (PQC) standardization process,
the National Institute of Standards and Technology (NIST)
ran three rounds of evaluation, and selected CRYSTALS-
Kyber [9] as a quantum-safe Key Encapsulation Mechanism
(KEM) in 2022. Its security relies on the hardness of solving
the learning-with-errors (LWE) problem over module lattices
[10]. Kyber has reasonable key length and computation
costs [11]. We propose an authentication protocol based
on CRYSTALS-Kyber for IoT applications in transportation
systems.

A. Related Work

We now present the related work on IoT, 6G, and trans-
portation systems. Future IoT networks will benefit greatly
from 6G [12]. A model of the IoT with 6G was presented
in [13]. According to the authors, 6G will have three key
aspects: mobile ultra-broadband, super IoT, and artificial
intelligence. A review of machine learning algorithms that



can be used with IoT on 6G was presented in [14]. In the IoT
network, the IoT devices must collect and send large amounts
of data to train machine-learning models, and adversaries
may modify data during transmission [7]. To solve this issue,
a federated learning model for secure communication over
the IoT was proposed in [7]. Banerjee et al. proposed a
user-authenticated session key exchange scheme based on
symmetric encryption/decryption technique for generic IoT
deployment in [15]. Zhang et al. proposed an authentication
scheme based on blockchain for IoT-enabled maritime trans-
portation systems in [16]. An authentication protocol for 6G-
IoT aided maritime transport system was proposed in [17].
Srinivas et al. proposed a mutual authentication protocol for
IoT-based intelligent transportation systems based on elliptic-
curve cryptography in [18]. Though the protocols in [15]—
[18] addressed some of the security issues in IoT-based
transportation systems, none of them are quantum-safe.

B. Motivation and Contributions

Combining 6G and IoT with transportation systems has
the potential to transform services and user experience. To
realize this potential, it is important to secure communication
in IoT networks. Also, the solution should be quantum-
secure to protect the communication from future attacks by
an adversary equipped with robust quantum computers. Mo-
tivated by these requirements, this paper makes the following
contributions:

e A quantum-safe authentication protocol for IoT

applications in 6G-enabled transportation systems:
We propose a quantum-safe authentication protocol to
ensure secure data transmission in IoT applications in
6G-enabled transportation systems.

« Protection against several attacks: The proposed pro-
tocol provides protection against several conventional
attacks. The protocol is built on the concept of post-
quantum KEM to establish a session key so that it is
secure against quantum attacks as well.

o Security analysis: We provide a formal security proof
using the Real-Or-Random (RoR) model [19] and infor-
mal security analysis to demonstrate that the proposed
protocol provides robust security features.

o Performance analysis: We provide a performance anal-
ysis of the proposed protocol to show that it is computa-
tionally efficient. We use the C/C++-based Multipreci-
sion Integer and Rational Arithmetic Cryptographic Li-
brary (MIRACL) [20] for the calculation of computation
cost.

II. PRELIMINARIES

In this section, we discuss the main building block of
the proposed authentication protocol, the key encapsulation
mechanism.

A. Key Encapsulation Mechanism

The key encapsulation mechanism enables secure key
exchange between two parties. The KEM involves three
functions [9]:

Key Generation: This algorithm generates a public key
and a private key pair. We denote the key generation func-
tion as KeyGen(). Key generation can be expressed as
(pug, pri) < KeyGen().

Encapsulation: The encapsulation algorithm
Encapsulate() encapsulates a shared secret key k& in
a ciphertext c using puy. Encapsulation can be expressed as
(¢, k) + Encapsulate(puy).

Decapsulation: The inputs for the algorithm
Decapsulate() are prp and c¢. The output is the
shared secret key k. Decapsulation can be expressed
as k < Decapsulate(pry, c).

In the proposed protocol, we use the CRYSTALS-Kyber
KEM, which is secure against quantum attacks, and has been
selected by NIST for post-quantum cryptography standard-
ization.

III. SYSTEM AND ADVERSARY MODELS

A. System Model

The system model is depicted in Figure 1. Applications
such as smart healthcare, smart grid, smart homes, and
autonomous vehicles are connected to their respective cloud
servers through the 6G communication network. The vehicles
are installed with IoT devices {N7,N2,...N,,} which send
the collected data to the cloud server (CS) through the
Internet. The CS has sufficient resources to do computation.
We also consider a trusted authority (7)) which is in charge
of registering devices.

B. Adversary Model

The IoT devices send the collected data periodically to the
cloud server through the insecure channel, the Internet. We
consider an adversary who can control the communication
channels between the IoT devices and the cloud server. The
adversary may listen to the exchanged messages or modify
them. The adversary may also perform a replay attack by
capturing the exchanged messages and replaying them later.
Further, with quantum-computing capabilities, the adversary
can break the security of certain classical systems by using
quantum algorithms.

IV. PROPOSED AUTHENTICATION PROTOCOL

We now present the quantum-safe authentication protocol.
The proposed protocol consists of setup, registration, and
authentication phases.

A. Setup Phase

Step 1: The cloud server CS generates its private key
pres and public key pucs using the KeyGen() function
mentioned in Section II-A.
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Fig. 1. System model.

B. Registration Phase

In this phase, the 10T devices {N7, N>, ..N,, } and the CS
register with the 7.

Step 1: The CS composes a message with a registration
request and pucs as R1 = {Regreq, Pucs }. Then, CS sends
R, to the T through a secure channel.

Step 2: The 7 registers the CS.

Step 3: The IoT device N; with an identity IDy;
composes a message with a registration request as Ry =
{RegRreq, IDyi}. Then, NV; sends Rs to the 7.

Step 4: The 7 registers N; and assigns it to the CS. The
T generates a key s; for \; and composes a message Rz =
{CS, pucs, s;}- Then, the T sends R3 to NV; through a secure
channel. N stores pucs and s;. The T also composes a
message Ry = {IDyy, s;} and sends Ry to the CS. The CS
stores I Dp; and s;.

C. Authentication Phase

Each time before sending the data to the CS, N; and the
CS authenticate each other and establish a session key. The
steps involved in the j** round of the authentication phase
are given below:

Step 1: N; generates a random number r;. Then, N;
encapsulates a key k; in a ciphertext c; using pucs as
mentioned in Section II-A. It also generates a random
value ski, which will be used to compute the session key,
and encrypts it with k; to get ski = FEnc(ski)r,;. The
Advanced Encryption Standard (AES) symmetric encryption
is used here to encrypt sk;. Subsequently, N; computes the
authentication parameter Vi = h(r; || k; || sk1 || s;). Finally,

TABLE I
AUTHENTICATION PHASE

IoT Device
Generate: 7
(¢j, kj) < Encapsulate(pucs)
Generate: sk1
ski = Enc(ski)g;
Vi=h(rj || kj |l sk || s:)
A1 = {IDN,L',Cj,’I‘j,Vl,SkT}

Cloud Server

Ay

—
kj < Decapsulate(c;,pres)
sk1 = Dec(ski‘)k].
Verify: Vq
Generate: s;
Va = h(s; || kj | IDn;)
SK = h(rj || s; || sk1)
Az = {Ack, Sjs Vz}

Ag

L2

Verity: Va
SK = h(rj || 55 || sk1)

N, generates a message A; = {IDy;,c;j,r;, Vi, ski} and
sends it to the CS.

Step 2: The CS decapsulates the key k; from c; us-
ing prcs as mentioned in Section II-A and decrypts skj
with k; as sk; = Dec(skj)y,. Next, the CS computes
h(r; || k; || sk1 || s;) and verifies it against the received
V1. After successful verification of V7, the CS generates a
random number s;. Then, the CS computes the authentica-
tion parameter Vo = h(s; || k; || IDw;) and the session
key SK = h(r; || s; || ski). Finally, the CS composes a
message A, with an acknowledgement Ack, s;, and V5 as
Ay = {Ack,sj,Vo} and sends it to N;.



Step 3: N; computes h(s; || k; || IDn;) and verifies it
against the received V5. After successful verification of V5,
the session key is calculated as SK = h(r; || s; || ski).
Thus, a session key is established between A; and the CS.
The steps involved in the j** round of the authentication
phase are given in Table 1.

V. SECURITY ANALYSIS

In this section, we provide a formal proof of the proposed
protocol using a random oracle model followed by an infor-
mal security analysis.

A. Formal Security Analysis

We use the RoR model [19] to analyze the security of the
proposed protocol.

Security Model: An adversary A interacts with the CS
and N; by calling the following oracle queries:

o Execute(): This query models a passive attack where .4
listens to the messages transmitted between the CS and
N;.

o Hash(m): Using this query, A calculates the hash value
of a string m.

o Send(m): This query simulates an active attack. Through
this query, A can send a message m to the CS or N;
and get a response.

o Test(): This query defines the session key’s semantic
security. A can call Test() query only once. When A
executes this query, a bit b will be flipped. If b = 1, the
actual session key is returned to A. If b = 0, A receives
a random string.

Definition 1: Let S be the event in which A correctly
guesses b in the Test() query. The advantage of .4 in breaking
the semantic security of the protocol ¢ is the probability of
correctly guessing b. It can be written as:

Adva(p) =|2.Pr[S]—1].

If Adva(¢) is negligible, ¢ is secure.

Theorem 1. Let g5, represent the number of hash queries.
Let |H| denote the length of the hash function’s output
and let AdvEFM denote A’s advantage in solving the post-
quantum key encapsulation mechanism. Then, the advantage

of Ais Adva(g) < ﬁ% + 2AdvEEM | which is negligible.

Proof: Consider the games G; for i« € {0,1,2,3}. In
a game G, let Sgi denote A’s success and Adv,,g, de-
note A’s advantage, respectively. Hence, we can write that
Advaa, = Pr(SS]. If Adva c, is negligible, the protocol
is secure.

Game Gj: G represents a real attack by A. Since A
guesses the bit b randomly in G, according to Definition 1,
the advantage of A is:

AdUA((,b) :‘ 2AdvA1GO -1 | . (1)

Game G1: In this game that models a passive attack, A
runs the Ezecute() query and listens to all the exchanged
messages. Then, A runs the Test() query. A does not have

any additional advantage by doing so. Hence, G and G; are
indistinguishable and we can write that:

Ad’l)A,Gl = AdUA,G0~ (2)

Game G5: In G, A executes Hash(m) queries and send
the hash outputs through Send() queries to find a message
digest collision. According to the birthday paradox, we can
write that:

2
ap (3)

| Addva,g, — Adva g, |< 21 H |

Game G3: The difference between G35 and the previous
games is that A uses its computing capabilities to solve
the KEM in G3. In G3, A calls the Ezecute() query to
capture all the exchanged messages. Then, A calls the
Test() query. Finally, A outputs b. In the proposed proto-
col, the session key SK is computed as SK = h(r; ||
sj || ski). To calculate SK, A must know sk;. Before
transmitting sk, to CS, N encrypts skq using k; to get
ski as ski = Enc(ski)x;. To extract sky from ski as
ski = Dec(sky)x;, A must know k;. However, k; is
encapsulated as (c;,k;) < Encapsulate(pucs) using the
post-quantum key encapsulation mechanism. The advantage
of A in breaking it is Advf¥M. Hence, even if A runs the
Ezecute() query and captures the messages A; and As, A
cannot decrypt sk} to find sk; since A does not know ;.
Hence, we can write that:

| AdUA,Gz — Ad’UA7G3 |< Ad?}fEM. 4)

If A has executed all the above games to break the security
of ¢ and has not had a successful attempt, A calls the Test()
query and guesses the bit b. Then, we can write that:

1
AdUA7G3 = 5 (5)

Combining (1) and (2), we can write the following:

1 1
§AdUA(¢) = | Adva,g, — 9 |
1
= [Advae —5 |- (©6)

Using Equations (3) to (6) and by applying the triangle
inequality, we have:

1 1
§Adv,4(¢) = |Advag, — 3 |
= | AdUA,G1 — Ad’U,aLG3 |
2
qap KEM
< A .
S o H| + Advy 7

By multiplying both sides of Equation (7) by 2, we get:

no

Adva(¢) < |qh & 2 Adv s EM | )

=



B. Informal Security Analysis

e Quantum Security: The proposed protocol lever-
ages the quantum-safe key encapsulation mechanism
CRYSTALS-Kyber. The security of traditional public
key cryptographic solutions is based on mathematical
problems that are hard to solve by classical computers.
On the contrary, the security of CRYSTALS-Kyber
arises from the difficulty of solving the LWE problem
over module lattices. As a result, the proposed protocol
offers quantum security.

o Protection from Eavesdropping and Man-In-The-
Middle (MITM) Attacks: The parameter sk; in mes-
sage Aj, which is used to compute the session key,
is encrypted with the encapsulated key k;. Hence, an
adversary cannot eavesdrop and modify it as he/she
does not know k; to decrypt it. Thus, the proposed
protocol ensures resilience against eavesdropping and
MITM Attacks.

o Message Integrity: If an adversary eavesdrops and
modifies the parameters in the message A, the verifi-
cation of the authentication parameter V; = h(r; || k; ||
sky || s;) will fail at the CS. Similarly, any modification
of the parameters in the message Ao will result in the
failure of the verification of the authentication parameter
Vo = h(Sj || kj || IDNZ‘) at -/\/; Thus, M and CS
will notice any modification in the messages and the
proposed protocol ensures the integrity of the exchanged
messages.

o Protection Against Replay Attacks: The parameters
T4, ¢j, and ski used to compose A; are generated in
every iteration of the protocol. Similarly, the parameter
s; used to compose A; is not reused. Thus, the ad-
versary cannot replay messages and there is protection
against replay attacks.

« Authentication: N, encapsulates k; using pucs to get
the ciphertext c¢; and composes A; with ¢; and other
parameters. Then, it sends A; to the CS. Only the CS
knows the private key, prcs, to decapsulate k; from c;.
Similarly, only a registered IoT device N; knows the
key s; to compute the authentication parameter V; =
h(rj || kj || ski || si). Thus, a successful iteration
of the protocol ensures that the IoT device is sending
information to a legitimate, registered server and the
server is receiving information from a legitimate IoT
device.

« Session Key Agreement: Both NV; and the CS verify the
authentication parameters to ensure that the messages
are not tampered with by an adversary during message
transmission. After that, a session key SK = h(r; ||
s; || ski1) is established between N; and the CS.

VI. PERFORMANCE ANALYSIS

In this section, first, we compare the proposed protocol
with other similar protocols in terms of security features.
Then, we analyze the computation cost of the proposed
protocol and compare it with other protocols.

A. Comparison of Security Features

The proposed protocol offers authentication, session key
agreement, protection against replay attacks, message in-
tegrity, protection from eavesdropping and MITM attacks,
and post-quantum security. The protocols in [15], [17], [18]
offer several security features for generic IoT deployment
and IoT-enabled transportation systems. However, none of
them provide post-quantum security. The proposed protocol
offers conventional security features and post-quantum se-
curity by using the post-quantum key encapsulation mecha-
nism. The key feature that sets the proposed protocol apart
from other protocols is post-quantum security.

B. Computation Cost

In this subsection, we calculate the time taken by the
protocol during the authentication phase and compare it
with that of other similar schemes. During authentication,
the IoT device executes one encapsulation, one symmetric
encryption, and three hash (including the authentication
parameter verification) operations. Since the time taken by
the concatenation operation is negligible, we do not consider
it for the computation cost calculation. The cloud server
executes one decapsulation, one symmetric decryption, and
three hash operations during one iteration of the authenti-
cation phase. The simulations are carried out on a personal
computer with Intel (R) Core (TM) i5-11320H @3.20 GHz
and 8 GB of RAM. To calculate the time required to execute
various cryptographic operations, we use MIRACL [20]. We
use AES-256 for the encryption and decryption operations.
From the simulations, the total computation cost during
authentication is 1.2726 ms.

Next, we compare the execution time of the proposed pro-
tocol with that of other protocols. We consider protocols in
[15], [17], [18] for the comparison. Let Ty, Th, Tea, Te,
Tecas Tencap/decap TEPrEsent the time taken by elliptic curve
point multiplication, hash, symmetric encryption/decryption,
fuzzy extractor, elliptic curve point addition, and encapsula-
tion/decapsulation operations, respectively. From the analy-
sis, Tepm = 0.3211 ms, T}, = 0.0144 ms, T,.q = 0.072 ms, T,
= 0401 ms, Teeq = 0.0019 ms, and Tepcap/decap = 0.5211
ms. The computation costs of protocols in [15], [17] and [18]
are summarised in Table II. We have also plotted the graph
for computation costs of various schemes in Figure 2. From
the graph, the computation cost of the proposed protocol is
reasonable.

TABLE 11
COMPUTATION COST

Scheme

Banerjee et al. [15]
Chaudhry et al. [17]
Srinivas et al. [18]
Proposed Protocol

Computation Cost (ms)
Tre +19Th + 10Tq ~ 1.3946 ms
13Ty, + TTeq =~ 0.6912 ms
Tre +3Th + 11 Tepm + 2Teca = 3.9801 ms
2Tencap decap + 2Teq + 6T ~ 1.2726 ms
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Fig. 2. Comparison of computation cost.

VII. CONCLUSION

In this paper, we proposed a quantum-safe authentication
protocol using a post-quantum key encapsulation mechanism
for IoT applications in 6G-enabled transportation systems.
The proposed protocol provides protection against several
attacks including quantum attacks. We have also provided
a performance analysis of the protocol. We compared the
proposed protocol with other protocols and the comparison
shows that the proposed protocol offers better security fea-
tures than the other protocols. The proposed protocol shows
the feasibility of using post-quantum key encapsulation
mechanisms in [oT applications in transportation systems to
make them quantum-safe.
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