
Light-Weight GPS Spoofing Detection for
Synchrophasors in Smart Grids

Xiao Wei
Electrical and Computer Engineering

National University of Singapore
Singapore

weixiao@u.nus.edu

Muhammad Naveed Aman
Computer Science

National University of Singapore
Singapore

naveed@comp.nus.edu.sg

Biplab Sikdar
Electrical and Computer Engineering

National University of Singapore
Singapore

bsikdar@nus.edu.sg

Abstract—The reliable operation of modern power grids de-
pends on the accuracy of the synchrophasors produced by phasor
measurement units (PMUs). However, PMUs rely on location and
time information obtained from global positioning systems (GPS)
which are vulnerable to spoofing attacks. This paper proposes a
light-weight threshold-based GPS spoofing detection technique
for synchrophasors. The proposed technique is based on the
statistical runs test. The experimental evaluation shows that the
proposed technique not only detects GPS spoofing attacks with
high accuracy but is also efficient in terms of detection latency
and can be used for real time applications in modern power
systems.

Index Terms—GPS spoofing detection, synchrophasors, Runs
Test, phasor measurement units, power grid

I. INTRODUCTION

A synchrophasor represents a complex phasor of an al-
ternating current (AC) power system at the nominal system
frequency synchronized to UTC (coordinated universal time)
[1]. PMUs measure highly accurate synchrophasors for voltage
and current at different buses of the electric power grid [2].
Any glitch in PMU data may lead to stability issues and
even black outs, therefore, time synchronization is critical
for the correct operation of PMUs. Thus, global positional
systems (GPS) are used to provide the reference for time
synchronization in PMUs.

The feasibility of GPS spoofing attacks was researched
in many works. The present GPS spoofing methods can
be classified into two categories, the GPS satellite position
information is spoofed by ephemerides data manipulation or
inserting a delay to shift the GPS signal time. Jiang et al.
presented a problem formulation and simulation results to
confirm the feasibility of GPS ephemerides spoofing in [3].
However, this method is not feasible in the physical real-
life environments because it is not efficient enough and the
spoofing attack in this way is restricted to statistic locations.
Moreover, the GPS satellite information is designed to exist
both in the almanacs and ephemerides, which make the long-
distance position spoofing only through fake ephemerides is
impossible. In contrast, the spoofing attacks by inserting de-
lays, also known as the replay attack, are easier to implement.
GPS spoofing by time-shifting is theoretically introduced by
Tippenhauer et al. in [4]. In [5], a software defined radio
(SDR) receiver platform is introduced by Humphreys et al., the

platform is designed for GPS spoofing via inserting delays. In
[5], a change in the victim receiver’s tracking point can be
successfully observed by gradually manipulating the signal
delay and signal power. Recently, the simplest method for
GPS spoofing is presented by Lin et al. [6] and Wang et
al. [7]. In their works, the authentic ephemerides data and
the intended spoofing location or time are fed into an open
source code, GPS-SDR-SIM, to generate the fake GPS signal.
Then the fake GPS signal is transmitted via a low-cost SDR
device, such as BladeRF, HackRF or USRP. The use of
GPS-SDR-SIM software and SDR devices gives attackers the
convenience of carrying out low cost GPS spoofing attacks.
Thereby increasing the probability of GPS receivers being
attacked.

In view of the importance of GPS data and the harmful
effects of GPS spoofing attacks, GPS spoofing detection is
of utmost importance. The existing detection methods can
be categorized into three types: external assistance, signal
statistics, and cryptographic authentication. Many sensors
or systems can be used as external assistance to provide
additional information, such as jamming and noise sensors
[8], inertial measurement unit (IMU) [9], cellular networks,
and Internet or high-stability clocks [10]. The limitation of
these methods is that the external helpers require additional
hardware or the ability to access other systems. Conversely,
the detection methods can only rely on the features inherent in
the GPS signal. Typical examples are using the angle-of-arrival
[11] [12] [13], signal quality [14] or signal power [15] [16]
as detection statistic. Cryptographic authentication methods
can be classified into two categories. The first is based on
inserting some special information to the current GPS signal
for verification at the GPS receiver such as the public key
infrastructure (PKI) [17], signal authentication sequence (SAS)
[18] or navigation message authentication (NMA) [19] [20].
The second category relies on the unpredictable cryptographic
information carried by the GPS signal, such as the correlation
distortion [21] [22] or the encrypted military P(Y) code
authentication [23] [24]. These authentication methods have
the advantage of higher confidence and robustness. Moreover,
they do not require additional hardware or any changes to the
current scheme. However, the authentication process increases
the complexity of GPS signal processing and increases the



latency.
However, the studies on GPS spoofing mainly focus on

GPS location spoofing, there are few works on the GPS time
spoofing attacks. Only simulations are exhibited by Jiang et
al [3] to show the feasibility of GPS time spoofing. [25]
demonstrated a GPS spoofing attack to maximize the clock
offset while maintaining a minimal location error. In [26],
professional equipment, including RF front-end and back-end,
DSP broad, and a single board computer are employed to
introduce an experiment on GPS time spoofing attack. Besides
these demonstrations, the existing detection methods all rely
on external assistance, such as the reference synchronized
clock or additional hardware support. Garofalo et al. [27]
verified compromised GPS signals by using Network Time
Protocol (NTP) as an alternative time reference. Zhang et al.
[28] proposed a method of detecting clock synchronization
attacks by monitoring the standard deviation of the differences
in the signal-to-noise ratio from two GPS receiving antennas.
A generalized likelihood ratio test of the time errors among
different PMUs was introduced in [29]. [30] employed dis-
tributed multiple directional antennas with a common clock to
detect spoofing. Signal correlation and power spectral density
at multiple receivers are used in [22]. These techniques rely on
multiple receivers or antennas which leads to higher complex-
ity and may not be feasible for time-sensitive synchrophasors.
To solve these issues, this paper proposes a light weight
threshold based mechanism to detect GPS spoofing attacks
in synchrophasors. The proposed technique is based on a
statistical test called the Runs test.

The rest of the paper is organized as follows: Section II
describes the system model and the proposed technique is
presented in Section III. Simulation results are discussed in
Section IV and the paper conclusions are given in Section V.

II. SYSTEM MODEL

Let us consider the system model shown in Figure 1. In
this model we have GPS satellites sending authentic signals
to a PMU. However, an attacker eavesdrops on the signals.
The attacker generates fake signals based on the eavesdropped
signals and the position of PMU, then broadcasts them to the
PMU. The signal received by PMU at GPS civil frequency is
a mixture of authentic GPS signals and fake signals.

III. PROPOSED TECHNIQUE

Let us denote the authentic signal sent by the GPS satellite
by x(t), and the signal received by the PMU as y(t). In the
absence of any adversary [31]:

y(t) = H ∗ x(t) + η, (1)

where H represents the wireless channel coefficients, and
η is the additive white Gaussian noise (AWGN) [32]. The
adversary can also receive y(t) and produce a spoofed signal
as follows:

y′(t) = H ∗ x′(t) + η, (2)

where x′(t) is the tampered GPS signal. Using a high powered
software defined radio, the adversary can cause the authentic
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Fig. 1: System Model.

signal sent by the GPS satellite to weaken and therefore,
the PMU will consider y′(t) as the authentic signal received
from the GPS satellite. However, to produce a spoofed sig-
nal and disturb the synchronization of the PMU clock, the
adversary replays a previously captured signal. Thus, we
expect some degree of auto-correlation in y′(t) for different
sampling instants. Thus, to detect this correlation among
different received signals we use a windowed approach, i.e.,
we combine multiple received signals over a time period to
create a GPS window. However, to capture correlation among
different received signals we take the power spectral density
(PSD) of the received signal instead of the signal itself. For
example, consider a series of received signals y(ti), y(ti+1),
· · · , y(ti + T − 1), where ti is the current time instant and T
is the window size. Let us denote the PSD for these signals as
P0, P1, · · · , PT−1, then a GPS window is defined as a vector
Wti = [P0, P1, · · · , PT−1]

T . Thus, we compare the current
window Wti with the previous window Wti−1 to detect any
correlation, this is done using the well-known runs test, i.e.,
we perform a hypothesis test as follows:

H0 : The elements of W are not correlated,
H1 : The elements of W are correlated,

where H0 is the null hypothesis representing no GPS spoofing
attack. Note that y(t) and y′(t) are independent but drawn
from the same distribution. The runs test checks the PSD
distribution consistency between the current and previous
windows. Since the samples on the two signals’ PSD are
independent and drawn from the same distribution, the purpose
of runs test is to check if the distributions of the two windows
are consistent or not. If the distributions are consistent then
runs test rejects the null hypothesis and we can assume there
is an attack on the GPS signal. Otherwise, if the distributions
are not consistent then the null hypothesis is accepted and
the system is considered secure. The runs test outputs a
quantitative measure called run r which represents the level of
correlation present between two vectors. Thus, a higher value
of r means the null hypothesis can be rejected. In this paper,
we use a threshold approach to detect GPS spoofing attacks
such that if r ≤ γ, then we reject the null hypothesis and
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Fig. 2: Affect of window size and runs test significance level
on the proposed technique.

raise an alarm to flag an attack. The value of the threshold γ
is determined empirically using experiments.

IV. EXPERIMENTAL EVALUATION

To evaluate the effective of the proposed technique, we
conducted experiments using equipment from National Instru-
ments (NI). A GPS antenna was connected to a NI USRP-
2943R software defined radio re-configurable device to receive
signals at GPS L1 frequency. The configuration parameters of
for the experimental setup are listed in Table Ia. LabView
and Matlab were used to process the received GPS signals.
We collected a total of 13864 signal samples. To generate the
spoofed signals we used the gps-sdr-sim software to spoof the
location and time. The spoofed signals were then broadcasted
at GPS L1 frequency via BladeRF x115 to overlap the actual
GPS signals sent by the GPS satellite. The configuration
parameters for BladeRF are listed in Table Ib.

TABLE I: The configuration parameters

(a) NI USRP - 2943R

Parameters Carrier Frequency IQ rate Gain Active Antenna
Values 1575.42M 1M 25 RX1

(b) BladeRF X115

Parameters Frequency Sample rate Bandwidth txvga
Values 1575.42M 2.6M 2.5M -25

The performance of the proposed technique is evaluated
on the bases of probability of detection PD, probability of

false alarm PFA (i.e., the ratio of the number of times the
proposed technique inferred an attack while there was no
attack) and probability of missed detection PMD (i.e., the ratio
of number of times the proposed technique inferred no attack
while there was an attack). To study the affect of window
size on the proposed technique, Figure 2(a) shows the three
performance metrics as the window size is increased from 23

to 211. We observe that PFA is negligible while PD increases
with window size and PFA is reduced with window size. We
observe that PD is above 90% for a window size of 256
samples. Moreover, to study the affect of the significance level
α of the runs test on the proposed technique, Figure 2(b) show
the three performance metrics as the significance level in the
runs test is increased from 0 to 0.2, i.e., 0 to 20% significance
level with a fixed window size of 256 samples. We observe
that the accuracy of the proposed technique increases with the
increase in significance level. From Figure 2 we observe the
optimal values for window size and significance level to be
256 samples and 0.05, respectively. Note that a larger window
size and higher significance level lead to higher computational
complexity which is translated to higher latency to detect
attacks. However, using the optimal parameters, i.e., T = 256
and α = 0.05, the latency to detect attacks for the proposed
technique on an intel core-i5 7th generation processor was 10
µ-seconds on the average, i.e., well below the 26.5 µ-seconds
standard defined by the IEEE-C37.118 standard for PMUs.

V. CONCLUSION

This paper presented a light-weight GPS spoofing detection
technique for synchrophasors. The PSD of the received signals
is used to detect any correlation in the previously recorded
GPS readings and the current readings using the runs test
which is an indication of a GPS spoofing attack. Experiments
using a realistic scenario using actual GPS hardware shows
that the proposed technique can detect attacks with an accuracy
of approximately above 99% and negligible miss-classification
rates with a detection latency of less than 10 µ-seconds.
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