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Privacy-preserving User-centric Authentication
Protocol for IoT-Enabled Vehicular Charging

System Using Decentralized Identity
Rohini Poolat Parameswarath, Prosanta Gope, and Biplab Sikdar

Abstract—There has been a shift towards the use of Electric
Vehicles (EV) in recent years. Though EVs offer many advan-
tages, there are concerns on the cyber security of its components
and the privacy of its users. When users charge their EVs at
a charging station, they need to reveal their personal details.
An attacker can compromise the users’ privacy by identifying
and tracking where users charge their EVs. Hence, there
is a need to protect EVs from cyber-attacks and preserve
its users’ privacy. In this paper, we address the problem of
privacy preservation of users while charging their EVs in a 5G-
enabled vehicular charging system. We propose a user-centric
authentication protocol for EV charging based on Decentralized
Identifier (DID) and blockchain. We use Verifiable Credential
(VC) together with DID which provides Zero-Knowledge Proof
(ZKP) about the user. Users have complete control over their
identities resulting in user-centric authentication. At the same
time, a third party can verify the user’s legitimacy before
providing services. Hence, our protocol makes the charging
service available in a secure way, preserving the privacy of
the user.

Index Terms—Electric vehicle charging, IoT, Privacy, User-
centric authentication, DID.

I. INTRODUCTION

Electric Vehicles (EVs) are gaining popularity due to
various reasons. Cutting energy cost and reducing envi-
ronmental damage are some of them. Traditional vehicles
contribute significantly to air pollution [1]. On the other
hand, EVs do not produce much air pollution as they run
on electricity instead of gasoline. Governments across the
globe are providing generous tax incentives to switch to
EVs. For example, according to Land Transport Authority
Singapore, the EV population increased by 39% in the first
seven months of 2021. One of the reasons for this EV
adoption is tax incentives given by the government. However,
there are some challenges in EV adoption such as the current
limitations of battery technology, the need for an efficient
charging infrastructure that involves enhancements in the
current distribution network, and the lack of standards and
interoperability of different charging systems [2].

EV charging systems broadly consist of Utility Service
Providers (USP) and Charging Stations (CS) [3]. The USP
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is in charge of generating and supplying electricity to CSs.
Different protocols such as ISO 15118 and Open Charge
Point Protocol (OCPP) are used in EV charging systems
for communication. As the number of EVs grows, there is a
greater need for a network infrastructure that provides high
reliability for vehicles and charging stations to communicate.
5G is an excellent candidate for this application [4].

Though EVs offer many advantages, there are concerns
about cyber security of its components and the privacy of the
users. All parties communicate through an insecure channel,
the Internet. When a user uses or charges his/her EV from
a CS, there are security and privacy concerns for the user.
Finding a charging station and processing payments also pose
a privacy risk to the user. Using this data, an adversary can
track a user’s location details, daily activities, and habits.
Without secure communication, an adversary may do a Man-
In-The-Middle attack and may eavesdrop, edit, or delete the
messages exchanged among different parties.

A technique employed to achieve privacy of the users
in EV charging is by using pseudo-IDs instead of their
real identities. Instead of depending on a central issuing
authority on pseudo-ID, if users create and manage their
IDs, they have full control and ownership of it. Decentralized
Identifier (DID) is designed for this purpose. The World Wide
Web Consortium (W3C) DID working group [5] developed
a standard for DID that enables a verifiable, decentralized
digital identity. In centralized systems, all the information
is stored on a central server and hence, there is a risk of
information misuse. DID eliminates that risk and gives users
a level of control and privacy protection than that exists in
current centralized systems. Blockchains are digital ledgers
implemented in a distributed manner and they can operate
without the need for a central authority. Hence, blockchain
is an appropriate tool to enable data exchange in the DID
paradigm [6]. In this paper, the proposed protocol is built on
the concepts of Verifiable Credential (VC) and DID which
provides Zero-Knowledge Proof (ZKP) about the user. By
employing VC and ZKP, anyone can verify that the Holder
of a VC is a valid user but will not be able to learn anything
more about the Holder of the VC.

A. Related Work

Electric Vehicle Charging: Many researchers have studied
EV charging scenarios and proposed protocols for EV charg-
ing. There have been studies on algorithms to schedule EV
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charging and security assessment of the EV charging infras-
tructure. The authors of [3] proposed privacy-preserving au-
thentication and key establishment scheme using lightweight
cryptographic methods for vehicle-to-grid communication.
EV charging protocols where users use pseudonyms instead
of their real identities are presented in [7] and [8]. These solu-
tions help to achieve privacy and unlinkability. However, the
methods proposed in [7] and [8] need additional hardware.

Decentralized Identifiers: DID is a type of identifier that
enables verifiable, decentralized digital identity which is built
on the self-sovereign identity paradigm. A DID is a simple
text that consists of three parts: a) the DID Uniform Resource
Identifier (URI), b) the DID method identifier, and c) the DID
method-specific identifier. A DID resolves to a DID docu-
ment stored on a public ledger which contains information
such as when it was created and the public key to authenticate
the DID subject. This process is called DID resolution. A
DID resolver is a software and/or hardware component that
performs the DID resolution function to resolve a DID to
the corresponding DID document. Four operations (‘Read’,
‘Create’, ‘Update’, and ‘Deactivate’) can be performed on a
DID. The DID resolution functions resolve a DID into a DID
document by executing the ‘Read’ operation [5].

Verifiable Credential: VCs are credentials issued by a
trusted Issuer that can be cryptographically verified [9]. At
least one proof mechanism such as digital signature must
be expressed for a credential to be a verifiable credential. A
Verifier can verify the VC cryptographically. VC acts as a
means by which facts about the Holder of the VC can be
proved. The authors of [10] discussed how the privacy of
IoT devices can be improved considerably by using DID and
VC. The authors of [11] developed a phone app for covid
vaccination certification using the concept of DID and VC
which ensures that users’ privacy is protected.

Asymmetric Cryptography: We consider the asymmet-
ric cryptographic technique Elliptic Curve Digital Signature
Algorithm (ECDSA) for signing and verifying the VC. An
asymmetric cryptographic technique enables signing data and
verifying signature using a pair of keys (a public key and a
private key). The owner of the private key does not share
it with anyone else. The public key is available to others.
ECDSA requires a substantially shorter key than another
popular algorithm, Rivest–Shamir–Adleman (RSA), to offer
the same level of security. We consider a key length of 256
bits in the proposed protocol.

Zero-Knowledge Proof: ZKP is a method a prover uses to
prove to a verifier that a statement is true without revealing it.
We use ZKP to enhance the privacy of the credentials. ZKP
consists of ‘prove’ and ‘verify’ algorithms. The prover uses
the ‘prove’ algorithm to prove a statement and the verifier
uses the ‘verify’ algorithm to verify the proof [12]. ZKPs
satisfy the following three properties:
Completeness: An honest prover can convince an honest
verifier that a statement is true.
Zero-Knowledge: The ZKP reveals that the statement is true
without revealing anything else.
Soundness: A prover cannot prove a false statement.

Blockchain: Blockchain is a shared, immutable ledger

that enables decentralized peer-to-peer data storage. It is
designed in such a way that, once data is committed to it,
data is immutable [13]. Blockchains help participants to do
transactions anonymously. Hence, blockchain is an ideal can-
didate for applications where preserving privacy is important.
Blockchain is the main component of the decentralized public
key infrastructure that can be trusted and acts as the DID
registry. DID is written to blockchain so that it is available
publicly, but no sensitive data is stored on the ledger. The
authors of [13] proposed a protocol on blockchain that helps
EVs to select charging stations based on parameters such as
pricing and location.

Key Recovery: In DID mechanism, blockchains store only
DIDs and public keys. The storage of the private key is the
user’s responsibility. The event of a key loss is inevitable
at some point in time. We incorporate a solution for key
recovery based on One-Time Pad (OTP), a secure encryp-
tion algorithm [14]. The OTP is a long string of random
characters. It must be at least as long as the private key. To
encrypt the private key, each character from the private key
is XORed with the corresponding character from the OTP.
This recovery key can be stored on blockchain. The private
key could be lost in events such as the mobile device gets
damaged or when the private key gets deleted accidentally. In
such circumstances, the private key can be retrieved from the
recovery key. Since the adversary does not know the OTP,
the only option for the adversary to get the private key is by
executing a brute force attack. The brute force is practically
impossible if the encrypted key is at least 128 bits long [14].
We use a private key of 256 bits. Hence, it is practically
impossible for the adversary to decrypt the encrypted private
key.

B. The Operation of DID and VC

The operation of DID and VC in the EV charging scenario
is illustrated in Figure 1 [5] and [6]. The main blocks and
the operations in Figure 1 are briefly explained below.
DID Subject: A DID subject (user) creates his/her DID and
controls it.
DID Resolution: The DID resolves to a DID document.
A system component called DID resolver takes the DID as
input and returns the corresponding DID document as output.
The DID document is stored on decentralized platforms
like blockchain and contains information such as the DID
subject’s public key.
Issuer: A trusted Issuer (USP) signs credentials and issues
the VC to the DID subject.
Verifier: The Verifier (CS) verifies the VC of the DID subject
before providing services. To interact with the Verifier, the
DID subject discloses his/her DID and presents the VC. Then,
the Verifier uses the USP’s public key to validate the VC.
Thus, a trust framework is formed among the involved enti-
ties: the DID subject, the Issuer, and the Verifier where trust
is established through claims that can be cryptographically
verified [5].
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Fig. 1. DID and Verifiable Credential.

C. Motivation

Though several authentication protocols have been pro-
posed in the literature for EV charging, none of them enables
user-centric authentication where users have the power to
create and control their identities. In the existing works, the
users’ identities are created and managed by central servers.
Information leakage is more likely when all the information
is stored on centralized systems. Centralized storage of infor-
mation also has the risk of being a single point of failure. To
address these issues, a user-centric authentication protocol for
EV charging based on DID and VC is proposed in this paper.
The users create and control their IDs without depending
on a central server. They do not reveal their real identities
while charging their EVs. At the same time, charging stations
can confirm the users’ legitimacy by verifying their VCs.
The proposed protocol also considers possible loss of user’s
private key. To address this problem, the proposed protocol
incorporates a solution for key recovery.

D. Our Contributions

The main contributions of this work are:
1. A new DID and blockchain-based privacy-preserving

user-centric authentication protocol for EV charging: We
use the concepts of DID, VC, ZKP, and blockchain together
to preserve the privacy of users while charging electric
vehicles. The users create their IDs and have full control over
it. They use VCs signed by the USP to show their legitimacy.

2. Authenticated Key Agreement: The participants es-
tablish a session key through an authenticated key agreement
scheme.

3. Key Recovery: The proposed protocol incorporates a
solution to recover the private key if it is lost.

The rest of the paper is organized as follows. In Section II,
we discuss the system and the adversary model. In Section
III, we present the proposed scheme. Performance evaluation
of the proposed protocol is presented in Section IV. Finally,
we conclude the paper in Section V.

II. SYSTEM MODEL

A. System Model

The system model for EV charging is depicted in Figure
2. There are three entities in the model: USP, CS, and users.

USP: A USP consists of power generation and distribution
centre, as well as data centre. There are several ways to
generate power, including hydroelectric power plants, solar
farms, and wind farms. The distribution centre distributes
the generated electricity to the CSs at different locations.
The USP maintains user information in its data centre.
The data centre helps to store and process registered users’
information. We assume that USP is a trusted party with
sufficient resources to maintain user information in its data
centre securely.

CS: CSs are spread out at various locations. The charging
rate may change depending on where the CS is located. For
example, the charging rate in a city centre may be higher
than that in a suburban location to account for the higher
operating charges in the city centre.

Users: There are several users, each with a mobile device
(MD) connected to the Internet. They use biometrics and
a password for two-factor authentication on the MD. Using
mobile devices, users communicate with USP and CS through
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Fig. 2. System model.

the Internet. Each user is required to register once with the
USP. After that, the users can charge their EVs at any CS.

The communication between different entities is through
the 5G-enabled Internet. We assume that there is reliable
network connectivity to carry out the communication. 5G’s
high reliability, high speed, and low communication latency
are all desirable features for an EV charging system to de-
liver the best user experience. Usage of 5G-enabled Internet
enables the system to scale up without disruption to the level
of service quality.

B. Adversary Model

In EV charging, there are privacy and security concerns
for the users. All parties communicate through an insecure
channel, the Internet. An adversary may do a man-in-the-
middle attack and may eavesdrop, edit, or delete the mes-
sages. While finding a charging station to charge the vehicle
and processing payments, the user’s details are revealed that
poses a privacy risk. Similarly, the user’s location details,
daily activities, interests, and habits can be tracked. The
adversary can impersonate a legitimate user and try to obtain
services. On the other hand, a dishonest user can provide
wrong location of the charging station to pay lower charges
than what should be paid. A dishonest charging station also
may impersonate another and demand higher charges from a
user. Hence, location checking of the user and the charging
station by the trusted party, the USP, and an authenticated key
agreement scheme where all the parties agree on a session
key are also required.

III. PROPOSED PROTOCOL

There are three participants in the proposed protocol:
Issuer, User, and Verifier. Each entity has a DID and a
private/public key pair. Here, USP is the Issuer and charging
station is the Verifier. The proposed protocol consists of setup
and authentication phases. After authentication, a session key
is established among the participants for secure communi-
cation. The high-level view of the setup and authentication
phases is shown in Figure 3. A flow diagram for the steps
involved in the setup and authentication phases is illustrated
in Figure 4.

A. Assumptions

The following assumptions are made in the paper:
1. The USP is considered a trusted party. The users and the

CSs trust that the USP will not misuse their information. It
is also assumed that the USP keeps the sensitive information
of the users securely.

2. There is a secure channel for the user to communicate
with the USP during the initial setup phase.

3. The USP and the CS do not collude with a malicious
intent.

B. Setup Phase

The setup phase consists of the following steps:
Step 1: The USP is a trusted party with a DID DIDUSP .

The charging station, CSj (the Verifier) has a DID DIDCSj .
The USP and the CS store their public keys in their DID
documents on the blockchain.
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Fig. 3. A diagram showing setup and authentication phases.

Fig. 4. A flow diagram for the steps involved in the setup and authentication phases.

Step 2: Useri has a DID DIDuseri and a pair of private
and public keys. Useri stores his/her private key in the digital
wallet on the mobile device MDi and the public key in the
DID document for DIDuseri on the blockchain.

Step 3: Useri sends a registration request, a copy of
his/her digital identity (ZKP of verifiable credential provided
by a trusted government agency), DIDuseri, and a pseudo-
ID PDIDuseri to the USP.

Step 4: The USP needs to verify the legitimacy of the
user. The USP verifies the user’s digital identity by checking

the government agency’s signature on the VC. Then, the USP
issues a credential for the user and signs the credential with
the USP’s private key as a VC. After that, the USP generates
a key Ki and stores DIDuseri, PDIDuseri, and Ki. The
USP sends Ki, the credential, and the signature to the user.

Step 5: Useri inputs his/her biometrics and password into
his/her mobile device. Its hash is stored on the mobile device
for future authentication. Useri stores the credential, the
signature, and Ki in the digital wallet on the mobile device.

Step 6: Similarly, the CS also registers with the USP and
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receives a credential, a signature, and a key Kj from the USP.
Step 7: This step will help with the key recovery in

the future if the private key is lost. A One-Time Pad of
the same length as the private key is generated. The user
generates a recovery key from the private key by performing
XOR operation with the OTP, and stores this OTP encrypted
recovery key on the blockchain.

C. Authentication Phase
To use the services offered by CSj , Useri must go through

the authentication process. Useri also should authenticate
CSj to ensure that it is not a malicious party.

Step 1: Useri inputs his/her biometrics and password
into his/her mobile device. Then, Useri and CSj disclose
their DIDs to each other. Both parties resolve the DID to
the corresponding DID document on the blockchain. Both
the user and the CS obtain each other’s public key from
the DID document and encrypt a challenge with the public
key obtained from the DID document. Then, they send the
encrypted challenge to each other. The recipient decrypts the
encrypted challenge using its private key and replies with the
response. Each party verifies the validity of the other party’s
DID by comparing the response received with the challenge
sent.

Step 2: Useri creates a ZKP of the credential using
the ZKP prove algorithm to show that he/she holds a valid
credential. Then, Useri XORs the location details with Ki.
Useri composes a message with the generated ZKP, the
signature obtained from the USP, and the encoded location
details. Then, Useri encrypts the message with the public key
of CSj and sends it to CSj . Thus, only the intended recipient,
CSj , with the private key can decrypt the message. This
encryption prevents eavesdropping by an adversary. Upon
receiving the message, CSj decrypts it with its private key.
Then, CSj preforms signature verification on the received
signature by using the public key of the USP. CSj also
verifies the user’s ZKP using the ZKP verify algorithm. From
the ZKP, CSj is not able to learn anything other than the
fact that the user holds a valid credential. Similarly, the user
also verifies the CS’s VC. After that, CSj XORs its location
details with Kj and sends it to the USP together with the
encoded location details from Useri.

Step 3: The USP decodes the message and compares the
location details received from Useri and CSj and ensures
that they are the same. After that, the USP generates a new
VC, encodes it with Ki, and sends it to the user. This new VC
can be used for authentication during the next charging event.
Changing the VC of the user for each charging event ensures
that the user can’t be tracked. Then, the USP generates a
session key, encodes it, and sends it to CSj and Useri.

Step 4: CSj and Useri store the session key received
from the USP. Thus, a session key is established between the
user and the CS.

Step 5: If the user loses the private key, the recovery
key stored on the blockchain can be retrieved. Then, by
performing XOR operation with the One-Time Pad, the
private key can be recovered.

Scenario 1: If a person wants to charge his vehicle mul-
tiple times a day, he/she must go through the authentication
process before charging each time as the charging station
does not keep any information about the user.

Scenario 2: The proposed protocol supports a shared
vehicle scheme as well. In a shared vehicle scheme, each
user must register separately with the USP and use their own
DIDs and VCs to request for EV charging.

IV. PERFORMANCE EVALUATION

We first evaluate the proposed scheme based on security
properties achieved. Then, we present the computation cost
of the proposed scheme.

A. Security Properties

The proposed protocol achieves the following security
properties:

Privacy of the User: The user’s identity is not revealed
while charging the EV. The user provides a proof that he/she
is a valid user without revealing his/her real identity by
making use of the DID and the VC. Hence, our scheme
makes it difficult for an adversary to track a user’s presence
in a location, daily habits, and trajectory.

Unlinkability: By using DID instead of real identity, the
proposed scheme breaks the link between the user’s real
identity, location, and the time of charging. The DID and VC
used during each authentication event is different. Hence, an
adversary can’t link two authentication events of the same
user.

Mutual Authentication: In the proposed scheme, both
user and CS authenticate each other by verifying each other’s
DID and VC.

Non-Repudiation: VC mechanism works on asymmetric
cryptography. The user and the CS verify the signature on VC
by using the USP’s public key. This ensures non-repudiation
since the private key used to sign the VC is only known to
the USP. The USP that signed the credential cannot deny
having signed it.

Accountability: Both the user and the charging station
verify each other’s VC. The VCs are signed by the trusted
party, the USP. The USP has verified legitimacy of the user
and the CS, thus providing accountability.

Session Key Agreement: At the end of the authentication
process, a session key is established between the CS and
the user. Hence, the proposed method ensures session key
agreement.

Protection Against Impersonation Attacks: An adver-
sary can’t provide the same biometrics and password as a
legitimate user. Hence, the adversary can’t use the mobile
device where the user’s private key is stored. Another pro-
tection is provided by comparing the location information of
the user and the CS. This prevents a user from providing
a forged location id to pay lower amount for charging and
prevents the CS from giving a forged location to charge the
users more than the actual amount.

Protection Against Replay Attacks: In a replay attack,
the adversary captures messages and replays it later to get
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authenticated. During authentication, the parameters used are
changed in each session. Hence, the adversary can’t execute
a replay attack.

Protection Against Eavesdropping and Man-In-The-
Middle Attacks: To perform eavesdropping and man-in-
the-middle attacks, the adversary needs to eavesdrop on the
messages and modify them. During authentication, both user
and CS encrypt the messages with the public key of the
recipient. Thus, only the legitimate recipient with the private
key can decrypt the message. Thus, the proposed protocol
provides protection against eavesdropping and Man-In-The-
Middle attacks.

B. Security Analysis

In this section, we compare the proposed protocol with
two other schemes [3] and [15] for EV charging based on
the security properties achieved. The major characteristic
that sets the proposed scheme apart from others is user-
centric authentication. The proposed scheme also provides
non-repudiation that is not provided by the other schemes.
The proposed scheme prevents the user and the CS from
providing a forged location while [15] does not provide that
feature.

C. Computation Cost

The setup phase is carried out only once since the user
is required to register with the USP only once. Hence, the
performance of the proposed method depends mainly on
the performance during authentication. In this section, we
evaluate the performance of the proposed protocol based on
the computation cost incurred during authentication.

TABLE I
COMPUTATION COST DURING AUTHENTICATION

Operation User’s Device CS USP
Encryption 2 2 0
Decryption 2 2 0

Signature Generation 0 0 1
Signature V erification 1 1 0
Computation Time (ms) 28.93 28.93 29.17

To perform the simulations, we employed a personal
computer with Intel (R) Core (TM) i5-11320H @3.20 GHz
and 8 GB of RAM memory. The main operations involved in
authentication are encryption, decryption, signature genera-
tion, and verification. The time taken by other operations such
as XOR is negligible. With an implementation in Python,
ECDSA signature generation, verification, encryption, and
decryption take 29.17 ms, 20.11 ms, 2.18 ms, and 2.23
ms, respectively. The number of operations performed and
the total approximate execution time taken by each entity
during authentication is given in Table I. The user and
the CS perform encryption and decryption operations while
executing the challenge-response procedure in Step 1 of the
authentication phase. Then, the user and the CS perform
encryption and decryption once again in Step 2 of the
authentication phase. Hence, the user’s device and the CS

each takes 2× 2.18 + 2× 2.23 + 20.11 = 28.93 ms and the
USP takes 29.17 ms to complete one round of authentication.

Fig. 5. Effect of number of users on computation time.

We now examine how the computation time changes as
the number of users increases. When the number of users
increases, the CS and the USP must authenticate each user
and the computation time increases accordingly. For example,
when there are 10 users, the CS takes 0.2893 s and the USP
takes 0.2917 s to authenticate all of them. The computation
time taken by the CS and the USP during authentication is
plotted against the number of users in Figure 5. The increase
in computation time with an increase in the number of users
is reasonable since the USP and the CS are not resource-
constrained. Hence, the proposed protocol is scalable.

V. CONCLUSION

In this paper, we proposed a user-centric authentication
protocol for electric vehicle charging based on DID, VC, and
ZKP which can be built on blockchain. The proposed proto-
col enables users to create and manage their IDs and charge
their EVs in a privacy-preserving manner. The proposed
scheme also incorporates a method to recover the private key
of the user if it is lost. It helps to achieve several security
properties. Our evaluation has shown that the computational
cost is reasonable and the proposed protocol is scalable. One
limitation of using DID and VC for authentication is that
the proposed mechanism can only be implemented if all
stakeholders accept a DID framework. This process can be
expensive and time-intensive.
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