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Abstract—The next generation of Quantum Internet of Things
(QIoT) has the potential to revolutionize various sectors, includ-
ing smart homes, healthcare, and smart cities, by enabling more
sophisticated and interconnected systems. These applications
incorporate advanced features, such as autonomous decision-
making based on Quantum Artificial Intelligence and Machine
Learning (QAI/ML) and context-aware functionality. The se-
curity of the data in these applications relies on traditional
cryptographic techniques, which, however, face a growing threat
due to the significant advancements in quantum computing,
especially with the Shor’s algorithm. This algorithm poses a
substantial risk of breaking conventional cryptographic methods
within a feasible timeframe. To address these emerging security
challenges in the quantum realm, we propose a Quantum Key
Distribution (QKD) based on the BB84 protocol. This approach
aims to provide robust authentication using certificates through
a classical channel and secure quantum key exchange via a
quantum channel in a public environment. The proposed QKD
scheme is implemented using a client-server model in Python and
Qiskit, demonstrating its practicality in real-world applications.
The obtained results showcase the successful establishment of
a secure session key between IoT smart (sensor) devices and
gateway nodes, effectively mitigating potential threats such as
eavesdropping.

Index Terms—Quantum key distribution, Internet of Things
(IoT), security, key exchange, Qiskit implementation.

I. INTRODUCTION

The Internet of Things (IoT) refers a network of inter-
connected smart sensor devices, machines, and objects that
communicate and share data with each other through a wire or
wireless Internet without requiring direct human involvement
[1]. As per Statista’s data presented in Fig. 1, the current
count of interconnected IoT devices stands at 15.14 billion in
2023. This figure represents nearly twice the global population,
estimated at eight billion. The forecast suggests a continuous
annual increase, projecting the number to exceed 29.35 billion
in the coming decade, driven by advancements like 5G and
other evolving technologies [2].

The Quantum IoT (QIoT) refers to the evolution and integra-
tion of quantum technologies within the realm of the IoT and
it encompasses the use of quantum mechanic principles and
quantum communication methods to exchange information by
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enhancing the capabilities and performance of IoT devices and
networks. The next generation QIoT is able to create more so-
phisticated, efficient, and interconnected systems that will im-
pact diverse sectors, including smart homes, healthcare, smart
cities, industrial automation, agriculture, and beyond. It is
anticipated to enable intelligent such as autonomous decision-
making using Artificial Intelligence and Machine Learning
(AI/ML) and context-aware applications. These intelligent
devices primarily communicate through a wireless Internet on
public channels, sharing private and confidential information.
Consequently, ensuring security becomes a major concern to
uphold data privacy, encompassing integrity, access control,
confidentiality, and authentication. Integrity serves to protect
information against any alterations during transmission, while
confidentiality hides information from unauthorized persons.
Authentication ensures that the communicating parties are
legitimate and authorized to share sensitive information, while
access control resists unauthorized access. To address the men-
tioned security concerns, various symmetric and asymmetric
cryptographic techniques are employed, including the Ad-
vanced Encryption Standard (AES) and elliptic curve cryptog-
raphy (ECC) for ensuring confidentiality, ECC-based digital
signature (ECDSA) for integrity and authentication, and the
use of public-key based Rivest, Shamir, and Adleman (RSA),
Diffie-Hellman (DH) key exchange, and elliptic curve-based
DH key exchange protocols. The public-key based security
protocols rely on the complexity of solving mathematical
number-theoretic problems, such as integer factorization prob-
lem (IFP), discrete logarithm problem (DLP), and elliptic
curve DLP (ECDLP) [3], [4].

The significant advancements in quantum computing, par-
ticularly with the Shor’s algorithm [5], have revealed that the
traditional cryptographic techniques mentioned can be feasibly
broken by solving problems such as IFP, DLP, and ECDLP.
Consequently, there is a need for new approaches that are
resistant to compromise by quantum computers. To counter
this threat, post-quantum cryptography (PQC) and quantum
key distribution (QKD) have been introduced. The BB84
protocol is one of the earliest and most well-known QKD
protocols, developed by Bennett and Brassard in 1984 (hence,
the name is BB84) [6]. It provides a method for two parties,
traditionally referred to as Alice (the sender) and Bob (the
receiver), to establish a shared secret key over a potentially
insecure communication channel, such as an optical fiber or
free space. The security of the BB84 protocol relies on the
principles of quantum mechanics, specifically the impossibility
of measuring a quantum state without disturbing it. Any
attempt by an adversary, say Eve, to intercept and measure
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the qubits would introduce errors into the transmission, which
can be detected by Alice and Bob during the comparison of
measurement bases. As a result, the BB84 protocol provides
a method for secure key distribution that is resistant to
eavesdropping attempts. Moreover, certain research [7], [8]
has demonstrated that the BB84 protocol is an example of an
unconditional security protocol. This indicates that the session
key distributed through the BB84 protocol pertains to uncon-
ditional security keys. In classical cryptography, only a one-
time pad (OTP) is capable of qualifying as an unconditional
security cipher and AES-256 is also considered as quantum
safe [4]. According to Statista’s forecast, the QKD market
revenue is projected to reach 527 million USD in 2023, with
an anticipated increase to 2506 million USD, as shown in Fig.
2 [9].

Fig. 1. Number of connected IoT devices forecast.

Fig. 2. Quantum key distribution market revenue forecast.

PQCs, also referred to as quantum-safe or resistant algo-
rithms, are deemed secure cryptographic approaches against
quantum computers. PQCs encompass various systems, includ-
ing: 1) code-based, 2) lattice-based, 3) hash-based, 4) multi-
variate, and 5) isogeny-based cryptosystems (for more details,
please see European Telecommunications Standards Institute
(ETSI) White Paper No. 8 – “Quantum Safe Cryptography
and Security”) [10]. A brief description of the aforementioned
cryptography is as follows.

• Code-based cryptosystems: This method is computation-
ally difficult to reverse, whether by means of a classical or
quantum computer, as it relies on a mathematical chal-
lenge known as syndrome decoding or error-correcting

codes, such as the McEliece and Niederreiter encryption
algorithms along with the associated Courtois, Finiasz,
and Sendrier Signature scheme. This problem is recog-
nized to be NP-complete when the number of errors
is unbounded. The initial McEliece signature, utilizing
random Goppa codes, has proven resilient over a span of
40 years under various examinations.

• Lattice-based cryptosystems: The focus on lattice-based
problems over the past decade has highlighted their
fast algorithms, offering quantum-resistant security. This
systems relying on lattice hardness called Shortest Vector
Problem (SVP) which involves finding the shortest non-
zero vector within a lattice, and hsa been proved to be NP-
hard. This approach includes systems like learning with
errors (LWE), Nth order Truncated Polynomial Ring Unit
(NTRU), and ring learning with errors (ring-LWE), each
demonstrating strong resistance to attacks, with some
schemes offering security proofs related to worst-case
scenarios [11].

• Hash based cryptosystems: This approach provides one-
time signature systems employing hash functions like
Lamport-Diffie or Winternitz signatures. The security
of these one-time signature systems hinges entirely on
the collision-resistance property of the selected cryp-
tographic hash function. Extended Merkle Signature
Scheme (XMSS) is a contemporary hash-based scheme
currently in the standardization process that leverages
Merkle Trees for its structure.

• Multivariate cryptosystems: This comprises the Rainbow
scheme, employing the complexity of solving sets of
multivariate equations. Among the most favorable mul-
tivariate encryption methods is the Simple Matrix (or
ABC) encryption scheme. Here, all calculations occur
within a single finite field, and the decryption involves
resolving linear systems, resulting in a highly efficient
scheme.

• Isogeny cryptography: Supersingular elliptic curve
isogeny cryptography involves cryptographic schemes de-
rived from the unique properties of supersingular elliptic
curves and supersingular isogeny graphs. It belongs to
the family of elliptic-curve cryptography and is distin-
guished by its reliance on the problem of determining
an explicit isogeny between two specified supersingular
elliptic curves over a finite field GF (q), q being a large
prime. However, given an elliptic curve EGF (q) in Weier-
strass form over a finite field and an elliptic curve point
G ∈ EGF (q) of order k, it is possible to compute a cyclic
separable isogeny of degree k using Velu’s formulas. As
of now, quantum computers do not appear to significantly
simplify the task of finding isogenies.

QKD and PQC are both cryptographic approaches, but they
address different aspects of cryptography and leverage dis-
tinct principles of quantum mechanics. QKD is a method of
securely distributing cryptographic keys between two parties
using a quantum communication channel. QKD protocols,
such as BB84 and Ekert E91, utilize the principles of quantum
mechanics, such as the no-cloning theorem and the uncertainty
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principle, to ensure that any attempt to eavesdrop on the
communication will be detectable. The security of QKD relies
on the laws of physics, particularly the principles of quantum
mechanics, rather than computational complexity. Whereas,
PQC is designed to secure against attacks by quantum com-
puters leveraging algorithms like the Shor’s algorithm to
efficiently factor large numbers, known as integer factorization
problem (IFP) and solve the discrete logarithm problem (DLP).
Therefore, QKD is a method for securely distributing crypto-
graphic keys using the principles of quantum mechanics, while
PQC encompasses a broader range of cryptographic algorithms
designed to withstand attacks from both classical and quantum
computers.

The motivation of this work is that the next-generation quan-
tum IoT applications brings forth an urgent need for robust
security measures to safeguard sensitive data and communi-
cations in IoT networks. Traditional cryptographic algorithms
utilized by IoT devices are increasingly susceptible to attacks
from quantum computers, posing significant vulnerabilities.
QKD offers a promising solution by leveraging the princi-
ples of quantum mechanics to distribute cryptographic keys
securely. Unlike classical cryptography, QKD provides uncon-
ditional security based on the fundamental laws of physics,
ensuring detectability of any eavesdropping attempts on the
quantum communication channel. With its efficiency in key
distribution, strong guarantees of privacy and data integrity,
and future-proofing capabilities against quantum threats, QKD
emerges as a crucial tool for securing the next generation
of quantum IoT applications, enabling organizations to build
resilient and secure IoT networks in the face of evolving
technological landscapes.

II. OPERATIONAL PROCESS OF QUANTUM KEY
DISTRIBUTION

Quantum cryptography involves transmitting random keys
between two devices (sender and receiver) using photons via
fiber optic cables or open air. These keys are distributed
through QKD methods and followed by conventional cryp-
tography for secure communication. QKD is a cryptographic
protocol leveraging the principles of quantum mechanics to fa-
cilitate information sharing between devices. Employing both
classical and quantum channels, it establishes a secret key. The
quantum channel utilizes optical fibers or free space/satellite
links to transmit polarized photons (referred to as quantum
states of light). Simultaneously, an authenticated classical
channel is employed to compare specific measurements per-
taining to these quantum states. Subsequent post-processing
steps are performed to refine a valid and confidential key. Both
these channels operate as public channels.

Consider a scenario where a sender (S) and a receiver (R)
possess specialized optical equipment to establish a quantum
channel while utilizing a classical channel for exchanging
specific measurements to establish a quantum key and mu-
tually authenticate. S employs a QKD transmitter to send a
stream of polarized photons to R via the quantum channel,
with each photon representing one bit of information and
using randomly chosen bases. At the receiver’s end, R utilizes

a QKD receiver to capture the photons via the quantum
channel and measures each one, using his/her own randomly
selected bases. Subsequently, they utilize the classical channel
to exchange the bases employed for measuring each photon.
They then consider the measurement values for each photon
that was measured using the same basis as a secret session
key, whereas the photons measured with different bases are
discarded and not included in the final session key.

In the above example, we consider the use of four bases or
polarized filters to create and measure photon streams, where
each photon can have one of these polarizations. The bases
consist of diagonal polarizations at 45◦ or 135◦ and rectilinear
polarizations at 0◦ or 90◦. As a result, the choice of basis
corresponding to a bit “1” or “0” can be made randomly.
Similar to [12], for the bit “0”, we select the 0◦ or 135◦

polarizations, while for the bit “1”, we opt for the 45◦ or 90◦

polarizations. Photons with rectilinear bases that pass through
the rectilinear filter (+) remain unchanged, while a diago-
nally polarized photon that passes through this filter changes
randomly with equal probability. Similarly, when diagonally
polarized photons pass through the diagonal filter (x), they
remain unaltered, whereas the state of photons polarized in a
rectilinear fashion randomly switches with equal probability
to one of the diagonal polarizations upon passing through
this filter. Initially, S starts the process by generating random
bits and converting them into a photon stream or quantum
states, also known as qubits, by randomly choosing bases.
Subsequently, S transmits these qubits to R, who receives and
measures them, without prior knowledge of the polarizations
of each of S’s photons. Upon receiving and computing the
bits, they derive their secret key. Figure 3 illustrates the QKD
process without the presence of an attacker. It is observed that
the session key between S and R, represented in binary, is
01110.

Bit number 1 2 3 4 5 6 7 8 9

S's random bits 1 0 1 1 1 0 0 1 0

S's chosen bases + x + x x + x x +

Polarized photons of S 

R's chosen bases x x + + x x + x +

Polarized photons 
measured by R
R's measured key 0 0 1 1 1 0 1 1 0

Session key 0 1 1 1 0

Fig. 3. An example of QKD process without presence of an attacker.

III. SECURING QIOT APPLICATIONS USING QKD

In this section, we propose an architecture for IoT appli-
cations, where each IoT application is equipped for quan-
tum computing with its smart devices for communications.
We also demonstrate the establishment of an unconditionally
secure quantum key between a smart device (SD) and its
associated gateway node (GN). To illustrate this framework,
several phases are considered, including the network model,
threat model, and the quantum key exchange (QKE) protocol
between SD and GN .
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A. Network Model

Figure 4 presents a generalized network model for various
IoT applications capable of quantum computing. Before the
deployment of IoT devices, a trusted registration authority
(RA) registers all SDs and GN for a particular application by
providing distinct identities and quantum-resistant certificates.
Two public channels are used for communication between
SD and GN : a classical channel and a quantum channel.
The classical channel is used for mutual authentication of the
two parties and sharing bases that will be used to establish a
quantum key between them. The quantum channel is used only
to share polarized photons or quantum states between them.
After the successful registration is complete, the entities can
deploy their application and communicate to share sensing
information. After collecting information from SD, GN can
forward this information to the quantum servers for further
processing and storage.

B. Threat Model

In this threat model, we discuss security threats that arise
during quantum communication through the quantum channel,
as well as threats for the classical channel. During QKE, an
adversary A can eavesdrop on the quantum communication
channel and gain a certain level of quantum information.
A can launch a Trojan-horse attack to probe smart devices
with light to gain information about the device settings and
conduct a bright-light attack to manipulate the photon de-
tectors by sending bright light to the participating devices
[13]. Additionally, we consider the Dolev-Yao (DY) [14] threat
model, where A possesses the ability to not only eavesdrop
on communication messages but can also manipulate, delete,
or insert malicious content into the classical communica-
tion channel. In quantum key distribution (QKD), despite its
enhanced security compared to classical cryptography, there
are still potential vulnerabilities in communication via the
quantum channel. Some of the attacks that can be encountered
include: 1) Intercept-resend attack (also known as the man-in-
the-middle attack), where an attacker intercepts quantum states
sent by the sender, measures them, and then resends altered
states to the intended receiver; 2) Photon number splitting
attack, in this attack, the attacker captures the quantum states
sent by the sender, splits the photons (particles of light) into
multiple copies, and measures each copy individually; and 3)
Entanglement-breaking attack, where the attacker intercepts
and measures one or more entangled particles in the quantum
channel, thereby destroying their correct entanglement.

In addition to the specific attacks mentioned earlier, there
are broader threat models and considerations that must be
addressed when using the quantum channel in quantum com-
munication protocols like QKD. These include environmental
noise and channel imperfections, as quantum systems are
highly sensitive to noise and disturbances from the environ-
ment. Factors such as temperature fluctuations, electromag-
netic interference, and optical losses can introduce errors or
compromise the security of the communication. To mitigate
these threats, cryptographic techniques such as post-processing

of quantum key material and error correction codes are em-
ployed to enhance the security and reliability of quantum
communication protocols.

C. Quantum Channel Establishment

Establishing a quantum channel between a SD and the GD
typically involves several steps including:

• Initial Setup: SD and the GD need to be equipped
with suitable quantum communication devices capable of
generating, manipulating, and detecting quantum states.
These devices often include sources of entangled photons,
quantum memories, optical components for state manip-
ulation, and single-photon detectors.

• Entanglement Generation: The first step is to generate
entangled photon pairs at each node. Entanglement is
a fundamental property of quantum mechanics where
the state of one particle is correlated with the state of
another, regardless of the distance between them. This
entangled pair forms the basis for establishing secure
quantum communication.

• Quantum Transmission: Once entangled photon pairs are
generated, one photon from each pair is sent to the other
node through a quantum communication channel. This
channel could be based on various physical mediums,
such as optical fibers or free-space.

• Quantum State Measurement: Upon receiving the pho-
tons, the nodes perform measurements on them. These
measurements typically involve bases chosen randomly
for each photon, which are later disclosed to check for
potential eavesdropping attempts.

• Key Distillation: After performing measurements, the
nodes compare the bases used for measurement. A subset
of the measurement results, for which the bases match,
are used to generate a raw key. This raw key contains
bits that can be used as cryptographic keys.

• Error Correction and Privacy Amplification: The raw
key undergoes error correction and privacy amplification
protocols to remove errors introduced by noise in the
quantum channel and to ensure that the final key is secure
against eavesdropping attempts.

• Establishment of Quantum Channel: The error-corrected
and privacy-amplified key serves as the basis for es-
tablishing a secure quantum channel between SD and
the GN . This channel can be used to transmit sensitive
information or to authenticate classical communication
channels.

• Key Refreshment: To maintain security over time, keys
are periodically refreshed using new entangled pairs and
the same process described above.

D. Registration Process

RA registers all SD and GN prior to deployment with the
following process through a secure channel or offline phase.

• RGP 1: The RA picks a unique and distinct identity IDi,
a certificate Certi for a SD, and Certj for a GN .

• RGP 2: The RA selects a Gaussian distribution over the
polynomial ring Qp =

Zp[x]
xn+1 with standard deviation δ
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Fig. 4. Various QIoT applications.

Sensor node Gateway node

Classical channel

1. Initiate a communication by 
sending a pseudo-certificate and identity

2.  Derive and verify the certificate
and identity

3. Send acknowledgement

5. Generate classical random
    bits (CRBs) of 0s and 1s

6. Generate random bases (say, X and Z)

7. Encode CRBs to Qubits with the bases
    (e.g., if CRB is 1 and base is Z, then the
    Qubit state will be |1> using quantum gate x)

Quantum channel

8. Send the encoded Qubits

9. Receive Qubits and generate
    random bases to measure it

10. Perform measurements on Qubits

11. Decode the measured Quits
       state into classical binary bits12. Share their bases

14. Store the bits with matching
       bases as a session key (SK)

13. Store the bits with matching
       bases as a session key (SK)

4. Derive and verify certificate

Fig. 5. Overall process for QKE between SD and GN .

denoted as χδ , where p is a large prime number and n is
an integer n with power of two.

• RGP 3: The RA then randomly chooses a sample si
for SD from χδ and a cryptographic hash function
h : {0, 1}∗ → {0, 1}γ , where γ denotes output length
(here, SHA-256 algorithm is considered as it is quantum
safe [11]).

Finally, the RA loads {Certi, h, IDi, si} into SD’s
memory and sends {IDi, si, Certj} to GN securely.

E. Proposed Quantum Key Exchange Protocol

In this section, we propose a BB84-type quantum key ex-
change scheme to share a quantum-secure secret key between
an SD and GN . To establish this session key, the following
steps are executed:

• Step 1. SD initiates a communication process over
classical channel by picking a fresh timestamp TS1

and generating a pseudo-certificate Cert∗i as Cert∗i =
Certi⊕h(si ||TS1). Next, SD sends {IDi, Cert

∗
i , TS1}

to the attached GN .
• Step 2. After receiving the message from SD, GN checks

its freshness by verifying the attached timestamp. If the
timestamp is verified, GN derives Certi = Cert∗i ⊕h(si

||TS1) and then verifies the certificate and identity for
authenticity. If all verifications are successful, GN con-
siders SD as the authenticated party. GN picks a fresh
timestamp TS2 and generates pseudo-certificate Cert∗j
as Cert∗j = Certj ⊕ h(si ||TS2 ||TS1). GN then sends
its pseudo-certificate, timestamp, and verification status
as an acknowledgment to SD.

• Step 3. SD receives the message from GN , derives
the original certificate Certj as Certj = Cert∗j ⊕ h(si
||TS2 ||TS1) and verifies its freshness and authenticity
by checking its certificate. Once this verification is com-
pleted, they mutually authenticate each other.

• Step 4. SD then generates classical random bits (CRBs)
and selects random bases (here, X and Z). Next, SD
encodes the CRBs into qubits (quantum states) using one
of these bases. For example, if CRB is “1” and the basis is
“Z”, then SD applies a quantum gate “x” and converts it
to a quantum state |1〉. After that, SD sends the encoded
qubits to GN over the quantum channel using a fiber
optic cable or airspace.

• Step 5. After receiving the qubits from SD, GN gener-
ates its own random bases to measure them. GN then
measures the received qubits with its own bases and
decodes the quantum states into binary bits.

• Step 6. SD and GN now share their bases through the
classical channel with each other to finalize the quantum
key. After receiving their bases, each calculates the binary
bits according to the matching basis and stores it as
a session key. This quantum secret session key can be
used in the future for AES encryption to share secret
information related to QIoT applications.

A detailed description of this process is provided in Fig. 5.

IV. SECURITY ANALYSIS

The security of QKD relies on the fundamental principles
of quantum mechanics rather than computational power. Two
key concepts, the superposition principle and the no-cloning
theorem, underpin the unconditional security of QKD. The
superposition principle allows qubits to exist in two states
simultaneously, providing a more efficient storage of informa-
tion compared to classical bits. This principle enables secure
quantum exchange for encryption keys over an untrusted
network, making QKD virtually unbreakable. Any attempt
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to eavesdrop on the communication is detectable, as the
act of measuring polarized photons, which represent qubits,
disturbs the information they carry. Heisenberg’s uncertainty
principle states that once a photon is measured or disturbed,
its information is destroyed. This principle contributes to the
detection of eavesdropping attempts, as any observation of
the photon by an adversary (A) results in changes that can
be identified. The no-cloning theorem in quantum mechanics
prohibits the perfect copying of an unknown quantum state. If
an eavesdropper tries to intercept and clone quantum states,
errors are introduced, revealing the intrusion.

Detection of an attacker’s presence on the quantum com-
munication channel can be achieved using the fundamental
principles of quantum mechanics. In quantum communica-
tion, the act of measuring or observing a quantum state
inherently disturbs the state. The receiver can utilize the No-
Cloning Theorem, which states that it is impossible to create
an identical copy of an arbitrary unknown quantum state.
According to Heisenberg’s uncertainty principle, measuring
any quantum state changes the position and momentum of a
quantum particle simultaneously. Therefore, when an attacker
tries to eavesdrop on the transmitted quantum states, it in-
duces changes. Upon receiving the altered quantum states,
the receiver verifies them using shared bases, which may
result in mismatches. Consequently, the receiver can easily
detect the presence of an attacker in the network. In the
proposed scheme, any A attempting to eavesdrop on the
quantum communication channel can be easily detected. A
cannot directly observe the photons without changing them,
and any attempt to indirectly observe the photon through the
measurements of sender (SD) and receiver (GN ) is futile.
SD and GN only disclose the basis used for measurement,
not the final result, making it impossible for A to gain useful
information. Consider a scenario where A attempts to infiltrate
the system and measure SD’s photons. Due to the uncertainty
introduced by Heisenberg’s principle, the information carried
by the measured photons is destroyed, resulting in a mismatch
between the measurements of SD and GN . By analyzing the
traffic of transmitted photons, GN can detect eavesdropping
attempts. Even if A tries to create and send photons to GN ,
it can be easily detected by verifying their bases.

A also cannot reveal any information from the classical
channel, as the certificates are not communicated directly
as plaintex form and instead of original certificates, pseudo-
certificates are communicated. The original certificates are
generated by the trusted authority’s private key. Therefore, A
cannot generate a fake certificate without knowing the original
private key. As a result, the proposed scheme also provides
security for authentication through the classical channel. The
original certificate is not transmitted to prevent untraceability
attacks. Instead, a pseudo-certificate is communicated over the
public classical channel. Upon receiving the pseudo-certificate,
the receiver can extract the original one and verify the sender’s
authenticity. Therefore, to mitigate the risk of untraceability
attacks, we utilize pseudo-certificates during communication.

V. IMPLEMENTATION RESULTS AND DISCUSSIONS

This section presents an implementation of QKE part of
the proposed QKD protocol discussed in Section III-E using a
client-server model, also known as socket programming, with
the Python language. The protocol was implemented with the
assistance of the available source code in [15] and utilizing
well-adopted software tools such as Qiskit. Qiskit is a freely
available software development kit designed for quantum com-
puting tasks involving circuits, pulses, and algorithms. It offers
functionalities for crafting and handling quantum programs,
enabling their execution on prototype quantum devices via the
IBM Quantum Platform or on local computer simulators (for
more details, please see https://qiskit.org/).

To establish a quantum session key between the sensor and
gateway nodes, they need to agree on the same quantum basis,
which they share through the quantum channel. Once they have
agreed on the same quantum basis, they measure and identify
the matching bases. They then utilize these bases to convert the
binary bits of {0, 1} into the session key. If they encounter a
measurement basis that does not match the received one, they
immediately reject it and restart the process. Figure 6 shows
the implementation result of the proposed scheme, where a
sensor node (left side in Fig. 6), being a client, initiates the
connection with a gateway node (as shown in the right side
of Fig. 6), considered as a server. The sensor node generates
random bits of 200 bits in length and random bases. Next, the
sensor node encodes these with the bases and sends them to
the gateway node. The gateway node receives and calculates
accordingly and then shares its bases to finalize the session
key. Finally, both establish their quantum secret key as a
session key of 106 bits, as illustrated in Fig. 6. It is worth
noting that the simulation produces an end-to-end latency of
0.42 seconds for establishing QKD between a sensor node SD
and the gateway node GN .

VI. CONCLUSION

The proposed QKD in next-generation QIoT applications
offers a promising avenue for ensuring the security and in-
tegrity of communication. The integration of QKD provides
an unconditionally secure method for establishing a quantum
key between a sensor device and a gateway node in QIoT
applications, leveraging the principles of quantum mechanics
to detect any potential eavesdropping attempts. The proposed
QKD scheme successfully demonstrates the feasibility of
its application in a client-server model for QIoT. Through
the exchange of quantum states and classical information,
the scheme enables the creation of a secure session key
between a sensor node and a gateway node. The utilization
of Qiskit and socket programming in Python showcases the
practical implementation of the protocol. The scheme effec-
tively addresses potential threats, including eavesdropping and
unauthorized access, by leveraging the unique properties of
quantum mechanics and adaptation of certificates. As quan-
tum technologies continue to advance, the proposed approach
sets a foundation for developing quantum-safe solutions that
safeguard sensitive information in the evolving landscape of
quantum-enabled IoT applications.
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Fig. 6. Implementation of the QKD between a sensor node and a gateway node.
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