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Abstract—Industrial Internet of Things (IIoT) applications
span a wide range of critical infrastructure sectors. Therefore,
ensuring efficiency and security is critical in the IIoT given their
widespread impact and vulnerability to multifaceted attacks.
System integrity can be compromised by malicious modifications
in the program/software running on IIoT devices. Although
programmable logic controllers (PLCs) are widely used in
the IIoT, most of the existing attestation techniques exhibit
computational complexity, leading to not only higher demand
for resources but also a lack of versatility required to effectively
detect and mitigate malicious modifications in PLCs. To resolve
this issue, we propose a novel dual-layer attestation technique
(DuAtt), that aims to comprehensively validate the integrity of
PLC-based IIoT devices at two levels of abstraction. The first
layer leverages a physical process-based model to detect abnormal
behavior by creating a physical model using linear dynamic state-
space (LDS). The physical model then allows us to estimate
the system state based on current sensor measurements and
PLC output. After estimating the system states, a mismatch in
the estimated values and the actual measurements signifies an
anomaly. To complement, based on the feedback from the first
layer, a second layer runs a software-based attestation check
on the PLC’s program integrity. Thus, the first layer runs
more frequently and requires fewer resources, which reduces
the overall computational burden. Whereas, the more complex
second layer is responsible for carrying out further investigation
when an anomaly is detected. The effectiveness of DuAtt is
evaluated using experiments on actual hardware, showing a lower
verification delay by up to 37.31% in contrast to the current
methods and provides a 100% detection rate against output as
well as program modification attacks, with quick restoration to
the original state in addition to the added benefits of scalability
and adaptability.

Index Terms—Attestation, industrial control systems (ICSs),
industrial cyber—physical systems (ICPSs), Industrial Internet of
Things (IIoT), linear dynamic state-space (LDS), programmable
logic controller (PLC).
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I. INTRODUCTION

HE INTEGRATION of digital intelligence with physical

processes in industrial cyber—physical systems (ICPSs)
has transformed essential infrastructure sectors, including
manufacturing, energy, transportation, and healthcare [1]. By
coordinating the smooth interplay between digital control
systems and tangible components, these systems maximize
output and efficiency. But this convergence also brings with it
previously unheard-of security risks, since Industrial Internet
of Things (IIoT) is vulnerable to many types of cyber attacks
that jeopardize public safety, operational continuity, and data
integrity [2].

To control and regulate operations across critical infras-
tructure sectors, the industrial control system (ICS) primarily
relies on programmable logic controllers (PLCs) [3]. With
advancements in Industry 4.0 and the IloT, PLCs are still
an integral part of ICS [4]. This is due to their adaptability
in automating complex processes, increasing efficiency, and
providing real-time control [5], [6]. Because of their extensive
integration and connection to the Internet, PLCs are more than
ever vulnerable to cyberattacks. So, maintaining the integrity
of PLC programming is crucial. Adversarial behaviors, which
range from unlawful access and manipulation to sophisticated
attacks on PLC programming, pose serious risks to the
stability and dependability of industrial operations [7]. Once
entered, attackers can alter control logic, add malicious code
to the PLC’s programming, or change set-points. This might
lead to the defined processes acting irregularly, which could
damage equipment, cause production failures, or interrupt vital
operations in critical infrastructure sectors [8].

The Stuxnet attack on Iran’s nuclear program [3] and
BlackEnergy crimeware targeting Ukraine’s power and the
train systems [9] show that IIoT systems are increasingly
complex. This makes them attractive targets for malicious
actors. Significant risks are associated with security breaches
in the ICPS and IIoT; these risks go beyond financial losses
and can put lives at risk and interfere with vital services [10].
Therefore, strengthening the IIoT against cyber threats is
essential to protecting critical infrastructure and upholding
social order.

The attestation process of a PLC involves verifying the
integrity and authenticity of the PLC’s program to detect unau-
thorized modifications or cyberattacks [11]. Throughout this
procedure, various PLC program segments are routinely exam-
ined by a reliable authority to make sure they correspond to
the authentic version. Both continuous and periodic attestation
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are possible; for older systems, periodic attestation is more
effective. The attestation maintains high detection accuracy
while minimizing computing overhead by randomly checking
certain code portions. By doing this, you can guarantee that
vital industrial processes that depend on the PLC stay safe
without overtaxing the system’s capacity.

There are several attestation approaches available to verify
the integrity of IloT. However, their scalability, resource
efficiency, and environmental adaptation are frequently limited
especially in regard to their application to PLCs. Moreover,
these methods ignore any flaws in the underlying physical
processes in favor of computationally complex software-
based attestation [8]. Normally IIoT functions in dynamic
and diverse environments with real-time interactions between
physical and digital components [12]. Accordingly, tradi-
tional security procedures are frequently insufficient to handle
the intricate problems presented by IIoT [13]. Expanding
interconnected devices and the widespread use of legacy
systems further complicate the security environment, calling
for creative solutions to counter new threats.

Emerging threats that target reconfigurable devices like
PLCs are particularly difficult to counter using current attes-
tation methodologies because of their complexity and lack of
scalability [14], [15]. Furthermore, existing attestation meth-
ods for PLC-based IIoT systems often suffer from higher
computational complexity due to continuous runtime moni-
toring. They also lack integration with the physical processes
they aim to secure. Also, these methods frequently require the
verification of the entire PLC program, leading to excessive
computational overhead and delayed threat detection. These
limitations highlight the critical demand for an attestation
method that not only adapts to real-time threats but also oper-
ates efficiently in constrained environments, i.e., minimizes
verification workload while maintaining accuracy.

To address the limitations of current PLC attestation tech-
niques, a dual-layer attestation technique (DuAtt) is proposed.
DuAtt thoroughly verifies a PLC program’s integrity by
combining a lightweight physical process-based model for
anomaly detection with software-based targeted attestation.
This tiered approach improves detection capabilities and
lessens computing load by dividing the verification effort
across physical and logical layers. Hence, strengthening IloT
against physical attacks as well as protecting against malicious
tampering to safeguard critical operations.

The motivation for leveraging a DuAtt stems from the need
to balance resource efficiency with comprehensive detection
capabilities. Single-layer approaches either focus solely on
software verification or physical anomaly detection, which can
lead to either high computational costs or incomplete security
coverage. The dual-layer approach in DuAtt combines these
methods to ensure lightweight but robust validation.

The main contributions of this work are as follows.

1) A novel DuAtt for PLC-based IloTs called DuAtt, to
effectively address the tradeoff between computational
complexity and detection accuracy.

2) A lightweight physical process-based model to detect
anomalies by using real-time sensor measurements and
PLC outputs.
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Fig. 1. Structure and organization of this research work.

3) A targeted software-based attestation mechanism for
program integrity, activated after an anomaly is detected
to further investigate and detect malicious tampering.

4) Real-world hardware-based experiments to validate the
effectiveness and efficiency of DuAtt.

Fig. 1 presents the complete organization of this article.

II. BACKGROUND

The following section will present the essential background
required for ICS, PLCs, and physical modeling.

A. Industrial Control System

A wide range of hardware and software components are
combined to form ICSs that are used to monitor and manage
industrial processes. Transportation, utilities, energy produc-
tion, manufacturing, and other essential infrastructure sectors
all depend on these systems [16]. The following are the
components of an ICS.

1) Supervisory Control and Data Acquisition: To facilitate
real-time data capture and centralized management across a
variety of industries, supervisory control and data acquisition
(SCADA) systems are necessary for the remote monitoring
and controlling of industrial processes and systems [17].

2) Programmable Logic Controller: PLCs are specialized
computing devices that are commonly employed to automate
control activities in industrial settings. PLCs provide exact
control over industrial processes by executing control logic
encoded in proprietary or standardized languages like ladder
logic (LAD), functional block diagram (FBD), instruction list
(IL), sequential function charts (SFCs), and structured text
(ST) [18].

3) Field Devices and Associated Hardware: Field devices
serve as the interface between PLCs and the actual envi-
ronment. These devices include sensors, actuators, and other
hardware elements. They gather input from the actual world,
transform it into digital signals, and then use the control orders
they get from PLCs to start physical processes.

4) IEC 61131 International Standard: The architecture,
general principles, and rules for PLCs in industrial automation
systems are described in the IEC 61131-1:2003 standard [19].
Likewise, by defining the programming languages and
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Fig. 2. Architecture of a PLC.

environments, the IEC 61131-3:2013 standard ensures inter-
operability and consistency between various PLC systems and
manufacturers [20].

B. Architecture of PLC

PLCs are composed of hardware and software elements that
facilitate their operation. The input and output (I/O) modules,
memory, communication interfaces, programming environ-
ment, and central processing unit (CPU) are all included in
this [18]. In industrial applications, control system design,
programming, and maintenance require an understanding of
PLC architecture presented in Fig. 2.

C. Linear Dynamic State-Space Modeling of Physical
Systems

A mathematical approach called linear dynamic state-space
(LDS) modeling is used to explain how dynamic systems
behave in the time domain [21]. The following equations can
be used to represent the dynamics of the system, where these
sets of equations are usually obtained either using Einstein’s
or Newton’s Laws or using system identification [22]:

X(k+1) = Ax(k) + Bu(k) + ae(k) (1)
y(k) = Cx(k) + Du(k) + Be(k) @

where x(k), u(k), y(k), and e(k) are state vectors representing
internal states, inputs, outputs, and disturbances at time ¢,
respectively. Likely, A, B, C, and D are matrices defining
system dynamics and input—output relationships, while « and
B are scaling factors that modulate the influence of the dis-
turbances e(#) on the state evaluation and output, respectively.
Some commonly used methods for system identification are
listed in Table 1.

TABLE I
COMPARISON OF ESTIMATION TECHNIQUES FOR LDS MODELS

Estimation Method Estimation Accuracy

Prediction Error Methods (PEM) [23] Very High
Maximum Likelihood Estimation [24] Very High
Subspace Identification (SIM) [25] High

Least Squares (LS) Methods [26] High
Kalman Filter-Based Estimation [27] Moderate to High
Bayesian Estimation Techniques [28] Moderate
Machine Learning-based Approaches [29] Variable

Note: “High” estimation accuracy corresponds to approximately 80-90%,
“Very High” refers to accuracy above 90%, and “Moderate” indicates an
accuracy range of around 60-80%.

D. Prediction Error Method

The prediction error method (PEM) is a widely used method
for estimating model parameters by minimizing the difference
between the predicted and actual output of a system. In case
of state-space models, it adjust the parameters of the matrices
A, B, C, and D, along with the noise factors « and S in
(1) and (2), in order for the model to accurately mimic the
behavior observed in the actual system. Given the recorded
input—output data, the output prediction y(k|0) is computed as

Y(k|9) = Cx(k|0) + Du(k) + Be(k) 3

where x(k|0) represents the predicted states and 6 encompasses
all the parameters to be estimated. The prediction error e(k, 0)
is the difference between the actual output y(k) and the
predicted output y(k|60)

e(k, 0) = y(k) — 3(k|6). “

By adjusting the model parameters, PEM attempts to minimize
the total prediction error over all data points. This can be
expressed as the minimization of the following cost function:

1o )
Vo = > ek, 0) 5)
k=1
where N is the total number of data points. The optimization
process iteratively adjusts 6 to minimize V(0), thereby refining
the matrices A, B, C, D, and noise terms « and 8 in state (1)
and (2).

PEM can be used to estimate the system’s parameters
with a high degree of precision, guaranteeing that the model
accurately captures the dynamics of the system as it exists in
real time using the data that has been gathered.

E. Dependency Graphs

A dependency graph is a pivotal tool for providing a better
understanding of the intricate relationships between various
components of a software system. A dependency graph is a
directed graph in which components are represented by nodes
and dependencies between these components are illustrated by
directed edges [34]. In software engineering, this structure is
crucial for managing complex processes, optimizing system
performance, and ensuring data integrity. These graphs are fre-
quently and systematically explored using depth-first traversal
(DFT) for deep searches, dependency resolution, and cycle
detection. Dependency graphs and DFT work particularly well
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together to help understand dependencies and how they affect
system behavior. In this article, we utilize dependency graphs
in a novel way to reduce the computational complexity of
the proposed attestation technique. Consider a scenario where
a traffic light control system operates based on input from
pedestrian crossing buttons and vehicle presence sensors. The
dependency graph maps the sequence of these dependencies
and highlights critical paths that influence the PLC’s output
decisions. This allows the identification of potential attack
points. For instance, if an attacker manipulates the vehicle
presence sensor data, the dependency graph would help trace
how this impacts the control logic, leading to potential traffic
congestion or unsafe pedestrian crossings. Similarly, if an
attacker manipulates the pedestrian switch data, the depen-
dency graph would help trace the potential cascading effects
on the control logic, making it easier to detect anomalies.

III. LITERATURE REVIEW
A. Security Vulnerabilities in PLCs

PLCs are vulnerable to a variety of possible attacks, which
are frequently taken advantage of by weak authentication
procedures or network weaknesses [35]. Attackers may be
able to modify control logic or insert malicious code into
the system by taking advantage of these vulnerabilities to
obtain unauthorized access [36]. Furthermore, data integrity
may be jeopardized by intercepting and altering information
through flaws in PLC communication protocols [37]. Man-
in-the-middle attacks are a serious threat because they give
adversaries the ability to intercept and change data that is
transferred between PLCs, which can result in erroneous
decisions and disruptions in industrial operations [38].

Denial of Service (DoS) attacks pose a concern to PLC
security as well since they can cause PLCs to become
unresponsive and experience downtime, which can interfere
with regular industrial operations [39], [40]. Common attack
vectors include firmware vulnerabilities [41] and malicious
software injection [42], which let hackers disrupt operations
and maybe cause harm by inadvertently introducing malicious
code into PLC systems [43]. Intentional manipulation of
PLC hardware presents further hazards, which may result
in harm to equipment or disruptions to industrial opera-
tions [44]. Furthermore, dangers might result from intentional
or unintended actions, such as illegal modifications, deliber-
ate sabotage, or unintentional errors, by people with access
to PLC systems [45]. Physical assaults that pose serious
risks to the integrity and functionality of PLCs include
rootkit [46], input/output pin control exploitation [47], and
different injection attacks [48]. These attacks exacerbate the
security issues already encountered by PLCs. An overview
of these multidimensional threats and vulnerabilities targeting
PLCs is illustrated in Fig. 3.

B. Existing Attestation Techniques

In recent years researchers have been investigating different
approaches to verify the integrity of PLCs within the IIoT. A
number of notable strategies have been proposed, where each
technique provides a different perspective on PLC attestation.
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Fig. 3. Overview of security threats targeting PLCs in IIoTs.

PLCDefender [30], a hybrid remote attestation technique
uses a physics-based model to maintain the integrity of PLC
control behavior. Although PLCDefender shows encouraging
results in identifying and averting a variety of PLC attack
scenarios, it requires more testing and verification in a variety
of industrial environments, which is necessary to determine its
robustness and scalability.

Similarly, by combining control process validation and
remote software attestation, PAtt [31] offers a solution for
confirming the integrity of PLCs. Through the integration of
memory state integrity measures into control operations, PAtt
allows for the remote verification of control logic integrity
using the generated sensor traces. Nevertheless, more inves-
tigation and verification in industrial settings with diverse
operational circumstances and assault scenarios could be nec-
essary to ensure practical viability and real-world application.

Another similar approach by Chen et al. in [32], presents
a workable method for attesting the input/output behavior of
PLC programs that is based on privacy-preserving black box
models. Although this method shows encouraging results in
identifying code modifications and predicting actuator states
from inputs, its efficacy needs to be evaluated in terms of
scalability and adaptation to various industrial situations.

Cao et al. [33] suggested using a software-based remote
attestation (SBRA) technique to confirm the reliability of IoT
devices without requiring hardware changes. In contrast to
physics-based or hybrid approaches, this method uses only
software-based verification techniques, such as memory filling
at attestation time, a delayed observation mechanism, and a
reputation-based strategy to optimize verification overhead.
Despite improving detection accuracy, this method is not
resilient to physical manipulation or side-channel assaults
and is only effective against software integrity violations. Its
adaptability in IIoT applications is further limited by the fact
that it ignores real-time operational irregularities in industrial
settings.

Table I presents a comparison of the key limitations
of existing attestation techniques, such as high computa-
tional complexity, limited scalability, and poor compatibility
with legacy PLCs. These shortcomings can hinder practical
deployment in real-world industrial environments. Among the
evaluated techniques, PLCDefender [30] and PAtt [31] offer
strong accuracy but are hindered by high latency and poor
adaptability to legacy systems. Whereas, NN Prediction [32],
and SBRA [33] shows better scalability but fall short in



TABLE II
COMPARISON BETWEEN ATTESTATION TECHNIQUES

Technique Computational Complexity

Time Latency

Detection Accuracy

Scalability = Compatibility

PLCDefender [30] Very High Extremely High  98% (for process anomalies) Very Low Low
PAtt [31] High Very High 95% (for control logic) Low Low
NN Prediction [32] Moderate Medium 88% Moderate Moderate
SBRA [33] Moderate High 92% (for software integrity) Moderate Moderate
DuAtt [Proposed] Low Low 100% for program and output anomalies High High

Note: In this table, if ¢ denotes the computational complexity, then “Very High” is defined as ¢ > O(N3), “High” as O(N?2) < ¢ < O(N3), “Moderate”
as O(NlogN) < ¢ < O(N?), and “Low” as ¢ < O(NlogN). Similarly, if 7 represents total time latency, including communication and processing delays,
then “Very High” latency refers to 7 > 4 ms, “High” to 2ms < 7 < 4 ms, “Medium” to 1.5 ms < 7 < 2 ms, and “Low” to 7 < 1.5 ms. Compatibility
describes the effort required to deploy a technique on legacy PLCs without significant hardware modification. A “High” rating implies minimal adaptation is
needed, “Moderate” indicates limited configuration or trade-offs, and “Low” suggests substantial changes or overhead are required for deployment.

handling physical attacks and full-layer coordination. DuAtt
addresses these shortcomings by providing a balanced and
scalable solution with minimal computation overhead. It also
ensures compatibility with legacy PLCs while maintaining
high detection accuracy.

C. Security Gaps in PLC Attestation and Proposed Solutions

Existing techniques on PLC attestation suffer from one or

more of the following problems and limitations.

1) The scalability and adaptability of current PLC attes-
tation techniques are limited and less thoroughly
evaluated.

2) Real-time threat detection and response capabilities are
constrained by higher computational overhead.

3) ICS vulnerabilities are made worse by a lack of defense
against physical assaults, which exposes vital infrastruc-
ture to possible disruptions and damage.

4) The efficacy of existing systems is limited because they
often require full program analysis. This reduces their
capacity to quickly identify and respond to specific
attack scenarios.

5) The delayed detection of security breaches frequently
compromises real-time monitoring and response allow-
ing malicious activities to remain undetected for
prolonged periods of time.

6) Some of the existing attestation techniques such as
PLCDefender [30] and PAtt [31] adopt a layered
approach by incorporating both physical modeling and
software integrity checks. However, these layers operate
independently, without dynamic coordination or trigger-
ing between them. This lack of interaction limits their
ability to efficiently and precisely isolate anomalies.

This shows that adoptable and more proactive security

measures are required as vulnerabilities that allow attackers to
evade detection mechanisms compromise the authenticity and
integrity of IIoT hardware as well as software. The proposed
technique addresses the limitations of current PLC attestation
methods by the following.

1) Integrating both physical process modeling and
software-based attestation to enhance the adaptability
and scalability issues.

2) Reducing the computation burden and complexity by
employing a two-layered framework.

3) Providing comprehensive protection through continu-
ous monitoring from both cyber and physical attacks,

ensuring authenticity and integrity, by employing a dual-
layered attestation technique that monitors and defends
against both program and output attacks.

4) Improving system efficiency through targeted compar-
ison of PLC program sections to detect malicious
tampering.

5) Employing real-time threat detection and response capa-
bilities, using anomaly detection in conjunction with
PLC program attestation to immediately identify any
malicious tampering.

6) Introducing a true dual-layer architecture where the
physical anomaly detection layer dynamically triggers
the software verification layer. It not only enhances
efficiency by using a dependency graph-based targeted
attestation but also verifies only the segments of the
PLC program mapped to anomalous outputs. This cross-
layer coordination reduces the verification scope while
maintaining accuracy.

DuAtt introduces a transformative dual-layered attestation
design that surpasses conventional methods by combining
anomaly detection with software-based integrity verification.
Unlike single-layer attestation schemes that either prioritize
physical process validation or software attestation, DuAtt
integrates both approaches to form a synergistic defense
mechanism. This hybrid strategy not only broadens the scope
of cyber-physical attack detection but also optimizes resource
efficiency, ensuring a more comprehensive and adaptive secu-
rity solution for industrial IoT environments.

IV. CONCEPTUAL FRAMEWORK AND ASSUMPTIONS
A. System Model

The architecture and components in the system model are
shown in Fig. 4. We use the example of PLCs to interconnect
and control several traffic signals. These PLCs are connected to
a gateway, which performs anomaly detection and transmits data
to the associated server. The gateway facilitates data interchange
and communication by operating as an interface between the
traffic lights and the server. The traffic control SCADA system
is housed on the server and is responsible for monitoring and
managing the operation of the traffic lights. The proposed
anomaly detection unit (ADU) is installed on the gateway and
continuously monitors for anomalies. Whereas the proposed
program verification unit (PVU) is responsible for PLC program
attestation and is installed on the SCADA server.
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Fig. 4. System model.

B. Threat Model

The threat model describes possible attackers and attack
situations that the suggested attestation plan seeks to prevent.
It includes a range of physical and cyber threats, such as
malicious code injection, tampering with control logic, illegal
access, and any cyber-physical assaults on the controller’s
output. In this article, we assume that the adversary:

1) can eavesdrop, replay, drop, and modify messages

sent/received by the PLC on the Internet [11], [49];

2) has knowledge about the PLC’s system architecture;

3) can gain physical access to a PLC, leading to direct

manipulation of PLC I/Os;

4) may gain privileged access to embed malicious logic

within the PLC ladder program; and

5) cannot tamper with the PVU. The PVU (verifier) is

considered a trusted authority and is responsible for
verifying the integrity of IIoT components.

DuAtt detects such threats through a combination of
anomaly-driven targeted comparisons and selective verification
of PLC program segments. For this article, we reference
the NIST SP 800-82 standard threat model for ICSs [3],
which outlines potential cyber-physical threats and mitigation
strategies that align with DuAtt’s design.

C. Assumptions

We make the following assumptions.

1) To provide real-time monitoring and validation, the
suggested attestation approach presumes access to sensor
measurements and control instructions from the IIoT
components [31], [50], [51].

2) PLCs are not physically protected and are vulnerable to
physical tampering attacks.

3) It is assumed that field devices, PLCs, and other IIoT
components adhere to industry standards for communi-
cation protocols and data exchange [52], [53].

4) The suggested approach functions on the premise that
under normal working conditions, the physical processes
under the control of the IIoT display predictable behav-
ior. This allows for the detection of anomalies that may
be signs of physical or cyberattacks.

V. PROPOSED ATTESTATION SCHEME
A. Overview of DuAtt

An overview of the proposed (dual-layer attestation scheme)
DuAtt with all its elements is illustrated in Fig. 5, where the
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Fig. 5. Overview of DuAtt illustrating the dual-layer attestation process and
data flow.

prover (ADU) and verifier (PVU) are responsible for detecting
anomalies and program integrity verification, respectively.

The inputs from the PLC are fed to a physical model that
estimates outputs using the ADU, which are then compared
with real-time outputs of the PLCs. In case of a mismatch
an anomaly is detected and the PVU is notified. The PVU
then runs a targeted software-based attestation algorithm to
detect malicious modifications in the PLC program. If the PVU
detects a change in the PLC program, it restores the PLC to
its original state. Otherwise, it halts the system and alarms the
operators to a possible physical attack.

The physical process-based model in DuAtt captures PLC-
based IIoT dynamics. To ensure accurate monitoring and
integrity validation, it uses system identification techniques
like subspace identification (SIM) [25], PEMs [23], and
maximum likelihood estimation (MLE) [24]. These methods
rely on known physical laws and process parameters. Given
the popularity of PEM [23] to accurately model and analyze
system dynamics, this article uses this method for physical
process model estimation. This enables reliable comparison
between actual and predicted outputs, where any deviations
and mismatches indicate tampering or anomalies.

For real-time data acquisition in model estimation,
we logged data in MATLAB workspace through an
ATmega2560 microcontroller-based board [54] as a data acqui-
sition interface using the Arduino Explorer Application [55]
directly from the PLC outputs. The recorded input/output
data is then imported into the MATLAB workspace and after
removing the means, the LDS is estimated using the PEM
method. For the discrete event traffic light signal estimated
model accuracy is validated by comparing it against the
actual program output. For this purpose, the SIMULINK PLC
Coder [56] was utilized. The outputs of both the PLC coder
block and state-space implementation were compared, where
both output plots were identical indicating the accuracy of the
estimated model.

B. Anomaly Detection Unit (ADU)

The ADU in DuAtt works as a prover and is responsible for
detecting any abnormal behavior. It makes use of Algorithm 1
to identify any abnormal behavior. The LDS model, which
depicts the anticipated behavior of the IIoT (see Section V-A)
is used by the ADU to estimate the output of the system. The



Algorithm 1: Anomaly Detection Algorithm for ADU

Algorithm 2: Program Verification Algorithm for PVU

1 Procedure AnomalyDetection
2 Inputs: Sensor_data, PLC_output;
3 QOutputs: Anomaly_flag;
4 Anomaly_flag < False;
// Load LDS model for estimation
5 LDS_model < Load_LDS_model();
// Run LDS model to estimate the
expected PLC output
6 Estimated_output <—
RunLDSModel(Sensor_data, LDS_model);
// Comparing estimated and PLC
actual outputs to detect anomaly
if Estimated_output % PLC_output then

8 Anomaly_flag < True;
// Call Algorithm 2
9 Program Verification(PLC_program, PLC_output);
10 return Anomaly_flag;
11 end if

12 end Procedure

ADU runs the LDS model using incoming sensor data, and a
possible anomaly is indicated if the PLC’s real output deviates
from the LDS model’s expected output. In these situations, the
PVU is notified by the ADU to verify the program’s integrity
by raising a flag.

C. Program Verification Unit (PVU)

The PVU is employed as a verifier and is responsible for
validating PLC program integrity. Upon receiving a signal
from the ADU (signaling the discovery of an anomaly), the
PVU verifies the integrity of the PLC’s program. Algorithm 2
is employed to carry out this verification procedure.

First, the PVU determines whether an abnormality has been
found and waits for a signal from the ADU. If that is the case,
it loads the real program and compares it with the one that is
now operating on the PLC. To identify malicious tampering
and pinpoint its location, the legitimate program is compared
with the current running program on PLC, and the status of
PLC outputs is forwarded to Algorithm 3. The PVU restores
the PLC’s program memory with the genuine program if any
differences are discovered between any section of the two
programs, suggesting a possible compromise of the PLC’s
program. The PVU halts the PLC’s operation to avoid any
additional damage if it finds that the programs are identical,
indicating a possible output assault.

The role of PVU is to identify malicious tampering. Current
methods involve comparing a legitimate reference of the
PLC program with the active program running on the PLC.
However, this approach is not only time-consuming but also
lacks precision, because it fails to pinpoint specific ladder
logic networks or sections of the PLC program that have
been maliciously modified. The challenge is to identify the
dependencies of these networks in the PLC ladder diagram that
correspond to a change in the physical output of the controller.

1 Procedure ProgramVerification
2 Inputs: PLC_program, PLC_output;
3 Authentic_program <« Load_authentic_program();
// Call Algorithm 3
4 Mod_flag <
TargetedComparison(PLC_program, PLC_output);
5 if (Mod_flag) then
// Replace tampered program with
authentic PLC program

6 Update_PLC_memory(Authentic_program);
7 else
// Halt PLC due to output attack
8 Halt_PLC();
9 end if

10_end Procedure

To overcome this challenge and selectively compare and
identify the malicious section of PLC code, Algorithm 3 is
utilized by the PVU. A dependency graph that maps different
parts of the PLC code to specific output states based on
Ladder diagram networks is pre-established. An example of a
dependency graph is shown in Fig. 6. The portion of a PLC
program code responsible for emulating a single ladder rung
is considered a part that may or may not logically control a
physical output. In many cases multiple rungs make up the
logic to control a single PLC output. Whereas, a single output
can depend on multiple rungs, hence, modifying any such
section can change the output status.

Now, when an anomaly is detected by the ADU it sends
the output states along with the anomaly detection flag to
the PVU. The anomaly-driven targeted comparison algorithm
is designed to selectively compare selective parts of the
PLC program on the basis of detected anomalies to enhance
efficiency and resolve the scalability problem for large-scale
systems with multiple subsystems. The flow of events is
illustrated in Fig. 7, and the steps of the algorithm are as
follows.

1) The dependency graph G is created offline to establish a
mapping between the PLC outputs and the correspond-
ing parts of the PLC program that control them.

2) Upon detecting an anomaly in any output, the relevant
part(s) of the program associated with the affected output
are identified as anomaly nodes.

3) A DFT is applied starting from anomaly nodes and
gathering connected parts of the program to see which
portion might be impacted.

4) The traversal results are intersected to isolate the parts
of the program that are responsible

5) To identify the specific areas of the program that might
be causing the anomaly, the outcomes of these traversals
are intersected.

6) The isolated parts are then compared with parts of the
legitimate program to detect any modification.

7) The PVU Algorithm 2 is notified whether any modifi-
cations were found to take appropriate action.
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Fig. 6. Dependency graph of a 4-way traffic light controller mapping PLC program parts to output states.

Algorithm 3: Anomaly-Driven Targeted Comparison

1 Procedure TargetedComparision

2 Inputs: PLC_Program, PLC_output;

3 Outputs: Mod_flag;

4 Load dependency graph G;

5 Map all parts of PLC program {po, p1, ...} to
corresponding PLC outputs {yo, yi, ...}; Use
PLC_output to identify affected output status
{ug, u, ...}

// Find affected nodes

6 foreach p; in G do

7 if Glpi] = u;

8 Add p; to anomaly_nodes;

9 end if

10 end

// DFT from each anomaly node
11 foreach anomaly node u in anomaly_nodes do
12 Initialize a list t;
13 Perform DFT starting from « and add visited
nodes to T;
14 Add t to traversal_results;
15 end
16 Initialize ¢ = 7 (first traversal result);
// Find common nodes
17 foreach traversal result t; in traversal_results do
18 Compute { = ¢ N1
// Find isolated parts
19 foreach traversal result t; do
20 Compute isolated_parts as { = ¢ \ T;;

21 Mod_flag < False;
// Compare legitimate and running
program parts
22 foreach program part p; in isolated_parts do

23 if Flegit[pi] i Frunning [pi]

24 // Modification detected
25 Mod_flag < True ;

26 end if

27 end

28 Return Mod_flag;
29 end Procedure

D. Anomaly Detection and Attestation for Program Integrity

A systematic dual-layer approach is adapted to ensure
integrity checking and responding to potential threats. A
flowchart in Fig. 8 represents the complete process, where
to simulate the expected behavior of the IIoT, a physical
process-based model is first used. This model is then used to
compare the expected output of the system with the actual
output. Upon detecting any anomalies that indicate a departure

Load dependency graph G

v

Map PLC program parts to corresponding PLC outputs

v

Does p_i
Yes
correspond to an
p <«

anomalous
output?

Add p_i to anomaly nodes N

Continue

—

Perform DFT from anomaly nodes to collect traversal results

v

Identify and remove common parts from each traversal result
to obtain isolated parts

v

Compare legitimate and running program for each isolated part

No Is there a

Yes
discrepancy
NN
Notify that no Notify that a
madification is modification is
detected detected

Fig. 7. Flowchart of Algorithm 3, illustrating the process from creating a
dependency graph to detecting anomalies, performing DFT, and notifying the
calling algorithm of any modifications.

from the anticipated behavior, the PLC’s program integrity is
immediately verified. Potential security risks are alerted when
malicious tampering is detected. The system is promptly shut
down, and the program is reset to its initial condition in order
to reduce risks and prevent any further damage.

VI. IMPLEMENTATION AND EXPERIMENTATION

Two major components make up the implementation and
testing part of this research, describing the actual experimental
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Fig. 9. Block diagram demonstrating all components used in the practical
implementation and their connectivity.

setting and investigating case studies to evaluate the effec-
tiveness of the proposed DuAtt. Fig. 9 demonstrates the
interconnection of all components for practical implementa-
tion, and Fig. 10 shows the actual experimental setup.

A. Description of Experimental Setup

1) Physical Model Estimation: Referring to the set of (1)
and (2), the matrices A, B, C, D and E for the LDS model are
obtained by using the PEM [23] in MATLAB from the real-
time recorded data from the PLC. A graphical representation
of the estimated and predicted responses for one cycle of one
pole of a traffic light signal is shown in Fig. 11, where we

MATLAE Simulink

RPi4 Traffic  RRi3
pLc épio - Lights / FLC

Intetface
Arduino Mega

Fig. 10. Experimental setup.

Red Light Signal
T T

T T
== == Original
Predicted

Signal [#]
o
(%

o

1 f
0 2 4 6 8 10 12 14 16 18
Time [seconds]

Yellow Light Signal
T

w= == Original
Predicted

Signal [#]
o
(%)

o

1 1
0 2 4 6 8 10 12 14 16 18
Time [seconds]

Green Light Signal
T T

== == 1 QOriginal

% Predicted
205 4
o
P O 7 :
0 2 4 6 8 10 12 14 16 18
Time [Seconds]
Fig. 11. Comparison of the original and predicted traffic light signals for

red, yellow, and green traffic lights. The Y-axis label indicates binary logic
levels.

observe a close fit between the estimated physical model and
the real-time data
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2) Raspberry Pi as PLC: The Raspberry Pi 4b is used
as a PLC for experimental verification of the proposed
DuAtt attestation scheme. This is done by utilizing the
OpenPLC project [57], a well-known open-source platform.
The OpenPLC project comes with an OpenPLC editor
that helps in writing and compiling PLC codes with the
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IEC 61131-3 standard programming techniques. The resulting
code runs on the Raspberry Pi’s local host in the OpenPLC
runtime. The compiled program is saved in a ST “.st” file
format. Through the use of the OpenPLC runtime, real-time
control of input—output sensors and actuators is possible by
utilizing the Raspberry Pi’s GPIO pins. Augmented with four
LED lights with a bunch of current-limiting resistors and a
spring-loaded push switch, the Raspberry Pi is configured to
control a single-pole traffic light signal.

The Raspberry Pi was chosen as the PLC because of its
unmatched open-source capabilities, which allow for flexible
functionality and the implementation of many attack scenarios
that are required for this research.

3) Anomaly Detection: The ADU in DuAtt was imple-
mented in MATLAB SIMULINK. MATLAB was selected
because of its strong multidomain analysis capabilities. The
MATLAB SIMULINK ADU implementation is shown in
Fig. 12, and with the help of the Arduino support package
for Arduino hardware [58], this configuration enables the real-
time integration of the state-space model and the physical
signals from the PLC. When a physical switch is pressed,
the state model and the physical process both start running
simultaneously. This mechanism makes sure that the physical
process and the ADU are synchronized. In case of an anomaly,
the ADU generates a halt signal, sent directly to an output pin
of the microcontroller board through which this signal is then
sent directly to both the PLC and PVU, respectively.

4) Program Attestation: After an abnormal behavior is
detected by the ADU, the PLC goes into halt mode and the
PVU is activated. The PVU was implemented on another
Raspberry Pi 3 that was already connected to the PLC
(Raspberry Pi 4 running the OpenPLC runtime). The PVU
executes a Python code with reference to Algorithm 2 and
waits for the halt signal it receives through its GPIO pin.
The PVU then copies the current program under execution
from the PLC and compares it with a legitimate copy. In
case malicious tampering is detected, the PVU restores to the
original program and signals the ADU to remove the halt
signal, and as soon as the halt signal is removed the PLC
starts working normally again. Otherwise, if the PVU does
not detect any malicious tampering in the PLCs program,
we can infer that this is a physical output attack. In such a
situation the PVU informs the ADU that no program anomaly
has been detected, where the restoration of normal operation

Fig. 13. Dependency graph of a single pole traffic light signal.

necessitates a physical examination of the PLC to verify
hardware integrity.

B. Case Studies

To validate the operation and effectiveness of DuAtt, the
following two case studies were conducted.

1) Program Modification Attack: In this case study, the
attacker gains unauthorized access to the PLC and maliciously
alters its code. This study aims to evaluate the system’s
effectiveness in identifying and counteracting unauthorized
modifications while maintaining the PLC program’s integrity.
To launch a program modification attack, a Linux-based
computer system was connected to the network. This system
was then used to replace the instruction code file under
execution with a modified program in the PLC leading to an
altered output. The purpose of DuAtt is to detect this attack
and restore the PLC to its original state.

Considering a single side traffic light signal for proof of
concept, where both yellow and red lights corresponding
to PLC outputs yl and y2, respectively, are affected. The
input, outputs, auxiliary elements, and timers associated with
the PLC register for the traffic light signal are detailed in
Table III. The preconstructed dependency graph illustrating
the dependency of each PLC output on a specific part of
the PLC program is shown in Fig. 13. In the dependency
graph, the nodes pl and p2 are identified as anomalies after
performing a DFT

(11)
(12)

71 = pl, p0
7 = p2, p0.
The intersection of the traversal paths then isolates the com-

mon code section, which may be responsible for the detected
anomaly, i.e.,

¢ =11 N 12 =p0. (13)
Further isolation reveals
11 — ¢ =pl (14)

Now that the potential malicious sections have been identified,
the PVU compares the isolated sections of the legitimate code
with the running program on the PLC, i.e., comparing the
executable binaries

Pliigitimate 7 Plvunerable — modification detected  (16)

DP2ligitimate Z P2vunerable — modification detected  (17)

where piigitimate TEpresents the part of the legitimate PLC
program and pyyinerable denotes the section of the malicious



TABLE III
ANNOTATION OF PLC REGISTER ELEMENTS FOR A SINGLE TRAFFIC
LIGHT SIGNAL

Inputs Label | Outputs Labels
X0 Switch YO Green light
X1 Halt signal Y1 Yellow light
Y2 Red light
Auxiliary Label | Timers Labels
M10 Start process TO 6 s ON-Timer
MO, M1, M2 Timer status T1 4 s ON-Timer
M20, M21, M22  SCADA control T2 6 s ON-Timer

program running on the PLC. Thus, DuAtt successfully
isolates and identifies the modified sections of the code.
This approach significantly reduces the verification time and
computational complexity by focusing only on the relevant
parts of the program, unlike existing attestation techniques that
require verification of the entire program, leading to increased
computational overhead.

2) Output Modification Attack: This case study focuses on
an attack in which the attacker tries to alter the PLC’s output
signals to cause incorrect control actions or deceptive feedback
to the system. To ensure the accuracy and dependability of
control operations, the system’s ability to recognize and react
to these output adjustments must be assessed. To mimic this
attack, a Python script to directly control the Raspberry Pi’s
GPIO pin is executed on a Linux-based computer. A map of
annotated PLC inputs, outputs, and other internal elements for
a single traffic light signal is tabulated in Table III. DuATT
aims to identify any unusual activity by thoroughly scanning
the system and flagging potential security threats. If an output
modification attack is detected, the operator physically inspects
the PLC to confirm that the hardware is secure. Afterward, the
GPIO pins are reset, and the PLC is restarted to bring it back
to normal operation smoothly.

3) Backup Mechanism: In the event that both layers of the
attestation system detect an anomaly and the program cannot
be restored to a known safe state, DuAtt initiates a safety
shutdown protocol that isolates the PLC from the network and
alerts the supervisory control system. Additionally, the system
triggers an automated rollback to the last verified safe program
state where feasible, ensuring minimal operational disruption.
This prevents further propagation of compromised signals or
data while enabling rapid recovery.

VII. SECURITY ANALYSIS

In this section, we analyze the security of DuAtt against
possible attacks, compliance with the fundamental security
principles, and the capability to function normally in adver-
sarial environments.

A. Security Objectives

The primary security objective of DuAtt is to maintain the
integrity of a PLC program and its output signals. The dual-
layer approach improves the integrity check by utilizing.

1) Physical Process-Based Anomaly Detection: A PLC’s
outputs are continuously compared to an LDS model by the

ADU to identify any deviations that might indicate program
tampering or adversarial influence.

2) Targeted Software Attestation: After an anomaly is
detected, the PVU selectively verifies the relevant PLC pro-
gram segments rather than the entire program. This reduces
the computational overhead and also enhances efficiency.

Furthermore, DuAtt ensures integrity in two ways.

1) Any unauthorized modifications in the control logic
are identified through dependency graph-based targeted
comparison. This results in the immediate detection of
program manipulation attacks.

2) Malicious changes to PLC output states that attempt
to evade software-based attestation are caught via real-
time physical model validation. This minimizes the risk
of undetected tampering and reinforces the attestation
process.

Additionally, to protect the anomaly detection mechanism
from tampering, DuAtt relies on the inherent security of the
ADU and PVU, as stated in the system model and threat
model. Since both units are trusted entities, any modifica-
tions to the anomaly detection logic are inherently prevented
from unauthorized interference. Before execution, the ADU’s
operational state is verified by the PVU, ensuring consistency
and reliability in detecting anomalies. Furthermore, redundant
verification mechanisms involving multiple ADUs provide an
added layer of security by cross-checking and confirming
integrity, reducing the risk of a single point of failure.

B. Resilience Against Attacks

DuAtt is designed to detect the most common cyber and
physical attacks that threaten the system integrity of PLC-
based IIoT environments [8], [11]. The following attacks are
explicitly considered.

1) Program Manipulation Attacks: An attacker may
attempt to alter PLC ladder logic or ST programs to modify
process behavior covertly. To successfully carry out such an
attack, the attacker must either inject malicious instructions
into the PLC’s control logic or modify existing program
sequences without being detected. However, DuAtt can detect
these types of attacks by comparing execution states with the
reference PLC program in the PVU. Any deviations between
the expected and actual execution states trigger an anomaly
detection response, ensuring that unauthorized modifications
are identified. In turn, these types of malicious modifications
can be isolated, and the legitimate PLC program may be
restored.

Attackers might inject malicious code into the PLC runtime
environment to execute unauthorized instructions or attempt
control-flow hijacking. By modifying execution pathways or
injecting malicious routines, attackers may attempt to override
normal PLC operations and execute unauthorized actions.
DuAtt employs anomaly-driven targeted verification, ensuring
that any unauthorized changes to code segments are detected
and reversed before they impact the system.

Second, an attacker may attempt to bypass the anomaly
detection mechanism by altering the PLC’s input—output
dependencies or manipulating sensor data to mask the changes
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TABLE IV
COMPARISON OF SECURITY FEATURES AMONG DIFFERENT TECHNIQUES

Feature DuAtt PLCDefender [30] PAtt [31] NN Prediction [32] SBRA [33]

Anomaly Detection Physical Process Modeling + Physical Model Control Logic NN-based Prediction Software-based
Software Attestation Integrity checksum

Tamper detection Yes No Partial No No

Replay Attack Detection Yes No No No Partial

Proxy Attack Detection Yes No Partial No No

Physical Output Signal Attack  Yes No No No No

Detection

Note: The term “Partial” indicates that the technique provides limited or conditional support for the feature. It might identify particular instances, specific
cases, or types of attacks, but it does not provide comprehensive protection in all pertinent situations.

in control logic. However, DuAtt’s physical process-based
anomaly detection ensures that any unexpected system behav-
ior is flagged, regardless of whether the attacker manipulates
direct program execution or attempts to spoof sensor feedback.
By continuously monitoring the expected versus actual system
responses, the ADU DuAtt effectively detects and isolates
inconsistencies that arise from such tampering attempts.

2) Output Signal Modification Attacks: An attacker may
intercept and alter PLC output signals to cause physical
process disruptions. To successfully execute such an attack,
the attacker must manipulate the PLC’s output signals by
injecting false control commands [1] or interfering with the
communication between the PLC and actuators. This can lead
to unsafe system behavior, equipment malfunctions, or even
operational failures. However, DuAtt detects such attacks by
continuously monitoring the expected versus actual physical
process states using the ADU. Any deviation between the
LDS model’s predicted outputs and real-time sensor readings
triggers an anomaly alert, prompting the PVU to verify
the PLC’s execution state. This ensures that unauthorized
modifications to output signals are promptly detected before
they cause widespread system disruptions.

3) Replay Attacks: Attackers may attempt to replay
previously valid attestation responses to evade detection by
feeding a legitimate historical response to the verifier. This
makes the system falsely believe that the PLC is in an untam-
pered state. To execute such an attack, the adversary must
capture and reuse a past attestation response that was accepted
by the verifier. However, DuAtt detects replay attempts by
employing a randomized selection of attested program seg-
ments rather than relying on static integrity checks. Each
attestation request dynamically selects different portions of the
PLC program for verification. This ensures that repeated use of
old responses is ineffective. Also, the randomized attestation
mechanism ensures that attackers cannot rely on previously
captured responses to bypass integrity verification.

4) Proxy Attacks: An attacker may attempt to impersonate
a legitimate PLC through a proxy device to deceive the
attestation mechanism and bypass detection. To successfully
execute such an attack, the adversary must intercept and relay
attestation queries between the verifier and a compromised
or rogue device while modifying responses to appear legit-
imate. However, DuAtt detects such proxy-based deception
through anomaly-driven state verification. Since the ADU
cross-verifies the real-time sensor data with the expected

process behavior, any discrepancies arising from proxy-based
manipulation will be detected as an anomaly. Additionally,
since attestation responses are tied to dynamic execution states
rather than static program checks, proxy attacks that attempt
to spoof legitimate execution states fail when the verifier
cross-checks the PLC’s responses against real-time operational
data.

Furthermore, an adversary may attempt to physically replace
the legitimate PLC hardware with a rogue device, executing
a proxy-based attack at the hardware level. In this scenario,
the attacker would swap out the original PLC and connect
a manipulated proxy device that relays attestation requests
while executing unauthorized operations in the background.
However, such an attack is infeasible in DuAtt’s security
model because the underlying industrial environment adheres
to strict backend protocols and device authentication mech-
anisms [59], which ensure that only authorized hardware
can function within the system. In addition to this, since
DuAtt relies on real-time process verification rather than
solely software attestation, any discrepancies caused by an
unauthorized hardware swap would be immediately detected
through inconsistencies in the physical process model and
sensor feedback. This ensures that runtime PLC replacement
attempts fail as they cannot replicate the expected real-time
system behavior [60].

To contextualize the security strengths of DuAtt, we com-
pare its security properties with other prominent attestation
techniques, including PLCDefender [30], PAtt [31], NN-based
Prediction [32], and SBRA [33]. The comparison focuses on
key security properties such as anomaly detection mechanisms,
temper detection mechanisms, replay attack prevention, proxy
attack resistance, and physical output signal attack resistance
(see Table IV).

The comparison highlights how DuAtt integrates multiple
security properties, ensuring both computational efficiency
and strong attack resistance. Unlike PLCDefender and PAtt,
which primarily rely on physical process models or control
logic verification, DuAtt introduces a hybrid approach that
enhances security without significantly increasing computa-
tional complexity.

C. Limitations and Future Enhancements
While DuAtt provides strong integrity guarantees by inte-

grating both physical process-based anomaly detection and
software attestation, it assumes that:
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1) the PVU remains trusted and is not compromised by
insider threats;

2) the LDS model accurately captures physical process
dynamics and does not require frequent reconfiguration;
and

3) attackers cannot gain persistent low-level access to
hardware interfaces without detection.

Future developments may focus on refining DuAtt’s attesta-
tion mechanism to increase the precision of anomaly detection
and improve adaptability to various industrial environments.

1) Enhancing anomaly detection techniques by incorporat-
ing adaptive thresholds based on real-time operational
data.

2) Extending attestation capabilities to heterogeneous PLC
architectures to support a wider range of industrial
systems.

3) Optimizing system scalability and response efficiency
to accommodate large-scale deployments with minimal
overhead.

DuAtt through its dual-layered architecture establishes a
robust, scalable, and efficient attestation framework tailored
for IloT environments, ensuring real-time integrity verification
while maintaining low computational costs.

VIII. PERFORMANCE ANALYSIS

The effectiveness and efficiency of DuAtt is assessed in this
section.

A. Accuracy

Fig. 14 illustrates a program tempering attack, where, by
using the trigger indicators in the SIMULINK scope, we can
analyze the events. At time ¢+ = 4.5 s the synchronization
switch is pressed and the green light is turned on. After
completing its cycle of 6 s, the yellow light turned on for
4 s. However, when the red light turned on, it must have
completed 6 s, but after completing 4 s, it turned on and the
green light was immediately turned on. Right at this moment,
the ADU detects an anomaly and signals a halt. Meanwhile,
the PVU checks the program for integrity and also raises a
flag after a second of the halt signal. Soon after restoring the

TABLE V
COMPARISON OF EXECUTION TIMES AND IMPROVEMENT ACROSS

TECHNIQUES
Technique DuAtt [32] [RR]] [31] [30]
File Size (KB) 32 32 32 32 32
Transfer Time (ms) 0.64 0.64 0.64 0.64 0.64
Processing Time (ms) 0.7 0.75 1.1 1.2 1.7
Total Time (ms) 1.34 1.39 1.74 1.84 2.34
Improvement (%) 3.73% 22.99% 37.31% 74.63%
TABLE VI
COMPARISON OF COMPUTATION COMPLEXITY
Technique Parameters Computational
Complexity

DuAtt N: size of input data, O(N + p)

p: parts of PLC program
SBRA [33] N: size of input data O(NlogN)
NN Prediction [32] N: size of input data, O(N log N+m)

'm: number of important inputs
PAtt [31] N size of input data O(N?)

(including nonce)
PLCDefender [30] N : size or dimensionality of O(N “)

the input data

PLC program, both the ADU halt and PVU flag go down, and
the green light starts operating from the start and completes
in a 6-s time duration, followed by the yellow light.

Likewise, in case of an output modification attack, the PLC
operation is suspended after the PVU cannot find any mali-
cious program modification. This continues until the operator
secures the PLC and removes any malicious tampering with
the output of the PLC. For both case studies, DuAtt achieves
100% detection accuracy in identifying tempering with the
output of the program. Because anomalies are deterministically
captured at the physical layer and validated through targeted
attestation, the system reports no false positives or false
negatives in the experimental evaluation.

B. Computational Complexity

Comparing DuAtt to its predecessors, there are noticeable
performance gains. The technique continually monitors system
integrity while operating with a low processing overhead by
utilizing a lightweight physical model-based anomaly detec-
tion algorithm.

To analyze DuAtt’s response time we used a ST file for the
single traffic light of 4 KB. Hence, the File Size = 4 KB x
8 = 32 KB, where considering the typical Raspberry Pi Wi-
Fi speed as 100 Mb/s. Therefore, the file transfer time can
be computed as 0.32 ms. After a few milliseconds, the PVU
copies the file from the PLC, does a comparison, and then
replaces the running program on the PLC with the legitimate
program. Hence, this is equivalent to two transactions totaling
0.64 ms. For a 4 KB structure text PLC instruction, the
estimated processing times and propagation delays range from
0.65 to 0.7 ms. So the total time is the sum of transfer time
and processing time, i.e., 0.64 ms + 0.7 ms = 1.34 ms.
Considering a Raspberry Pi using Wi-Fi and a 32 kb ST
file, a comparison between DuAtt and existing state-of-the-
art techniques is presented in Table V. We observe that
DuAtt results in a verification time that is 3.73%, 22.99%,
37.31%, and 74.63% faster as compared to the techniques
in [30], [31], [32], and [33], respectively.
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TABLE VII
COMPUTATIONAL COMPLEXITY AND SCALABILITY ANALYSIS OF ATTESTATION TECHNIQUES

Technique Complexity Scalability Trend Potential Bottlenecks Load Balancing Feasibility

DuAtt O(N + p) Linear (Efficient) Network congestion at >2000 devices Easily distributed across multiple verifiers
SBRA [33] O(Nlog N) Near-Linear Increased processing time at high NV Partial, requires memory-efficient optimizations
NN Prediction [32] O(Nlog N+m) Near-Linear Extra complexity due to m inputs Moderate, neural network optimization possible
PAtt [31] O(N 2) Quadratic (Inefficient) Heavy processing demands at high N Limited due to centralized verification
PLCDefender [30] O(N?) Exponential Severe bottlenecks beyond 1000 devices Not scalable, requires significant resources

Comparison of Computational Complexities
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Fig. 15. Comparison of Computational Complexities: The plot illustrates the
computational complexity of five techniques. The light blue plane represents
the DuAtt method with O(N + p), the dark blue line shows the SBRA with
O(N log N), the orange plane corresponds to the NN-based prediction method
with O(N log N + m), while the red and green lines depict the physics-based
attestation (PAtt) and PLCDefender with complexities O(NZ) and 0(N3),
respectively.

The analysis of computational complexity shown in
Table VI sheds light on the efficiency of different attestation
methods. DuAtt has a linear complexity (O(N + p)), where p
is the PLC program size and N is the size of the input data.
On the other hand, current techniques like PLCDefender [30],
physics-based attestation (PAtt) [31], code integrity attestation
using NN-based prediction [32], and SBRA [33] show com-
plexities of O(N logN + m), O(N?), O(N?), and O(NlogN),
respectively. We observe that DuAtt has significantly lower
computational complexity as compared to conventional meth-
ods, particularly when dealing with situations involving big
sensor datasets or intricate PLC codes, which makes it an
attractive option for real-world applications. The plot in
Fig. 15 demonstrates the increasing computational demands as
the input size grows. We observe that DuAtt scales effectively
to accommodate large-scale industrial systems with extensive
sensor data and complex PLC programs.

C. Scalability

To study the scalability of DuAtt, we note that verification
involves both a physical process-based anomaly detection fol-
lowed by software-based attestation. Denoting the complexity
of anomaly detection and software-based attestation by ¢, and
Ls, respectively, the computational burden to verify n devices

Scalability Comparison of Attestation Techniques (Log Scale)
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Fig. 16.  Scalability comparison of attestation techniques on a logarithmic
scale, where the computational overhead of DuAtt and alternative attestation
methods (SBRA, NN-Based prediction, PAtt, and PLCDefender) are plotted
against the number of devices N. DuAtt O(N + p) shows the lowest overhead
while maintaining efficient scalability, whereas PLCDefender O(N3) exhibits
exponential overhead growth. Marked bottleneck points (at 2000 devices)
highlight theoretical scalability limits, confirming DuAtt’s advantage for large-
scale IIoT applications.

¢t is given by

(18)
19)

{r=N-(%a +s)
= n[O(N +p)].

In contrast, as the computational complexity of existing
techniques is significantly higher than DuAtt, their scalability
is proportionally impacted negatively. Fig. 16 shows the scal-
ability of various techniques as N increases. We observe that
DuAtt is highly scalable as compared to other techniques.

Moreover, the comparison of various methods in terms
of computing complexity, scalability trends, and possible
bottlenecks is also summarized in Table VII. This summary
provides a broader context for interpreting the performance
limitations of existing techniques as the device count increases,
where DuAtt offers efficient load balancing across multiple
verifiers for larger-scale IIoTs.

IX. DISCUSSION
A. System Modeling and Robustness

DuAtt relies on LDS models for physical process-based
anomaly detection. This dependency can pose limitations
when applied to highly nonlinear or complex systems where
LDS models may fail to capture the full system dynamics.
Extending the approach to nonlinear systems requires the



incorporation of machine-learning-based predictive models or
hybrid estimation techniques, which may introduce additional
computational costs. Future work aims to explore hybrid
approaches that balance model accuracy with computational
efficiency. However, these limitations will not affect the
running time and computational complexity of the proposed
model because LDS development is a one-time process and
will continue to be the same until or unless there are physical
changes to the system.

The accuracy of the anomaly detection mechanism is
directly linked to the fidelity of the underlying system model.
Since LDS modeling is a one-time identification process and
remains valid unless physical modifications, like changes to
sensors, actuators, or I/O configurations occur. This makes
DuAtt robust and stable in long-term deployments. Especially
in systems where the control structure remains unchanged.
For more complex discrete-event industrial processes, petri
net (PN) and interpreted PN (IPN) models may be consid-
ered to enhance modeling accuracy [61]. Note that ladder
diagram PNs [62] and IPNs offer superior expressiveness in
capturing event-driven logic and can aid in generating accurate
LDS representations during the initial setup. Thus, expanding
DuAtt’s applicability to a broader class of PLC-based IIoT
systems.

B. Hardware Platforms and Software Portability

The experimental setup utilized a Raspberry Pi 4B as
the PLC emulator due to its open-source capabilities and
GPIO support. However, the Raspberry Pi has certain
limitations, such as lower processing power compared to
industrial-grade PLCs, limited real-time performance , and
robustness. Despite these limitations, the proof-of-concept
demonstrates the feasibility of the proposed scheme in
low-power environments. Scalability to real-world industrial
settings involves the integration of heterogeneous PLCs with
varying architectures. In practice, DuAtt can be ported to
hardware platforms like Siemens S7 series and Allen-Bradley
MicroLogix series by adapting to their memory access
interfaces (e.g., address mapping and data block structure)
and ensuring compatibility with their respective execution
environments and programming standards [63], [64]. Future
iterations can incorporate FPGA-based PLCs to address higher
data loads and achieve faster anomaly detection with minimal
latency.

The prototype implementation of DuAtt uses MATLAB
to facilitate rapid development and testing of the proposed
framework. However, for industrial deployment, the MATLAB
implementation will be replaced with optimized Python and
C++ modules that reduce computational overhead and elimi-
nate the need for a MATLAB runtime environment. Empirical
studies have shown that C++ implementations can be approx-
imately ten times faster than MATLAB and nearly one
hundred times faster than Python for computationally intensive
tasks [65]. Preliminary tests with Python-based modules indi-
cate similar performance with reduced resource consumption,
but further optimization in C++ is expected to enhance real-
time processing capabilities.

C. Compatibility With Legacy Systems

The practical deployment of DuAtt in industrial envi-
ronments requires minimal modifications to existing legacy
systems. Specifically, the addition of ADUs and PVUs can
be integrated with SCADA systems via network interfaces
without requiring major reconfiguration of the PLC program.
This approach ensures compatibility with older PLC models
while enhancing security. However, integrating DuAtt with
proprietary PLC systems may require additional compatibility
testing and validation.

D. Performance Benefits Over Existing Techniques

As compared to baseline algorithms such as PLCDefender
and PAtt, DuAtt scales more efficiently due to its selective
validation approach, which avoids full program verification
unless anomalies are detected. This design choice allows it to
handle larger networks of PLCs with minimal computational
overhead.

E. Model Validation and Industrial Viability

The experimental results demonstrate DuAtt’s superior
detection accuracy and reduced latency. The high accuracy
stems from the precise LDS model used for anomaly detection
and the integrity verification mechanism. Lower latency is
attributed to the selective program checks in the second layer,
which only activate when anomalies are detected. Compared
to existing works, this selective approach significantly reduces
unnecessary computations, making DuAtt more efficient for
real-time IIoT deployments.

Moreover, DuAtt has been evaluated using real-time data
streams logged from IloT devices (Field PLCs) in our
experimental setup. This ensures that the framework can
handle realistic workloads and industrial scenarios. While
DuAtt provides comprehensive detection capabilities, it relies
on accurate physical models for process-based verification,
which may require updates for nonstationary processes.
Additionally, initial calibration may introduce slight overhead
during deployment.

X. CONCLUSION

This article presents DuAtt, a novel dual-layer attestation
framework intended to improve the security and reliability
of PLC-based IIoT. The proposed method addresses critical
challenges including computational efficiency, adaptability,
and scalability in resource-constrained industrial situations
by integrating a lightweight physical model-based anomaly
detection mechanism in combination with a software-based
targeted attestation approach. This dual-layer approach ensures
comprehensive protection against both cyber and physical
threats, thereby protecting critical infrastructure sectors. DuAtt
outperforms existing techniques by achieving faster response
times and reduced computational overhead. As shown through
its ability to promptly restore PLC integrity while maintaining
100% detection rate for both output and program manipulation
attacks. Additionally, because of its scalability and versatility,
the suggested technique can be implemented in a variety of
industrial settings.
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Future research directions involves advancing the anomaly
detection technique with the inclusion of machine-learning-

based algorithms.

Moreover, utilizing digital twins in

combination with physical model-based anomaly detection
may further enhance the effectiveness and efficiency.
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