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Abstract—Communication in the green Internet of Vehicles
(IoV) demands significant energy, encompassing both communi-
cation and computation costs, along with fuel and electricity for
vehicle operation. The rise of quantum computing threatens the
security of existing IoV frameworks, particularly those relying
on conventional public-key cryptosystems (PKC) like integer fac-
torization and elliptic curve cryptography, which are vulnerable
to quantum attacks. This paper proposes a lightweight, post-
quantum security protocol for electric vehicles (EVs) in IoV,
aimed at reducing computation and communication costs while
enhancing energy efficiency. We conduct a comprehensive secu-
rity analysis and compare our protocol with existing solutions,
demonstrating its superior security, scalability, and practical
effectiveness. Network simulations using NS3 further validate the
robustness and efficiency of the proposed scheme for green IoV
applications.

Index Terms—Security, communication, IoV, post-quantum,
RLWE.

I. INTRODUCTION

In green Vehicular Communication (VC) systems, electric
vehicles are interconnected and communicate wirelessly. This
type of communication plays a crucial role in the develop-
ment of “Intelligent Transportation Systems (ITS)”, enabling
electric vehicles equipped with “Onboard Units (OBUs)”
to interact with connected ‘“Roadside Units (RSUs)”. These
interactions improve traffic efficiency, enhance driver safety,
aid in collision avoidance, provide traffic congestion warnings,
and issue alerts for emergency vehicles, among other benefits.
Despite advancements in ITS and the implementation of
safety features in vehicles, such as Anti-lock Brake Systems
(ABS), airbags, and rear-view cameras, a significant number
of individuals still lose their lives in traffic accidents each year
[1]. In situations involving congestion, accidents, or other road
hazards, vehicles must communicate with one another in real
time to reroute or avoid dangerous areas. They need to share
critical information, including visibility, current locations,
speeds, maneuver coordination, meteorological data, and other

vital statistics. To reduce vehicle accidents and maintain trans-
portation safety, VC networks must securely exchange data
between OBUs and RSUs. The transmission of “Cooperative
Awareness Messages (CAMs)” and “Decentralized Environ-
mental Notification Messages (DENMs)” in vehicle-to-vehicle
(V2V) communications presents various challenges. Since
these messages are transmitted over public channels, ensuring
secure communication is essential, as attackers may intercept
crucial messages and conduct various attacks. Implementing
robust security and privacy mechanisms within VC systems
is vital to prevent malicious behavior and further enhance
transportation safety and efficiency. Authentication protocols
are particularly important for ensuring the privacy and security
of vehicular communications. These schemes are designed to
protect user privacy while fulfilling key security requirements,
such as authentication, integrity, and resistance to various
active and passive attacks, thereby ensuring accountability [2].

The emergence of quantum computers poses a significant
security threat to traditional public-key cryptosystems (PKC),
which are currently used to secure conventional systems.
With the rapid advancements in quantum computing, it is
essential for these traditional systems to be equipped to handle
quantum attacks using existing hardware. However, traditional
elliptic curve cryptography (ECC)-based security schemes are
vulnerable to various attacks, such as ‘“man-in-the-middle
attacks, replay attacks, impersonation attacks” and others,
presenting considerable risks to VC. Recently, lattice-based
cryptography (LBC) has gained considerable attention for its
ability to resist attacks from quantum threats while ensuring
integrity and confidentiality. In the quantum era, it is crucial
to design and implement efficient authentication mechanisms
between vehicles and RSUs that incorporate post-quantum
security within the green IoV system. In addition, the design
protocols must be lightweight. This is important because green
IoV devices, especially in EVs, often have limited processing
power and battery life; a lightweight protocol minimizes en-



ergy consumption while ensuring efficient operation [3]. More-
over, lightweight protocols facilitate real-time communication,
reducing latency and enabling timely responses to critical
situations. As a result, we proposes a lightweight security
protocol for EVs which will effectively address the security
challenges posed by post-quantum attacks while promoting
green communication practices in IoV systems.

A. Related Works

Wang et al. [4] proposed an “authentication scheme for
V2V communication” that utilizes bilinear pairing, ECC, and
hash functions. However, this scheme requires significant
computational resources, making it impractical for real-world
applications, and it is also vulnerable to quantum attacks.
Nath et al. [5] proposed an “authentication scheme for group
communication in a vehicular ad hoc network (VANET)”.
This scheme employs batch authentication, allowing messages
from multiple vehicles to be easily authenticated by the RSU.
However, it is vulnerable to ESL and quantum attacks. Zhang
et al. [6] designed an “authentication scheme for VANET that
utilizes a hash function and a symmetric encryption/decryption
algorithm”. However, this scheme is vulnerable to replay
attacks and does not provide support for anonymity or untrace-
ability. In 2023, Wang et al. [7] developed an authentication
and key agreement scheme for cloud-assisted IoT applications.
In their model, IoT devices, users, gateway nodes, and cloud
centers mutually authenticate before establishing a session
key, which is created using a hash function and ECC along
with random numbers and public parameters. However, this
approach is vulnerable to ESL attacks under the “Canetti and
Krawczyk adversary (CK-adversary) model” [8] and cannot
defend against replay attacks. Mishra et al. [9] proposed a
communication mechanism for the Internet of Drones (IoD)
in the context of scalable quantum computers. However, their
scheme reveals the true identities of communicating parties
over public channels, raising concerns about anonymity and
traceability. Similarly, in 2023, Rewal et al. [10] developed
an authentication scheme based on the lattice assumption for
mobile communication in post-quantum environments. Their
approach also exposes the real identities of mobile users,
lacking anonymity and traceability. Furthermore, their scheme
does not accommodate the dynamic addition of drones or
devices, limiting its scalability. Vasudev et al. [11] developed
an authentication mechanism for V2V communication in the
IoV network using a hash function. Their scheme employs
random numbers and public information to construct a session
key, making it vulnerable to ESL attacks under the CK-
adversary model. Furthermore, their scheme does not protect
against quantum attacks, as well as anonymity and traceability
attacks. Xie et al. [12] suggested an authentication mechanism
for vehicles and transportation infrastructure (V2I) and V2V
communication in VANETS, utilizing ECC and hash functions.
However, their protocol reveals the real identities of network
entities, making it susceptible to anonymity and untraceability
attacks. Additionally, their scheme is vulnerable to quantum
attacks and ESL attacks under the CK-adversary model.

B. Research Gap and Motivation

Current authentication protocols in IoV applications rely
on integer factorization problem (IFP) based PKC or simi-
lar ECC-based security schemes. However, advancements in
quantum computing and algorithms like Shor’s algorithm [13]
present significant threats to the security of these applications.
Existing schemes, such as [4], [5], [6], [7], [12], among
others, which are based on ECC, are particularly vulnerable
to various attacks in the post-quantum era. To tackle these
security issues, we propose a quantum-secure protocol for
V2RSU communication in IoV applications, leveraging the
complexity of the “Ring Learning With Errors (RLWE)” lattice
problem.

C. Research Contributions
The key contributions of this paper are outlined as follows:

« This paper presents a lightweight security protocol aimed
at safeguarding post-quantum communications in V2RSU
interactions, offering protection against quantum attacks.

o A comprehensive security analysis demonstrates the pro-
tocol’s robustness against various active and passive at-
tacks in both classical and quantum environments.

o A real-time experimental setup using Raspberry Pi 4 de-
vices is conducted to evaluate the computational overhead
associated with different cryptographic primitives.

o A thorough comparative assessment with existing related
schemes highlights the scalability and efficiency of the
proposed solution in practical applications.

e A detailed network simulation using NS3 illustrates the
performance of the proposed scheme, enhancing its reli-
ability and effectiveness in IoV applications.

II. SYSTEM MODEL

In this section, we present the network and threat models
as part of the system model to visualize the network compo-
nents and address security considerations during open channel
communication.

1) Network Model: The system model comprises of three
principal entities: the Trusted Registration Authority (T'RA),
Roadside Units (RSU)s, and electric vehicles equipped with
OBUs. The architecture of this system model, referred to as
V2RSU-PQS, is depicted in Fig. 1. Both the RSU and the
OBU must register with the TRA to obtain the necessary
authentication credentials and parameters. After exchanging
the required information, the RSU and OBU will initiate the
Authentication and Key Agreement (AKA) phase to establish
secure communications.

2) Threat Model: In our proposed scheme, an EV with
an OBU communicates with a RSU over an insecure public
channel, which makes it vulnerable to information leakage. In
this scenario, an unauthorized person could easily access the
transmitted information by eavesdropping or launching active
or passive attacks. Therefore, we adopted two well-recognized
security threat models: 1) “Dolev-Yao (DY) model” [14] and
2) “Canetti and Krawczyk adversary (CK-adversary) model”
[8]. According to the DY threat model, the adversary ) is



TRA: Trusted Registration Authority, RSU: Roadside Unit
AKA: Authentication and Key Agreement Phase

Fig. 1. Network model for V2RSU communication.

capable not only of intercepting communicated messages but
also of manipulating them by modifying, inserting, or injecting
information as they are transmitted between various entities
within the network. In contrast, the CK-adversary model
encompasses all the capabilities of ) described in the DY
model, while additionally enabling ) to compromise “secret
keys, credentials, and session states through session hijacking
attacks during the session key establishment process”. Further-
more, ) can launch power analysis attacks [15] on a physically
compromised OBU to extract sensitive information from its
insecure memory. In addition, ) has access to a quantum
computer in a post-quantum scenario and can launch quantum
attacks, such as lattice reduction attacks on the communication
channels.

III. THE PROPOSED FRAMEWORK

In this section, we introduce our proposed model, V2RSU-
PQS, aimed at enhancing V2RSU communication with post-
quantum security in the IoV. The model consists of several
phases, which are detailed below.

1) Initial Setup Phase: The initial setup phase is carried out
by the RA, a “trusted registration authority”, which determines
the system parameters as follows.

e The RA selects a security parameter n € Z that is power
of 2 and a large prime number ¢ € Z, where Z is a set of
integers. The RA selects Z[xz] and Z,[z], representing the
ring of polynomials over Z and Z,, respectively. In Z,[z],
the coefficients of all polynomials are reduced modulo q.

e The RA picks an irreducible 2n-th cyclotomic polynomial
over Z as 2™ + 1 and defines a polynomial ring R as R =
xzn[i]l. Additionally, it defines a quotient polynomial ring R,
as Ry = f,‘jﬂ, where the coefficients of the polynomials are
reduced modulo q.

e The RA then generates a discrete Gaussian distribution
X~ over Ry, where v > 0 is a real number and denoted as the
standard deviation of the distribution [16].

e The SP selects a post quantum secure hash function A(-)
as SHA-256, generates secret key s € Ry, and samples an
unique polynomial a € R, for each RSU;.

e Finally, the RA broadcasts initial parameters {n, ¢, «,
X+, h(-)} and stores the s as a secret key into its memory.

2) OBU Registration Phase: The RA registers all OBU;s
with their respective users by the following steps.

e The RA selects an unique identity id; and temporary
identity T'id; for each OBU;.

e The RA then calculates h(id; ||s) and sends the registra-
tion credentials {id;, Tid;, h(id; ||s)} to OBU;.

e User picks a password pw;, calculates a, = h(id; ||s) &
h(pw; ||id;) and b, = h(id; ||[pw; ||ao).

e User then stores the registration credentials {id;, T'd;,
Ao, bo, h(-)} into its OBU;’s memory.

e The RA then loads the credentials {T"id;, h(id; ||s)} into
associated RSU;. After that, RA deletes h(id; ||s) from its
memory for resisting insider attacks.

3) Authentication and Key Agreement (AKA) Phase: In this
phase, an OBU; establishes a session key SK;; (= SKj;)
with RSUj using the following steps.

e An OBU; selects a random nonce and error vector as
74, fi <= X~, a fresh timestamp 7S, and then computes a; =
o.r; + 2f2 € Rq, b, = h(TZdZ Hh(Zdl, S) HTSl Hal) Next,
OBU; sends a request messages Msg; with {Tid;, TSy, a;,
b;} to the RSU; via public channel.

e Upon receiving the message M sg; at a timestamp 7T'S7,
RSUj checks its freshness as |T'ST —T'S1| < AT, where AT
is the maximum message transmission delay. If it is valid,
RSU; then fetchs h(id;,s) corresponding to Tid; from its
database, and then computes b, = h(Tid; ||h(id;,s) ||TS:
lla;), and verifies b = b;. If it is verified, RSU; confirms
Msgy is valid, picks rj, f; < X, and a fresh timestamp
T'S>. Next, RSU; computes ¢; = a.r; +2.f; € Ry, d; =
a;.r5, u; = Cha(d;), w; = Moda(d;, uj), and a session key
SKji as SKN = h(h(zd,,s) ||’LU] ||CJ Hal HT’Ldl ||T51 ||TSQ)
After that, RSU; picks a new temporary identity T'id} and
encrypts it as e; = Egg,, (Tid} ||T'S2) with AES-CBC mode.
Next, RSU; computes a session key verifier as SKVj; = h(c;
[|[SKji [luj [|T'S1 ||T'S2 |lej), and sends a reply message
Msgs as {SK‘/ji, Cj, Uj, €5, TS2} to OBU; via public
channel.

e After receiving Msgo from the RSU; at a timestamp
TS5, OBU; checks its freshness as |T'S5 — T'Sa| < AT.
If it is valid, OBU; proceeds to compute y; = c;.1, 2; =
Mods(y;,uj), and a session key SK;; = h(h(id;,s) ||z
lle; lai ||Tid; ||T'S1 ||T'S2). Next, OBU; decrypts e; as
(Tid} ||T'S2) = Dsk,,;(e;), and computes the session key
verifier SK‘/;J = h(Cj ||SK” ||’U,j ||T51 HTSQ ||€j). Next,
OBU; verifies it with the received one as SKV;; = SKVj;,
and if it is verified, OBU; updates T'¢d; with new Tid}.
Next, OBU; picks a new timestamp 7'S3, and computes an
acknowledgment Ack = h(SK;;|| T'Ss|| Tid}|| T'S2). Finally,
OBU; sends acknowledgment message Msgs with {Ack,
T'S3} to RSU; via public channel.

e Once RSU; receives Msgs at T'S3, verifies its freshness
by the condition |T'S5 —T'Ss| < AT If it is valid, then RSU;
computes Ack’ = h(SKj;|| T'Ss|| Tid}|| T'S2) and checks
Ack’ = Ack. If it verified, then RSU; update new T'id}. A
detail summary of this phase is shown in Fig. 2.



On Board Unit as OBU;

Stored: {id;, T'id;, a,, bo}

Select 7, f; < X~, timestamp TSy,

compute a; = a.r; +2.f; € Rg,

b; = W(Tid; ||h(id;,s) || TSt ||ai)
{Tid;, TS1, a;, b;}

Road Side Unit as RSU; |
(Tids, hids, 5))

Verify |T'ST — T'S1| < AT, if yes,
fetch h(id;, s) w.rt. Tid;, compute
b = h(Tid; ||h(idi, s) ||T'Sy ||ai),
and verify b} = b;, if yes, pick

7, fj ¢ X, timestamp TS,
compute ¢; = a.r; + 2.f; € Ry,
d; = a;.rj, uj = Cha(d;), w; =
Mody(d;,u;), session key SKj;
— h(h(id;,s) |lw; |lc; lla

||Tid; ||T'Sy ||T'S2). Pick new
Tid}, ej = Esr,, (Tid} ||TS>),
SKV,; = hic; |SK;: [lu; ITS:
TS5 lle;)

{SKVj, ¢j, uj, e, TSz}

Verify |T'S5 — T'So| < AT, if yes,

compute y; = ¢;.75, z; = Moda(y;, uj),
a session key SK;; = h(h(id;,s) ||z
llej llai ||Tid; |T'Sy ||T'S2), decrypt e;
as (Tid} ||T'S2) = Dsk,;(e;), and
compute SKV;; = h(c; ||SKij ||uj ||T'S1
ITSs ||e;), check SKVi; = SKVj, if
yes, update Tid; with new T'id}
pick new timestamp 7'Ss, and compute
Ack = h(SK;j, TS3, Tid}, T'S)

{Ack, T'S3}

Verify |T'S5 — T'Ss| < AT, if yes,
Ack’ = h(SKj;, TS, Tid}, T'Ss),
verify Ack’ = Ack, if yes

update T'id; with new T'id}

Fig. 2. Summary of AKA phase.

4) Dynamic OBU Addition Phase: A new electric vehicle
with an onboard unit, say OBU,,, can be dynamically added
to the network by the following registration process.

e The RA picks an unique identity id, and temporary
identity T'id,, for OBU,,. Next, the RA computes h(id,, ||s)
and loads registration credentials {id,,, Tid,,, h(id, ||s)} to
the new OBU,,’s memory.

e OBU,, chooses a password pw,,, calculates a,, = h(id,
l|s)®h(pws, ||idy,), and b, = h(id,, ||pwy, ||an). OBU,, stores
the credentials {id,,, Tid,, an, by, h(-)} into its memory.

e Finally, the RA sends the credentials {T'id,,, h(id,, ||s)}
into associated RSU; via secure channel. After that, RA
deletes h(id,, ||s) from its memory for resisting insider attacks.

IV. INFORMAL SECURITY ANALYSIS

1) Replay Attack: During communication between the elec-
tric vehicle and the RSU, an attacker ) attempts to capture
the messages {7Tid;, T'S1, a;, b;}, {SKVj;, ¢, uj, e,
TS5}, and {Ack, T'Ss}, and then tries to re-transmit the
older messages. However, the proposed scheme ensures the
freshness of the messages by incorporating fresh timestamps
and random nonces, which the receiver uses to verify the
freshness of the received timestamps. If the timestamp is not
fresh, the receiver discards the messages. Thus, the proposed
scheme effectively resists replay attacks.

2) Man-in-the-Middle (MiTM) Attack: Employing the DY
threat model, ) eavesdrops on the communicated messages
and attempts to reconstruct a similar message on the fly,
denoted as Msg; = {Tid}, T'S, a}, b.}. To achieve this, Y
selects a temporary identity T'id}, generates a fresh timestamp

TS, i, fI < Xy, and calculates a; = o.r} + 2.f/. Next, Y
tries to generate b, = h(T'id, ||h(id;,s) ||TS] ||a.), but this
is impossible without the secret value h(id;, s). Consequently,
without this value, ) cannot successfully generate another
valid message M sg;. Similarly, )} cannot proceed with the
other messages Msg, and M sgs. Therefore, ) is incapable
of launching a MiTM attack, demonstrating that the proposed
scheme is secure against such attacks.

3) OBU Impersonation Attack: In this attack, on behalf of
a legitimately registered OBU, ) pretends to be an authentic
communicating party and tries to provide a legitimate request
message in real-time, M sg} = {T'id}, T'S1, a}, b} }. To achieve
this offline, ) selects a temporary identity T'id}, generates a
fresh timestamp T'S7, %, f/ < X, and calculates a = a.r}+
2.f!. After that, ) tries to generate b; = h(Tid, ||h(id;,s)
[|TS] |la}). It is noted that, the secret values {s, id;} are
hidden with one-way hash function h(-). Therefore, finding
the value of h(id;, s) is infeasible. Thus, ) will not progress
without access to these values and the proposed scheme is safe
from OBU impersonation attack.

4) Privileged-Insider Attack: During the device registration
process, the trusted registration authority RA does not receive
any sensitive information related to the OBU. Instead, the
RA creates secrets for the OBU and uploads these credentials
either over a secure channel or in offline mode to the OBU’s
memory. After receiving this information from the RA, OBU
generates a password to securely store these credentials in its
memory. Furthermore, after forwarding the registration details
to both OBU and RSU, the RA removes the records of these
entities from its own memory. As a result, an insider attacker
cannot gain knowledge of the registration secrets and cannot
be granted any privileges. Therefore, the proposed scheme is
not vulnerable to such attacks.

5) Physical OBU Capture Attack: In this scheme, OBUs
operate in geographically diverse areas where the physical
security of electric vehicles may be compromised. In such
hostile environments, ) could potentially capture the O BUs .
Subsequently, ) could launch side-channel attacks, utiliz-
ing quantum computing capabilities, such as power analysis
attacks [15], to extract stored data from the compromised
OBUs. It is important to note that each OBU has a unique
set of stored credentials. Therefore, if ) captures one OBU,
it will not expose any secret credentials related to other
non-compromised O BUs. Consequently, the proposed scheme
remains resilient against such attack.

6) Ephemeral Secret Leakage (ESL) Attack: In this pro-
posed scheme, the RSU; constructs a session key SKj; as
SK]Z = h(h(Zdl,S) ij HC] ||a1 ||TZdl ||TSl HTSQ), where
¢; = ar; +2.f; € Ry, dj = a;.rj, u; = Cha(d;), and
w; = Mods(d;, u;). This SKj; is generated with short-term
(ephemeral) secrets {r;, f;, r;, f;} and long-term secrets {id;,
s}. Therefore, generating a session key requires both short-
term and long-term secrets. If )} can reveal these credential
secrets, then they would be able to generate the correct
session key. According to the CK-adversary model, even if
Y compromises a session key by gaining access to a session



state, this will not affect previous or subsequent sessions. This
is because the randomness of timestamps and random secrets
ensures that session keys remain intrinsically distinct across
different sessions. Similarly, )/ cannot generate a valid session
key SK;;. Thus, the proposed scheme is secure against such
attacks under the CK-adversary model.

7) Anonymity and Untraceability: The true identities of the
communicating parties remain hidden over the public channel
within the messages {Msg1, M sga, Msgs} in the proposed
scheme. These identities, essential for constructing the session
key, are obscured by utilizing one-way hash function h(-). As
aresult, h(-) prevents the recovery of the actual identities from
these messages, thereby maintaining the anonymity of OBU's
in the scheme. Furthermore, since the transmitted messages
are generated with random nonces and fresh timestamps, they
exhibit dynamic characteristics in each session. The temporal
identity also changes with each session, ensuring that the
messages possess distinct and unique features for different
interactions. Therefore, ) is unable to trace the recipients of
the messages. Thus, the proposed scheme ensures the property
of untraceability.

8) Quantum Attack: The security of the proposed scheme
relies on the difficulty of the RLWE lattice problem. This
problem asserts that, given a polynomial and a collection of
polynomial pairs in the form (z,y = z.f + 2.€) € R; x Ry,
it is challenging to identify the unknown polynomials f
and e drawn from a discrete Gaussian distribution, that is,
f.e € x,. Thus, determining the small error vector e in
the noisy polynomial equation within the polynomial ring R,
constitutes a hard problem, making it difficult for both classical
and quantum algorithms to solve in polynomial time. In our
proposed scheme, we ensure that the vectors {r;, f;,7;, f;}
are sufficiently large so that )} cannot discover these vectors
through lattice reduction attacks within polynomial time. For
practical implementation, larger parameters can be chosen,
similar to the methodology employed by Gao et al. [17], to
establish lattice-based parameters that provide 200-bit clas-
sical and 80-bit quantum security. This approach utilizes a
discrete Gaussian distribution . with a standard deviation
of v = 3.192, a polynomial degree of n = 1024, and a
large prime modulus of ¢ = 1073479681 (30 bits). To ensure
both high statistical quality and security, the statistical distance
between the sampled distribution and the discrete Gaussian
distribution is maintained at 2712%. To achieve 256-bit security
against quantum threats, one should consider increasing n to
at least 2048 and ¢ to a larger value, such as 2% or beyond.
Depending on the specific security requirements and trade-
offs of the application, one can choose the security parameters
accordingly.

V. COMPARATIVE ANALYSIS

In this section, we systematically evaluate and juxtapose
the efficacy of the proposed framework against other pertinent
competing frameworks, including those by Vasudev et al. [11],
Xie et al. [12], Wang et al. [7], Mishra et al. [9], and Rewal
et al. [10].

A. Communication Costs Analysis

The following assumptions about the sizes of different data
components are made in order to calculate the communication
cost: 160 bits, 32 bits, 160 bits, 256 bits, and 320 bits,
for identity or temporal-identity, timestamp, random nonce,
hash digest (using the SHA-256 hashing technique), and
elliptic curve points, respectively. Additionally, we consider
the polynomials in R, to be 4096 bits and Cha(-) and
Mods(-,-) € {0,1}. Three messages are sent over the open
channel in the proposed scheme: M; = {T'id;, T'S1, a;, b;},
M2 = {SK‘/}“ Cj, Uj, €5, TSQ}, and M3 = {Ack7 TSg} For
a total of 9473 bits, these messages require (160 + 32 + 4096
+ 256) = 4544 bits, (256 + 4096 + 1 + 256 + 32) = 4641 bits,
and (256 + 32) = 288 bits, respectively. Table I shows that the
proposed scheme incurs lower communication costs compared
to the schemes in [9] and [10]. Although the proposed scheme
has higher costs compared to [7], [11], and [12], these schemes
do not meet all necessary security requirements, as discussed
in Section V-C.

TABLE I
COMPARATIVE ANALYSIS ON COMMUNICATION COSTS

Scheme No. of messages  Total cost (in bits)
Wang et al. [7] 6 4800
Mishra et al. [9] 3 14018
Rewal et al. [10] 4 18626
Vasudev et al. [11] 4 2560
Xie et al. [12] 3 3360
Proposed scheme 3 9473
TABLE 11
COMPARATIVE ANALYSIS ON COMPUTATION COSTS
Scheme OBUj;/smart device RSU;/Server
Wang et al. [7] 9Ty + 5Teem 18Ty + Teem
~ 8.2243 ms ~ 0.9222 ms
Mishra et al. [9] 8Ty +4Tgs + 2Tsm~+
3Tpm + 2Tma + 2Tcha 6T + Tpm
~ 2.553 ms ~ 0.255 ms
Rewal et al. [10] 8Ty, + 4T ys + 2T sm+
2Tpm + 2Tma + Tch,a 6Th
~ 2.552 ms ~ 0.254 ms

Vasudev et al. [11]
Xie et al. [12]

67 ~ 1.9122 ms
GTh + 5Tecm + Teca
~~ 7.4149 ms
4Th + Tsdec + 2T9+
Tsm +Tm + Tima
~ 1.368 ms

117}, ~ 0.4664 ms
5T + 5Tecm + 2Teca
~ 1.0528 ms
4Th + Tsenc + 2Tg
+Tm + Tma + Tsm
+Topa ~ 0.187 ms

Proposed scheme

B. Computation Costs Analysis in Milliseconds (ms)

Let T}, represent the time needed to execute a one-way
hash function, Tene/Tsdec the time needed to encrypt and
decrypt data using AES, and T¢c /Tecrm the time needed to add
and multiply elliptic curve points, respectively. Furthermore,
let Ty, Tsm, T, Tine, and Tgp, represent the sampling
time from x,, one component-wise multiplication in R,
one component-wise multiplication in R,, one component-
wise multiplication and addition operation in R,, and the
characteristic function in R, respectively.



In our experimental setup, the execution times for traditional
cryptographic primitives are as follows: T}, is 0.0424 ms and
0.3187 ms, Tgene i1s 0.0173 ms and 0.0926 ms, Tyge. is
0.0163 ms and 0.0945 ms, T.., is 0.0229 ms and 0.1509
ms, and Teep is 0.1590 ms and 1.0712 ms, for the RSU;
(configured vl_k\:vith “Ubuntu 22.04 LTS, 16 GB of memory,
Intel® Core i7-9750H CPU @ 2.60GHz with 6 cores and
12 threads, 64-bit OS, and a 256 GB SSD”) and OBU;
(using a “Raspberry Pi 4 Model B with a 64-bit CPU, 1.4
GHz Quad-core processor, 4 cores, | GB RAM, and Ubuntu
20.04 LTS 64-bit OS”) environments, respectively. For lattice-
based primitives, execution times were sourced from Feng et
al. [18]. To assess the computational cost, we focus on the
AKA phase, where an OBU; has a computational cost of
approximately 47}, + Tyqec + 2T 4 Tsm + T 4 T = 1.368
ms, while an RSU; has a computational cost of approximately
AT+ Tsdec+2T g+ T +Tr +Tng +Tene ~ 0.187 ms. Table
II provides a computational cost comparison of the proposed
scheme with other current schemes, showing that our scheme
has lower communication costs for OBU; than other existing
schemes.

TABLE III
COMPARATIVE ANALYSIS ON VARIOUS FS ATTRIBUTES

Attribute (FS)
FS;
FSs
FSs
FSy
FSs
FSg
FSy
FSg
FSy
FSio
FS11

FSi: Replay attack; F'Sp: MITM attack; F'S3: Mutual authentication; F'Sy: Key
Agreement; F'S5: Device impersonation attack; F'Sg: “Device physical capture attack™;
FS7: “ESL attack under the CK-adversary model”; F'Sg: Anonymity and untraceability;
F'Sy: Privileged-insider attack; F'S10: Node addition phase; F'.S11: Quantum attack
v': “a scheme is secure or it supports an attribute”; X: “a scheme is insecure or it does
not support an attribute; N/A: means Not applicable in a scheme”.

XX AXXSNNSANYE

2]  Proposed scheme

X ANAX AANANAX|T
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C. Functionality and Security (FS) Attributes

The proposed method satisfies all the functional and security
requirements, as shown in Table III, offering a strong security
solution for post-quantum communication in IoV. On the other
hand, existing related scheme that are currently in use fall short
of the required level of security.

D. Network Simulation using NS3

In this section, we measure the network performance of the
proposed scheme compared to competitive schemes in terms of
“throughput”, “packet delivery ratio (PDR)”, and “end-to-end
(E2E) delay” using Network Simulator 3 (NS3). These per-
formance metrics are evaluated based on the communication
messages involved in the authentication and key agreement
processes of the schemes. The following environmental setup

was used for this simulation: the operating system is Ubuntu
20.04.6 LTS, 64-bit, with a simulation time of 1300 seconds.
The network coverage area measures 100 m x 100 m, and
there is 10 electric vehicles and one RSU. The routing protocol
employed is OLSR, while the MAC protocol is IEEE 802.11b.
The distance between the electric vehicle and the RSU ranges
from 10 m to 50 m, and the mobility model utilized is the
RandomDirection2dMobilityModel (for more details, please
see ns-3 Manual Release ns-3-dev).

1) Effect on Throughput: Throughput (7,) is typically
calculated using: T}, = TTT, where T, is the “total number
of received packets” and T, is the “simulation time”. Figure
3 (A) shows a comparison of the throughput of the proposed
scheme with related schemes, indicating that the proposed
scheme achieves the highest throughput compared to those of
Vasudev et al. [11], Xie et al. [12], and Wang et al. [7]. On the
other hand, the proposed scheme achieves lower throughput
compared to the schemes of Mishra et al. and Rewal et al., as
these schemes require larger message sizes.

2) Effect on Packet Delivery Ratio (PDR): Monitoring
the effect on PDR is essential for evaluating and enhancing
network performance (to track network congestion), ensuring
reliable communication, and providing a satisfactory user
experience. It is the “ratio of the total number of received
packets and total number of sent packets”. Figure 3 (B) shows
that the proposed schemes have PDR values of ~ 78.87%,
while the PDR values from [7], [9], [10], and [11] are higher.
In contrast, the proposed scheme has a lower PDR value of
[12] which have PDR value as ~ 81.23%

3) Effect on E2E Delay: 1t is calculated as the “total time
taken for a packet to travel from the source to the destination”.
In our measurements, the proposed scheme has an E2E delay
of ~ 0.0429212 seconds, which is lower than that of the
schemes by [9] and [10]. This is reflected in Fig. 3 (C).

VI. CONCLUSION

In this article, the proposed scheme establishes a lightweight
security protocol for V2ZRSU communication within the green
IoV, specifically engineered to endure quantum attacks. This
protocol exhibits strong resistance to various threats while
ensuring efficiency in practical applications. Findings from
real-time experiments and network simulations using NS3 val-
idate its durability and scalability, positioning it as a valuable
advancement in secure vehicular communications in the post-
quantum era. Overall, this scheme plays a crucial role in
improving the security of green vehicular communications in
a post-quantum context, paving the way for safer and more
resilient ITS.
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