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Abstract—Drones are becoming popular in a variety of
applications. One of them is to collect packages from sellers and
deliver them to buyers who are connected through a market-
place platform. However, drones are also vulnerable to cyber-
attacks. Drone delivery service also brings up privacy concerns
about the personal information of users of the marketplace.
This paper addresses such security and privacy threats and
proposes a privacy-preserving authentication protocol for drone
delivery services. The proposed protocol is built on privacy-
preserving Decentralized Identifiers (DIDs) and Verifiable cre-
dentials (VCs). The use of DID helps marketplace users to
preserve their privacy rights and enables them to request
drone services in a privacy-preserving manner. At the same
time, their legitimacy can be verified by the drones using VCs.
The proposed protocol also incorporates an efficient dynamic
revocation mechanism to remove the marketplace users from
the service subscription if required.

Index Terms—Decentralized identifier, drones, mutual au-
thentication, privacy, security, verifiable credential, unmanned
aerial vehicles (UAVs).

I. INTRODUCTION

Unmanned Aerial Vehicles (UAVs), often known as
drones, can be deployed as aerial base stations or relays
to provide wireless connectivity from the sky. They can
also be used for surveillance or for delivering packages.
Drone delivery of goods has become increasingly popular
in recent years. Drone delivery offers key benefits such as
increased speed and efficiency, improved access to remote
areas, and lower carbon footprint. Overall, drone delivery has
the potential to revolutionize the way goods are delivered to
customers, making it faster, cheaper, and more efficient while
also reducing our impact on the environment [1]. Amazon
and UPS have major plans to employ drones to deliver items
to their customers [1].

In a typical drone delivery service as given in [2], sellers
and buyers are connected through a marketplace platform
provider. A seller requests the marketplace platform provider
to send a drone to pick up the package. The marketplace
provider sends a drone to the docking station closest to the
seller. The seller loads the package onto the arrived drone.
However, there are security and privacy concerns associated
with such a service. A malicious party may send a drone to

impersonate a legitimate one to steal goods from the seller
[2]. Hence, it is important to authenticate the drone before
loading the package. Since all information is exchanged
through an insecure medium (the Internet), an adversary may
carry out various attacks on communication channels and
gather personal information about the seller.

To provide security and privacy protection for sellers of
drone delivery services, we propose a privacy-preserving
mutual authentication protocol in this paper built on the
concepts of Decentralized Identifier (DID) and Verifiable
Credential (VC). DID is a verifiable, decentralized digital
identity that was standardized by the World Wide Web
Consortium (W3C) DID working group [3]. DID enables
users to create and manage their identities without depending
on a centralized authority. A VC is a digital equivalent of a
physical credential that can be cryptographically verified [4].
It contains information related to certain attributes about the
"Holder" of the VC. This information is stated by a trusted
authority and can be cryptographically verified by another
party.

A. Related Work

We now present the related work on authentication in
drone services and on DIDs and VCs.

Authentication in Drone Services: Alladi et al. presented
an authentication protocol for UAV to ground station and
UAV to UAV communication in [5]. However, their protocol
requires each UAV to be equipped with additional hardware
(a Physical Unclonable Function (PUF)). The authors of [6]
proposed an authenticated key exchange protocol for the
Internet of Drones (IoD) environment. Hussain et al. also
proposed an authentication scheme for the IoD environment
in [7]. The protocol in [7] is based on elliptic curve cryptog-
raphy. In addition to authentication in the IoD environment,
researchers have been working on authentication in drone
delivery services as well. Blockchain-based authentication
mechanisms for drone delivery services were proposed in
[8] and [9]. Researchers have also investigated drone finger-
printing as a means of drone delivery authentication. As an
example, Ramesh et al. [2] proposed a delivery drone au-
thentication mechanism using acoustic noise fingerprinting.979-8-3503-1090-0/23/$31.00 ©2023 IEEE



They leveraged the fact that the manufacturing defects in
the motors of drones make the acoustic noise unique to each
drone. However, this method only supports the authentication
of drones; it does not support mutual authentication. Also,
it does not consider the privacy of the customers. Wu et
al. developed a secure mutual authentication method in [10]
based on the hand movement of the user. According to the
authors of [11], the background might affect a phone’s object
tracking in [10] and they proposed an authentication scheme
for drone delivery using face biometrics [11]. There are
privacy concerns for users in the schemes proposed in [10]
and [11],

DIDs and VCs: The concepts of DID and VC have been
gaining popularity in a variety of fields as viable privacy
preservation methods. The authors of [12] analyzed the
resource requirements of using DIDs on resource-constrained
IoT devices. Their research showed that the deployment of
DID on IoT devices helps to improve the privacy of the users
considerably. The usage of DID and VC in certifying individ-
uals who have received Covid vaccination was proposed in
[13]. Since the Covid vaccination certificate can be verified
cryptographically, any interested party can confirm that a
person has received a Covid vaccination while protecting the
user’s privacy. All these works in different domains ranging
from IoT to healthcare show that DID and VC can improve
the privacy of the users significantly.

B. Motivation and Contributions

Mutual authentication of drones and customers in drone
delivery services is essential so that both parties can ensure
that they are communicating with the right party. Also, an
attacker should not be able to extract personal information
about the user by eavesdropping the exchanged messages.
Hence, we need a privacy-preserving mutual authentication
protocol for drone delivery services. The marketplace users’
identities should be used only with their approval, and they
should decide who can use it for what purpose. This will
ensure a high level of privacy. Though users do not reveal
their real identities, the drone should be able to verify users’
legitimacy. There should also be an option to remove users
from the service if required.

Motivated by the above requirements, this paper makes
the following major contributions:

1. A privacy-preserving mutual authentication protocol
for drone delivery services based on DID and VC:
We propose a new protocol for drone delivery services by
combining the concepts of DID and VC. The proposed
protocol enables marketplace platform users to create and
manage their IDs without depending on any third party.
By employing DID and VC, the users’ identities can be
used only with their approval, and they decide who can
use it for what purpose, ensuring a high level of privacy.
Though the users do not reveal their real identities, the drone
can verify their legitimacy by verifying their VCs. Hence,
the proposed protocol ensures the privacy of the users and

mutual authentication between the users and drones along
with several other security properties.

2. User revocation scheme: There may be marketplace
platform users who do not need the service anymore and
have left the service subscription. The marketplace platform
provider may also want to remove those users who do
not meet certain quality criteria. The proposed protocol
incorporates a revocation scheme using a dynamic universal
accumulator to remove such users. The users must prove
that they are not members of the revocation list to access the
service.

3. Security analysis: We provide informal security analy-
sis to demonstrate that the proposed scheme ensures privacy
and provides several security features.

4. Performance analysis: We provide a performance
analysis of the proposed protocol to show that it is com-
putationally efficient.

The rest of the paper is organized as follows. In Section II,
we discuss the preliminaries. In Section III, the system and
adversary models are presented. In Section IV, we present the
proposed protocol. We discuss the security analysis in Sec-
tion V and performance analysis in Section VI, respectively.
In Section VII, conclusions are given.

II. PRELIMINARIES

In this section, we discuss the building blocks of the
proposed protocol.

A. Decentralized Identifier

DID is a type of identifier that is created and managed
by its owner without relying on another party. The entity
identified by the DID is called the ‘DID subject’. DID
enables the creation of decentralized digital identities [3].
A DID maps to a DID document that can be hosted on
public ledgers such as blockchains. It acts like a key-value
database, where DIDs are the keys and the DID documents
are the values. DID resolution is the process of mapping
a DID to the corresponding DID document. This is carried
out by a component called DID resolver. The DID document
contains information such as the public key that is required
to authenticate the DID subject [3].

B. Verifiable Credential

A verifiable credential is a set of claims that can be verified
cryptographically [4]. A trusted Issuer signs credentials
about the Holder of the VC. Since a digital signature is
used, VCs are tamper-resistant, credible, and can be verified
digitally by others. The Holder presents the VC to another
party, the Verifier, to prove that he/she possesses the required
credentials. The Verifier can verify the statements about the
Holder [4] cryptographically.

C. Revocation Using Accumulator

An accumulator scheme helps to hash many values into
a single short value. This resultant value is called the accu-
mulator. For values included in the accumulator, there exists
a witness [14]. In a dynamic accumulator, the members can



be added or removed dynamically [14]. The authors of [15]
proposed a dynamic universal accumulator that supports non-
membership witness. From time to time, certain marketplace
platform users leave the service subscription due to various
reasons. To remove the people who do not need the service,
the proposed protocol incorporates a revocation mechanism
using universal accumulators [14], [15]. Since the number of
people joining a network is typically more than the number
of people leaving, maintaining an accumulator for those
who leave is more efficient. The accumulator stores the list
of revoked users. The users must show a non-membership
witness before requesting a service. The functionalities of the
accumulator used in the proposed protocol are given below
[15]:

Generation of an Accumulator: We denote the accu-
mulator generation function as AccGen(). It takes a secret
key kacc and the revocation list R as inputs and generates
an accumulator Acc. Generation of accumulator can be
expressed as Acc ← AccGen(kacc, R).

Updating an Accumulator: The inputs are the current
accumulator Acc, the secret key kacc, and a new value rnew
to be added to the accumulator. The output of this function
Accupd() is the updated accumulator Accnew. This function
can be expressed as Accnew ← Accupd(Acc, kacc, rnew).

Witness Generation: The inputs are current accumulator
Acc, the secret key kacc, the revocation list R, and a value
v that is not in R. The output of this function Genwitness()
is the non-membership witness w for v. This function can
be expressed as w ← Genwitness(Acc, kacc, R, v).

Witness Verification: The inputs for this function
V erwitness() are the current accumulator Acc, a non-
membership witness w for the value v, and the value v. The
output is either 0 or 1. If v is not in the revocation list R,
V erwitness outputs 1. If v is in R, V erwitness outputs 0. This
function can be expressed as 0/1 ← V erwitness(Acc, w, v).

III. SYSTEM AND ADVERSARY MODELS

A. System Model

The system model considered in this paper is shown
in Figure 1. We consider a drone-assisted delivery service
supporting a consumer-to-consumer marketplace platform.
On the package collection side of the model, there are three
major participants: the marketplace platform provider (MP),
the drones (D), and the sellers (S). The MP is in charge
of operating and maintaining the platform to buy and sell
items and to provide drone delivery services to its users.
It has a data centre to store information about transactions
and deliveries. The seller drops the package at a nearby
docking station. There are several drones to pick up packages
from docking stations and carry them to warehouses. The
sellers communicate with the drones and the MP using their
mobile devices through the Internet. The MP , the drones,
and the sellers create their DIDs. The private key of the seller
corresponding to his/her DID is stored on his/her mobile
device. The DID documents corresponding to the DIDs are

stored on the blockchain. The DID document stores the DID
holder’s public key.

Fig. 1. System model.

B. Adversary Model

In our system model, the participants communicate with
each other through an insecure channel, the Internet. In our
adversary model, we consider the following threats:
Data Modification Threat: An adversary who is able to
control the communication channels may eavesdrop and edit
the exchanged messages. Hence, there is a threat of data
modification.
Privacy Threat: The adversary may eavesdrop on exchanged
messages and identify the real identity, location details, and
trajectory of the sellers. This poses a privacy threat.
Service Access Threat: The attacker may capture the ex-
changed messages and send them later to get authenticated as
a registered seller. Also, the attacker may generate messages
to impersonate a registered seller. A seller who unsubscribes
from the service also can be dishonest and may try to access
the service with the previous credentials.
Drone Impersonation Threat: An attacker may send a
drone impersonating an authorized drone to pick up the
package from a seller.

IV. PROPOSED AUTHENTICATION PROTOCOL

We now present the protocol for drone delivery services.
The proposed scheme consists of setup, registration, mutual
authentication, and revocation phases.

A. Assumptions

We assume that the communication channels between the
entities are secure during the registration phase.



B. Setup Phase

Step 1: The MP generates its private key PrMP and
public key PuMP .

Step 2: The MP generates a revocation list R and a secret
key kacc. Initially, there are no elements in R. As mentioned
in Section II-C, the MP generates an accumulator Acc from
kacc and the revocation list R using the AccGen() function.

C. Registration Phase

In the registration phase, the sellers and the drones register
with the MP .

TABLE I
SELLER REGISTRATION PHASE

Seller Marketplace Platform Provider
Generate:
didSi

, PrSi
, PuSi

P = {pid1Si
, pid2Si

, .. . . . .pidnSi
}

M1 = {Regreq , didSi
, P, V CIDSi}

M1−−→ Verify: V CIDSi

Generate: cred
[V CSi

] = sign[cred]PrMP
wi = Genwitness(R,Acc,Si, kacc)
Store: didSi

, P, cred, V CSi
, wi

M2 = {V CSi
, wi}

Store: V CSi
, wi

M2←−−

1) Seller Registration: The steps involved in seller regis-
tration are given below:

Step 1: The seller Si generates a DID, didSi
, and the

corresponding pair of private (PrSi ) and public (PuSi )
keys. Si also generates a set of n pseudo-DIDs P =
{pid1Si

, pid2Si
, ..., pidnSi

}. Then, Si stores the DID documents
corresponding to the DIDs on the blockchain. Si stores
the private keys corresponding to the DIDs in the digital
wallet on his/her mobile device MDSi

. The public keys are
stored in the DID documents corresponding to the DIDs
on the blockchain. Si holds V CIDSi, the VC of his/her
national identity document issued by an official authority. Si

composes a message M1 with a registration request to join
the marketplace platform, didSi

, the set of pseudo-DIDs P ,
and V CIDSi. After that, Si sends M1 to the MP .

Step 2: Upon receiving M1, the MP verifies the signature
on V CIDSi. Then, the MP generates a credential cred for
Si. After that, the MP signs cred with its private key PrMP
to generate the VC, V CSi , of the seller. The MP also
generates a non-membership witness wi for Si by calling
Genwitness() with inputs R, Acc, Si, and kacc as mentioned
in Section II-C. Then, the MP stores didSi

, P , cred, V CSi
,

and wi. Subsequently, the MP composes a message M2 with
V CSi and wi and sends M2 to Si.

Step 3: Upon receiving M2, Si stores V CSi and wi in
the digital wallet on MDSi . The steps involved in the seller
registration phase are given in Table I.

2) Drone Registration: The drones also register with the
MP . After registration, the drone Dj receives a VC, V CDj

,
from the MP .

TABLE II
MUTUAL AUTHENTICATION PHASE

Seller Marketplace Platform Provider
A1 = {pid1Si

, Li, Req}
A1−−→

A2 = {OK,L∗
i ,Dj}

A2←−−
Store: L∗

i
Seller Drone

A3= {pid1Si
, V CReq}

A3−−→
Generate: Nj

A4= {[didDj
, V CDj

, ReqV C , Reqw ,
Nj ]Pu

pid1Si

}

Decrypt: A4 using Prpid1Si

A4←−−
Verify: V CDj

using PuMP
Generate: Ni

Calculate:
KS= didDj

∥ pid1Si
∥Ni ∥Nj

A5 = {[V CSi
, wi, Ni]PuDj

}

A5−−→ Decrypt: A5 using PrDj

Verify: V CSi
using PuMP

Verwitness(Acc,wi, Si)=?1
Calculate: KS= didDj

∥ pid1Si
∥Ni ∥Nj

D. Mutual Authentication Phase

Each time the seller wants a drone to pick up a package,
the protocol requires the seller and the drone to go through
the following authentication process.

Step 1: Si composes a message A1 with one of its
pseudo-DIDs pid1Si

from P , his/her location identifier Li,
and a package pickup request. Then, Si sends A1 =
{pid1Si

, Li, Req} to the MP . Upon receiving the message
from the seller with the request for a drone, the MP sends
a drone Dj to the docking station located at L∗

i closest to
the location Li of Si. Then, MP sends a reply message
A2 = {OK,L∗

i , Dj} to Si with a response OK, the location
identifier L∗

i , and Dj .
Step 2: After receiving A2, Si takes the package to the

docking station located at L∗
i . Then, Si composes a message

A3 with pid1Si
and a request for the VC of the drone Dj .

After that, Si sends A3 to the drone Dj .
Step 3: Upon receiving A3 from Si with the request for

the VC, Dj resolves the pseudo-DID of the seller, pid1Si
,

to the corresponding DID document on the blockchain and
obtains the public key Pupid1

Si
from the DID document.

Then, Dj generates a nonce Nj . After that, Dj composes
a message with its DID didDj , its VC V CDj , a request for
the seller’s VC and non-membership witness, and Nj . Then,
Dj encrypts the message with the public key Pupid1

Si
of

Si corresponding to the pseudo-DID, pid1Si
, to generate the

message A4 = {[didDj
, V CDj

, ReqV C , Reqw, Nj ]Pu
pid1Si

}
and send it to Si.

Step 4: When Si receives A4, he/she decrypts it with
the private key Prpid1

Si
. Then, Si verifies the signature on

V CDj
using the MP’s public key PuMP . After that, Si

generates a nonce Ni and calculates the session key as



Ks = didDj
∥ pid1Si

∥ Ni ∥ Nj . Then, Si composes
{V CSi

, wi, Ni}, encrypts it with the public key of Dj ,
PuDj

, to generate the message A5 = {[V CSi
, wi, Ni]PuDj

}
and sends it to Dj .

Step 5: Dj decrypts A5 with its private key PrDj
. After

that, Dj verifies the signature on V CSi
with the MP’s

public key PuMP . Then, Dj recovers the accumulator
version Acc and verifies that Si is not revoked by checking
if V erwitness(Acc, wi,Si) is 1. If either verification fails,
the execution of the protocol is terminated. Otherwise, Dj

calculates the session key as Ks = didDj
∥ pid1Si

∥ Ni ∥ Nj .
Thus, a session key is established between the seller and the
drone. The steps involved in the mutual authentication phase
are given in Table II.

E. Revocation Phase

When Si sends a request to the MP to unsubscribe from
the service, the MP removes the seller from the accumulator
by calling the function Accupd(). Then, the MP removes the
non-membership witness wi of Si. The MP can also initiate
the process of unsubscribing a seller from the service if the
goods sold by the seller do not meet certain quality criteria.

V. SECURITY ANALYSIS

We provide a security analysis of the proposed protocol
in this section.

Privacy of User: In the proposed protocol, the seller’s real
identity is not revealed while using the service. Further, the
seller uses a different pseudo-DID during each authentication
event. Hence, the proposed protocol makes it difficult for an
adversary to link multiple usage requests of the same person
to track his/her activities and usage patterns.

Protection from Eavesdropping and Man-In-The-
Middle Attacks: The messages A4 and A5 are encrypted
with the public keys of the seller and the drone, respectively.
Hence, an adversary cannot eavesdrop and modify it as
he/she does not have the corresponding private key to decrypt
it. Thus, the proposed protocol ensures resilience against
eavesdropping and Man-In-The-Middle Attacks.

Protection Against Replay Attacks: In the messages
A1 = {pid1Si

, Li, Req} and A3 = {pid1Si
, V CReq}, a

different pseudo-DID from the set P is used in each au-
thentication session. Further, the adversary can’t reuse A4

since the parameter Nj in A4 changes in each authentication
session. Similarly, the parameter Ni in A5 changes in each
authentication session. As a result, the attacker will not be
able to replay the messages to launch a replay attack.

Revoked Users Cannot Access Service: To access the
service, the users must prove that they are not members of
the revocation list by showing a non-membership witness
issued by the MP . Hence, revoked users cannot access the
service.

Mutual Authentication: The sellers and the drones show
their VCs to each other. Only the marketplace platform users
and the drones registered with the MP have valid VCs
signed with the private key of the MP . Both the seller and

the drone verify the VC presented to them and authenticate
each other.

Protection Against User Impersonation Attack: Si uses
a different pseudo-DID pid1Si

from P in the messages A1

and A3 during each authentication event. The adversary does
not have access to P . Hence, the adversary cannot compose
A1 and A3. The adversary does not have access to the VC,
V CSi , and the revocation witness wi of the seller as well. As
a result, the adversary cannot compose a valid message A5 =
{[V CSi

, wi, Ni]PuDj
} as well to impersonate a legitimate

user to get authenticated.
Protection Against Drone Impersonation: An adversary

does not have access to the VC, V CDj , of the drone. As
a result, the adversary cannot compose a valid message
A4 = {[didDj

, V CDj
, ReqV C , Reqw, Nj ]Pu

pid1Si

} to imper-

sonate a legitimate drone to get authenticated.
Session Key Agreement: After verifying the VC and

revocation status, a session key is established between the
seller and the drone at the end of each authentication session
as Ks = didDj ∥ pid1Si

∥ Ni ∥ Nj . Thus, the proposed
protocol ensures session key agreement.

VI. PERFORMANCE ANALYSIS

In this section, we analyze the computation cost of the
proposed protocol. Since the seller needs to register with
the MP only once, the registration phase of the proposed
protocol is executed only once. Therefore, the performance
of the protocol primarily depends on the computation cost
during the authentication phase. Hence, we evaluate the
computation cost incurred during the authentication phase
to analyze the performance of the proposed protocol.

We evaluated the protocol with a Python implementation.
The protocol was simulated on a personal computer with
Intel (R) Core (TM) i5-11320H @3.20 GHz and 8 GB of
RAM memory. We used the ECDSA algorithm for signing
the VC with a key length of 256 bits. The concatenation,
encryption, decryption, and ECDSA signature verification
take 0.08 ms, 2.14 ms, 2.35 ms, and 27.14 ms, respectively.
The time taken by various cryptographic operations and
the corresponding total execution time taken by the seller’s
device and the drone during authentication are given in
Tables III and IV, respectively.

TABLE III
EXECUTION TIME OF VARIOUS CRYPTOGRAPHIC OPERATIONS

Operation Time Taken (ms)
Concatenation 0.08
Encrypt 2.14
Decrypt 2.35
Signature V erification 27.14

Next, we provide a comparison of the computation cost
of the proposed protocol with other existing authentication
methods for drone delivery services. We consider two re-
cent papers for the comparison. The authentication method
proposed in [10] which is based on the hand movement of



TABLE IV
EXECUTION TIME DURING AUTHENTICATION

Seller’s Device Drone
3TC+TE+TD+TSV = 31.87
ms

3TC + TE + TD + TSV =
31.87 ms

Total Time required for authentication: 63.74 ms =1.06 s
TC : Time required for a concatenation operation;

TE/TD: Time required for an encryption/decryption operation;
TSV : Time required for signature verification

Fig. 2. Comparison of computation cost.

the customer takes 3.36 s on average. The authentication
method using face biometrics proposed in [11] takes 10 s as
it involves time spent in recording videos. We have plotted
the graph for computation cost in Figure 2. From the graph,
the computation cost of the proposed protocol is less than
that of other existing schemes.

VII. CONCLUSION

In this paper, we proposed a privacy-preserving mutual
authentication protocol for drone delivery services. The
proposed protocol enables marketplace platform users to
generate and control their IDs without depending on an
external party. The protocol provides protection against sev-
eral attacks. Hence, by using this protocol, the sellers can
request drone delivery services in a secure and privacy-
preserving manner. The protocol also incorporates efficient
membership revocation using an accumulator scheme with
non-membership witnesses. We compared the proposed pro-
tocol with two other protocols in terms of the computation
cost. The comparison shows that the computation cost of the
proposed protocol is less than the other protocols.
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