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Abstract—Keyless entry systems in cars give users the flex-
ibility of unlocking the car door without using physical keys.
Remote Keyless Entry (RKE) system is one of the common types
of keyless entry systems. RKE systems that use a fixed code to
unlock the car are susceptible to replay attacks. RKE systems
that use rolling codes instead of fixed codes are still vulnerable
to RollJam attacks. To protect RKE systems from such attacks,
we propose a lightweight and secure mutual authentication
mechanism based on Physical Unclonable Functions (PUFs).
We provide formal security analysis to show that the proposed
mechanism is resilient against several common attacks. We
also provide a comparison with other existing schemes which
shows that the proposed mechanism is very efficient in terms
of computation cost.

Index Terms—Mutual authentication, Remote Keyless Entry
(RKE) system, Replay attack, RollJam attack, Physical Unclon-
able Function (PUF)

I. INTRODUCTION

Over the years, various automotive electronics components
have been added to cars to make them more user-friendly.
While the added systems improve users’ convenience, they
have also opened up new attack surfaces [1]. To name a few,
Electronic Control Units (ECUs), radio channels, keyless
entry, Bluetooth, and On-Board Diagnostic (OBD) ports are
some of the attack surfaces in modern cars through which an
attacker can mount attacks. The automotive attacks can be
physical or remote [1]. The attacks on keyless entry systems
do not require physical access and can be carried out using
relatively inexpensive hardware and software. As a result,
keyless entry systems have been always targeted by attackers,
and threats against keyless entry systems are real. This paper
investigates security issues with keyless entry systems and
presents a solution to make them secure from attacks.

Keyless entry systems enable users to lock and unlock
their cars without requiring physical keys [2]. There are
mainly two types of keyless entry systems: Remote Keyless
Entry (RKE) systems and Passive Keyless Entry and Start
(PKES) systems. To unlock or lock the car door, the user
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presses a button on the key fob in the RKE systems. The
PKES systems enable unlocking the car door when the key
fob is in close proximity to the car. Several attacks have been
reported against the RKE and the PKES systems [2]-[5]. In
this paper, we focus on the RKE systems.

In the RKE systems, when the user presses a button on
the key fob, radio frequency (RF) signals are generated
from the key fob and sent to a receiver in the car. The RF
signals generated are in the 315 MHz, 433 MHz, or 868
MHz band, depending on the geographic location of the car.
The frequency band used in North America is 315 MHz. In
Europe, 433 MHz or 868 MHz bands are used [4]. The first
generations of the RKE systems employed a static code in
the RF signals. An adversary may carry out replay attacks
by capturing and replaying such signals to gain access to the
car. Such replay attacks do not require much effort from
an adversary. To prevent replay attacks, instead of using
static codes, rolling codes were introduced. Each time the
unlock button on the key fob is pressed, a new rolling code is
produced. The generated rolling code can be used to unlock
the car only once [4]. Microchip Technology’s KeeLoq [6]
and NXP’s Hitag-2 [7] rolling code schemes are popular
rolling code schemes. However, there have been attempts to
break the security of even the RKE systems based on rolling
codes. The RollJam attack [8] has shown that even the RKE
systems based on rolling codes can be compromised using
special types of equipment. In this paper, we propose an
authentication mechanism to protect RKE systems from such
attacks. The proposed authentication mechanism is based on
Physical Unclonable Functions (PUFs).

PUF is a hardware security primitive that makes use of the
randomness introduced during the manufacturing process to
derive secrets [9]. PUFs map input challenges to responses
and do not store the responses in memory. Hence, PUFs have
been used in security applications in different domains.



A. Related Work

Several studies have highlighted the security issues that
exist in keyless systems. Different attacks against keyless
entry systems are presented in [3]. The authors of [4]
presented attacks that can be used against rolling code-
based RKE systems. The authors of [5] analyzed the Hitag-2
algorithm-based RKE and showed that keys can be extracted
from Hitag-2. Different attack surfaces in cars are discussed
in [10]. The authors of [11] surveyed remote automotive
attack surfaces including RKE for different car models. The
authors of [12] conducted attacks against the RKE systems
on six different car models. All these studies point to the
need for enhanced security in RKE systems.

Attack models and defence techniques for autonomous
vehicles are discussed in [13]. Similarly, the authors of [14]
presented the current defence methods available in connected
and autonomous vehicles. The authors of [15] proposed
a taxonomy of attacks on autonomous vehicles and their
defences. A radio frequency fingerprinting method to detect
malicious requests is presented in [2]. An authentication
protocol for RKE systems based on a symmetric encryption
algorithm is presented in [16]. The Ultimate KeeLoq technol-
ogy [6] uses a running timer to prevent replay attacks against
RKE systems. An authentication method based on times-
tamps is proposed in [17] to prevent replay attacks against
RKE systems. The authors of [18] proposed an authentication
method using time stamping and XOR encoding. The authors
of [19] presented an authentication scheme for RKE systems
based on asymmetric cryptographic techniques.

However, most of the authentication mechanisms dis-
cussed above are computationally expensive. The authenti-
cation mechanism for RKE systems should be secure and
lightweight. Hence, we propose an authentication mechanism
based on PUFs for RKE systems.

B. Our Contributions

To protect RKE systems from replay and RollJam attacks,
we propose a lightweight mutual authentication mechanism
based on PUFs. Our contributions in this work can be
summarised as follows:

1. Design of a novel mutual authentication mechanism
for RKE systems: We propose a mutual authentication
mechanism for RKE systems based on PUFs that provides all
the required security features. The proposed authentication
mechanism is computationally very efficient.

2. Protection from several attacks: The proposed mech-
anism protects RKE systems from replay, RollJam, and
impersonation attacks.

3. Security proof: We provide formal security proof to
show that the proposed mechanism is resilient against various
attacks.

The rest of the paper is organized as follows. In Section
II, we discuss the system model and the adversary model.
In Section III, we present the proposed PUF-based authenti-
cation mechanism. Section IV presents the security analysis
of the proposed mechanism with formal proof. Then, we

present the performance analysis and provide a performance
comparison with other existing RKE authentication mecha-
nisms in Section V. Finally, conclusions are given in Section
VL

II. SYSTEM MODEL AND ADVERSARY MODEL
A. System Model

The car is locked or unlocked using a key fob. The key
fob has at least two buttons that activate the car’s ‘lock’ and
‘unlock’ functions, respectively. A PUF is included with each
key fob.

B. Adversary Model

We assume that the adversary has the capability to eaves-
drop, capture, or jam the signals transmitted from the key fob
to the car. Then, the adversary may replay the previously
captured messages. If the adversary captures the signals
exchanged in the RKE systems that employ static code,
he/she can replay it later to unlock the car. The RKE systems
based on rolling codes are protected from such replay attacks.
However, the RollJam attack can be executed to compromise
the RKE systems based on rolling codes.

In the RollJam attack, the adversary captures an unlock
signal sent from the key fob to the car. At the same time,
the adversary jams the same signal so that it will not reach
the car. As the first attempt to unlock the car failed, the user
presses the key fob button again. The adversary captures the
second signal, jams it, and sends the first captured signal
to the car. As the replayed signal sent from the adversary’s
device unlocks the car, the user does not notice this attack
easily. However, the adversary has captured a valid signal
(the second signal) that he/she can use later.

The attacks where an attacker A can eavesdrop, capture,
jam, or replay the messages sent between the key fob and
the car can be modelled using the following queries:

CaptureK(key fob, car, m) models the attacker’s ability to
eavesdrop and capture a message m sent from the key fob
to the car.

CaptureC(car, key fob, m) models the attacker’s ability to
eavesdrop and capture a message m sent from the car to the
key fob.

SendC(car, m) models the the attacker’s ability to imper-
sonate the key fob and sends a message m to the car.

SendK(key fob, m) models the attacker’s ability to imper-
sonate the car and sends a message m to the key fob.

Jam(key fob, car, m) models the attacker’s ability to jam
a message m between the key fob and the car so that the
message does not reach the destination.

An attacker may call the queries CaptureK, CaptureC,
SendC, SendK, and Jam a polynomial number of times.

III. PROPOSED MECHANISM

In this section, we present the proposed lightweight,
mutual authentication mechanism. The proposed mechanism
consists of two phases: registration and authentication.



A. PUFs

Since the proposed authentication mechanism is based on
PUFs, we start with a quick overview of PUFs. A PUF maps
a challenge C; to a response R; = PUF(C};). The challenge-
response pair is denoted as (C;, R;). An ideal PUF always
outputs the same response R; for a challenge C;. If the
challenges are different, the responses from the PUF also will
be different. Two PUF devices produce different responses
for the same challenge.

B. Assumptions

The assumptions made in this paper are given below:

* During the registration phase, the messages between the
key fob and the car are transmitted through a secure channel.

* A PUF is included with each key fob. The PUF response
for a given challenge cannot be predicted.

* Attempts to tamper with the PUF render it unusable [20].

C. Registration Phase

The steps in the registration phase are given below:

Step 1: The key fob composes a message Mp; with its
ID ID, and a registration request. Then, the key fob sends
Mpq to the car.

Step 2: Upon receiving Mp; from the key fob, the car
receiver generates a challenge C;, composes a message M 2
with C;, and sends it to the key fob.

Step 3: The key fob generates R; = PUF(C;). Then, the
key fob sends R; to the car through a message Mps.

Step 4: After receiving Mp3 from the key fob, the car
receiver stores the key fob’s ID ID,, and the challenge-
response pair (C;, R;). Then, the receiver generates a key
K and sends it to the key fob through a message Mpy4.

Step 5: Upon receiving M4 from the car receiver, the key
fob stores the key K. This key will be used later during the
authentication phase.

Before using the key fob for the first time, the registration
phase must be completed. The registration phase can be
enabled by adding one more button to the key fob or
by pressing one of the existing buttons on the key fob a
predetermined number of times. The registration phase is
depicted in Fig. 1.

D. Authentication Phase

Step 1: When the user presses the key fob button, the
key fob generates a nonce N;. Then, the key fob computes
N} = N; ® K,. After that, the key fob composes a message
Maq : {ID,,N}} and sends it to the car receiver.

Step 2: Upon receiving M 41, the car receiver decodes
N; = N/ @ K;. The receiver generates a nonce N. and
computes NS = N. @ K. Then, the receiver calculates
an authentication parameter which is the secure hash of a
concatenated message. To compute the authentication param-
eter, the receiver concatenates the parameters ID,, N;, K,
and V. and calculates the hash of the resulting concatenated
message as Ag = H(ID, | N; || Ks || Ne). Ag serves as
the authentication parameter from the car receiver. Then, the
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Fig. 1: Registration phase.

car receiver finds the challenge-response pair (C;, R;) stored
together with I.D,. Then, it computes C; = C; & K. After
that, the receiver generates a new challenge C7*“* for the next
round of authentication and computes C;"*" = C7°" @ K.
Finally, the receiver composes Mao : {Ag, N}, C},C;™"}
and sends it to the key fob.

Step 3: The key fob receives M4o. Then, it decodes
N, = N} ® K, and verifies the authentication parameter
Ag. If the authentication parameter is successfully verified,
the key fob decodes C; = C7 @ K, and C7'°Y = C;" D K.
Then, the key fob uses its PUF and generates the responses
corresponding to the received challenges as R; = PUF(C;)
and R} = PUF(C}*"). After that, the key fob computes
R} = R; ® K, and R;"®" = R}“" @ K. Then, the key fob
concatenates the parameters ID,, N., K, R;, and R°".
Then, it calculates the hash of the resultant concatenated
message as A = H(IDJC H N, || K || R; H Rlnew).
Aj serves as the authentication parameter from the key fob.
Finally, the key fob composes M3 : {A1, R, RI™", cmd}
where cmd indicates the ‘lock’ or ‘unlock’ operation to be
carried out. Then, the key fob sends M 43 to the car.

Step 4: Upon receiving M 43, the receiver decodes R; =
Ry ® K, and R}*" = R;"®" @& K,. Then, it verifies
the response R; and the authentication parameter A;. If
the verification is not successful, the authentication process
is terminated. If the verification is successful, the ‘lock’
or ‘unlock’ operation is executed based on cmd. Then,
the receiver updates the stored challenge and responses to
C7e* and R}V, respectively, to use in the next round of
authentication. The details of the authentication phase are
depicted in Fig. 2.

IV. SECURITY ANALYSIS

This section presents the formal security proof for the
proposed authentication mechanism.
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Fig. 2: Authentication phase.

Lemma 1. Proposed mechanism is resilient against
cloning attacks.

Proof. PUFs cannot be cloned [21]. Hence, an adversary
cannot clone them to generate the responses required during
authentication.

Lemma 2. The probability of correctly predicting a PUF’s
response is negligible.

Proof. If a PUF returns a response R; of length [y for
a challenge C; of length [;, the PUF’s challenge-response
pair (C;, R;) can be represented as ({0,1}1,{0,1}%2). A
challenge-response game can be used to define the security
of the PUF. If an adversary A can guess the PUF response
correctly for a challenge C;, A wins the game.

1. A challenger C sends a challenge C; to A. The PUF
response corresponding to C; is R;.

2. A guesses the PUF output as R} and wins the game if
the PUF response is predicted correctly, i.e., if R; = R}.

A’s advantage in this security game is the probability of
predicting R; correctly. It can be modelled as apyr =
Pr[R; = Rf]. From Lemma 1, a PUF cannot be cloned to
generate responses. Hence, the only option for A to predict
R; is to make a random guess. As aresult, apyr = Pr[R; =
R = 2%2

Theorem 1. The proposed protocol is resilient against
replay attacks.

Proof. The game where an adversary A tries to execute a
replay attack is given below:

1. A eavesdrops and captures a message M 41 by running
the CaptureK(key fob, car, M 41) query.

2. A replays the message M 41 using the SendC(car, M 41)
query at a later point in time to get authenticated as the key
fob.

3. If one round of the authentication process is completed
successfully, A wins the game.

When A replays the message M 41, the receiver sends
the corresponding message Mo to A as mentioned in the
authentication protocol. A should compose M 43 to continue
the authentication process. A should know the correct PUF
response to compose M 43. From Lemmas 1 and 2, the only
possibility for A to know the PUF response is to guess it.
If R; has [y bits, the probability of A correctly guessing
R; is Pr[R; = R}] = 51> which is negligible. As a result,
A cannot continue the authentication process. A’s advantage
in this game iS Qepiay = Pr(R; = R}] = 2%2 which is
negligible. Thus, A cannot execute the replay attack to get
authenticated. Thus, the proposed protocol prevents replay
attacks.

Theorem 2. An adversary A cannot execute the RollJam
attack on the proposed mechanism.

Proof. The RollJam attack on the key fob can be modelled
using a security game between A and the car as:

1. During the key fob’s ‘" authentication round, A
eavesdrops the message M, and captures it by running the
CaptureK(key fob, car, M) query.

2. A jams the message M’ by running the Jam(key fob,
car, M) query.

3. During the key fob’s next authentication attempt, A
eavesdrops the message Miﬁl and captures it by running



the CaptureK(key fob, car, Mﬂl ) query.

4. A jams the message Mﬁ;{l by running the Jam(key fob,
car, Mﬁﬁl ) query. A replays the message MY, using the
SendC(car, M'y;) query.

5. A replays the message Mf:{l using the SendC(car,
M4t') query at a later point in time to get authenticated
as the key fob.

6. If one round of the authentication process is completed
successfully, A wins the game.

When A replays the message Miﬁl, the receiver sends
the corresponding message Mf:gl to A as mentioned in the
authentication protocol. A should compose Mf:gl to continue
the authentication process. A should know the correct PUF
response to compose Mf:gl. From Lemmas 1 and 2, the only
possibility for A to know the PUF response is to guess it.
If R; has [y bits, the probability of A correctly guessing
R; is Pr[R; = R}] = 51> which is negligible. As a result,
A cannot continue the authentication process. A’s advantage
in this game is A roytjam = Pr[R; = R}] = 57 which is
negligible. Thus, A cannot execute the RollJam attack to get
authenticated.

Theorem 3. The proposed protocol provides mutual au-
thentication.

Proof. The game where an attacker A tries to get authen-
ticated as a legitimate key fob is given below:

1. A initiates the authentication process with the car.
2. A calls SendC(car, m) query as a legitimate key fob.

3. If one round of the authentication process is completed
successfully, A wins the game.

A needs to send valid messages M 41 and M 43 to the car
receiver for successful authentication as a key fob. A has two
options to send the correct messages: capture valid messages
and replay it later or generate valid messages as a legitimate
key fob. From Theorem 1, A cannot capture valid messages
and replay it later to get authenticated. From Theorem 2, A
cannot execute the RollJam attack as well, i.e., Qyepray and
QRollJam are negligible. Hence, the only option for A to get
authenticated is to generate valid messages as a legitimate
key fob. To compose M 43, A needs to know the correct PUF
response R;. From Lemmas 1 and 2, the only possibility for
A to know R; is to guess it. If R; has [ bits, the probability
of A correctly guessing R; is Pr[R; = R}] = 5. Hence,
the adversary’s advantage in successfully authenticating as a
valid key fob a 4.¢p is negligible. Similarly, the probability
of generating valid messages as a car receiver is negligible.

Hence, if one round of the authentication process is
completed successfully, the messages received at the car
receiver must have originated from a valid key fob. Similarly,
we can show that if one round of the authentication process
is completed successfully, the messages received at the key
fob must have originated from a valid car receiver. Thus, the
proposed authentication mechanism provides mutual authen-
tication.

V. PERFORMANCE ANALYSIS AND COMPARISON

In this section, we evaluate and compare the performance
of the proposed mechanism with other similar schemes.

A. Security Properties

For the performance comparison, we consider security
properties such as mutual authentication and protection
against various attacks. The comparison of the security
features is summarised in Table 1. Though [16], [17], and
[18] cover some of the key security features, mutual authen-
tication is an additional property provided by the proposed
protocol. Clock synchronization between the key fob and the
receiver is required for the protocols mentioned in [17] and
[18]. On the contrary, the proposed protocol does not require
clock synchronization.

B. Computation Cost

Next, we consider the computation cost. The registration
phase occurs only once. Hence, we evaluate the computation
cost during the authentication phase.

The key fob requires 6 XOR, 2 PUF, 4 concatenation,
and 1 hash operations. The car receiver requires 6 XOR, 3
concatenation, and 1 hash operations for one iteration of the
authentication process. We use a Raspberry Pi 3B to simulate
the RKE system and to run operations such as hash (SHA-1),
XOR, and concatenation. The operations have been simulated
in the Python programming language. Let Ty, Txor, and
T., denote the time taken by hash, XOR, and concatenation
operations, respectively. From the simulations, T'xor is 10.9
us, Ty is 16.9 ps and T, is 4.9 pus. We consider a PUF
proposed in a recent paper [22] to be deployed in the key fob
for the proposed mechanism. The PUF generates a response
of 320 bits with an operation time of 0.4 ps. The number of
operations performed by the key fob and the receiver and the
computation time during the authentication phase are shown
in Table II.

Comparison of the computation cost of the
proposed protocol with existing protocol

0.6
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0.2
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., 1 L

Key fob Car

Computation Time (ms)

H Proposed Protocol @ Greeneetal. [17]

Fig. 3: Comparison of computation cost.

In contrast to the PUF-based protocol proposed in this
paper, the protocol in [17] uses AES encryption and decryp-
tion. The proposed protocol does not use AES encryption



TABLE I: Comparison of the proposed mechanism with existing authentications mechanisms: security features

Features Glocker et al. [16] | Greene et al. [17] | Greene et al. [18] | Proposed Mechanism
Key fob Authentication Yes Yes Yes Yes
Mutual Authentication No No No Yes
Resilience Against Replay Attack Yes Yes Yes Yes
Resilience Against RollJam Attack No Yes Yes Yes
Requirement for Clock Synchronization No Yes Yes No
Security Proof No No No Yes
TABLE II: Number of operations and computation time (6] Ultimate keelog technology. [Online]. Available:

Operation Key fob | Receiver
XOR 6 6
PUF 2 0
Concatenation 4 3
Hash 1 1
Computation Time (ms) 0.103 0.097

and decryption. Let Ngyc denote the number of AES en-
cryption/decryption operations. From the simulations, Tgpnc
is 0.55 ms. The comparison of the computational cost of the
proposed mechanism and the protocol in [17] is plotted in
Fig. 3. Hence, we can conclude that the proposed mechanism
provides more security features than other existing schemes
while having a lower computation cost.

VI. CONCLUSION

In this paper, we explored the attacks on RKE systems.
Then, we proposed a mutual authentication mechanism based
on PUFs for RKE systems. We also showed that the pro-
posed mechanism is lightweight while still providing all the
necessary security features. The security and performance
analysis of the proposed mechanism shows that PUFs can
be used to achieve an efficient authentication mechanism for
RKE systems.
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