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Abstract—There are two causes of packet losses during a wire-
less transmission: losses caused by collisions and losses caused
by poor channel conditions. The throughput and spatial reuse of
IEEE 802.11 based wireless networks, as well as the effectiveness
of the rate adaptation algorithms they use, is adversely affected
by their inability to determine the real cause of a packet
loss. To address this issue, this paper proposes a mechanism
based on Error Vector Magnitude (EVM) to discern random
channel errors from collisions in wireless networks. The proposed
mechanism is based on first developing an analytic model to
characterize the EVM of a packet in the presence and absence
of a collision. A threshold based classifier is then proposed that
selects the threshold value such that the crossover error rate is
achieved. Simulation results are presented to demonstrate the
accuracy of the proposed collision detection mechanism.

I. INTRODUCTION

Wired networks like Ethernet (IEEE 802.3) use carrier sense
multiple access with collision detection (CSMA/CD) as the
basis for medium access control. A wired network can detect
collisions because of its ability to listen at the same time it
transmits. The wireless environment brings with it different
challenges, one of them being the difficulty to transmit and
receive at the same time. Moreover, while a node in a wired
network can receive every other node’s transmissions, a node
on a wireless network may be too far (or hidden) from certain
other nodes to receive their transmissions (and vice versa) [6].
Thus, wireless networks like IEEE 802.11 use a mechanism
called carrier sense multiple access with collision avoidance
(CSMA/CA) at the MAC layer.

The physical layer of IEEE 802.11 delivers a packet to the
MAC layer only if it has been received correctly, otherwise
the packet is discarded. A fundamental issue with the use of
CSMA/CA based protocols is that upper layers are unaware of
the reason why a packet was discarded at the physical layer.
In general, a packet may be discarded due to two causes: a
weak signal (due to attenuation and multipath characteristics
of the environment) or interference due to concurrent trans-
missions from other neighboring devices. However, the MAC
layer of IEEE 802.11 is unaware of the cause of the packet
loss, resulting in loss of performance. The inability to detect
collisions and distinguishing them from channel errors causes
a waste of bandwidth (due to the colliding transmission), and
an unnecessary delay due to performing a backoff. To address
this issue, this paper introduces a mechanism to detect the
cause of a packet loss in wireless networks using IEEE 802.11
as the MAC protocol.

Determining the actual cause of packet loss in wireless
networks helps the MAC layer in making intelligent decisions.
If a packet loss occurred due to a collision, an exponential
backoff should be performed. Whereas, if a packet loss was the
result of channel errors then a data rate adaptation algorithm
should be invoked - possibly reducing the data rate and/or
increasing the transmit power. It has been shown in [1] that
knowledge of the cause of a packet loss can increase the
throughput by 20-60% while reducing the retransmissions by
40%, depending upon the channel conditions. From the above
discussion it is clear that the cause of a packet loss should be
used by the MAC layer to improve performance in wireless
networks.

A small number of techniques have been proposed in litera-
ture for collision detection in wireless networks. A mechanism
for collision detection called CARA has been proposed in
[3], and is based on the use of multiple RTS/CTS packets.
RRAA [2] uses the CARA based RTS/CTS scheme to infer
whether a packet loss is due to a collision or weak signal.
A method to isolate physical packet errors from collision
packet errors using RTS/CTS and packet fragmentation is
given in [4]. These approaches require the observation and
transmission of multiple RTS/CTS packets, thus requiring a
long time to isolate the cause of a packet loss. In contrast, our
approach to collision detection is more direct and is based on
a metric that can be obtained immediately from the received
packet, thus giving us immediate results in real time. In [1] a
scheme for collision detection is proposed using three channel
quality related metrics and a metric vote. Simulation results
presented in this paper show that our proposed technique
leads to significant reduction in the false positive rates and
comparable detection accuracy.

A. Key Contributions

The following are the major contributions of this work.

1) Characterization of EVM in the presence of collisions:
In this paper, we present an analytic model for the statistical
behavior of EVM for the purpose of collision detection in
wireless networks. Using a realistic model for wireless com-
munication, we evaluate the probability distribution function
(PDF) of EVM. This model is then used to derive analytical
expressions that relate key parameters characterizing the cause
of a packet loss to the statistical behavior of EVM.

2) Mechanism for Collision Detection: This paper proposes
a mechanism to detect collisions using EVM. The collision
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detection mechanism is based on using a threshold for the
EVM to classify packets into collision or non-collision pack-
ets. To obtain the threshold, we first develop an analytic
model to characterize the EVM in the presence and absence
of collisions. The optimum EVM threshold for classification
is then determined by deriving the threshold that leads to
equal false positive and false negative rates. We evaluate the
effectiveness of our collision detection mechanism by using
extensive simulations.

The rest of this paper is organized as follows. Section
IT presents an analytic model for the EVM under different
interference scenarios. The model for EVM is used in Section
IIT to determine the threshold for classifying the cause of a
packet loss. Finally, Section IV presents the details of the
simulation model, Section V presents the simulation results
and Section VI concludes the paper.

ITI. ANALYSIS OF EVM FOR COLLISION DETECTION

In this section we present a model to characterize the PDF of
EVM in the presence and absence of collisions. This model
is then used in the next section to develop a classifier for
determining the cause of each packet loss.

An error vector is the difference between the complex
voltage value of an ideal symbol and the actual received
symbol. The root-mean-squared value of the error vector is
defined as EVM. If X, denotes the reference or transmitted
signal and Y3 denotes the received (distorted) signal, then
Figure 1 shows the error vector Ey, = Y; — Xj. Then the
EVM is defined as [10]:

BV Mg = ¢ i e Xl \/ L
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where Py is the average power of all the symbols for a

given modulation, and N is the number of received symbols.

Py normalizes the EVM so that it does not depend on the
modulation order.

A transmitted OFDM signal may experience various dis-

tortions during transmission, resulting in high values of EVM.

The standards specify limits on the EVM to ensure satisfactory

TABLE I
ALLOWED EVM VALUES VERSUS DATA RATE IN IEEE 802.11

Data rate (Mbits/s) EVM (dB) EVM (%)
6 -5 56
9 -8 40
12 -10 32
18 -13 22
24 -16 16
36 -19 11
48 =22 8
54 -25 6

in-band performance [5]. The thresholds for EVM, as specified
in the IEEE 802.11 standard [9], are given Table I.

Let us denote the transmitter by 77, the receiver by R, and
the interference by (; (where J is the number of interferers).
Let us consider an OFDM system with N subcarriers. We
assume a frequency flat multipath Rayleigh fading channel.
The received time domain OFDM signal y,, is given by

Yn = Hp * Ty +1n + G 2

where H, denotes the Rayleigh distributed channel coeffi-
cients, 7, is the additive white Gaussian noise with zero-mean
and variance 0,2], and (, is the interference (due to a collision).
Z, is the n™ time domain OFDM signal, 0 < n < N — 1.
Then z,, can be obtained from X}, the M-QAM modulated

symbol at the kth subcarrier as [7],
N-1 '
Tp = IDFT{X]C} = Z Xke_'IQ‘ITkTL/N (3)
k=0

where £k = 0,1,---, N — 1. If the number of subcarriers IV is
large, the real and imaginary parts of x, are approximately
ii.d. Gaussian distributed with zero-mean and variance o2
[5]. If we assume frequency flat fading, we can replace the
convolution operator in Equation (2) with a multiplication and

rewrite Equation (2), as

Yn = Hpzp + 1n + Cu €]

Let us introduce a random variable Z defined as

1 N-1
7 = Ei|?.
NF kZ:o| bl 5)

Let ¢, denote the error vector in the time domain i.e.,
€n = Yn — Tn. We also know that e, = IDFT{E}} and y,, =
IDFT{Y}}. Therefore, applying Parseval’s theorem, we can
rewrite Equation (5) as

1 N-1
— 2
Z= 55 2 lenl” (®)

n=0

Observing Equations (5) and (6), we see that Z is composed
of the sum of N i.i.d. random variables. Applying the central
limit theorem for large N (typically N = 52 for IEEE



802.11a), we can approximate Z by a Gaussian distribution
with probability density function (PDF)

= . R (7

To obtain the pdf fz(z) of Z, we need to find its mean (11z)
and variance (0%). iz and 0% will have different values for
different types of distortions, and we are interested in finding
them for packets involved in a collision. We first evaluate pz
and o2 for the case when there is no collision. In this case
the error vector is given by

_ [e%

We assume the standard path loss law I(r) = -, and take r;
as the mean power for a Rayleigh distributed channel (H,,).
To find pz, we have

(2} =nz = oy > clle?)

n=0
1 2
1-2
7 7 (e yas)

where e{e2} is given by Equation (9). To find the variance of
Z, we need to evaluate £{Z2} given as follows:

<NP Z|e”|>

We now assume block fading with a block length of m
symbols. Then Equation (14) can be re-written as

m—1 m—1 m—1 N-—1
(550 St

n1=0n9=0 n1=0ns=m

03,} (13)

N—-1 N—-1

NQPQZ Z|€n1| |en2‘2 (14)
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where 8 = N — m. Taking the expectation of Equation (15),
we get

A7) = o [meled) + (N = m) (<(2))°] (6)
NP

where {e2} and e{e’} are given by Equations (9) and (10),

respectively. Combining Equations (13) and (16), we can

obtain the variance of Z as 0% = e{Z%} — (uz)".

Now consider the case when a packet is corrupted due to the
interference caused by collision from other concurrent trans-
missions. We assume a wireless network with J interferers at
distance r; > 0 from R, that transmit with a probability p
independent of each other. We assume that the starting location

of a collision within a packet is uniformly distributed between

0 and N — 1. If a collision starts at OFDM symbol ny, the
error vector can be written as

* €n n <ngp
“={ v nih an
where (; is given as follows
J
(s =Y BiH, W, (18)

i=0

Here B;’s are i.i.d. Bernoulli random variables with parameter
p, H,, is Rayleigh distributed with mean power 1/r¢, and
W, is the OFDM symbol transmitted by interferer ¢, which is
approximately i.i.d. Gaussian distributed with zero-mean and
variance o2. We can then rewrite Equation (6) as follows:

no—1
(Zen|2+2 (lew + o) )

n=0 n=ng

Z*
NP,

Taking the expectation of Equation (19), we get
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Similarly, to get the variance of Z*, we need to evaluate
e{Z*?}, which is given by
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Taking the expectation of Equation (21), we get
1 2 2
e | m) (eend)”+
2n0(N — no)e{e? Ye{e:®} + m(N —ng)e{es*} +

(N = no)(N —ng — m) (g{e,*f )2] .

Taking the expectation of Equation (23) w.r.t. ng, we get
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where e{ej } and {e,} are given by Equations (9) and (10), PARAMETERS FOR FINDING THE THRESHOLD
respectively, while e{e*?} and e{e*?} are given by Equations
(11) and (12), respectively. Thus, we can now obtain the Parameter Value
variance of Z* as 0%. = e{Z**} — (g ). Py 2(QPSK), 10(16QAM), 42(64QAM)
o2 0.5
ITI. THRESHOLD BASED COLLISION DETECTION o2 1
In this section we describe our threshold based mechanism Ti_ (meters) i 10, 15. 20. 30
for collision detection and present the methodology for ob- 73 (meters) 2’ T
taining the threshold. ; 1
The proposed collision detection method is based on noting m 16
the difference in the pdf of EVM in the presence of a
collision. To classify the cause of each packet loss, we first TABLE I
calculate the EVM of each received packet. This calculated THRESHOLDS FOR DETECTING COLLISIONS
EVM value is then compared against a threshold value. If the
calculated EVM value is greater than the threshold, the packet Modulation Type ~ Threshold for Z  Threshold (dB)
is classified as a collision, and vice versa. The optimum value QPSK (12Mbps) 0.5977 -2.234
of the threshold is determined by choosing the threshold value 16QAM (24Mbps) 0.1197 -9.219
that leads to equal false positive and false negative rates (i.e., 64QAM (48Mbps) 0.0286 -15.436
the threshold that leads to the crossover error rate).
The probability of a false positive is defined as the proba-
bility that the cause of a packet loss is attributed to a collision, numerically:
while the actual cause was a weak signal (not a collision). If 5 5
we denote the threshold by ~, then the probability of a false / fz(z)dz + / fze(z")dz = 1. (26)
— 00 — 00

positive is given by

¥
Pz[Z >~] =P, [1 - / fz(2) dz} 24)
where P, is the symbol error rate for an M-QAM system.
Similarly the probability of a false negative is defined as the
probability that the cause of a packet loss is attributed to
a weak signal, while the actual cause was a collision. The
probability of a false negative can be expressed as follows:

ol
Pz*[Z* S’}/] :Pe |:/ fZ*(Z*)dZ:| . (25)
To obtain the threshold that leads to the crossover error rate,
we can find v by equating Equations (24) and (25). Thus,
to get the threshold we need to solve the following equation

Using the parameter values given in Table II, the numerical
solutions for the threshold ~ (absolute value and in dB
scale) for 12Mbps (QPSK), 24Mbps (16QAM), and 48Mbps
(64QAM) are given in Table III.

IV. SIMULATION MODEL

In this section we describe the simulation model used to
evaluate the proposed collision detection mechanism. The sim-
ulator was created in MATLAB/Simulink. The transmitter and
receiver models were designed according to the IEEE 802.11a
specifications [9]. The wireless nodes in the simulation are
connected through a frequency flat multipath Rayleigh fading
channel. The channel is realized through the Jake’s model [8].
OFDM is used at the physical layer. The modulation related



TABLE IV
MODULATION PARAMETERS

Data Modulation Coding Coded Coded Data
rate rate (R) bits per bits per bits per
(Mbits/s) sub- OFDM OFDM
carrier symbol symbol
(Ngpsc) (Nceps) (NpBps)
BPSK 172 1 48 24
9 BPSK 3/4 1 48 36
12 QPSK 172 2 96 48
18 QPSK 3/4 2 96 72
24 16QAM 172 4 192 96
36 16QAM  3/4 4 192 144
48 64QAM  2/3 6 288 192
54 64QAM  3/4 6 288 216
TABLE V
TIMING RELATED PARAMETERS
Parameter Value
Ngy ar: Samples per OFDM symbol 80
Nppr: FFT Length 64
Ngp: Number of data subcarriers 48
Ngp: Number of pilot subcarriers 4

Ng7: Number of total subcarriers 52 (Nsp + Nsp)
Nrrarn: Number of training symbols 2

A Subcarrier frequency spacing 0.3125 MHz (=20 MHz/64)

Trpr: IFFT/FFT period 32us(1/AF)
TprEAMBLE: Preamble duration 8us

Ter1: Guard Interval (GI) duration 0.8us (Trrr/4)
TGro: Training symbol GI duration 8us

Tsy as: Symbol interval 4us Tgr +Trrr)

Trong: Training sequence duration 8us (Tgre + 2xTrpT)

parameters are given in Table IV, while the OFDM timing
related parameters are given in Table V.

The network topology used in our simulations is shown
in Figure 2. We have two transmitters (77 and 75) and one
receiver (R) in our network. 75 acts as the interferer and
introduces collisions into the network. The frame size for T}
is fixed at 32 OFDM symbols, while the frame size of 75 is
uniformly distributed between 1 and 32 OFDM symbols. By
varying the frame size of the interferer (75) we can simulate
collisions occurring between packets of different size. The
simulator also allows us to change the probability of collision
in the network, giving us flexibility in terms of controlling our
experiment.

‘ﬁ;‘ﬁ (q) —B—"
U =

Fig. 2. Scenario for introducing collisions
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To model high mobility usage scenarios, the wireless chan-
nel assumes a maximum Doppler frequency of 100Hz. A high
Doppler frequency also increases the probability of packet loss
due to a weak signal. From the discussion in Section II it is
clear that EVM does not depend on the modulation order,
therefore we do not need to consider all the possible data
rates. We simulate data rates of 12Mbps (QPSK), 24Mbps
(16QAM), and 48Mbps (64QAM).

V. RESULTS

In this section we present simulation results to evaluate the
performance of the proposed collision detection mechanism.
We also compare the performance of the proposed mechanism
with the most accurate detection mechanism in existing litera-
ture: a scheme proposed in [1] that uses three metrics, received
signal strength, bit error rate and errors per symbol, to classify
packets. The mechanism proposed in [1] uses a metric vote,
i.e., whenever at least one of the metrics indicates a collision,
the cause of packet loss is classified as a collision.

The performance of the proposed detection mechanism is
evaluated in terms of two metrics: the false positive rate
(defined as the proportion of the number of channel losses that
were classified as collision losses) and the accuracy (defined
as the proportion of the total number of classifications that
were correct). The simulation settings used for obtaining the
results are given in Section IV.

Figure 3 compares the false positive rates of the proposed
mechanism and the mechanism from [1] as a function of the
distance between the interferer and the receiver. We observe
that the proposed mechanism has very low false positive
rates and outperforms the classifier proposed in [1]. The
corresponding accuracies for the two schemes is shown in
Figure 4. We observe that while the scheme from [1] has
better accuracy when the distance between the receiver and the
interferer is small, our method performs better as this distance
increases. However, it is important to note that the accuracy of
the mechanism in [1] depends on the training data that is used
to set its thresholds. In the simulation results reported here,
the training and evaluation scenarios were quite similar, and
the high accuracy is not surprising. In contrast, our mechanism
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does not depend on any training data and is thus expected to
be more robust in a variety of environments. In addition, the
mechanism in [1] needs three metrics and thus has a higher
complexity and overhead. The proposed scheme, however, is
based on only one metric.

Overall, the proposed mechanism outperforms the mech-
anism in [1] in terms of the false positive rates and has
comparable performance in terms of the accuracy, and this
performance is achieved at lower complexity and greater ro-
bustness. Finally we note that another metric for comparing the
performance of the classifiers is the false negative rate, defined
as the proportion of collisions that were incorrectly classified
as channel errors. Compared to the false negatives, the false
positives have a more significant effect on the performance
of a collision detection mechanism. A higher false positive
rate will result in an increase in the number of backoffs and
retransmissions. Thus it is desirable to keep the false positive
rate as low as possible and the results show that the proposed
mechanism is better at achieving this objective, as compared
to the mechanism in [1].

VI. CONCLUSIONS

This paper proposed a mechanism based on EVM to de-
termine the root cause of a packet loss in a wireless link.
The proposed methodology is based on evaluating the EVM
value associated with a packet and comparing it against a
threshold value. An analytic model is proposed to deter-
mine the threshold value such that the crossover error rate
is achieved. The proposed mechanism is compatible with
existing OFDM based IEEE 802.11 hardware and protocol
specifications. The accuracy of the proposed mechanism was
evaluated and established through extensive simulation results.

REFERENCES

[1] S. Rayanchu, A. Mishra, D. Agrawal, S. Saha, S. Benerjee, “Diagnosing
Wireless Packet Losses in 802.11: Separating Collision from Weak
Signal,” Proc. IEEE INFOCOM, Phoenix, AZ, April 2008.

[2] S.H. Wong, H. Yang, L. Lu, and B. Bhargavan, “Robust Rate Adaptation
in 802.11 Wireless Networks,” Proc. ACM MOBICOM, Los Angeles,
CA, September 2006.

[3] J. Kim, S. Kim, S. Choi, and D. Qiao, “CARA: Collision-aware rate
adaptation for 802.11 WLANS,” Proc. IEEE INFOCOM, Barcelona,
Spain, March 2006.

[4] M. A. Y. Khan, and D. Veitch, “Isolating Physical PER for Smart Rate
Selection in 802.11,” Proc. IEEE INFOCOM, Rio de Jeneiro, Brazil,
April 2009.

[5] C. Zhao, and R.J. Baxley, “Error Vector Magnitude Analysis for OFDM
Systems,” Signals, Systems and Computers, 2006. ACSSC "06. Fortieth
Asilomar Conference on , October 2006.

[6] L. L. Peterson, and B. S. Davie, “Computer Networks - A systems
Approach,” Elsevier Inc., 2007.

[71 Y. S. Choo, J. Kim, W. Y. Yang, and C. G. Kang, “MIMO-OFDM
Wireless Communications with MATLAB,” IEEE press, 2010.

[8] W. C. Jakes, “Microwave Mobile Communications,” IEEE press, 1974.

[9] IEEE Standard 802.11a-1999, “High-speed Physical Layer in the 5 GHz
Band,” 1999.

[10] S. Forestier, P. Bouysse, R. Quere, A. Mallet, J. M. Nebus, and L.
Lapierre, “Joint Optimization of the Power-Added Efficiency and the
Error-Vector Measurement of 20-GHz pHEMT Amplifier through a
New Dynamic Bias-Control Method,” IEEE Transactions on Microwave
Theory Tech., vol.52, no.4, pp.1132-1141, 2004.



