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Abstract We introduce the National Quantum-Safe Network, which is a nationwide collaborative field-
deployed testbed aimed at demonstrating quantum-safe cryptography solutions. With several key 
aspects including testbed, security evaluation, standardisation, and ecosystem building, the network 
aims to achieve a vendor-neutral, multi-protocol platform that complies with international standards. 

Introduction

planned to be launched to serve as a moving 
node in the future phase. NQSN can be further 
linked up with other global QKD networks via the 
satellite node.

Quantum Layer
In the quantum layer, commercial ready and 
production grade QKD devices will be deployed 
to connect the central node with each remote 
nodes, via the existing production grade fibre 
infrastructure. Different QKD protocols 
implementations from various QKD vendors will 
be considered with regard to the distances and 
losses featured by each point-to-point fibre link. 
The candidate protocols include BB84, coherent 
one way (COW), continuous-variable (CV) and 
entanglement-based (EB) QKD protocols. Under 
such operation, each pair of the QKD devices 
continuously outputs QKD keys to the KM layer, 
which are established over the quantum channel 
(fibre) and the classical channel (fibre or 

Fig. 1: NQSN star-type QKD network.
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As the quantum technology landscape evolves, it 
is difficult to predict when powerful quantum 
computers capable of breaking current 
cryptography will be available. Thus, applications 
and communication infrastructure handling high-
value assets or requiring long-term protection 
needs to be equipped with quantum-safe security 
enhancements as soon as possible. Quantum 
Key Distribution (QKD), a tamper-evident secure 
communication technique based on quantum 
physics, whose security is independent of 
computation power, could potentially fulfil such 
requirement. In recent years, various QKD 
networks have been deployed worldwide [1-3]. 
The National Quantum-Safe Network (NQSN) in 
Singapore is a nationwide collaborative platform 
and a field-deployed testbed aimed at 
demonstrating quantum-safe cryptography 
solutions. The NQSN testbed, which links up 
academic, public and private members, targets 
trials for QKD network, augmented with the Post-
Quantum Cryptography (PQC) technologies. 
PQC refers to mathematics-based cryptographic 
algorithms (software) which are believed to be 
secure against known attacks from quantum 
computers.

As shown in Figure 1, NQSN is a star type 
QKD network with the central node connected to 
the remote nodes across the island from east to 
west, and consists of four logical layers [4]: 
quantum layer, key management (KM) layer, 
network management layer and application layer 
(Figure 2). Beyond the terrestrial metropolitan 
area network setting, a satellite-based QKD is 

 



Ethernet). In this layer, it aims to achieve one of 
the main goals of the NQSN testbed - to serve as 
a vendor-neutral platform that demonstrates 
multi-QKD protocols, supporting different 
quantum channel conditions. 

Key Management Layer 
In the KM layer, a high performance, customized, 
centralized key manager system will be installed 
in the central node and enable interoperability, 
connectivity, scalability of the QKD network. 
Remote key managers will also be paired with 
QKD devices in the remote nodes, connecting 
with the central node via KM links. With the star 
type configuration, the centralized key manager 
features a multi-input and multi-output interfaces. 
The input interface is to receive QKD keys 
provided by different QKD devices in the 
quantum layer [5]. The output interface is to 
supply keys to applications upon request by the 
application layer and network management layer 
(e.g. ETSI GS QKD 014 [6]). These key 
managers also process and store the received 
QKD keys into the formats that are required by 
specific applications. The key relaying and 
routing functions in the central key manager 
further enables symmetric key establishments 
between any of the two nodes in the network via 
KM links. Integration of PQC solutions such as 
hybrid key combination of QKD key and PQC 
exchanged key is among the considered 
architecture in the KM layer. 

Network Management Layer 
The network management layer is responsible for 
controlling and managing network resources 
across different nodes of the NQSN testbed 
network. A centralized network management 
server is in charge of the controlling and 
managing functions, which will be installed in the 
central node and hold a global view of the entire 
QKD network operation. The server gives 

controlling instructions to the quantum layer and 
KM layer to create the key delivery path across 
network nodes and to configure components 
such as switches, servers and QKD devices. The 
managing functions consist of monitoring and 
collecting performance parameters, detecting 
and reporting any fault events, collecting event 
logs for networking analysis from the quantum 
layer and the KM layer. 

Application Layer 
The application layer in the NQSN QKD network 
acts as an open platform that allows for the 
integration & deployment of different applications 
at various layers of the Open Systems 
Interconnection (OSI) model. Some examples 
include physical encryption in the physical layer, 
link encryptor in the data link layer and IPSec in 
the network layer. These applications consume 
keys provided by the KM layer, via supported 
interfaces such as ETSI GS QKD 014 [6]. 
Different reference use cases & trials are 
explored for field trials, interoperability, and 
performance evaluation of quantum-safe 
technologies. 

Quantum Security Lab 
Along with the NQSN testbed, a testing lab 
dedicated to testing, evaluation and certification 
of QKD devices and their supporting units is 
established. The main objective of the lab is to 
verify the functionality and the security of the 
QKD network, and formalize certification 
framework towards industry applications of QKD 
technologies. Main activities include (i) research 
on quantum hacking and countermeasures, (ii) 
development of functional, performance and 
security evaluation methodologies, (iii) testing 
tools developments and building up certification 
capabilities with industry & academic labs. Lab 
facilities are also co-located within some of the 
nodes, which open possibilities for novel remote 

Fig. 2: Different layers of NQSN. From Bottom to Top: Quantum Layer, Key Management Layer, Network Management 
Layer, Application Layer 



testing and evaluation methods on the quantum 
layer and other layers under a network 
configuration. 

Standardisation 
A quantum communication networks task force 
under local regulatory authority is also formed, 
with members from governmental agencies and 
industry partners. The main objective of the task 
force is to develop local standards to facilitate the 
deployment, operation, and adoption of the QKD 
technologies in different domains. The 
standardisation developments will also support 
certifications of QKD devices and other entities in 
the QKD network. 

Reference Use Cases 
One example reference use case is a 
demonstration of direct data centre interconnect 
(DCI) secured by QKD-keys, as shown in Fig. 3.
In this demonstration, which was performed over
two physically separated commercial data
centres of ST Telemedia Global Data Centres
(STT-GDC), we confirmed the feasibility of
operating QKD systems (ID Quantique Cerberis
XGR) over a production-grade fibre network
(Netlink Trust). During the field test of the QKD
devices, the secret key rate and the quantum bit
error rate (QBER) are relatively stable and
continuous over a fibre link of around 20 km. As
shown in Figure 3, an average secret key rate of
2.39 kbps and QBER of 1.90% is achieved. A
total of more than 2 Gbits of AES-256 keys are
accumulated, with the rates of around 690 keys
per minutes. A subset of the keys is used by a
software-based Quantum Virtual Private Network
(Q-VPN), which consumed the QKD symmetric
keys to establish a VPN tunnel using QKD keys
for quantum-secured file transfer.

Conclusions 
The Singapore's NQSN focuses on developing a 
network that addresses several scopes, including 
multiple vendors, standards compliance and 

infrastructure requirements, and various 
implementations of QKD protocols. In particular, 
the NQSN seeks to significantly improve 
quantum-safe technologies by enhancing testing 
and assessment capabilities, promoting the 
broader availability of quantum-safe technology, 
and increasing awareness about it. End-users 
and stakeholders can take advantage of 
integrating quantum-safe security applications 
and solutions, catalysing future innovations and 
quantum-related products and services on a 
regional and global level. 
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