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Abstract

Recent studies show that diffusion models (DMs) are vul-
nerable to backdoor attacks. Existing backdoor attacks im-
pose unconcealed triggers (e.g., a gray box and eyeglasses)
that contain evident patterns, rendering remarkable attack
effects yet easy detection upon human inspection and de-
fensive algorithms. While it is possible to improve stealth-
iness by reducing the strength of the backdoor, doing so
can significantly compromise its generality and effective-
ness. In this paper, we propose UIBDiffusion, the universal
imperceptible backdoor attack for diffusion models, which
allows us to achieve superior attack and generation perfor-
mance while evading state-of-the-art defenses. We propose
a novel trigger generation approach based on universal ad-
versarial perturbations (UAPs) and reveal that such pertur-
bations, which are initially devised for fooling pre-trained
discriminative models, can be adapted as potent impercep-
tible backdoor triggers for DMs. We evaluate UIBDiffusion
on multiple types of DMs with different kinds of samplers
across various datasets and targets. Experimental results
demonstrate that UIBDiffusion brings three advantages: 1)
Universality, the imperceptible trigger is universal (i.e., im-
age and model agnostic) where a single trigger is effective
to any images and all diffusion models with different sam-
plers; 2) Utility, it achieves comparable generation quality
(e.g., FID) and even better attack success rate (i.e., ASR) at
low poison rates compared to the prior works; and 3) Un-
detectability, UIBDiffusion is plausible to human percep-
tion and can bypass Elijah and TERD, the SOTA defenses
against backdoors for DMs. Code is available at ht tps :
//github.com/TheLaoLab/UIBDiffusion.

1. Introduction

Diffusion models (DMs) [1-3] have emerged as the state-
of-the-art generative paradigm in recent years and achieved
unprecedented success in image [4, 5], video [6—-8] text [9—
11] and audio [12—17] synthesis. The success is highly
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attributed to training the foundation model on large-scale
datasets [5]. Such a practice places DMs at risk of being
compromised by data poisoning attacks [18-22], where ad-
versaries contaminate the clean training dataset with a small
fraction of malicious samples and undermine the model per-
formance. This imposes a critical security concern on the
practical deployment of DMs.

Backdoor attacks are emerging threats to DMs. Recent
studies [23-25] show that DMs are vulnerable to such at-
tacks, which implant backdoor into victim models by train-
ing them on poisoned datasets and manipulate their behav-
ior through inputs stamped with predefined triggers. Exist-
ing backdoor attacks for DMs usually employ unconcealed
triggers such as a gray box, an image of Hello Kitty, and
eyeglasses in the forward and reversed (i.e., sampling) dif-
fusion process, as shown in Fig. 1. While such trigger de-
signs achieve superior attack performance and preserve the
decent generation ability of victim models, they are easy to
detect via human inspection and advanced defensive algo-
rithms as they have obvious patterns that can be precisely
remodeled via reverse engineering [26, 27]. Motivated by
this observation, we aim to design a general, powerful yet
stealthy trigger. However, even for the traditional backdoor
attacks against discriminative models (e.g., image classi-
fiers) [28-30], it is challenging to acquire such a trigger
since it either requires complex and carefully designed gen-
erators to generate image-specific or model-specific trig-
gers [31-38] or suffers from a relatively low attack success
rate (ASR) [39, 40], or fails to evade modern defenses [41—
46]. This raises an interesting question in backdoor attacks
against DMs: Is there a trigger simultaneously possessing
generality, effectiveness, and stealthiness for backdoor at-
tacks against DMs?

Driving by the question, in this work, we propose UIB-
Diffusion, the universal imperceptible backdoor triggers for
DMs that bring the following advantages: 1) Universality:
the trigger is image-agnostic and model-agnostic so that
it can be applied to arbitrary images and DMs; 2) Util-
ity: the trigger can achieve high ASR while maintaining
the generation capability of DMs; 3) Undetectability: the
trigger is plausible to humans and capable of circumventing
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Figure 1. Illustrations of the forward diffusion process (top block with the yellow background) and backward diffusion process (bottom
block with the blue background) of a clean diffusion model (blue dash line), VillanDiffusion [25] (red dash line) and UIBDiffusion (Ours,
green dash line). The UIBDiffusion trigger () is plausible to humans in all phases from data poisoning to forward diffusion and backward
diffusion while the glasses trigger (g) in prior works is perceptible. UIBDiffusion trigger is highly effective since it introduces a similar
distribution shift as the glasses trigger, which secures the attack performance during the backward diffusion process. However, it is hard to
detect as the trigger does not possess specific patterns and cannot be inverted by existing defensive algorithms. We empirically verify the

effectiveness in Section 4.

state-of-the-art defenses. Inspired by the adversarial per-
turbation [47] originally designed for attacking pre-trained
image classifiers, we reveal that universal adversarial per-
turbations [48] (UAPs), a variant of adversarial perturba-
tions, naturally hold the aforementioned properties and can
be adapted as the UIBDiffusion triggers. First, UAPs are
image-agnostic and model-agnostic. Second, we demon-
strate that they are effective triggers because they intro-
duce a similar distribution shift as prior works, yet they
are stealthy because they do not possess clear patterns and
are hard to estimate by existing trigger inversion algorithms.
Moreover, they are trivial and imperceptible noises that hu-
mans can barely identify, as shown in Fig. 1. Our contribu-
tions are summarized as follows:

* To the best of our knowledge, UIBDiffusion is the first
imperceptible backdoor attack against diffusion models.

e We discover that adversarial perturbations designed for
discriminative models can be adapted as backdoor trig-

gers for generative models. We reveal why such triggers
can achieve high ASR and evade SOTA defenses.

e We propose a practical trigger generation approach
adapted from UAP, which is specifically designed to en-
hance universality, attack effectiveness and accessibility
of triggers.

* We experimentally demonstrate that UIBDiffusion is
highly effective towards multiple diffusion models with
different samplers and achieves comparable generation
quality on benign input compared to clean DMs and su-
perior attack success rate and input stealthiness compared
to prior works.

* While existing works face a trade-off between utility and
undetectability, we empirically show that UIBDiffusion
triggers are highly resistant to the SOTA trigger inversion-
based defenses, effectively bypassing Elijah [26] and
TERD [27], the state-of-the-art defenses against back-
doors on DMs.



2. Related Works
2.1. Diffusion Models

Diffusion models are latent variable models composed of
two processes. The forward diffusion process imposes
Gaussian noise on input data in each time step along the
Markov chain and progressively diffuses the data distribu-
tion to an isotropic Gaussian distribution. The backward
diffusion process is a reversed Markov chain that gradually
denoises the sampled noise from the Gaussian distribution
to the input data distribution. Mainstream diffusion models
include DDPM [1], LDM [3] and NCSN [49-51], etc. De-
spite the excellent performance, DMs suffer from slow sam-
pling during the backward process. There exists a line of
works that leverage different techniques such as generalized
non-Markovian chain and Ordinary Differential Equation
(ODE) to improve the samplers and accelerate the genera-
tion process: DDIM [2], DEIS [52], UniPC [53], Heun [54],
DPM-Solver [55] and DPM-Solver++ [7]. We comprehen-
sively evaluate UIBDiffusion on these models and samplers
to showcase the utility of our trigger.

2.2. Backdoor Attacks and Defenses on Diffusion
Models

Attacks. Backdoor attacks [28-30, 56], originally explored
in the context of discriminative models such as image clas-
sifiers, induce models to make wrong predictions on trig-
gered images. Although having been extensively studied for
discriminative models, backdoor attacks are under-explored
in diffusion models. BadDiffusion [23], TrojDiff [24] and
VillanDiffusion [25] are pioneering works in this field. Un-
like traditional backdoor attacks, those targeting DMs aim
to force models to synthesize a targeted image upon ma-
licious inputs (i.e., noises with triggers) while generating
normal images upon benign inputs (i.e., isotropic Gaussian
noises). BadDiffusion shows how to backdoor DMs with
unconcealed triggers such as a gray box and a stop sign.
TrojDiff proposes to use a whole image (e.g., Hello Kitty)
as the trigger and demonstrates that backdoor can be gen-
eralized to DDIM and different adversarial goals. How-
ever, both attacks are limited to certain DMs (e.g., DDPM)
and samplers (e.g., ancestral and DDIM). VillanDiffusion
resolves the limitations and offers a unified framework for
all kinds of DMs and samplers. Other works show back-
door can be injected to text-to-image DMs and activated by
text prompts [57-59]. However, these attacks draw less at-
tention from defenders as they can eliminate the backdoor
by cleansing the text encoder. Thus, our attack focuses on
the primary defensive objective of the defender: pixel level
(i.e., image) trigger generation.

Defenses. Backdoor attacks against DMs are shown to be
immune to defenses designed for traditional image classi-
fier backdoors [23, 25, 44, 60, 61]. The reason is that DMs

take sampled noises as inputs while image classifiers take
natural images as inputs [27]. Elijah [26] is the first defen-
sive algorithm specifically proposed against DM backdoors.
It presents a trigger inversion scheme that can approximate
the triggers and detect and remove the injected backdoor
accordingly. TERD [27] employs a similar trigger estima-
tion strategy and improves the trigger inversion process via
a unified loss and trigger refinement. Based on the recon-
structed trigger, it subsequently proposes to measure the
KL divergence between benign and reversed distribution to
detect the backdoor injected in models. Elijah and TERD
achieve remarkable detection performance on existing DM
backdoors. Thus, we evaluate UIBDiffusion against them
and show that UIBDiffusion can bypass both defenses.

2.3. Adversarial Perturbation

The concept of adversarial perturbation is proposed in [47],
demonstrating that deep neural networks are vulnerable to
small additive noise. These perturbations are typically sub-
tle and imperceptible, hence are widely used to craft ad-
versarial examples [62-64] to fool image classifiers. Later,
the work in [48] devised universal adversarial perturbation
(UAP), a model-agnostic and image-agnostic variant of ad-
versarial perturbation. We find that UAP is a particularly
competitive triggers for backdoor attacks against DMs due
to their imperceptibility, generalization property and acces-
sibility.

3. UIBDiffusion
3.1. Threat Model

We adopt the same threat model and attack scenario pre-
sented in the existing backdoor attacks on DMs [23-25],
where adversaries publish the backdoored models on web-
sites such as HuggingFace, and users can acquire the pre-
trained models via third-party sources. Adversaries are ex-
pected to be able to inject the backdoor and verify the attack
and generation performance before releasing the models.
Users are supposed to get access to the backdoor models
and the subset of clean training data and test the model util-
ity on their side. Note that in practice, UIBDiffusion applies
to a more stringent threat model where users can access the
entire training dataset (i.e., contaminated dataset with poi-
soned samples) and apply any defenses before model de-
ployment as the trigger is imperceptible and undetectable.

3.2. UIBDiffusion Trigger Generation

Recall that our goal is to design a general, effective, and
stealthy trigger (denoted as T) for backdoor attacks against
DMs. Due to the imperceptibility, generalization, and ef-
fectiveness properties of UAPs, they can be adapted as the
UIBDiffusion trigger. We first briefly introduce the mech-
anism and generation process of UAPs. For a given image



classifier C and a data distribution ¢, UAP algorithms aim
to find a perturbation vector v such that C(x + v) # C(z)
for most z ~ ¢ (i.e., image agnostic). The original UAP
algorithm [48] achieves this goal by measuring the minimal
perturbation that pushes the perturbed input to the decision
boundary, which can be mathematically expressed as:

Av; = argmin||d||2 st C(x; +v+d) #C(z;), (1)
d

where ¢ is the image index of a subset of the dataset selected
for the computation. The final perturbation is updated as
Pe(v + Av;), where P¢(-) is a projection function and £ is
the perturbation budget. Note that in the context of DMs
backdoor, the perturbation v is actually the imperceptible
trigger T. We use T for consistent notation from now on to
avoid confusion.

However, the original UAP algorithm using Deep-
Fool [65] sometimes yields less effectiveness, and we ex-
perimentally observe it renders a relatively lower ASR as
the backdoor trigger for DMs. Thus, we propose a novel
trigger generation approach inspired by the GUAP [66], an
enhanced version of UAP that is more effective and robust.
Our trigger generation process adopts the advantage of both
additive (i.e., l[,,-bounded) and non-additive (i.e., spatial
transformation) perturbations, where the additive perturba-
tion is adopted as the UIBDiffusion trigger T and coordi-
nately optimized with the non-additive perturbation. We
denote the non-additive noise as f. We employ a genera-
tor G (parameterized by ), which is akin to the generator
in generative adversarial nets (GAN) [67] that take a latent
noise z as input, and generate f and trigger T, as shown in
lines 3, 4 and 5 in Algorithm 1. In contrast to the GAN
that optimizes the generator under the guide of a discrim-
inator, we update our trigger generator under the guide of
an image classier C (e.g., VGG and ResNet, etc.), which in-
dicates whether the adversarial perturbation is effective or
not, as expressed in Equation 2, where H(-) is the cross
entropy loss and ® represents for the spatial transforma-
tion operation. Meanwhile, the non-additive perturbation is
updated according to the loss function expressed in Equa-
tion 3, where S(-) is summed max pooling values of x using
a kernel of size 4 during the spatial transformation and n is
the number of images in the selected subset of the dataset.
By incorporating such a design, we can progressively opti-
mize the generator and hence improve the effectiveness of
the generated UIBDiffusion trigger, as described in lines 5,
7 and 8 in Algorithm 1, respectively. We then optimize the
trigger generation process from latent variables, with the
objective of maximizing the fooling rate against the image
classifier. The completed trigger generation procedures are
presented in Algorithm 1 and the concrete architecture of
G, and flow illustration are provided in the Appendix as
they are similar to GAN.

Algorithm 1 UIBDiffusion Trigger Generation

Require: Image set X, classifier C, latent noise z, gener-
ator G, training epoch M, number of images n, non-
additive and additive perturbation budget I" and &

1: form=1...M do
22 fori=1...ndo
3 zi~X,z~N(0,1)
4 G =
5: ggj*l(z) — ’c;.”_l
m N
¢ f=1 e o VEISHS@).)
7. T=1" ¢+ — T
v T oo
8: yr <—7§”71—V7m_1£g (Cz; @ f+1),C(z5))
9:  end for '
10: end for

11: return Trigger T
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Figure 2. Illustration of trigger mechanisms. UIBDiffusion trig-
gers introduce a similar distribution shift as triggers in prior works,
which secure a high attack performance. However, since our trig-
gers do not have a specific pattern, they are difficult to remodel by
trigger inversion algorithms.

Lg=-H({C(zx® f+T),C(x)), (2)

3)

The effectiveness of UIBDiffusion against backdoor at-
tacks on generative models, such as DMs, stems from key
insights into backdoor dynamics. As revealed in [23-25],
backdoor for DMs needs to introduce an evident distribution
shift and keep such a shift during the reversed Markov chain
to secure a high ASR. We empirically find that the UIBDif-
fusion triggers also lead to a similar distribution shift when
imposed on benign sampled noise, as shown in Fig. 2. How-
ever, because they are adapted from UAPs, which exhibit
minimal, hard-to-detect patterns with subtle perturbations,
we hypothesize that these triggers are difficult for trigger
inversion algorithms to estimate accurately. Consequently,
unlike the triggers with specific patterns, they are man-
aged to circumvent the SOTA defenses and remain highly
stealthy. We provide comprehensive and extensive evalua-
tion results in Section 4 to support our conjecture.
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3.3. Inject Backdoor in Diffusion Models

Prior attacks leveraged similar backdoor injection mecha-
nisms with slight differences in sampler modifications [23—
25]. UIBDiffusion employs the scheme presented in Vil-
lanDiffuision [25] since it provides a unified framework to
implant backdoors in various types of diffusion models and
samplers and achieves outstanding performance. We briefly
introduce the injection process in this section.

Clean diffusion process. Clean diffusion consists of for-
ward and backward processes. The forward diffusion pro-
cess diffuses images x from data distribution ¢(xq) to
the Gaussian distribution A/(0,I) by progressively adding
noise in each time step along a Markov chain. The pro-
cess can be mathematically expressed as: q(zi|xg) =
N(a(t)ao, BT with (1) glrr,) ~ NOI) , @)
q(zr,.,) ~ q(ro) and x4t € [Tiin, Tmax), Where
Tnins Tmax are the first and last timestep, and «(t), 5(t)
are parameterized variables introduced in the original diffu-
sion model work [1].

Backward diffusion process reverse the Markov chain
and generate images from a sampled Gaussian noise by
gradually removing noises in each timestep and can be ex-
pressed as: q(z¢|xi—1) = N (kyzi—1, w?l), and 24 (29, €) =
a(t)zo+pB(t)e, where € ~ N(0,1) and ky, wy, &(t), 5(t) are
the same parameterized variables for the reverse process.
Backdoor and trigger injection. We employ the Villan-
Diffusion framework for backdoor injection and modify the
trigger injection process in data poisoning. VillanDiffusion
proposes a unified backdoor injection framework by intro-
ducing the loss function shown in Equation 4, where L. and
L, are used to optimize the original generation and back-
door attack tasks, respectively. r is the poisoned data, y is
the backdoor target, { is a parameter to control backdoor
against different samplers (e.g., ODE and SDE), and 7., n,,
are weights to balance £, and L.

['0(776’ Tlp, T, ta €Y, f) =
NeLe(x,t,€) +npLly(z,t,e,7,y,C).

We then explain the difference in the trigger injection
process between VillanDiffusion and UIBDiffusion. Villan-
Diffusion injects the backdoor trigger following the method
in Equation 5, where M is a mask and g is the trigger with
specific patterns (e.g., gray box and a pair of glasses), and
© is the element-wise multiplication.

“4)

r(z,9) =MoOg+(1-M) Oz 5)

To better align with the adversarial perturbation, we in-
ject our trigger using the approach in Equation 6, where T is
the imperceptible trigger synthesized by our proposed trig-
ger generator and ¢ is a variable that controls the strength
of the added trigger. In contrast to triggers with recogniz-
able patterns, the UIBDiffusion triggers are generated by

a trainable generator with subtle perturbations and hard-to-
detect patterns, which makes them effective and stealthy.
The backdoor and trigger injection process is summarized
in Algorithm 2.

rz,T)=c+e0T (6)

Algorithm 2 UIBDiffusion Backdoor And Trigger Injec-
tion

Require: Backdoor Image Trigger T, Benign Dataset X,
Backdoor Target y, Training parameters 6, Sampler
Randomness (, Strength &

1: Backdoor DMs with Generated Trigger:
2: while not converge do

3: {Ivncﬂ?p} ~X

4: t ~ Uniform({1,...,T})

55 e~N(0,I)

6:  Trigger injection: r(z,T) =2 +e0OT
7. update 0 : VoLE(ne,mp, 2.t €,7,y,C)

8: end while

4. Experiments

4.1. Experimental Settings

Datasets and models. We follow the same practice
in existing backdoor attacks against DMs [23-25] and
use CIFAR-10 (32 x 32) [68] and CelebA-HQ (256 x
256) [69] datasets for fair comparison. We evaluate UIB-
Diffusion on three DMs: DDPM, LDM and NCSN, with
eleven different samplers. We adopt the same training
recipe from [25] and conduct our attack on pre-trained
models (i.e., google/ddpm-cifar10-32 for CIFAR-10 and
CompVis/ldm-celebahq-256 for CelebA-HQ) downloaded
from Google HuggingFace organization and HuggingFace,
respectively. Training hyper-parameters are provided in the
Appendix.

Attack configurations and baselines. We conduct our
experiments on NVIDIA L40S GPUs and employ Villan-
Diffusion [25] as the backdoor injection framework. We
provide two generated triggers guided by VGG [70] and
ResNet [71] for CIFAR-10 and one proof-of-concept trig-
ger for CelebA-HQ. We adopt “hat” and “cat” as targets
for CIFAR-10 and “cat” as the target for CelebA-HQ, re-
spectively. BadDiffusion [23] and VillanDiffusion [25] are
considered as the baseline attacks for utility comparison and
Elijah [26] and TERD [27] as the defenses for undetectabil-
ity evaluation.

Evaluation metrics. We comprehensively evaluate the at-
tack and generation performance of UIBDiffusion using
four standard metrics. We exploit FID [72] score to ex-
amine the quality of generated clean images. Images with
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Figure 3. FID and MSE comparison of BadDiffusion, VillanDiffusion, and UIBDiffusion over different poison rates.

Backdoor Configuration

Generated Backdoor Target Samples

Generated Clean Samples

Clean Poisoned N (0,1) Noise+g Target
a

10% 20% 5% 10% 20%

Clean Poisoned

Target

Table 1. ASR comparison between VillanDiffusion (top row) and UIBDiffusion (bottom row). UIBDiffusion achieves superior performance

than the prior work at a low poison rate (e.g., 5%).

better quality tend to have lower FID scores. As for the at-
tack effect, we employ Attack Success Rate (ASR), Mean
Square Error (MSE) and Structural Similarity Index Mea-
sure (SSIM) for assessment. ASR is defined as the per-
centage of the target image generated from sampled noise
stamped with backdoor triggers. Higher ASR indicates bet-
ter utility. MSE is a metric to measure the pixel-level dis-
tance between the authentic and synthetic target images. A
successful attack is expected to achieve low MSE. SSIM
is a similar metric used to measure the similarity between
two images (i.e., the real and generated target images). Su-
perior attack performance will yield SSIM that approaches
the value of 1.

4.2. Results on Different Diffusion Models

We first evaluate UIBDiffusion on different DMs. We
present the results of DDPM in the main paper and organize
the results of LDM and NCSN in the Appendix. As shown
in Fig. 3, Table 1 and Table 2, UIBDiffusion achieves com-
parable FID as the clean diffusion model (i.e., poison rate
= 0%). It can be seen that with the poison rates increased,
all backdoor attacks yield a lower MSE, demonstrating a
positive correlation between poison rates and attack effect.
However, the generation ability of DMs will be accordingly
affected when the poison rate is high. Notably, UIBDif-
fusion can reach a 100% ASR with only 5% poison rate

while VillanDiffusion gets 56% ASR at this rate. In prac-
tice, attackers can achieve the expected attack effect without
undermining the original generation ability of DMs, which
further improves the stealthiness of the backdoor attack.

Poison Rate 0% 1% 2% 3% 4% 5% 10% = 20%
BadDiffusion [23] (3.80E-4 6.22E-3 1.48E-2 1.10E-20.370.99 0.99 0.99
VillanDiffusion [25]|3.80E-4 3.92E-4 1.25E-2 1.69E-20.60 0.99 0.99 0.99
UIBDiffusion (Ours)|3.80E-4 0.47  0.96 0.99 0.990.990.99 0.99

Table 2. SSIM comparison of BadDiffusion, VillanDiffusion and
UIBDiffusion. UIBDiffusion achieves higher SSIM at lower poi-
son rates of 1%~4%.

4.3. Results on Different Samplers

We then show the effectiveness of UIBDiffusion on differ-
ent samplers. We conduct the experiments using DDPM
model with 11 types of samplers. As shown in Fig. 4, UIB-
Diffusion achieves a consistent performance of 100% ASR
across all samplers and yield a robust target image gener-
ation effect (i.e., MSE and SSIM) at various poison rates.
We also observe that the ODE solvers outperform their SDE
solver counterparts.

4.4. Resilience against SOTA Defenses

Elijah [26] and TERD [27] are two SOTA defenses against
backdoor attacks on DMs. They employ a similar idea of
trigger inversion to estimate and reverse engineer the trig-
gers. They then apply backdoor detection and removal
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Figure 4. UIBDiffusion performance against eleven different samplers across various poison rates. UIBDiffusion yields consistently high
ASR, SSIM, and MSE and even better FID on ODE-based samplers compared to SDE-based samplers.

based on the reconstructed triggers. We show that UIBD-
iffusion is highly resilient to both attacks since our triggers
are hard to remodel. Fig. 5 demonstrates the performance of
UIBDiffusion against Elijah compared to BadDifufsion and
VillanDiffusion. It can be seen that UIBDiffusion achieves
100% ASR and keeps the same MSE and SSIM before and
after the backdoor detection and removal while ASR and
SSIM of BadDiffusion and VillanDiffusion drop to 0% after
detection, indicating superior resilience against the SOTA
defense. We then present the robustness of UIBDiffusion
across various poison rates. Higher poison rates usually
yield higher ASR but are easier to detect. However, as
shown in Table 3, UIBDiffusion managed to escape de-
tection at all the evaluated poison rates while maintaining
100% ASR and high performance of SSIM and FID. It is
worth noting that a ASSITM = 0 indicates that UIBDif-
fusion successfully bypasses the defense, achieving 100%
targeted image generation. We attribute the fluctuations in
FID to Elijah’s use of an ineffective inverted trigger during
backdoor removal.

BadDiffusion * [23] UIBDiffusion (Ours)
Poison Rate|Detected ASR ASSIM AFID|Detected ASR ASSIM AFID
5% 100% 0% -1.0 -0.07| 0% 100% O -0.98
10% 100% 0% -1.0 +0.18) 0% 100% O  +0.15
20% 100% 0% -1.0 -0.03] 0% 100% O +5.72
30% 100% 0% -1.0 +0.15| 0% 100% O +12.59
50% 100% 0% -1.0 +0.20] 0% 100% O +11.56
70% 100% 0% -1.0 -0.11| 0% 100% O +14.85
90% 100% 0% -1.0 -0.07| 0% 100% O +5.09

Table 3. Elijah against BadDiffusion and UIBDiffusion with dif-
ferent poison rates. “*” denotes results replicated from [26].

We evaluate the quality of the inverted trigger by visual-
izing the inverted triggers and testing if they could activate
the backdoor as the actual triggers when imposed on benign
sampled noise. Results are shown in Fig. 6. Sampled noise
with inverted triggers should generate the target image if the
defense succeeds and generate normal images otherwise. It
can be seen that for triggers that have specific patterns (e.g.,
a stop sign and a gray box), Elijah can successfully estimate
the authentic triggers and the inverted triggers are able to ac-
tivate backdoors. On the other hand, the inverted trigger of
UIBDiffusion fails to activate the backdoor injected in the

DM, showing that the defense is ineffective against UIBD-
iffusion. We argue this is because the UIBDiffusion trigger
is adapted from UAP, which is small and unstructured noise
that is difficult to approximate based on the current trigger
inversion loss function in Elijah and TERD.

UIBDiffusion performs a similar undetectability against
TERD as shown in Table 4. It achieves a 100% True Pos-
itive Rate (TPR) and 0% False Positive Rate (FPR), where
TPR and FPR represent the percentage of the benign or
backdoor sampled noise that is correctly detected. On the
other hand, triggers with obvious patterns fail to bypass the
trigger inversion algorithm and are all detected by TERD.
Although TRED offers a more precise trigger inversion ap-
proach using a unified loss and trigger refinement, it is still
ineffective against our proposed UIBDiffusion trigger.

Trigger-Target TPR (1) FPR ()
Ours-HAT 100% 0%
BOX-HAT* 100% 100%

BOX-SHOE* 100% 100%

BOX-CORNER* 100% 100%
STOP-HAT* 100% 100%
STOP-SHOE* 100% 100%
STOP-CORNER* 100% 100%

Table 4. Resilience of UIBDiffusion against TERD. “*” denotes
results replicated from [27].

4.5. Comparison of Trigger Generation Approach

We evaluate the necessity and effectiveness of our proposed
trigger generation approach by comparing it to the origi-
nal UAPs and GUAPs. We employ the generated UIBDif-
fusion trigger, the original UAP from [48] and the GUAP
from [66] to poison the benign dataset and backdoor the
DMs using these three triggers, respectively. As can be
seen from Table 5, the UIBDiffusion trigger outperforms
the original UAP and GUAP triggers at all four metrics by
large margins, achieving much better attack and generation
performance. The rationale behind this is that our trigger in-
troduces an evident distribution shift. In contrast, the origi-
nal UAP trigger only slightly affects the sampled noise dis-
tribution, and the spatial transformation of GUAP is image-
specific and imposes a negative impact on the backdoor im-
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Figure 5. Performance comparison of BadDiffusion, VillanDiffusion and our UIBDiffusion before and after the Elijah defense. ASR: the
higher the better; FID: the lower the better: MSE: the lower the better; SSIM: the higher the better.
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Figure 6. Visualization of trigger inversion. Inverted triggers of
gray box and stop sign can activate backdoor, indicating a success-
ful estimation of the actual triggers. On the other hand, inverted
triggers of UIBDiffusion fail to activate the injected backdoor.

plant. This shows the superiority and necessity of our trig-
ger design choice.

FID(J) MSE() SSIM(}) ASR(®})

Original UAP 20.88 9.22E-2 0.6190 43.775%
Original GUAP | 41.87 7.86E-2 0.1932 0.00%
UIBDiffusion 19.77 5.30E-4 0.9967 100%

Table 5. Trigger performance comparison across the original UAP,
GUAP and UIBDiftusion.

4.6. Trigger Robustness

Subtle adversarial perturbations are susceptible to smooth-
ing defenses [73] and could be mitigated by random noise.
Thus, we perform a robust evaluation of the UIBDiffusion
triggers and present the results in Table 6. UIBDiffusion
shows strong robustness against random noise. We argue
that the resilience is due to our trigger generation algorithm
enhancing the adversarial perturbations via co-optimizing
the additive and non-additive noise.

Random Noise 1% 2% 5% 10% 20%
ASR 99% 99% 100% 100% 100%
FID 19.48 19.52 19.80 19.37 19.49
MSE 2.36E-3 1.13E-3 8.03E-4 3.02E-4 5.30E-4
SSIM 0.9865 0.9929 09944  0.9969  0.9957

Table 6. Robustness of UIBDiffusion against random noise.

4.7. Quantitative Evaluation of Imperceptibility

We also quantitatively evaluate the imperceptibility of our
trigger design using distance metrics of [, and o norms.
We compute the distance between a poisoned image (stamp-
ing with our trigger and triggers used in prior works) and a
benign image and summarize the results in Table 7. Our
imperceptible triggers have much lower /., and [ distances
compared to triggers with specific patterns, which validates
the stealthiness at the image level (i.e., the pixel space) of
the UIBDiffusion trigger design.

Cifar 10 CelebA-HQ-256
loo la loo la
UIBDiffusion Trigger 0.04 1.80 0.05 12.74
Prior Work 0.47 6.21 0.80 19.84

Table 7. Quantitative comparison of triggers imperceptibility us-
ing distance metrics of I and l> norms.

5. Conclusion

In this work, we present UIBDiffusion, the first impercep-
tible backdoor attack against diffusion models. We propose
a novel trigger generation method based on universal ad-
versarial perturbations and demonstrate that such perturba-
tions for attacking discriminative models can be adapted as
general, effective, and stealthy triggers for backdoor attacks
against diffusion models. We empirically reveal the under-
lying rationale why UIBDiffusion can achieve a high attack
success rate while evading the trigger inversion defensive
algorithms. We hope our work sheds light on the poten-
tial risks that diffusion models face and motivates future re-
search to develop more comprehensive defenses.
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