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1. INTRODUCTION
Traditionally security for the Internet has been provided

by classical cryptography. These security primitives and
techniques were designed with an implied assumption of
physically well protected devices. However, with the intro-
duction of Internet of Things (IoT), wireless sensor networks
(WSNs), and portable computing, security needs to cover a
much wider spectrum of problems. One of the important
tasks is how to provide fool proof security to physically un-
protected devices with limited resources. Most of the devices
in IoT are physically unprotected and not only are they eas-
ily accessible but may even reside in hostile environments.

IoT devices have outnumbers human beings by a ratio of
1.5 to 1 [1]. Although the realization of IoT systems includes
many constraints including power, cost, lifetime, and energy.
However, the most challenging requirement is considered to
be security. It is of utmost importance to make IoT sys-
tems secure because security in IoT is directly connected
to human safety. Given the huge number of IoT devices,
simple nature, and the fact that they are not operated by
a human makes the task of designing security protocols for
them extremely difficult. While existing security primitives
may be sufficient for the Internet but they are not suitable
for IoT. Modern security protocols need to be immune to
physical and side channel attacks in addition to providing
anonymity, privacy, and trust. Moreover, security protocols
for the IoT must also have very low computational, memory,
and power requirements.

Biometric systems can verify the identity of human beings
in a very effective manner due to the uniqueness of these fea-
tures. Inspired by biometrics, physical unclonable functions
(PUFs) provide a unique way to identify integrated circuits
(ICs). This idea was first put forward by [2]. PUFs exploit
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the inherent variability in integrated circuit (IC) manufac-
turing to implement challenge-response functions whose out-
put depends on the input and the physical micro-structure
of the device.

Some of the critical operations that IoT devices need to
perform include authentication, data integrity, access con-
trol, privacy, and digital forgetting [3, 4, 5]. Contemporary
techniques use digital signatures and encryption with a se-
cret key to enable the above security operations. However,
these techniques are not suitable for IoT devices due to the
following two reasons. Firstly, the low cost and simple na-
ture of IoT devices may not be enough to provide the pro-
cessing power required for most digital signature and encryp-
tion schemes. Secondly, it may not be feasible to manage
secrets in IoT devices. Secrets are usually stored in non-
volatile memories or battery-backed RAMs which can be
read using different kind attacks such as invasive or semi-
invasive attacks [6]. Moreover, providing high level of phys-
ical security to IoT devices using tamper-sensing circuitry
may be very expensive in terms of cost as well as energy.

From the discussion above, it becomes clear that the cur-
rent security primitives are not suitable for providing secu-
rity in IoT systems. PUFs on the other hand, due to their
unique characteristics, may provide an efficient, and low cost
solution to security in IoT systems. PUFs may be used to
provide security in IoT systems without the need to store se-
crets in the devices. Moreover, the variations in the physical
factors during the fabrication process of ICs make it prac-
tically impossible to replicate the micro-structure, making
PUFs unique at a device level.

In this paper we present several security challenges in IoT
systems and propose PUFs to be used to solve these issues.
The rest of the paper is organized as follows. Section 2
presents a brief intrduction to PUFs. Section 3 discusses the
different security challenges in IoT systems and how PUFs
can be used to efficiently solve these problems. In Section
4 we present a protocol for mutual authentication in IoT
systems. Finally, we conclude in Section 5.

2. INTRODUCTION TO PHYSICALL UN-
CLONABLE FUNCTIONS

[7] describe a PUF as “A Physical Unclonable Function
(PUF) is a function that maps a set of challenges to a set of
responses based on an intractably complex physical system”.

3. SECURITY CHALLENGES OF THE IOT
AND PUFS



In this section we describe the unique security challenges
in IoT systems which can be solved efficiently using PUFs.
The simple and low cost nature of PUFs makes them a prime
target for adversaries. The major security challenges for
IoT include authentication, self trust, access control, data
integrity, low cost energy aware protocols; and side channel,
physical, and cloning attacks. Some of these problems can
be solved efficiently using PUFs as discussed as follows:

3.1 Authentication
IoT systems are expected to encompass billions of devices.

Each device should be able to authenticate itself to the net-
work before sending or receiving data. As most of the IoT
devices will not have any human operator sitting behind
them, each IoT device must be equipped with a way to iden-
tify and authenticate itself. The contemporary techniques
for authentication require some kind of secret credentials
to be stored in the device’s memory. However, these tech-
niques are not suitable for physically unprotected devices
like the diverse devices that are part of an IoT system. An
adversary may use different type of physical attacks to com-
promise the security of the whole system. The use of PUFs
serves two purposes: firstly, they provide a mechanism for
volatile secrets [7] i.e., the secret does not exist in digital
form instead it is embedded into the micro-structure of the
PUF IC. Secondly, each PUF is unique and in turn can be
used to provide a unique identity to each IoT device.

3.2 Self Trust
Self trust, a conceptually new security task, enables a user

to trust an IoT device. This enables a user to trust that the
data received is indeed collected by the specific device at the
stated time and location. Several works on using hardware
security primitives for trust in IoT have been presented [3].
However, these techniques need to be further optimized in
terms of energy and cost. Given the low energy footprint of
PUFs, they can form a suitable choice for the realization of
self trust in IoT systems.

3.3 Protection against Physical and Cloning
Attacks

An adversary may try to impersonate itself as an authen-
tic IoT device by cloning another IoT device. As discussed
previously, IoT systems are deployed out in the open. An
adversary may easily access an IoT device and try to clone
it by extracting secrets from the device. However, the use of
PUFs makes this type of attacks extremely difficult for an
adversary. Launching a cloning attack on PUFs means cre-
ating an exact copy of the PUF IC which in turn translates
into using invasive techniques to measure the PUF delays ac-
curately. It has been shown in [8, 9], that PUFs can be used
effectively for hardware obfuscation. This shows that by us-
ing PUFs IoT devices can be made secure against physical
and cloning attacks.

3.4 Protection against Side Channel Attacks
The easy access to IoT devices for an adversary opens

doors for side channel attacks. The prominent attacks in
this category include timing attacks, power monitoring at-
tacks, electromagnetic attacks and differential fault analy-
sis. Timing attacks usually involves statistical analysis of
the timing required to perform cryptographic operations by
a CPU and there by determining the secret key. However,

PUFs use a challenge response mechanism instead of secret
keys. It may be possible to measure the computation time
of a CPU but it may not be possible to accurately measure
the timing delays of an IC. Moreover, PUFs are considered
isochronous and therefore not susceptible to timing attacks.

Power monitoring attacks depend on monitoring the power
consumption during computations. The authors of [10] have
shown a power side-channel attack on PUFs using a data
analysis algorithm. They have shown that by using the
power consumption the number of zeros and ones stored
in the latches of an arbiter PUF. However, by designing the
PUF in such a way that the number of zeros and ones in the
latches is constant we can make PUFs secure against these
type of attacks.

Performing an electromagnetic attack is practically more
complex than a power monitoring attack. It requires deep
knowledge of frequency domain and high frequency mea-
surement equipment. Similar to power analysis attacks, by
reducing the fluctuations in current we can make the PUF
secure against electromagnetic attacks as well.

Differential fault analysis is carried out by introducing
faults i.e., abnormal environmental conditions, into security
hardware to reveal their internal state. Some types of PUFs
are extremely sensitive to the external environment e.g., the
delay-based PUF is very sensitive to temperature and volt-
age variations. An adversary may try to launch a differential
fault analysis on these types of PUFs which will make them
unstable. These type of attacks usually use the physical cor-
ruption of data, however, as there is no physical data inside
the PUF these type of attacks may not produce any fruitful
results.

3.5 Man-in-the-middle Attacks
An adversary may try to reuse an older challenge if some-

how he/she gets one of the CRPs for a PUF. He/she may
try to exploit this CRP by re-using it for authentication or
other security operations. It is desired that a CRP is never
reused. The class of reconfigurable PUFs can be an inter-
esting area of future research for this purpose. PUFs can
be made reconfigurable after each CRP, this will make the
system immune to replay and man-in-the-middle attacks.

3.6 Low Cost Energy Aware Protocols
PUFs can be ultra fast, have ultra low energy consump-

tion, and very small silicon footprint. These characteristics
make them an ideal choice for the realization of ultra fast
protocols having very low energy requirements. It is very
important that any security protocol designed for the IoT
should be able to support real time applications with mini-
mum energy requirements.

4. PROPOSED PUF BASED MUTUAL AU-
THENTICATION PROTOCOL

4.1 Network Model, Assumptions, and Nota-
tions

In our network model, IoT devices equipped with PUFs
are connected to a server in a data center through the In-
ternet as shown in Figure 1. Assumptions for the proposed
protocol and network model are as follows:

a. The PUF and the device’s microcontroller are considered
to be on the same chip and inseparable. It is not possible



Figure 1: Network Model

to remove the PUF or tamper with the communication
between the microcontroller and PUF.

b. IoT devices are constrained by their resources, while that
data center has no such limitation.

c. IoT devices are physically unprotected and easily acces-
sible by an adversary.

d. An adversary can eavesdrop, modify, inject, and replay
messages.

Moreover, let us denote the ID of an IoT device, XOR
operation, Hash of X, challenge for the i’th iteration, and
response of a PUF to input Ci with IDi, ⊕, H(X), Ci, and
Ri respectively.

4.2 Proposed Protocol
In this section we describe a low cost protocol for authen-

tication in IoT systems. The proposed protocol is shown
in Figure 2. We assume that before this protocol is run
the server has a secure way to obtain an initial challenge re-
sponse pair (CRP) in offline mode. The steps of the protocol
are as follows:

1. The IoT device sends its IDi and a random number
noncei to the server.

2. The server searches its memory for IDi and retrieves
the respective CRP (Ci, Ri) for the PUF of this IoT
device. If IDi is not found in its memory the authen-
tication request is rejected. The server then generates
a secret random number NA and uses it to hide Ri in
message 2 of the protocol. The server uses a message
authentication code (MAC) for data integrity.

3. The IoT device uses its PUF to get Ri from Ci. It then
uses Ri to obtain NA and then verifies the freshness
and integrity of the message using the received MAC.
The IoT device then generates a new challenge Ci+1

using NA and NB . The new challenge is input to the
device’s PUF to obtain the new secret response Ri+1.
NB and Ri+1 are sent securely to the server using NA

as shown in message 3. The IoT device also sends a
MAC in message 3.

Figure 2: Proposed Mutual Authentication Protocol

4. The server calculates NB and Ri+1 using its secret NA,
and verifies the message using the MAC. The server
then uses NA and NB to construct the new challenge
and saves the new CRP (Ci+1, Ri+1) against IDi in
its memory.

In the above steps if at any step the MAC fails verifica-
tion, the authentication request is terminated. Please note
that the MACs do not use any secret key stored in the de-
vice before the protocol is run, instead they use the secret
random numbers NA and NB generated during the proto-
col. At the end of the protocol the IoT device and server
delete all temporary variables including NA, NB , noncei,
Ci+1, and Ri+1 from their memories. The secret numbers
NA and NB can also be used to establish a secret shared key
e.g., H(NA ‖ NB) can be used as a shared symmetric key
between the IoT device and server for further communica-
tion.

4.3 Security Analysis
The simple and low cost nature of IoT device make them

vulnerable to different kind of attacks as discussed in Section
3. However, with the use of PUF our proposed protocol is
secure against these attacks as described as follows:

1. The proposed protocol is immune to cloning or imper-
sonation attacks because a PUF cannot be reproduced
and each PUF will have its own unique CRP.

2. The proposed protocol is secure against physical at-
tacks mainly due to two reasons. Firstly, devices do
not store any secrets in their memory. Secondly, as
the device’s microcontroller and PUF are on the same
chip, the communication between them is considered



to be secure [11]. This shows that even if a device
is physically available to an adversary, he/she cannot
extract any secrets from the device.

3. An adversary may try to replay older messages. How-
ever, the proposed protocol uses a new random num-
ber each time in each of its messages. For example,
messages 1, 2, and 3 each have a new random num-
ber noncei, NA, and NB respectively. Therefore, the
proposed protocol is safe against replay attacks.

4. An adversary may attempt to modify the contents of
the different messages. However, the use of MACs with
new secrets every new run of the protocol makes the
proposed protocol secure against these type of attacks.

5. To construct valid data an adversary needs to know Ri,
NA or NB . An adversary cannot obtain these secrets
with any of the other attacks including eavesdropping,
man-in-the middle attack, spoofing attacks, and inter-
leaving attacks etc.

4.4 Performance Analysis
In this section we show that the proposed protocol is very

efficient in terms of computation, communication, and com-
munication overhead.

If we represent the number of hash operations, number
of exclusive-or operations, and number of MACs by NH ,
N⊕, and NMAC respectively. Then an IoT device requires
2NH + 4N⊕ + 1NMAC operations while the server requires
2NH + 4N⊕ + 1NMAC operations. This shows that the pro-
posed protocol requires very low processing power to per-
form authentication in comparison to other contemporary
authentication schemes. For example, the computational
cost of an RSA digital signature is given by 3

2
nM(n) which

for a 1024 bit key translates into more than 1500 operations.
The low computational burden translates into low energy re-
quirements as well.

The proposed protocol also has very low communication
overhead. If we assume the size of the output of the PUF
and a MAC to be 128 bits, the maximum size of any message
in our protocol is not more than 64 bytes. This is very low
as compared to other signature based schemes e.g., the size
of an RSA signature is typically in the range of 128 to 256
bytes. Moreover, the number of message are also equal to a
two way handshake which is very efficient.

In addition to low computation and low communication
overhead, the proposed protocol also has very low storage re-
quirements. Many PUF based protocols [7, 12] require the
server to store a large number of CRPs in its memory. How-
ever, given the large number of IoT devices this approach
does not scale well. On the other hand our proposed proto-
col requires the server to store only one CRP for each IoT
device. Moreover, each IoT device does not need to store
anything except its ID.

The above discussion shows that the use of PUF not only
provides fool proof security but can also result in very effi-
cient realizations of security protocols for IoT systems.

5. CONCLUSIONS
The existing encryption based security protocols are not

suitable for IoT systems. The simple, low cost, and divers
nature of IoT devices make them vulnerable to physical, side
channel, and cloning attacks. PUFs provide an innovative
and unique way to secure the IoT from these type of attacks.
PUFs can be used to provide efficient and effective security
solutions for IoT systems. A PUF based mutual authenti-
cation protocol is presented. The security and performance
analysis of the proposed protocol shows that PUFs can be
used to realize security protocols for IoT devices.
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