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ABSTRACT The enormous benefits of Internet of Things (IoT) technology have driven its deployment
in various applications. Additionally, the development of quantum computers has directed attention towards
lattice-based cryptography. Consequently, the computational capabilities of quantum computers pose a threat
to the security of the existing IoT signature mechanisms. Quantum computers are proficient at unraveling
the complexity bound of computationally hard problems like the integer factorization problem (IFP) and the
discrete logarithm problem (DLP). As a result, security is an essential requirement for the IoT communication
network against quantum attacks. The amalgamation of certificateless public key cryptosystems (CL-PKC)
and lattice-based cryptography (LBC) is one of the solution for alleviating these security menaces. Lucidly,
CL-PKC prevents key escrow issues and key management problems; LBC prevents quantum attacks. The
Shortest Integer Solution (SIS) problem, which the NTRU lattices offer, serves as the basis for this paper’s
introduction of a certificateless signature mechanism for IoT environments. By adopting the Random Oracle
Model, we demonstrated the security of the suggested mechanism against Type 1 and Type 2 attackers.
Furthermore, security analysis and performance evaluation demonstrate robust communication, as evidenced
by metrics such as the computational cost of CL-Sign and CL-Verify phases at 536us, 376.81us and
communication cost of KGC at 418 bits, CL-Sign at 532 bits and CL-Verify at 446 bits. Also, we calculate
the cost of single-message signature generation and verification on an IoT device. These results show that
the suggested mechanism’s security and computational efficiency are more reliable, and efficient than other
relevant competing frameworks.

INDEX TERMS Certificateless public key cryptosystem, lattice-based cryptography, Internet of Things
(IoT), signature, security.

I. INTRODUCTION

As an unprecedented transformational shift, the Internet
of Things (IoT) has a major function in the sustainable
development of the computing economy. IoT has revolu-
tionized technology and has driven it in a new direction.
IoT interconnects smart objects with Internet connectivity
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and enables them with capabilities of producing, consuming,
and exchanging data. These smart objects in IoT have
limited computational capabilities and are entrenched with
sensor chips and software [1]. Moreover, 10T is also referred
to as self-configuring universal network architecture. The
engrossment of IoT in daily routine has speeded up and
simplified human life. Enormous advantages offered by
the IoT have attracted the attention of researchers, paved
the way for its deployment in various real-life applications
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such as healthcare, the environment, industries, and smart
transportation, as enhanced in Fig. 1, and resulted in
innovative services with amended flexibility and efficiency.
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FIGURE 1. Varioius application areas of loT.

With the accelerated progress of IoT networks, the number
of connected devices and dependence on the daily routines is
increasing rapidly. It has eventually enhanced the potential
security perils in the network. The open communication
network, limited resources, scalability, heterogeneity, and
potential design deficiency are a few primary factors
responsible for the IoT architecture’s challenging security
and privacy issues [2]. Provisions for, security and privacy in
the communication network are obligatory. Security services
such as non-repudiation, data integrity, confidentiality, and
authentication are the necessities for secure communication
and better deployment of the IoT. An adequate solution to the
aforementioned issues is the combination of public key cryp-
tography (PKC) and digital signatures. Numerous efficient
public key cryptography-based digital signature mechanisms
exist in the literature for the IoT. Regrettably, PKC faces a
certification administration issues. The problem of the PKC
is resolved with the “Identity-Based Cryptography (IBC)”,
presented by Shamir [3] in 1984. However, later it was
observed that it also faces the key escrow problem.

Certificateless cryptography (CLC) is an optimum com-
bination of PKC and IBC. CLC enables a user to produce
private and public keys by himself. In CLC, a partial private
key is invoked by a trusted third party, commonly referred
to as the Key Generation Center (KGC), which the user
later utilizes to calibrate his duo of keys. Consequently, the
PKC and IBC problem are easily eradicated by the CLC.
Unfortunately, the security of the existing digital signature
mechanisms in the literature relies on the complexity
assumptions of the Data Structures and Algorithms (DSA),
bilinear pairing, and RSA, ElGamal, and Elliptic Curve
Cryptography (ECC) based public key cryptosystems.

A. MOTIVATION
Post-quantum computing has recently attracted attention
with the quantum computer’s fast establishment and

development. Quantum computers are computationally
proficient at unraveling the complexity bound of compu-
tationally hard problems like the ‘“Integer Factorization
Problem (IFP)” and ‘“‘Discrete Logarithm Problem (DLP)”
in polynomial time. Consequently, this has driven the
security of the prevailing signature mechanisms of the IoT
towards a critical reevaluation, and they are vulnerable
to quantum attacks. Lattice-based cryptography (LBC) is
an advanced approach with the potential to meet security
requirements against quantum attacks. The fundamental
computational assumptions include the shortest and closest
vector problems, worst-to-average case reduction problems,
“Learning with Errors (LWE)”, and “Ring Learning with
Errors (RLWE)” problems to ensure security in the lattice-
based systems. An efficient signature mechanism with
promising security is required for the deployment of the IoT.
Additionally, mechanisms exploiting the advantages of LBC
and certificateless cryptography can easily accomplish all the
security requirements mentioned in an IoT architecture. Here
is the motivation for this paper to design an efficient digital
signature mechanism with the advantages of both LBC and
CLC.

B. RESEARCH CONTRIBUTIONS
The contributions of the proposed work are listed below:

1) This paper proposes a certificateless digital signature
mechanism for an IoT network with the advantages
of LBC (LB-CLS, in short). Therefore, the presented
scheme can withstand quantum attacks.

2) The computationally hard SIS problem over NTRU
assures the security of the proposed mechanism.
Also, the security of the mechanism is demonstrated
under the Random Oracle Model (ROM) against two
adversaries: Type 1 and Type 2. Note that a Type 1
adversary is a hostile adversary who cannot access the
system’s primary key, but he/she can substitute a user’s
public key with any random value. Type 2 adversary
cannot replace the user’s public key, but he/she can
access the private key of the Key Generation Center
(KGCO).

3) Performance analysis demonstrates robust communica-
tion, as evidenced by metrics such as the computational
cost of CL-Sign and CL-Verify phases at 536us,
376.81us and 376.81 mu/s and the communication
cost of KGC at 418, CL-Sign at 532 and CL-Verify
at 446 of the proposed mechanism against various
existing mechanisms in the literature.

C. PAPER ORGANIZATION

The paper’s structure is as follows: Section II describes the
related existing work. Section III presents the preliminaries,
which contain the important definition and hardness of
lattices. Section IV contains the structure and security model.
Section V has the proposed work’s construction, correctness,
and security analysis. Section VII presents the computational



assessment of the proposed work. Finally, Section VIII
concludes the paper.

Il. RELATED WORKS

Numerous authentication, encryption, and signature mecha-
nisms have been presented in the literature. However, these
mechanisms are vulnerable to quantum attacks. In 1996,
Shamir [3] built the first lattice-based algorithm utilizing the
lattice-based SIS hard problem. Alkim et al. [10] utilized
the benefits o f L WE p roblems o ver 1 attices a nd projected
a lattice-based signature mechanism called TESLA. Gupta
and Biswas [11] put forward a lattice-based encryption and
signature mechanism based on the ElGamal cryptosystem
that uses the SIS problem for security.

Ghazinour et al. [12] put forward a lattice-based signature
framework applicable to the embedded systems. El Mous-
taine and Laurent [13] proposed an authentication protocol
for Radio Frequency Identification (RFID), w hose security
relies on the NTRU lattices. Abdallah and Shen [14] put
forward an abelian privacy preserving lattice-based system
for the smart grid customer-side networks. They revealed
that their proposed design contributes to the reduction of
communication burden and preserves the user’s privacy in the
smart grid environment. Similarly, Giineysu et al. [12] came
up with the lattice relying on a signature mechanism.

Ducas et al. [15] constructed a lattice relying on a
signature mechanism by employing the modified rejection
sampling technique. They also proposed a new rejection
sampling algorithm with a bimodal Gaussian distribution.
Implementation of the “Bimodal Lattice Signature Scheme
(BLISS)” [15] on ARM Cortex-M4F microcontroller of
32-bit is presented by the Oder et al. [16] and they also
investigated sampling techniques such as Ziggurat, Knuth-
Yao, and Bernoulli. Xie et al. [4] presented a lattice-based
signature scheme by utilizing the characteristics of the
identity-based cryptosystem. The SIS problem assumption
of the NTRU lattices provides the security of the mecha-
nism. Similarly, Wu and Huang [5] developed an efficient
identity-based forward signature mechanism. They employed
the extended Samplepre and Lyubahevsky’s methods in
the proposed mechanism with the SIS problem of the
lattice.

All the above-mentioned mechanisms rely either on PKC
or IBC, and face the certificate supervision and key escrow
issues. Therefore, these issues were resolved by Al-Riyami
and Peterson [17] in 2003. Tian and Huang [6] proposed
a certificateless s ignature s cheme e mploying L BC. Later,
by employing the security offered by the SIS problem of
NTRU lattices, Xie et al. [4] also put forward signature mech-
anism with the certificateless ¢ ryptosystem. A reasonable
high speed, low memory requirements and easily created
short keys are some features offered by a new public key
cryptosystem NTRU [18]. Hung et al. [7] came up with a
revocable certificateless signature mechanism by employing
the NTRU lattices. They constructed this mechanism to
revoke illegal or malicious users through the revocation

method. Regrettably, Shim [19] proved the vulnerabilities
of Xie et al.’s scheme [4] and Hung et al.’s scheme [7] in
opposition of the Type 1 and Type 2 adversaries. Xu et al.
[8] presented a certificateless signature mechanism based
on NTRU lattices for medical cyber-physical systems.On
the other hand, a threshold signature with the certificateless
cryptosysytem employing the SIS problem of the lattice
against quantum attacks is presented by the Yu and Zhang [9].
The US National Institute of Standards and Technology
(NIST) launched a ‘‘competition” in 2017 to develop
a standard for digital signatures and quantum-safe key
exchange. As of the time of writing, there are still two
lattice-based signals in this process, both of which are based
on the high-level designs mentioned above. It is currently
in its third iteration. The Schnorr framework is followed
by the CRYSTALS-Dilithium [20] system, however in order
to maintain modest coefficient sizes, a critical rejection-
sampling phase is included. Using a secret trapdoor for f~!,
the FALCON system [21] employs a randomized trapdoor
sampling technique to generate random pre-images from a
specific distribution. It is also essential to have the property
that the distribution of the outputted pre-images does not leak
trapdoor information, as there is no longer a bijection. The
public key and signature size of both systems are the shortest
of all quantum-safe signature schemes, and they are both
comparatively quick.

Despite having a lattice foundation, the two systems differ
greatly in their features. Although FALCON has fairly few
parameters, the process of generating signatures with it
is rather involved. It specifically makes use of the GPV
sampler [22], which necessitates floating-point arithmetic
with a precision of roughly 64 bits. Due to the high precision
requirements, even with thorough testing, little implemen-
tation flaws could go undetected. Dilithium, on the other
hand, is significantly less prone to implementation errors
because it has greater parameters but a fairly straightforward
implementation where all of the sampling in the signing is
done in a power-of-2 range.

The techniques and highlights of the above-discussed
schemes are summarized in Table 1.

Ill. MATHEMATICAL PRELIMINARIES
Here, we go over the basics of mathematical preliminaries
required to explain and evaluate the proposed scheme.

A. LATTICE

The plenteous elements are denoted as follows. Let V
be a matrix and v be a vector. Then, |[|v|| and ||V||cc =
max[||v,]||], respectively, denote the Euclidean norm of v and
the prolonged norm of the whole columns of V. Assume that,

N—1 N—1
a= Y apwpand b = Y byv, be two polynomials in R,
n=0 n=0

where R, = (XA%—’;I) denotes a polynomial ring with modulo

XN 41 attended by quantum in Z,, and Z, is the set of
integers in the interval (%p, %], for a prime p. According to



TABLE 1. Techniques and highlights of various existing schemes.

[ Schemes | Techniques used | Highlights |
Xie et al. [4] Identity-based signature security is demonstrated under random oracle model based on NTRU lattices assump-
tions and has key escrow problem.
Wu et al. [5] Identity-based signature Employed the extended Sample-pre and Lyubahevsky’s methods with the SIS problem

of the lattice and has key escrow problem.

Tian and Huang [6] Certificateless and identity-based

signatures

Proposed signature schemes are demonstrated secure under random oracle and de-
signed by utilizing the NTRU lattice problem.

Hung et al. [7] Certificateless signature

Proposed revocable signature scheme using NTRU lattices can not withstand Type 1
and Type 2 adversaries.

Xu et al. [8] Certificateless signature

Proposed signature scheme for the medical cyber-physical system is based on the
NTRU lattice.

You et al. [9] Certificateless signature

Proposed a threshold signature scheme using inhomogeneous SIS problem and is
shown to be secure against chosen-message attacks.

the symbol y <— S, y is uniformly chosen randomly from a
set S. If there is a distribution D, the notation z <— D indicates
that z was picked following the distribution D. A cross-
section is a framework of focuses, and an N-sized lattice is a
finished position discrete subgroup of R,,. Here, we consider
the NTRU cross-sections. .. _
Definition I (Lattice): Let n vectors fi, f>, ..., f, be lin-
early independent and B = {f] ,fg, . ,fn} be a basis of the
n-sized lattice A generated along B. Then, A can be denoted

> S N N—-1
as A =L(f1,f2, ..o fn) ={ 22 Xnfu 10 € Ry}

Definition 2 (NTRU Latticfle_).l' Let N be a power of 2 and
p be a prime. Additionally, a, b € R,, where a is invertible
modulo p. Assume that h =b*xa~" (mod p). The NTRU
that corresponds to the values of & and p is defined by Ay, =
{(u,v) € RIZ7 lu+v*xh =0 (mod p)}. Here, the complete-rank
lattice of R?V is created with a row of

—Calh) I
Fr, =
" [ ply On]

where I,, and 0, are square N-dimensional unitary and null-
matrices, respectively, and C(h) is a square N-dimensional
anti-circulant matrix with /.

The basis Ay, is unsuitable for solving the standard lattice
problem because 4 is evenly distributed in R,. As a result,
Hoffstein et al. [23] solved the problem by converting another
acceptable basis for Ay, ,, namely,

5. _[CO —C@
“b=1cB) —C@)

where A, B € R, such thataxB—b*A = p. It can be calculated
systematically to find A and B. Moreover, B, provides a
short basis for Ay, because ||Byp|| < ||Fppll.

B. ANTICIRCULANT MATRICES

Anticirculant matrices have unique compositions and func-
tionality. We now define an N-dimensional anticirculant
matrix Cy(a) as follows [7].

Definition 3: Let Cy(a) be a Toeplitz-matrix. Then, it is
represented by

(@)
v.a)
Cn(a) = '
L0V
aop aj ay-2 an-1
_|—an-1 a0 an-3 an—2
L —dai —aN-2 ... —anN—-1 Qo
N—1
wherea = Y ayv, € Rp. Cy(a) is condensed as C(a) in the
n=0

sequence for convenience. The anticirculant matrices possess
successive acceptable characteristics.

C. GAUSSIAN ON LATTICE
Gaussian sampling was initially offered to use a concise root
as a trapdoor unescorted, expressive any information about it.
On a lattice, the discrete Gaussian distribution is elucidated
as follows.

Definition 4 (Discrete Gaussian Distribution): For  any
c € RN and any positive s > 0, the Gaussian function
centered at c with a deviation variable s is elucidated as an N -
sized Gaussian function Gy : RN — 0,1], vx € ZN [24]:

llx —cll?

Gy,c(x) = exp(—7 7 )

Ds,c(A) = Z Gs,c(x)'
xeA
Here, the set of real numbers is R, and the set of integers is
Z. For a natural number N, RN denotes an N-dimensional
vector on real numbers field, and Z;,"X” indicates a matrix of
size m x n on the finite field Z,. In an n-dimensional lattice
A, we define the discrete Gaussian distribution as ¥x € A:

Gy o(x)
Gs,c(Aup(F)) .

The distribution D s .(x) is sufficiently defined over the
lattice A[J;(F) for a matrix F € ZII,V*N as AZ(F). Then,

DA,s,c(x) =



Vx € A:

Gy, c(x)
Gy, (Aip(F))

Lemma 1: Assume that A is an N-sized lattice, and p
a prime. Byp is a snz)all basis if s> ||Bap|lw(/TogN)
and 0 < € < 1, where B, indicates B, p’s Gram-Schmidt
orthogonalization. Furthermore, we have the following [25]:

(1+4+¢€).27"
1—¢

has a part of x € RN and x <« Dy (A), and there is an
algorithm, Gaussian Sampler, that creates a distribution
statistically precise to Di\f I

Lemma 2: For positive integer N and any value of s > 0:

i)Prlx < D, : |x| > 125] < 2100,

ii) Prlx < D g : ||x]| > 2s¢/N] <27V,

Lemma 3: Let a be a positive real. Then, for any v € ZV,

if s = w(||v||s/10gN), then

Dpur),s.c(x) =

DA,s,c(x) =<

D X
Prlx <~ D : ZN—S() =0]=1- z—w(«/logN),
T Dy ()
and more especially, if s = a||v||, then
D X
Prix < DZN s L() < explz/a+1/(2a2)] =1— 2—100.
T Dy ()

We now describe the NTRU lattice’s preimage sampling
in Algorithm 1. The Gram-Schmidt orthogonalization of B
is represented in this sampling technique by the expression
SampleZ;,c) that samples a 1-dimensional Gaussian G s, ¢,
and B = (bn)neN'

Algorithm 1 GaussianSampler(B, s, ¢) [4]

Input: B: basis, s > 0: standard deviation, ¢ € ZV: center of
an N-dimensional lattice A.
Output: k € Dy .

1: Setk, < O

2: Setc, < ¢

3: forn < N,...,1do

4  Caculate ¢, << cp, by > /||Bul|?

5:  Compute s, < s/||By||?

6:  Compute z, < SampleZ )

7. Calculate ¢, < ¢, — zubn and k,,_1 < ky, + 2,y
8: end for

9: return ko

D. REJECTION SAMPLING TECHNIQUE

In lattice-based cryptography, Lyubashevsky [26] proposed
a rejection sampling technique to sign a message. This
approach is simple and needs just a few rejection samplings
and matrix-vector multiplications. Making the distribution
of output signatures independent of the signing key is
the primary objective of a signature design rejection sam-
pling technique. Furthermore, compared to Micciancio and

Peikert’s schemes [27], Lyubashevsky’s scheme has a smaller
signature and private key sizes while maintaining the
same level of security. The primary distinction is that
Lyubashevsky’s scheme uses rejection sampling as an alter-
native to the hash-and-sign technique to create a signature.
Algorithm 2 explains the rejection sampling approach.

Algorithm 2 Rejection Sampling

Input: Cryptographic hash function H : {0, 1}* — {v :
v e (—1,0, l)k, [lv]] < ¢} (c is a constant, k is a positive
numer, and k < p, m is the message, W is a matrix which is
arbitrarily chosen from ZY*V and § is a signature key from
(=d,....,0,....d, ..} N*,

Output: 7z and e vectors.

1: Sample DY arbitrarily to obtain y
2: Compute ¢ <— H(Wy, m)
3: Compute z <— sc +y
. - . DY
4: Set (z, e) with the probability min [ 1, RE) ]
5: return (z, e)

E. HARDNESS HYPOTHESIS

This section addresses the SIS problem using lattices as the
security postulates. The worst case of the ““short independent
vector problem (SIVP) with the approximation polynomial
factor” is harder to solve than the SIS problem. The SIS
problem and its premise are given below.

Definition 5: Let p and a be a certain whole number
and a genuine number, respectively, and {ay, aa, . .., a,} be
polynomials chosen consistently and separately from R,. The
SISy n,a problem over grids is to find n non-zero numbers

{f1,f2, - .., fn) that fulfill two conditions [28]:
N
i). X anfy =0 (mod g),
n=1
i) (1, fas -l < @

Definition 6: Given a positive number alongside a gen-
uine number oo and n polynomials {ay, az, . . .,
ay} picked consistently and freely from Ry,. Then, no proba-
bilistic polynomial time (PPT) adversary A with an important
likelihood of settling the SIS problem exists. The success
probability (advantage) ADVy of the adversary A is then
ADV4 = PrlA({p, a1, az, ..., an)) = (f1, f, ..., fu) L I(f1,
P fll < al.

The NTRU lattice’s trapdoor generation technique differs
slightly from conventional lattices and is referred to as
trapdoor generation, which is provided in Algorithm 3.

IV. STRUCTURE AND SECURITY MODEL FOR
LATTICE-BASED CERTIFICATELESS SIGNATURE (LB-CLS)
This section provides the basic structure of the proposed
generalized lattice-based certificateless signature scheme
(LB-CLS). Next, we provide the security model associated
with LB-CLS.



Algorithm 3 TrapdoorGeneration (N, p)
Imput: N,peZ,s > 0.
Output: (B, h) € R*N*2N x R

1: Sample a and b from Dy  that satisfy (a mod p) € R},
and (b mod p)e RI’;.
. if (||a|| > s+/N and ||b|| > s+/N) then
Repeat from Step 1.
end if
if < a, b ># R then
Repeat from Step 1.
. end if
: To calculate Ay, By € R such that aBi—bA| = 1, set
Ap = pAy and B, = pB;.

9: Use the Babai’s closest plane algorithm [29] to approxi-
mate the pair (A, By) by a linear combination of (a, b),
..., (xy—1a, xny_1b). Let (A, B) be an output such that 3
k € Rwith (A, B) = (A4, By) — k(a, D).

10: if ||(A, B)|| > Ns then
11:  Repeat from Step 1.
12: end if

® NN A LN

13: Compute trapdoor basis B = [C(a) C®) ] and

C(A) C(B)
polynomial h = bxa~! € Ry.
14: return (B, h) € RZV*2N R

A. STRUCTURE OF LB-CLS

In an LB-CLS system, there are seven PPT algorithms,
namely, 1) Setup, 2) Partial-Private-Key Extract (Djy),
3) Set-Secret-Value (S;7), 4) Set-Private-Key (SKiz), S) Set-
Public-Key (PK;;), 6) CL-Sign and 7) CL-Verify, for a user
with identity id.

e Setup (N): A security parameter N is utilized as an
input by the key generation centre (KGC) to calibrate
the private/public key pair (msk, mpk) for himself.

o Partial-Private-Key Extract (msk, id):In this step, the
partial private key D;; is calibrated by the KGC.
Using the msk and identity id, the KGC calibrates D;4
and sends it to user with identity id over a secure
channel.

o Set-Secret-Value (id): The user computes a secret value
S(ia) as output corresponding to the partial private key
D4 and identity id; as inputs.

o Set-Private-Key (Djq, Sig): The user runs this procedure
using Dj; and S;; as inputs to obtain SK;; as private key.

o Set-Public-Key (SK;;): The user generates the public key
PK;, for himself by utilizing his private key SKj;.

o CL-Sign (m, id,SKj;): This algorithm generates a
signature based on a message m, the user’s identity id,
and SK;;.

o CL-Verify (sig, m, id, PK;;): If and only if the input
(sig, m,id, PK;q) is valid, this algorithm returns the
signature as valid (1). Otherwise, it returns the signature
as invalid (0).

B. SECURITY MODEL FOR LB-CLS
A secure LB-CLS scheme must meet the following charac-
teristics:
Correctness: The verifier should verify the signature
obtained via the CL-Sign generation algorithm.
Unforgeability: There are two types of opponents to con-
sider while discussing the LB-CLS system’s unforgeability.

o Type 1: This kind of adversary is a hostile adversary who
can substitute the user’s public key with any value he
wants.

o Type 2: This kind of adversary can access the private
key msk of the KGC.

The security model is made up of the following two games.

o Game 1. This is a game that does interaction between a
Type 1 adversary A; and a challenger C.

o Game 2. This is an instance of a game where a Type 2
adversary A, and a challenger C interact.

1) GAME 1
The challenger C and Type 1 adversary A; are shown
interacting in the following game.

Initialization: The C creates the msk using the Setup
process. As an outside attacker, A1, he is unable to determine
the msk.

Queries: The adversary A has the ability to recursively
query every oracle, as shown below.

e Create-User-Oracle: The oracle maintains the Li-list

that contains the 5-tuples (id, Dig4, Sid, SKiq,

PKiq).

The oracle looks up a given identity id € (0, 1)*
in the Li-list. PK;; will be returned as output if
the id is found in the L;-list. Otherwise, the oracle
uses the Extract-Partial-Private-Key, Set-Secret-Value,
Set-Private-Key, and Set-Public-Key algorithms to gen-
erate id, Djq, Siq, SK;q, PK;;. The oracle then saves
(id, Diq, Sia, SKiqa, PK,q) before returning PK; .

o Partial-Private-Key-Extract: Firstly, the C examines the
L -list for the identity id € (0, 1)*. Then, responds with
the partial private key to Aj.

e Set-Secret-Value: During the response challenging
game, the secret value S;; corresponding with the
identity id can be requested by the adversary A;. For
the response, the challenger first look in the L¢-list and
outputs accordingly.Otherwise, produce the secret value
for id and sends it to the adversary Aj.

o Replace-Public-Key Challenger: The adversary A can
demand to supersede the public key PK;; with another
value PK; associated with the identity. In response to
the query, C revise the list with a new public key.

e CL-Sign: With the intake of an id, a message m,
and secret value S;; linked with the current public
key PKi4, the C produces a legitimate signature that
can be performed by utilizing the CL-Sign algorithm.
Note that for the PK;; acquired from the Create-User-
Oraclexijg =_1.



*

o Forgery: The adversary A; produces a tuple (id*, m*,
sig*, PK;y), where PK;; is the original public key.
Hence, if the following conditions mentioned below are
satisfied, the adversary A wins Game I:

1) For tuple(id*, m*, sig*, PK;z), the response
obtained from the CL-Verify algorithm is “accept”.

2) The sign query has never received the request for
pair (id*, m*).

3) The Partial-Private-Key-Extract query has never
received the request corresponding to id*

2) GAME 2
The interaction among the challenger C and Type 2 adversary
A5 in this game is depicted below.

Initialization: The Setup algorithm is utilizes by the
challenger C and primary secret key msk is produced. With
the capabilities of the Type 2 adversary A, he has the
knowledge of msk.

Queries: The following queries are made adaptively by the
adversary A,.

o Create-User-Oracle: A list of 5-tuples (id, Diq,

Sid» SKiq, PK;q) is maintained by the oracle, which is
referred to as the L,-list. The oracle examines the L,-
list for an identity id € (0, 1)*. If id is discovered
in the Lp-list, C gives Ay the PKj;. Otherwise, the
oracle executes the algorithms: Sez-Secret-Value, Set-
Private-Key, and Set-Public-Key in that order to produce
(dia, Sia, SKiq, PKjq). Lastly, Ly-list is updated by the
C as (id, Djq, Sia, SKiq, PKjy) and PKj; is produced as
output to the As.

o Set-Secret-Value: C examines the Lp-list for the
identity id € (0,1)* and gives secret key Sig
to Ajp.

o CL-Sign: With the intake of an id, a message m,
and secret value Sj; linked with the current public
key PKj4, the C produces a legitimate signature that
can be performed by utilizing the CL-Sign algorithm.
Note that for the PK;; acquired from the Create-User-
Oracle,x;jg =1..

o Forgery: A, generates a tuple (id*,m*,sig*, PKq),
where PKj; is the original public key being replaced.
The winning conditions for the adversary A, to win
Game 2 are as follows:

1) For tuple(id*, m*, sig*, PK;;), the response
obtained from the CL-Verify algorithm is “accept”.

2) The sign query has never received the pair
>id*, m™*).

3) The Set-Secret-Value oracle has never received
the id*.

V. THE PROPOSED LATTICE-BASED CERTIFICATELESS
SIGNATURE (LB-CLS) SCHEME

In this section, we first discuss the proposed network model.
We then describe different algorithms associated with the
proposed scheme.

A. NETWORK MODEL

As shown in Fig. 2, our proposed model includes important
components such as the key generating center (KGC), signer,
and verifier. Below is a description of each entity’s function.

« Key Generation Center (KGC): KGC’s responsibility
is to create secure communication channels between the
signer and the verifier. KGC is in charge of creating the
system public parameter, partial private key for user and
a pair of primary secret key and public key for himself,
and for the designed scheme. The KGC distributes the
remaining keys to the entire network while keeping the
primary key to itself.

o Signer: An IoT device (PC, smartphone, sensor, etc.)
or user can sign documents. The signer generates the
signature using his private key.

o Verifier: A user or an Internet of Things (IoT) device
(PC, automobile, drone, smartphone, sensor, etc.) that
has obtained the message from the signer. He needs to
examine the authenticity of the received message by
utilizing the signer’s public key.

TABLE 2. Notations and their descriptions.

[ Notation | Description

N N = 2" > 8is a integer
R Set of real numbers
V4 Set of integer numbers
Z For a prime p > 0, the “set of all integers in the interval (2, ]
Ry (XNZ7”+1>, a “polynomial ring with modulo XV + 1in Z,”
Vv Mathematical matrix
4l Mathematical norm of V
D Probability distribution
Diy A user’s partial private key
H(") “One way cryptographic hash function”
Skiq A user’s private key
Sia A user’s chosen secret value
Pkiq A user’s public key
C Challenger

B. CONSTRUCTION OF PROPOSED SIGNATURE SCHEME
Suppose we have a large prime p = ﬁn\/ﬁ <2 and
the security parameter N, and «, s, y are three positive
integers such that s = Q((§)v/In(8Np)), and y =
12saN. There are two collision-resistant hash functions
H :{0,1}* - vezN and H, :Z;,V x {0, 1}* —
Dp+{ve ZN,0 < |Iv|| <a,a < p}. The notations used in
the proposed scheme are indicated in Table 2.

The proposed scheme is described with the following
algorithms:

o Setup: The KGC accomplishes this phase to create his
own primary secret, public key pair (msk, mpk) and
system public parameter (Params). This task is listed in
Algorithm 4.

o Fartial Private Key: The KGC brings out the following
calculations to invoke the partial private keys for a
user after obtaining the ids and generate the partial
private key D;jg = (s1, s2). After getting them, the user
can examine the authenticity of the D;; by executing
Algorithm 5.
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FIGURE 2. Proposed network model. (Algorithms 4, 5, 6, 7, 8, 9 and 10 are associated with the proposed
scheme.)

Algorithm 4 Setup (V)

Algorithm 6 Secret Value Generation (Sig)

Imput: N,peZ,y > 0.
Output: (msk, mpk) € R*V*2N x R¥.

1: Run TrapGen(p, N).

AN L AW

. Select (a, b) such that [|a|| < s+/N, ||b]| < s+/N and a

C(a) C(b) e 72N x2N
C(A) C(B) 14

h = a ! % b of a NTRU lattice App, where A, B, a, b €
Ry.

trapdoor matrix B = = R>*2,

: Randomly choose (x1, x3) € Z/,V as mpk.
: Setmsk = B and mpk = (x1,x2) € Z)).

: Set Params := {(N, s, y, x1, X2, H1, H2)}.
: return (msk, mpk)

Algorithm 5 Partial Private Key Generation (msk, id)

Input: Hash function H; : (0, 1)* — v € ZV, user identity
id and msk = B.
Output: D;y = (s1, 52).

1:

if D;; is in disc storage then

2:  Run PreSampling algorithm on NTRU lattice using
GaussSampler(B, s, H1(id),0).

3 Set (s1,82) <« [(5,0) — GaussianSampler(B, s,
Hi(@id),0) such that s; and s satisfy
[s1 + 2% h = Hi(id], ||(s1, s2)|| < sv/N.

4:  Set D;y < (s1, $2).

5. Convert Dj; to a user id and store it on a local disk.

6: end if

7: return D;y

o Secret Value: The user id chooses s3,54 € Dyn ; at

random and defines S;; as his/her secret value. After
getting them, the user can examine the authenticity of
Sia by executing Algorithm 6.

Input: User’s id.
Output: S;; = (53, 54).

BN

if S;; is in disc storage then
Randomly select (s3, 54) € Dy g, Sig < (53, 54).
Convert S;; to a user id and store it on a local disk.
end if
return S;;

Algorithm 7 Private Key Generation (D;g, Sig)

Input: User’s id, Djz and Sig.
Output: Skiy = (Dig, Siq).

if Skigz in disc storage then

Set Skig < (Dig, Siq).

Convert Sk;q to a user id and store it on a local disk.
end if
return Sk;;

Algorithm 8 Public Key Generation (id, Sig)

Input: User’s id and secret value S;;.
Output: Pkjg = x1 * $3 + X2 * 54.

. if Pk;q is in disc storage then

Set Pkjg < (x1 * 83 + X * 54).

Convert Pk;; to a user id and store it on a local disk.
end if
return Pk,

o Private-Key: This algorithm defines Skijg = (Djg, Sia)

as the private key of the user id and combines the partial
private key D;; and the secret value S;; to form the
complete private key Skiy = (Dj4, Siq). After getting



Algorithm 9 Signature Generation (id, m)

Input: User’s identity id, message m, private key sk;; and
hash function Hy : Z) x {0, 1}* — Dy«{v € Z)Y,0 < ||y
<o, a<Lpl

Output: Z = (¢, 2) = (c, 21, 22, 23, 24)-

1: Choose randomly yi, y2, 3, y4 € Dyn .

yi+y2*h
2: Compute e=H ,m],
P 2(|:x1*y3+x2*y4:| )
21 S1 N1
=% |2 o [%2 eq [22],
2 23 53 y3
24 54 Y4
where z, = andzg = “

24|
3: Set the signature on m as Z = (e, z1, 22, 23, 24) With

D
probability of min{575-2"— 1}, where M = O(1).
ZN ,s5,Skiqu

4: return Z

them, the user can examine the authenticity of Sk;; by
executing Algorithm 7.

o Public key: This algorithm is executed by the user
himself, to calibrate his own public key. The algorithm
calculates the PK;; = x1 * s3 + x2 * s4 as the public
key for user. After getting them, the user can examine
the authenticity of Pk;; by executing Algorithm 8.

o Signature generation (CL-Sign): With the inputs
(id, Skig, H>) and a message m, Algorithm 9 is executed
to create the signature on m.

o Signature verification (CL-Verify): After receiving the
signed message (m, id, Pkig,Z) = (e, 21,722,723, 24),
using the public key Pk;y, the verification of the
signature on the message m is shown as in Algorithm 10.

Algorithm 10
(id, m, (e, 21, 22, 23, 24))
Input: Hash function Hy, H, user’s id, m, Z = (e, 71, 22,

73, 24)-
Output: Valid (1) or Invalid (0).

Signature Verification

it Jlzll < 25N llz2ll < 2N llzsll <
25+/N, ||z4]| < 2s+/N then

2:  Compute

~ at+nxh ] [HiGd
¢=H (|:b1*13+b2*24] |:Pkid :|*e’m)'

3:  if ¢ = e then

4: Signature is valid.
5: return 1

6: else

7: Signature is invalid.
8: return O

9: endif

10: end if

VI. SECURITY ANALYSIS

We first provide the correct proof of the proposed signature
scheme with respect to the signature verification. Next,
we provide a detailed formal security analysis of the proposed
scheme.

A. CORRECTNESS PROOF

The condition ¢ = e should be met for a valid signature.
During the CL-Sign phase provided in Algorithm 9 and the
CL-Verify phase provided in Algorithm 10 related to the
proposed scheme, it follows that.

2+ zxh _ | Hi(d) e
X1 %23 +x2 %24 Pkiy
__ 21+zxh _ S|+ sy xh ve
__x1*Z3+X2*Z4 X1 % 83 + X2 %84
__ 71 —S1xe+ [z —saxe]lxh
_xl*[Z3—S3*€]+X2*[Z4—S4*e]

_ [ yi+y2xh
[ X1 % Y3 + X2 % Y4

Now,
Z1+z%h H(id)
e _
¢ 2([X1 * 73 + X2 *Z4i| |: Pk;y e, m

yi+y2*h
2([X1*y3+x2*)’4:|’m) ¢

Furthermore, it is clear that the distributions of z;, z2, z3 and
74 are extremely near to Dzv ;. By combining the rejection
and Lemma 3, we get ||z1]| < 2sv/N, ||z2]] < 2sv/N, ||z3]] <
2s5+/N and ||z4]| < 2s+/N with the probability of at least 1 —
2-N,

B. SECURITY PROOF

Theorem 1: Let N be the security parameter and two hash
functions, Hy and Hj, serve as random oracles. Let our
LB-CLS scheme be attacked by a PPT adversary A (Type 1)
with a non-zero probability €. As a result, it is possible to
create an algorithm in C that has a non-zero probability
1 — 2710 Ne of solving the SIS problem.

Proof: Let p be prime, N be a positive numeral, and
y,n > 0. Let C be a challenger who gets a random
occurrence of the SIS (p, 2N, 2kn«/m + 4s4/2N ). We talk
about how the challenger can find a non-zero vector solution
(t1,n) € RIZ7 to the SIS problem by interacting with .4 (Type 1
adversary), which is what the LB-CLS game says.

Setup: The challenger C controls the random oracles
Hi, Hy and chooses polynomials x1,x3, h € RS at random.
In the meantime, C keeps numerous originally empty lists
Li, Ly, ..., L, that are delivered to .A.

Queries: As shown below, A can issue many queries to C in
an adaptive manner:

e Hj queries: Let L; be made up of tuples of the form

lid;, Dig;, H; (id;)]. When C receives a query from A with
the id; parameter, it responds as follows:



In Ly, look for id;. Because the query has been issued
before, the same answer in id; is returned to A if it
is found. Otherwise, choose Sj1,Sp € D{YV at random
from the list so that [|S}1, Sp2|| < s+/2N and compute the
polynomial H(id;) = Sj1, Sj> * h. H(id};) is then sent to
A, and [id;, Didj =< §j1, Sj2 >, H(id})] is added to the
Ly list.

H, queries: Let L, be made up of tuples of the
form [Fj, Gj, mj, ej]. When C receives a query with
[Fj, Gj, mj] from A, it responds as follows:

In Ly, look for [Fj, Gj, m;]. Because the query has been
issued before, the same answer in L, is provided to A if
it is found. Otherwise, choose ¢; € Zl],\' at random. After
that, ¢; is transmitted to A, and [F}, G;, mj, e;] is added
to Lp’s list.

Partial private key queries: This query is issued by A
along with id;, and the response from C is as follows:
In Ly, look for id;. Because the query has been issued
before, the same answer in L returns to A if it is found.
Otherwise, use the H; query to get the [id}, D,-dj, H(id))]
tuple return Djg, to A after that.

Secret value queries: Let L, be made up of tuples
of the following [idj,Sidj,pkidi]. When C receives a
query with id; from A, it responds in the following
manner. In Ly, look up id;. Because the query
has been issued before, a similar answer in L,
is provided to A if it is found. Otherwise, pick
$i3,84€(—=d,...,0,...,d) where 1 <d <31 and
calculate the polynomial PK;d; = x1 *Sj3 + x2 % Sja
at random. S,-dj = 533,54 is then forwarded
to A, and [id}, Sigj, pkidj] are added to the L
list.

Public key queries: This query is issued by A along with
id;, and the response from C is as follows:

id; can be found in both L; and L. If it is located, C
provides A with the same answer PKiq;, where PKig; is
retrieved from L; and L,, respectively. Otherwise, use
the H; and Secret Value queries to get the PKjg4; values.
Then A receives PKig;.

Public key replacement queries: Challenger C search
for the relevant public key PKj4, and replaces it with
PKl.’dj given an id; and a new public key PKi’dj. This
replacement will finally be recorded.

Sign queries: When the C receives a request from A4,
a message, and (idj,PKid,.), they take the following
actions to produce a legitimate signature.

1) To get [id;, Dig;, H1(id))], and [id}, Sidj, PK(id))]
search in Ly, Ly, and L, respectively.

2) Arbitrarily choose Qj € (v : v € (=1, 0, 1N, |[v||1 <
a and z1,22,23,24 € DY with [|(z1,22,23,29)| <
25+/4N. Then, compute F; = z)+zoxh—H (id})xe;, G =
X1 %723+ X2 %74 — PKidj * e, mj.

3) Add Fj, Gj, mj, ej in the list L, and send the signature
(21,22, 23, 24, €j) on mj to A.

Note that the signature ¢ = (z1, 22, 23, 24, ¢;) is valid
since it may confirm the above equality: e; = H(z1 +

22xh—H(id)) x ej, x1 %23 + X2 % 24 —PKidj * ej, mj) =
Hy(F}, Gj, mj). Thus, regardless of whether challenger C
has the substantial secret key when adversary A issues
the Sign question, challenger C can deliver a legitimate
mark.

Forgery: In the wake of playing out the vital questions in
general, adversary A makes a mark tuple (z7, 23, 23, 23, €°)
on message m® for id®. When A effectively produces a
legitimate mark (z}, 23, zg, 73, €%), C applies the Forking
lemma and replays A with elective hash upsides of Hj
questions to build another substantial mark (zj, zz, zg, ZZ’ e)
on a similar irregular tape as c® # cx. We can get the equality
since (2, 25, 23, 23, €*) and (2], 23, 23, 2, €*) are two valid
signatures on the message m*® for (id®, PK;4+). We have:

Hy(z} + z3 * h — Hi(id®) * eq,x1 * z3 + xp *
723 — PKige x e®*,m®*) = Ha(z] + 25 * h — H1(id®) *
e, X1 * 23 + x2 % 7y — PKjge * €*,m®), which reduces
to 2z} +hxzy — H(id®) xe® =2} + h* 25 — H((id®) * e*.
As aresult of H(id®) = s1 + s2 * h, we arrive at z] +h * 23
—(s1+ h*xs2) x e® = Z]+ h* 25— (s1+ h* 52) x e* 2} —2]
—s1(e®* —e*) +h x (25 —z5 —s2(e®* —e*)) = 0. Thus, (1, h)*
(2] — 2] —s1(e®* —€*),25 — 75 — s2(e®* — €*)) = 0.

The challenger C then sets (t1, t) = z] —z] —s1(e®* —¢€*), 23
—2% —s2(e® — e*). We can get ||t1, to|| < 2kn~/2N + 4sv/AN
if 1z} — 21,25 — )l < 4sv2N and ||(s1, 52/] < nv2N
have a high probability of being true. As stated, h = a~! % b
distribution is statistically close to the uniform distribution
of R,. On the NTRU lattice, the SIS problem is to find a
pair (t1, 2) € RI% such that t; + h x 1, = 0 and ||(#1, )| <
2kn~/2N +45+/4N . We argue that adversary A solves the SIS
problem because he does not know the system secret key B
provided by a, b € R, and has produced such a pair (71, £).
If the adversary A is capable of successfully defeating our
LB-CLS technique with a non-zero probability €, using the
C we can solve the SIS problem with a non-zero probability:
1 — 27 wlogN)¢ [ |

Theorem 2: Let N be the security parameter and two hash
functions, Hy and H», serve as random oracles. Let our
LB-CLS system be attacked by a PPT adversary A (Type 2)
with non-zero probability €. The SIS problem can thus
be solved with a non-zero probability using the procedure
1— 27w(logN)E’

Proof: Let p be a prime number, N be a positive
numeral, and k,n,y be greater than zero. Let C be a
challenger who is given a random instance of the SIS problem
(», 2N, 2knm + 4s\/4N ). We demonstrate how, with the
assistance of A, C can compute a non-zero vector solution
(t1, 1p) to the SIS problem. As described in the LB-CLS’s
Game-2, A (Type 2 adversary) interacts with challenger C.

Setup: Our LB-CLS scheme’s Setup procedure is used to
establish msk = B and Params = (N, k, n, s, p, h, Hy, and
H;) where two hash functions H;, H, are random oracles.
The Params and the secret system key are then transferred to
A. C can compute the partial private key D;;. Partial public
key Hi(id) of every user with id; without sending any more



queries if he has the system secret key SK;;. C, on the other
hand, keeps several originally empty lists: L1, L, and Lj,.

Queries: A can issue many inquiries to C in an adaptive
manner, as follows:

e H; Queries: L should be made up of tuples of the
form [idj, Diq;, Hi(idj)]. When C receives a query with
id; from A, it responds in the following manner. In L;,
look for id;. Because the query has been issued before,
the same answer in L, is returned to A if it is found.
Otherwise, pick a id; at random and apply the Gaussian
Sampler(B, 7, (H;(id;), 0)) process to get sj1,Sp €
ng such that [|(s1j, s2)Il < nm.Hl(idj) is then
transmitted to A, and id}, D,-dj, H\(id;) is added to Ly ’s
list.

e Hj Queries: Allow tuples of the form [Fj, Gj, mj, ¢j] to

make up Lp. When C receives a query with [F}, Gj, mj]
from A, it responds as follows:
In Ly, look for [Fj, Gj, m;]. Because the query has been
issued before, the same answer in L is provided to A if
it is found. Otherwise, choose e; € Zlﬁv at random. Then
ej is transmitted to A, and [F}, Gj, mj, ej] are added to L,
’s list.

« Secret value queries: Let L, be made up of tuples of
the following form (id;, S,-dj, PK,'dj). When C receives
a query with id; from A, it responds in the following
manner. In L, look up id;. Because the query has been
issued before, the same answer in L, is provided to A if
itis found. Otherwise, pick 53, sj4 € (—d, ..., 0,...d),
where 1 < d < 31 and solve the polynomial PKidj =
X1 * 8j3 + x2 * sj4 at random. Then, Sid; = (573, 8j4) 1s
delivered to A, and L, is updated with (id;, S,-dj, PKid/.).

« Public key queries: This query is issued by A along with
id;, and the response from C is as follows:

id; can be found in both L,. C provides A with the same
answer PKidj if it is located. Otherwise, execute the H;
and Secret Value searches to get PKidj. A receives PK, id; -

e Sign queries: After receiving a request from A,
a message, and (id;, PKidj), the challenger C takes the
following actions to create a legitimate signature.

1) To get [idj, Dig;, Hi(id))], and [id;, Siq;, PK(id})]
search in Ly, L, and L, respectively.

2) Randomly choose Q; € (v:v € (=1,0, 1*N,||[v||; <
« and z1,22,23,24 € DY with [[(z1, 22,23, 2)l| <
25+/4N. Then, compute F; = z1+z2%h—H (idj)*ej, G =
X1 %23 +x2 k74 — PK,'dj * ej, mj.

3) Add F}, Gj, mj, e; in the list L and send the signature
(21, 22, 23, 24, €j) on m; to A. Because it may meet the
following equality, the signature ¢ = (z1, 22, 23, 24, €})
is valid: e; = Ho(z1 + 22 x h — H(id;) * ej, x| * 23 + X2 *
74 — PK,-dj * ej, mj) = Hy(Fj, Gj, m;). Therefore, even
if challenger C does not have the correct secret key, the
challenger C can still give a valid signature in response
to adversary A’s sign inquiry.

Forgery: Subsequent to playing out the essential questions
in general, .4, makes a mark tuple (¢, z°, 3% 2°,¢®) on

message m® for id®. When A effectively produces a legitimate
mark (z7, 23, 23, 23, €®), the C applies the Forking lemma
and replays .4 with elective hash upsides of H, inquiries
to develop another substantial mark (z7, zg, zg, 23, €*) on the
same random tape as ¢®* # cx. We can get the equality
since (27, 25, 23, 23, €*) and (27, zg,zg,zz, e*) are two valid
signatures on the message m*® for (id®, PK;4+). We have,

TABLE 3. System parameters used in implementation.

[ Parameters | Description |
Key Generation center Ubuntu 20.04 laptop
Programming language | Python 3.11.6
10T Device Udoo Bolt V8
P 14.61x10%0
f 28
N 2

Hy(z}+25xh—H1(id®)*eq, X1 %25 +x2%23 — PKjge x€*, m®)
= Hy(z}+25%h—H1(id®*)*ex, X1 %75 +x2 %7, — PKige xe*, m®),
which reduces to x1 *z3 +x2 ¥ 23 —ige ¥€® = X1 *zg +x2 *ZZ —
PK;4e xe*. As aresult of PKjje = x1 * $3 + X * $4, We arrive
at

Xy ok z3 +xokzp — (X1 k53 + X0 % 5q) % e® = x| %
5+ x0 x 2y — (x1 % 53 4+ x2 % 54) * €, that is, xy * (2§ —
7 — s3(e® — ") +x2 * (2§ — g4 — s4(e® —e*) = 0, or,
(x1,x2) * (25 — 25 — s3(e® — €*), 2§ — 74 — s4(e®* — ") = 0.
The challenger C then sets (t1, 12) = z5 —25 —s3(e® — %), 2}
—z; —s4(e® —e*).

We can get ||, i2l] < 2knv/2N + 4s/4N if ||z —
24,25 — Z)I| < 4sv/2N and ||(s3, s4l| < n+/2N have a high
probability of being true. As stated, 7 = a~! b distribution
is statistically close to the uniform distribution of R,. On the
NTRU lattice, the SIS problem is to find a pair (#1, t2) € Rlz,
such that 1{ + h % 1o = 0 and ||(t, n)|| < 2knv/2N +
45+/4N . We contend that the system secret key B provided by
a, b € R, has generated such a pair (f1, #2) that the adversary
A to solve the SIS problem. If the adversary A is capable
of successfully defeating our LB-CLS technique with a non-
zero probability €, using C, we can solve the SIS problem with
a non-zero probability: 1 — 27"1ogN)¢, ]

VIi. PERFORMANCE ANALYSIS

The performance of the suggested system in terms of
computing cost, communication costs, and safety features in
comparison to existing approaches is examined in the section
that follows.

A. COMPUTATIONAL COST

To evaluate the computational cost, a personal computer
(HPP with Intel(R) 3.2 GHz processor, the Windows 11 oper-
ating system and 512G bytes memory) and Python language
is used to implement various primitives. The utilized system
parameters to arrive at a reasonable security level is depicted
in Table 3. We focus on the computing costs of various phases
of proposed protocol. The amount of time needed for different
operations in the suggested scheme is shown in Table 4.



TABLE 4. Execution time for symbol operations.

[ Symbol | Operation | Time (us) |
Ty Time needed to do a general hash in Z},V 48.10
TG The amount of time needed to perform a Gaussian sampling operation from D v 11.32
Ty Time required for an integer matrix addition or a modular vector addition operation 1.71
T The amount of time needed to multiply an integer matrix or a vector modularly 108.43

TABLE 5. Comparison of computational costs.

[ Scheme | CL-Sign cost (in ps) | CL-Verify cost (in ps) |
Xie et al. [4] Th + 4T 4 6T+ 4 6T« = 754.22 Th + 2T + 5T+ + 5T« = 621.44
Xu et al. [8] 2Ty + TG + 5T+ + 5T+« = 658.22 2Ty + 2T + 4T« = 533.34

Lu et al. [30]

3Ty + Tg + 4T+ + 4T, = 596.18

1Ty + T + 274 + 2T = 379.7

Yang et al. [31]

3Ty + 7Ty 4 5T« = 915.28

1Ty + 5T+ + 57 = 598.8

Deng et al. [32]

3Ty + 6T+ + 6T« = 1105.14

1Ty + 4Ty + 4T, = 588.66

Dong et al. [33]

2Ty + 2T¢ + 2T+ + 4T, = 755.98

1Ty + 2T + 2T+ + 2T, = 379.7

Proposed

2Ty + 4Ty + AT. = 536

Th + 274 + 3T« = 376.81

For the CL-Sign and CL-Verify phases, the computational
costs of the suggested scheme are 2Ty + 4T + 4T, = 536
and 1Ty + 2T + 3T, = 376.81, respectively. Similarly, the
computational costs for the existing schemes of Xie et al. [4],
Xu et al. [8], Lu et al. [30], Yang et al. [31], Deng et al. [32],
and Dong et al. [33] are demonstrated in Table 5. Based
on the execution time for different operations reported in
Tables 4 and 5, the computational costs comparison for the
CL-Sign and CL-Verify phases are compared and displayed
in Figures 3 and 4, respectively. It is worth noting that
the proposed mechanism needs lesser computational cost as
compared to the existing schemes of Xie et al. [4], Xu et al.
[8], Lu et al. [30], Yang et al. [31], Deng et al. [32], and
Dong et al. [33].
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FIGURE 3. Comparison of computational costs in CL-Sign phase.
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B. COMMUNICATION COST

Based on our system analysis, the size of the Gaussian
function, Z,, polynomial, p, and the one-way hash functions
are taken as 128, 78, 32, 64, and 20 bits. Therefore, we repre-
sented the size of the security parameter at 20 bits, equivalent
to the CL-Signer identification and the output of a one-way
hash function. We apply the proposed signature scheme
in the IoT environment. We have plotted the experimental
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FIGURE 4. Comparison of computational costs of CL-Verify phase.

TABLE 6. Comparison of communication cost (in bits).

[ Scheme [ KGC [ CL-Sign [ CL-Verify |
Xie et al. [4] 438 552 446
Xu et al. [8] 496 564 484
Lu et al. [30] 478 577 402
Yang et al. [31] 423 492 424
Deng et al. [32] 417 537 397
Dong et al. [33] 446 524 456
Proposed 418 532 446

results in Fig.5 which represents a single message signature
generation cost on an IoT device. On the other side, Fig. 6
shows a single message signature verification cost on an IoT
device for the proposed scheme. It can be observed from
figures that the time required for CL-Sign and CL-Verify
of single message varies linearly with size of message to
signed.

In contrast, the protocols proposed by Xie et al. [4] uses a
basic identity based signature mechanism, the Xu et al. [8] use
certificateless signature in applied for medical environments,
Lu et al. [30], Yang et al. [31], Deng et al. [32], and
Dong et al. [33], and the proposed Xu et al. [8] in
applied for medical environments. The communication costs
corresponding to the KGC, CL-Sign phase, and CL-Verify
phase of the proposed mechanism, and other competing
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FIGURE 5. For the proposed scheme, the cost of single-message
signature generation on an loT device.
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FIGURE 6. For the proposed scheme, the cost of single-message
signature verification on an loT device.
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FIGURE 7. Comparison of communication costs.

schemes of [4], [8], [30], [31], [32], and [33] are provided
in Table 6. The comparison of communication costs between
the proposed method and existing schemes in terms of the
number of bits utilised is also illustrated in Fig.7. It is pointed
out that the proposed scheme’s communication costs are

considerably higher than those of existing schemes [31], [32]
but they have higher computational costs and does not stand
against post-quantum security.

C. SECURITY FEATURES

The security features of the suggested scheme are evaluated
with the existing similar protocols in Table 7. The considered
parameters for Comparison are the following: a) public
key replacement, b) KGC impersonation, c) revocation, d)
unforgeability, and e) post-quantum. Lucidly, the proposed
mechanism has numerous advantages over existing protocols.

TABLE 7. Comparison of capabilities and security features.

2
>
&

[ Scheme [
Xie et al. [4]
Hung et al. [7]
Karati ef al. [34]
Shim [35]
Xiong et al. [36]
Zhang et al. [37]
Chen er al. [38]
You et al. [39]
Lu et al. [30]
Yang et al. [31]
Deng et al. [32]
Dong et al. [33]
Proposed

S
&~

A R R R R R R R R IR
NS SXXPN N XS XXX
S x| x | x| x| x| xS S| 2

A R RN RN RN NN RN PSP P
NSNS XS XXX x| x

Note: A1: public key replacement; A2: KGC impersonation; A3: revocation;
Ay: unforgeability; As: post-quantum security. X: a scheme is insecure or
does not support an attribute; v': a scheme is secure or supports an attribute.

Note: Aq: public key replacement; Ay: KGC impersonation; A3: revocation;
A4 unforgeability; As5: post-quantum security. X: a scheme is insecure or
does not support an attribute; v': a scheme is secure or supports an attribute.

VIIl. CONCLUSION
Security is the principal obligatory requirement in an
IoT-based network. With the rise of quantum computers,
a lattice-based digital signature mechanism is designed, and
its applications in IoT are also discussed. The proposed
mechanism exploits the benefits of both the certificateless
and the lattice-based cryptosystems. Therefore, the proposed
mechanism does not face the key escrow problem and can
withstand quantum attacks at the same time.Additionally, the
suggested scheme’s security is robust against adversaries of
Type 1 and Type 2. In comparison to existing techniques, the
suggested scheme also offers greater security while also pro-
viding higher efficiency in terms of lower computational and
communication costs. Therefore, the proposed mechanism
has better operability and is suitable for IoT-based networks.
In the future we will work on the limitations of the
proposed work. We will work on the integration of quantum
cryptography with the IoT network and construct a quantum-
resistant protocol. We will explore the applications of
machine learning and artificial intelligence in IoT based
networks.
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