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ABSTRACT

The constantly growing number of Internet of Things (IoT) devices
and their resource-constrained nature makes them particularly
vulnerable and increasingly attractive for exploitation by cyber
criminals. Current estimates commonly reach the tens of billions for
the number of connected “things”. The heterogeneous capabilities
of these devices serves as a motivation for resource sharing among
these devices. However, for effective resource sharing, it is essential
that trust be retained in the multitude of pervasive and diverse IoT
devices. Remote attestation is a well-known technique used to build
such trust between devices. This paper proposes a blockchain based
remote attestation protocol to establish trust between IoT devices.
The blockchain offers a secure framework for device registration
by keeping a list of trusted devices while the attestation is based
on Physical Unclonable Functions (PUF). This combination results
in a tamper resistant scheme with protection against physical and
proxy attacks.
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1 INTRODUCTION

The sheer number of devices in IoT environments manifest many of
the same resource constraints as last generation of “disconnected”
embedded systems such as extensive hardware support, prolonged
device life cycles, high security fidelity, and low power consump-
tion [1, 14]. However, the limited computational capabilities of
these devices, economic forces, and lack of security expertise of-
ten contribute to a rush towards commercialization with minimal
consideration for security implications. IoT has thus, unfortunately
inherited security vulnerabilities from the firmware, software, and
hardware of the previous generation. This starkly highlights that
given the security failings of IoT combined together with its in-
conspicuous, always-on, and non-interactive nature, loT-targeted
attacks are now a real threat and a legitimate concern [28].

IoT systems are composed of largely heterogeneous devices with
diverse capabilities. This leads to resource sharing among IoT de-
vices. However, establishing trust in an IoT device needs to be a
pre-requisite for any kind of resource sharing in IoT systems. Soft-
ware attestation is a process via which verifiable evidence about the
state or properties of a system can be shared between devices in an
IoT environment [3]. It traditionally involves a Prover and a Verifier
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in its operation, where the trustworthiness and reliability of this
evidence is based on a root of rust; often a hardware device such as
a trusted platform module (TPM). However, as IoT devices often
lack advanced hardware such as TPMs, software based attestation
is preferred. Such software based attestation techniques rely on
two major assumptions out of many: (i) adversary is passive during
the attestation period, and (ii) prover hardware is safe against any
kind of modification. This presents a security concern, i.e., if an
adversary gains access to a prover, such techniques immediately be-
come vulnerable. To address this, this paper integrates the software
component of the attestation technique with a hardware primitive,
Physical Unclonable Function (PUF). A PUF is used here to establish
the root of trust for each device via challenge-response pairs (CRP).
PUFs are an attractive choice for 10T devices as they have very
low cost of production with minuscule amount of energy footprint
and silicon area. This makes PUFs an attractive choice for remote
attestation in IoT systems [23].

Traditional software attestation techniques assume the devices
to be physically protected. However, this assumption is not valid
given their simple and low cost nature and deployment in remote
locations [21, 22]. Moreover, attestation techniques fundamentally
require a-priori knowledge about the “good” properties of a sys-
tem in an IoT environment, which is usually stored in a database.
Arguably, a data storage solution with secure device registration
mechanism for a heterogeneous, distributed, and multiorganization
IoT attestation network ought to be decentralized. Blockchain pro-
vides such a decentralized and cryptographically secure distributed
ledger [15-17]. This paper explores blockchain for establishing trust
via distributed attestation in IoT environments. This is achieved by
integrating the PKI fundamentals of blockchain with PUFs. Thus,
this paper makes the following main contributions:

i. A distributed remote attestation protocol for IoT.
ii. A registration mechanism to register or remove devices.
iii. A device registry to authorize only registered devices.
iv. A hardware primitive based attestation technique that also
offers a defense mechanism against physical attacks.

The remainder of the paper is structured as follows: Section 2
discusses the related works. Section 3 defines the preliminaries
while Section 4 describes the network model. Section 5 explains
the proposed protocol. Sections 6 and 7 present the security and
performance analyses. Finally, the paper is concluded in Section 8.

2 LITERATURE REVIEW

Recent literature in different IoT avenues include [25-27] as the
most common software attestation techniques. During an attesta-
tion procedure, the device that needs to be attested is the Prover,
whereas the device that verifies the prover (i.e., its software state)
is called the Verifier. Thus, in existing attestation techniques design



thinking, a prover has to check its current firmware version or
software configuration and send a status acknowledgement to the
verifier, which then uses this acknowledgement to confirm if the
prover is in a trustworthy state. However, malicious software (mal-
ware) or hardware may be able to forge the system status reports
at the prover side. Therefore, to safeguard against physical attacks,
[19, 24] stress on the importance of PUFs and their use in software
attestation techniques. However, both of these techniques operate
on a similar design pattern, i.e., they require the output of each
iteration of the attestation algorithm be taken as an input to the
PUF, thereby producing a hardware footprint, which is input again
to the checksum procedure. This presents a feasibility problem:
these techniques need a very large challenge-response PUF space
to operate when the challenge-response space of existing PUFs is
very limited, which makes such techniques infeasible and impracti-
cal. Thus, to solve this, the attestation technique proposed in this
paper is independent of large challenge-response PUF space and
can function with limited challenge-response pairs (CRPs) of PUFs.

We can now infer that the aforementioned works suffer from
centralized storage, high computational overhead due to complex
schemes, and high trusted hardware or memory modules costs,
which mainly function to preserve secrets from physical attacks.
Therefore, to solve these issues, this paper proposes a blockchain
and PUF based attestation technique, which does not require any
expensive hardware module, offers immutable and distributed stor-
age, and uses PUFs which have very low cost [2]. The technique
also uses symmetric key encryption and timing information that
results in lower overhead for IoT devices.

3 PRELIMINARIES

Many software attestation techniques operate under the assumption
that only a set of specific algorithms can be executed by exploiting
the computing capability of a prover within a certain time period.
Thus, the attestation operation requires the following two steps: (i)
the verifier needs to use a reference software state and computes a
reference checksum while the prover calculates a checksum over
its memory contents; (ii) attestation is only guaranteed upon the
successful reception of the checksum by the verifier from the prover
within a specific time threshold and that the checksum generated
by the prover is identical to the reference checksum. We can now
define this set of interactions in terms of blockchain as verifier and
IoT devices as provers.

3.1 Blockchain

A blockchain is a globally distributed online/digital ledger that
can be public, private, or semi-private, where the ledger primar-
ily records transactions by verifying the authenticity of their data.
It uses public key infrastructure (PKI) and economic modeling,
which is applied to a peer-to-peer (P2P) network and a shared con-
sensus algorithm to achieve synchronization. It typically operates
on millions of devices/nodes where information and anything of
value such as digital assets, identities, deeds, and even votes can
be securely stored, managed, and moved. Its properties of decen-
tralization, transparency, immutability, and fault-tolerance render
it suitable for decentralized IoT environments. In this paper, the
blockchain is responsible for successfully registering the devices

and storing their associated CRPs as well as maintaining a list of
trusted devices, thereby acting as a verifier.

3.2 Physical Unclonable Function

A PUF is a noisy or fuzzy function that is inherently embedded
in electronic circuits due to the random variations introduced by
the semiconductor chip manufacturing process [4, 7]. Moreover,
when a PUF is queried with a challenge i, it produces a response:
Jj < PUF(i). This response primarily depends on the internal
structure of a device as well as on i. Due to variations naturally
associated with environmental factors such as pressure, temper-
ature, and voltages, the output of a PUF may slightly vary when
excited or input with the same challenge a polynomial number of
times. A remedy to rectify this involves fuzzy extractors, which
eliminate such design constraints and translate PUFs to behave like
deterministic functions [12].

A PUF can be used as a tool for generating secure keys and
enabling hardware authentication among others [5]. The ability
of PUFs to retain keys without actually storing them and their
robustness against invasive and physical attacks, makes them po-
tential candidates for addressing security issues in IoT. Moreover,
a PUF has many different types in which some are memory based
that exploit the random process variations in memory cells, and
delay based that leverage the variation in circuit delays [11]. In
this paper, PUFs is used to assign each device a unique hardware
fingerprint which is then used in the attestation routine to calculate
the software state of a device.

3.3 SWATT

One of the first and popular software attestation techniques is
SWATT [27]. SWATT can verify the memory contents and detect
any malicious tampering of an embedded device’s memory. SWATT
is based on a pseudorandom traversal of memory. A verifier sends
a challenge in the form of a random seed to the prover, who then
uses that seed to randomoly iterate over its memory and calculate
a hash digest of the memory. The usage of pseudorandom numbers
as memory addresses protects SWATT from various type of adver-
sarsaries. However, due to the absence of a root of trust in SWATT,
it is vulnerable to physical attacks. This paper addresses this issue
by introducing PUFs into the attestation routine.

4 NETWORK MODEL

The network model for the proposed attestation protocol is shown
in Figure 1, where the yellow spaces represent different IoT ap-
plications generating different types of data. Note that the server
instances are shown twice to highlight the decentralization prop-
erty of blockchain. The magenta lock icons represent the encrypted
communication between the blockchain and the IoT devices, while
the exclamation mark on top of them signify the point where the
proposed protocol operates. Thus, the network model has the fol-
lowing major entities:

4.0.1 Server. This represents a set of devices that can provide
different kinds of services to users and devices of the network, i.e.,
registering IoT devices and verifying their CRP during attestation.
The servers are the trusted hosts of blockchain, i.e., they initiate
a blockchain with the first (genesis) block, but instead of being
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Figure 1: A holistic view of a blockchain-IoT network model.

centralized, their distribution is decentralized here. Moreover, they
may employ permissioned or permissionless blockchain protocols
to achieve consensus in the network. They also act as miners to
generate new blocks, i.e., they are responsible for providing the
computing power required by the blockchain to operate.

4.0.2 Storage. This represents the process of reading and/or
writing data to storage devices. The storage may be temporary like
RAM (random access memory) or permanent like ROM (read only
memory). Different forms of data (json, xml, csv etc.) can be stored
on them that can be used by other devices.

4.0.3 User device. This represents desktops, smartphones, and
laptops, which are used by a user to conveniently check and enjoy
the services provided by the servers (e.g., register a device) as well
as read data from or write to a storage device.

4.0.4  loT device. This represents “things”, i.e., the key players of
the proposed protocol responsible for sensing data, and processing
and communicating it to the servers via gateways. A gateway here
is responsible for handling and providing connectivity to multiple
devices together, thereby forming a cluster of devices. Note that
these devices may also read data from or write to the storage devices
of the network.

4.0.5 Infrastructure based links. This represents infrastructure
based communication technologies such as GSM/GPRS/UMTS/LTE
via WiFi through wireless local area network (WLAN) access points
(AP) and cellular base stations. As WLAN APs and cellular base
stations may act as the gateways to provide Internet connectivity
to IoT devices, they are termed as server nodes.

4.0.6 Device-to-device links. This represents proximity based
wireless interfaces such as Bluetooth Low Energy (BLE), WiFi Di-
rect, and near field communication (NFC) that allows IoT devices
to communicate with each other.

4.1 System assumptions

We make the following set of assumptions and system configuration

regarding the proposed protocol:

a. Proof-of-work (PoW) consensus is used where honest miners
are not resource constrained and always control more than 50%

of the total computing power, thereby restricting an adversary/a
group of adversary from compromising the blockchain.

b. Elliptic Curve Cryptography (ECC) with Elliptic Curve Digital
Signature Algorithm (ECDSA) is used to register and assign IDs
to each IoT device.

c. Each IoT device is equipped with a PUF and is an embedded
system-on-chip (SoC). Any sort of tampering with the PUF will
render it useless [13, 18].

d. The physical communication link between the PUF and micro-
controller can be assumed secure as they coexist on the same
SoC [13, 18].

e. IDy, {M}y, C!, and R’ denote the ID of an IoT device, message
M encrypted with key k, challenge for i*" iteration, and the PUF
response for C?, respectively.

4.2 Security objectives

The primary security requirements of the proposed protocol are:

i. To provide a platform for registering and storing device IDs.
ii. To attest the software running on an IoT device.
iii. To not store secrets on a device.
iv. To restrict an adversary from breaking the protocol even if a
device is compromised.

4.3 Threat model

To formulate a threat model for the proposed protocol, we use [9]
where an adversary is able to eavesdrop and intercept any message
in the blockchain-IoT network, inject spam packets to overload the
network, replay older messages, and impersonate devices. We also
assume that the adversary is able to compromise IoT devices which
may be subjected to physical attacks.

The adversary intends to bypass the verifier without detection
and subsequently, plans to corrupt the compromised IoT device by
modifying its memory contents and install malware. The adver-
sary aims to launch attacks on the compromised device to cause
economic and physical damage. For instance, to install malware by
gaining unauthorized access into the database of a factory, an ad-
versary can effect an incident that may potentially involve human-
in-the-loop. Therefore, we develop a distributed remote attestation
protocol that offers immutable and distributed storage, and is also
secure against different types of attacks that include single point-
of-failure, physical, man-in-the middle, cloning, and tampering,
among others.

5 HARDWARE PRIMITIVE BASED
ATTESTATION TECHNIQUE

The principles of the proposed PUF based attestation technique for

the blockchain-IoT network are explained in this section. Thus, we

herewith discuss the details of the protocol and the roles of the two

modules, i.e., blockchain and IoT devices. The protocol operates in

two phases.

5.1 Device registration

Before a device can be attested, it has to be registered first in the
blockchain-IoT network. To do so, it needs to interact with any of
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Figure 2: Proposed Protocol.

the distributed servers in the network, which assigns it a pseudo-
random ID based on ECDSA algorithm and then, stores its ID along
with its associated CRP in the blockchain. Thus, whenever a device
needs to be attested, it is first checked if it is registered.

5.2 Device attestation

After the successful registration of a new IoT device, it now needs
to be attested to verify the integrity of its software. The proposed
attestation technique introduces PUFs to SWATT as a hardware root
of trust. Figure 3 shows the operation of the proposed attestation
technique. Let us denote the verifier by V which is attesting the
software running on an IoT device (prover) P. Then, the steps for
the proposed attestations protocol are as follows:

1. V records the current time ¢ and sends a random seed S, to P.

2. P initializes the checksum using a hash of Sy, i.e., op = H(Sy)
and iterates over multiple words in its memory and combines
its PUF output in each iteration with SWATT as follows:

e Use an exclusive or of the PUF output (via the stored chal-
lenge C) and a random number x;_; to calculate an input
variable y;—1 for SWATT. Note that the seed sent by V is
used as the initial random number, i.e., xg = S;.

e To bind every iteration of the attestation routine to the IoT
node’s hardware characteristics, y;—1 is input to the SWATT
routine. This can be achieved by using y;_1 as an additional
input to SWATT’s pseudo-random number generator.

e The random number for the next iteration x; is obtained
using the output of the SWATT function.

Verifier V Prover P
Stores S, (C,R), § Stores S, C
Save Current time t —id—)
X0 «— Sg X0« Sg
oo < H(Sy) oo < H(Sy)
fori=1,---,Ndo fori=1,---,Ndo
Yi-1 <« R®xj—1 yi-1 < P(C) & xj—1
(0, x;) « SWATT(S, 0i-1,Yi-1) (0, %) « SWATT(S, 0i-1,Yi-1)
end for end for
Store Current time t” 2 e oN
If (t —t' < 5§ AND o = o) Then
Accept
Else
Reject

Figure 3: PUF based attestation routine.

3. After iterating over the memory N times, P sends the final check-
sum value back to V.

4. V calculates the checksum value in a similar fashion as P using
the stored state S of P. Moreover, while P uses its PUF in each
iteration, V employs CRP value that is stored in its memory.

5. The attestation is considered successful if the following two
checks are satisfied:

e The final checksum value measured by V is the same as
that received from P.

o The time difference t —t’, where ¢’ denotes the time when V'
received the checksum value from P, is less than a threshold
d. Note that § is the time required by an honest device to
calculate the checksum.

6. If either one of the two conditions is violated, the IoT nodes is
tagged as compromised.

5.3 Proposed Protocol

The proposed protocol is shown in Figure 2. It uses the following
three levels for network isolation of IoT devices:

a. Trusted: Every new IoT device that is registered and which
does not have any pre-installed or pre-embedded malware in it,
and is not compromised is added to the list of trusted devices
after successful attestation. IoT devices in this list are free to
communicate with each other using all of the available com-
munication interfaces. Note that the devices may have multiple
communication interfaces such as LTE, WiFi, and Bluetooth etc.
This list is maintained on the blockchain.

b. Strict: If an IoT device is new to the network or if it may be
potentially compromised, it is added to the strict list. This is to
filter the traffic generated by these devices to block any malicious
packets, or connection requests to the external network or other
IoT devices. This list is also maintained on the blockchain.

c. Isolated: If an IoT device is compromised by malware or an ad-
versary, it is simply dropped from the network, i.e., it is delisted
from both lists. Thus, all future interactions, connection re-
quests, and packets from such delisted devices are immediately
dropped/blocked. There is no list associated with this level, there-
fore, to join the network again, delisted devices must register
themselves again.



6 SECURITY ANALYSIS

We herewith discuss the security features of the proposed protocol.

6.1 Protection against Tampering

A PoW based blockchain starts with a genesis block and adds every
subsequent block with its proof to itself chronologically in such
a way that the latest block is able to point to the genesis block.
Therefore, to create an alternative and dishonest chain, an adversary
needs to successfully redo the PoW for the latest block as well as all
of its preceding ones. However, the adversary needs to have more
than 50% of the total computing power of the blockchain network
to achieve this [8, 20]. Thus, a dishonest chain can potentially be
mined by using > 50% mining power [20]. Given a decent sized
blockchain network, such attacks have extremely low probability.
Thus, the PoW consensus used in the proposed protocol offers
high security fidelity against tampering if the number of honest
miners is always greater than the malicious ones. To guarantee
the security of the blockchain-IoT model with consensus algorithm
A, the number of malicious miners m should be restricted by the
following constraint: m < vp, VA = PoW, where vy = L"T_IJ
represent the maximum tolerable number of malicious miners (i.e.,
< 50%).

6.2 Protection against Physical Attacks

IoT devices are generally located at remote locations and an attacker
may gain physical access to these devices. This exposes the secrets
that are stored in the memory of an IoT device and puts them at
risk, i.e., using physical attacks an attack may be able to reveal the
stored secrets of the device such as secret keys [6]. This may lead
to compromising the security of attestation techniques using proxy
nodes. However, the proposed attestation technique embeds PUFs
into the attestation routine and does not require any stored secrets.
Therefore, the proposed attestation routine can be considered safe
against physical attacks.

6.3 Protection against Proxy attacks

A proxy may be used to attack an attestation technique. In this
type of attack, the attestation request from the verifier is forwarded
by a compromised device to a proxy one. The proxy device (with
the legitimate software) runs the attestation routine and sends
the checksum value to the prover. The prover in turn forwards
the checksum value back to the verifier. However, the proposed
technique is safe against this type of attack in the following way:

(1) To correctly calculate the checksum, the proxy needs the
PUF of the compromised IoT node as shown in Figure 3.
However, without the actual PUF, the proxy cannot cal-
culate the correct checksum value. Note that even if the
compromised node sends the PUF response to the proxy,
the attestation routine uses P(C) instead of the response.
Therefore, to bypass the PUF, the code on the proxy needs
to be modified, which will also yield an invalid checksum.
The attestation will fail because of the additional time in-
curred by forwarding and receiving the attestation request
from the proxy.

2
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This shows that the proposed attestation technique is safe against
proxy attacks.

7 PERFORMANCE ANALYSIS

7.1 Attestation

Due to the high throughput and low power requirements of PUFs,
they do not introduce any extra overhead to security protocols.
As the proposed attestation routine is an extension of SWATT by
adding a PUF to it, therefore, we can consider the complexity of
the proposed attestation routine the same as SWATT. If we denote
the number of iterations for the proposed attestation technique by
N, then the worst case running time for the proposed attestation
technique is O(N) as compared to O(Nm In m) for the existing
attestation techniques [6]. This shows that the proposed attestation
routine does not add any extra overhead to SWATT.
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Figure 4: Probability of an adversary reaching break even.

7.2 Blockchain robustness

Since the blockchain is responsible for storing and maintaining
the trusted list of devices, it is indispensable that it be secure and
tamper resistant. To quantify this, we measure the robustness of
blockchain in the proposed protocol. Let us consider a case where
an adversary tries to compete with the honest miners of blockchain
by creating an alternate/dishonest chain at a faster rate. Recall
our assumption that honest miners control more than 50% of the
total network resources. Thus, this competition between the honest
miners and adversary can be modelled as a function of binomial
random walk. Thus, the event of “success” here signifies that the
honest chain is extended by one block, thereby increasing its lead
over the alternate chain by +1, while the event of “failure” signifies
that the alternate chain is extended by one block, thereby reducing
the gap by —1.

Moreover, the probability that the adversary catches up from
i blocks behind the honest chain can be formulated in terms of a
Gambler’s Ruin problem. Let us consider a player who starts off
at a given deficit with unlimited credit and then potentially plays
infinite trials to try to reach a break even point. The probability that
the gambler ever reaches break even or that an adversary is ever



successful in catching up with the honest chain in a blockchain can
be formulated as [10]:
1 ifp<gq

Ql_{(%)l ifp>q}’ (1)
where p represents the probability that an honest miner finds the
next block, g represents the probability that the adversary finds
the next block, and Q; represents the probability that the adver-
sary will catch up from i blocks behind the honest chain. Figure 4
demonstrates the ineffectiveness of this attack as long as the honest
miners have > 50% of the total computing capacity, which startkly
highlights the robustness offered by the blockchain. It can be seen
that when p = 1,0.9,0.8,0.7, and 0.6, Q; exponentially decreases
with the increasing number of blocks of deficit, i.e., after just 10
blocks, Q; reduces to 0. When p = 0.5, Q; increases to 1, which con-
firms that whoever controls > 50% of the total network resources,
controls the blockchain. However, given our assumption p > ¢, Q;
is only able to retain extremely low probability of success.

8 CONCLUSION

This paper investigated the issue of retaining trust in the multi-
tude of pervasive and diverse computing devices in IoT environ-
ments, and presented a distributed remote attestation protocol us-
ing blockchain. The registration of devices is securely handled by
the blockchain, which is also able to provide distinction between
trusted and rogue devices via a list of trusted devices. The proposed
attestation technique is based on PUFs that also enable device re-
sistance to physical attacks. To study the security and feasibility
of the proposed protocol, security and performance analyses were
presented which demonstrate that the protocol able to achieve dis-
tributed IoT remote attestation with protection against tampering,
physical, and proxy attacks.
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